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(EMR_CL.exe) 1. MHif§% DVD-R ICHII L, ffAIGEHRD IR~ H
HA Y=V AR LET,

*T: Ave—Uf1 0 3.0 6) ANEHROINE~DHN

7 | 12:30:00

FIE AD:ABC) i3m /7y b LET, BFALVTHAT 7V 77— =
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3. BEAIA v -

2FDUF Y F I - ZHEER A v £ — P DPIZRL LT, Z&ad, UserlD I2W»Tid, DICOM THUE X
LT % loginName@domain-name OJEHIC L T ¥ 3,

1) #3877V —3 3 v 0ieE)

ok | 74—LEFH *7vav Bl v 7 NE &%
EventID M BRIV DD 110100, DCM, "Application Activity" JAHIS 12# 7.10 TRE
1 EventActionCode M ARV FTRITENFT Vv ay "E" [E17] DE%*
{ EventDateTime M A Ry b DFE LK "2021-05-25T712:00:00.500+09:00"
g EventOutcomelndicator M AR hDORY, KB ETRT "0" [RZh] D=k
EventTypeCode U ARy DEAT 110120, DCM, “Application Start” DICOM PS3.16 CID401 THRE
UserlD M ANFEFIE7AEZ0 1D "1234" 7AEXD 1D
;;% AlternativeUser|D U ANELIETOEZDFD ID (None)
;Lé UserName u AFE 70 20%H "EMR_CL.exe" 70+t 2 D&
7 [ userisRequestor M EREHENHAD "FALSE" [BERETHL] OB
T RolelDCode u AFflF 70w 20&E 110150, DCM, “Application” DICOM PS3.16 CID402 THE
:; PurposeOfUse u F—RIZT7EZR LB (None)
[;/5 NetworkAccessPointTypeCode u XY NT—=0T0RRRA >V bDERAT " [IP7 FLZ] OEK
* NetworkAccessPointID U 2w bT—=0T R RA Y MIHT B ID "192.168.100.101"
5 i AuditEnterpriseSitelD U RERY AT LOBAT "JAHIS Hospital" i E XY
Elé i® | AuditSourcelD M FKERATLOI=—75 1D "DoctorRoom101” AL ERBE SN TV BEE ID,
# 2 [TauditsourceTypeCode u RERSRFLORAT "1 [T>F2—4IF] 0Bk
2) FRAEFRE (KD
S48 74— FH *7vav e Y7 iE %
EventID M EEARY D ID 110114, DCM, "User Authentication” JAHIS 12 7.10 THE
A | Eventactioncode M ARy FCRIFENET I Ay £ [%17) DB
I EventDateTime M A Ry b DFELEZ "2021-05-25T12:05:00.500+09:00"
g EventOutcomelndicator M AR ORI, KEERY 4" NS kB DB
EventTypeCode u ARV bDEAT 110122, DCM, “Login” DICOM PS3.16 CID401 THE
UserlD M ANFEFIE7AEZDID "XYz" Ay A v a@ ATz AD 1D
AlternativeUserID u ANFEFIE7TAEZDRID ID (None)
UserName u ANFEFETOERDEE] (None)
:IL_ UserlsRequestor M BRENEHNAD "TRUE” [Ek¥E| DEBK
I% RolelDCode u AFEE 7R RDEE (None)
- PurposeOfUse U F—RIIT VR LB (None)
NetworkAccessPointTypeCode u 2y bT=0T 0 RRBAL v b DRAT " MP7KrKLZR] OEB
NetworkAccessPointID U 2w bT=0T R RA Y MIHT B ID "192.168.100.101"
UserlD M AF/lF 700 ID "1234" MEBL-7BERDID
AlternativeUserlD u AEIE7BERDF D 1D (None)
UserName u ANFEFIET AL RDLH] "EMR_CL.exe" 7 At ZDLH]
{ UserlsRequestor M BERENIEDDNAD "FALSE” [ERETHW] DER
% RolelDCode U ANEFIE 7T AL RDEE (None)
PurposeOfUse u F—RIZT 7R LB (None)
NetworkAccessPointTypeCode u Iy NT=0TORRBAL Y b DRAT " [P 7 RLX] OEBk
NetworkAccessPointID u Fy bT=0T0RRRA Y MIHTSID | "192.168.100.101"
> % AuditEnterpriseSitelD u FAEES R T L OBFT "JAHIS Hospital” MR AE T A
é‘g 5~\ AuditSourcelD M FREBRVRATLODI=—77#&ID "DoctorRoom101” IHRNRBESNTWBEE ID,
& ; AuditSourceTypeCode U RERVATLORAT " [Ty Fa—¥IF] oF&%
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3) FIAEREE (BLZh)

x| 74— F£ *7vav e Y7 iE &%
EventID M EHARVILDID 110114, DCM, "User Authentication” | JAHIS &% 7.10 THE
1 EventActionCode M ARV R TRITENFT Vv ay “E” [E17] DE%
I EventDateTime M A Ry bOFE LK "2021-05-25T712:10:00.500+09:00"
g EventOutcomelndicator M AR hORY, KB ETRT "0” [RZh] D=k
EventTypeCode U ARV bDRAT 110122, DCM, “Login” DICOM PS3.16 CID401 THRE
UserlD M ANFEFIE7AEZD 1D "ABC@JAHISHospital” a74 v LA D
AlternativeUser|D U ANELIETOERDFD ID (None)
UserName U ANEE T B RDEE "Ishi Taro" S O INOE-A)
:Il: UserlsRequestor M ERENEHIHIAD "TRUE” [Ek#E] OEK
gﬂ RolelDCode U AElE 70w 20%EE) (None)
= PurposeOfUse U F—RIZT VR LT-BEY (None)
NetworkAccessPointTypeCode u XY NT—=0T0RRKRA >V bDERAT "2 [IP7FLZ] OEK
NetworkAccessPointID u Fy bT—=0T 0 ERRA Y MIHT S ID | "192.168.100.101"
UserlD M AFEFE7TAELZD D "1234" WML -7 B2 R0 D
AlternativeUserlD U ANFEE7aE203 0 ID (None)
UserName U AETE TR RDZE "EMR_CL.exe" 7 At ZDLH]
{ UserlsRequestor M ERENENDAD "FALSE” [ERE TRV DEBK
[3% RolelDCode U ANEIE 7B RDEE (None)
= PurposeOfUse U F—RIZTEALEEHN (None)
NetworkAccessPointTypeCode U 2 bT—=0TOERRA Vb DRAT " [IP7 FLX] Oo&Ek
NetworkAccessPointID u 2y NT—=0T 0 RRKRA Y MIHT S ID "192.168.100.101"
> % AuditEnterpriseSitelD u FERY 2T L OB "JAHIS Hospital” i YN
E‘% i | AuditSourcelD M RERY AT LDI=—27% 1D "DoctorRoom101” WHARLNRBESNTLBEE ID,
& ;/( AuditSourceTypeCode u RKEBRS AT LODRAT " [T RFa—¥IF] oEk
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4 - 1) EABERA~DORR (GHHR)

| Z4—NEFE *7vav LA Y T IE wE
EventID M BEFEARYLDID 110112, DCM, “Query” JAHIS 122 7.10 THRE
p EventActionCode M ARV FTRTEINZT I ay “E” [%17] D&
~
i EventDateTime M ARy b DOFE L "2021-05-25T12:12:00.500+09:00"
g
EventOutcomelndicator M A Ry bORY, KEERT 0" [RIh] D%
EventTypeCode U ARV b DRAT (None)
UserlD M ANEIE7BERD D "1234" ZJEEZDID
AlternativeUserID u AF/E7REZ2DF]0 1D (None)
UserName U ANEETRERDLE "EMR_CL.exe" TR RDEE
i § . " " . =
P UserlsRequestor M ERENEHIHIAD TRUE [Ek#E] OEK
¥
JT
% RolelDCode U AFflE 7R x0%E 110153, DCM, “Source Role ID” DICOM PS3.16 CID402 T#E
PurposeOfUse u F—RIZT7 IR LI-BH (None)
NetworkAccessPointTypeCode u 2 bT—=0TOERRA Vb DRAT " [IP7 FLX] &k
NetworkAccessPointID u Y NT—=0T 0 RZAKRAY TS ID "192.168.100.101"
UserlD M ANFEE7RrEZXD ID "4567" 7atxo D
AlternativeUserID u AFE7RE2DF0 1D (None)
UserName u ANFEFIETAERDLH] "EMR_SV.exe" pA=E P SOEA-I)
g UserlsRequestor M BEREHNEHHPAD "FALSE” [ERETHW] DEKR
#
%
g RolelDCode U AFlE 7R x0%E 110152, DCM, “Destination Role ID” DICOM PS3.16 CID402 T#E
PurposeOfUse u F=2IZT 7R LB (None)
NetworkAccessPointTypeCode u 2 bT—=0TOERRA b DRAT " [P 7 FLX] &k
NetworkAccessPointID u Iy bT=0T 0 ZRA Y MZHT B ID "192.168.100.1"
UserlD M ANFEE7REZXD ID "ABC@JAHISHospital " BWRELEZADID
AlternativeUserID u AFlE7nE2030 1D (None)
UserName u ANFEFIET AL RDLH] "Ishi Taro" BRRLIZADLE
1t
;% UserlsRequestor M EREDENDAD "TRUE” [ExE] DEE
%
5%5‘ RolelDCode u AFlE 70 20&E 110153, DCM, “Source Role ID”
=
PurposeOfUse u F=2IZT 2R LB (None)
NetworkAccessPointTypeCode u Iy NT=0TORRBAL Vb DRAT " [IP7RLZR] OEB
NetworkAccessPointID u Iy b T=0T oA RA Y MIHT B ID "192.168.100.101"
§ AuditEnterpriseSitelD u RERY 2T LDBGAET "JAHIS Hospital" i YN
5
v
2 AuditSourcelD M FERS AT LOI=—275 1D "DoctorRoom101” IHARDERE S N TWDEE ID,
F
L
g AuditSourceTypeCode u RERVATLORAT " [Ty Fa—¥IF] oF&%
2] o . .
1§ ParticipantObjectTypeCode M BfREF 7Yz bogA7a—F " [V 2T L] OB
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ParticipantObjectTypeCodeRole BREA 7Y 7 bOBREIERTI—F "3" [EE] DER
B A ‘ BEES 7V bDTF— 254 7942
ParticipantObjectDataLifeCycle _ (None)
IWRAT—=2D D
ParticipantObjectIDTypeCode ParticipantObjectlD IZ& £ N2 21 7 "10" [HRFREALE | DR
ParticipantObjectPolicySet ParticipantObjectID (c3#3 27KYU >t v b (None)
ParticipantObjectID 234 2K Y ¥ —TE
ParticipantObjectSensitivity (None)
FEI N
ParticipantObjectID BEfREA 727 b0 ID "20210525121200500001" ID OFTRAWI AT LTRODZ L
ParticipantObjectName BEMREA 7 7 FDORE (None)

ParticipantObjectQuery

RBERE

"SELECT * from TB_PATIENT where
id_patient='123456";," % base64 Z i
L 7=XX751

BREABHOMTED L,

ParticipantObjectDetail

BREF 7Yz 0 + OFMER

(None)

ParticipantObjectDescription

BfREF 7Y 0 DA

(None)
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4 —2) EABEB~DRER (F—/)

S8 74—V EFE *7vav LA v 7 NE &%

EventID M BEHFEARYLDID 110112, DCM, “Query” JAHIS 12 7.10 THRE

p EventActionCode M ARV PTRTEINZT I ay “E” [%17] D&

~

ﬁ EventDateTime M ARy b DOFE LA "2021-05-25T12:12:00.500+09:00"

B

b4 ) . _ . . .
EventOutcomelndicator M A Ry hORI, K ERT 0 [RZh] D&
EventTypeCode u ARy DEAT (None)
UserlD M ANEIE7BERD D "1234" ZEEZDID
AlternativeUser|D U ANELIETOEZDFD ID (None)
UserName u ANFEFIE 702 XD "EMR_CL.exe" 704 2 DLH]

i . . " » o =

& UserlsRequestor M BERENTHHPAD TRUE [ERE] DE*

ey

JT

% RoleIDCode U ANFEE 7R 2D%E 110153, DCM, “Source Role ID” DICOM PS3.16 CID402 T#E
PurposeOfUse U F—RIZT LA LEEH (None)
NetworkAccessPointTypeCode u XY NT—=0T0RRRA >V bDERAT " [IP7 FLZ] OEK
NetworkAccessPointlD u 2w b7 =0T R KRA Y MIHT B ID | "192.168.100.101"
UserlD M AFE7RE2D 1D "4567" At ZxD D
AlternativeUser|D U ANELIETOEZDFID ID (None)
UserName u ANEFIE 7O 2D "EMR_SV.exe" 70t RDLE

] . . " " " 2=

'~ UserlsRequestor M ERENENDAD FALSE [ERE TRV DEBK

hca

5%

g RoleIDCode U ANFEE 7R 2D%E 110152, DCM, “Destination Role ID” DICOM PS3.16 CID402 T#E
PurposeOfUse u F=2IZT 7R LB (None)
NetworkAccessPointTypeCode u Y NT—=0T0RRRLA >V bDERAT "2 [IP7 FLZ] oEK
NetworkAccessPointID U Yy NT=0 TR KRA Y MIHHT S ID "192.168.100.1"
UserlD M AFlE7nEx0 1D "ABC@JAHISHospital " ®HRLEZADID
AlternativeUserID U ANEE7aE20R0 ID (None)
UserName u ANEE 7B RDEE "Ishi Taro" BRE L ADLET

:IL UserlsRequestor M ERENENIHPAD "TRUE" [ERE] DER

VA

% RolelDCode u ANFEFIE7AE2D%E 110153, DCM, “Source Role ID”
PurposeOfUse U F—RIZIT VR LB (None)
NetworkAccessPointTypeCode U 2y bT=0T 0 RRBAL v b DRAT " MP7FKrLZR] OE
NetworkAccessPointID U Iy b T=0T 0 ERRA Y MIHT B ID "192.168.100.101"

2 AuditEnterpriseSitelD U FERS 2T LOBAT "JAHIS Hospital" HERE G & BN

b - .

z AuditSourcelD M FRERVATLDI=—77 1D "ServerRoom” HARNERBE SN TWBEE ID,

F

L

% AuditSourceTypeCode U RERVATLORAT 4" [H—=n7atER]| OEk

B s o _ N

% articipantObjectTypeCode REF TV a— SRT =

g ParticipantObjectTypeCod M BEfREF 7Yz boaA7 F " [¥ 27 L] Ok
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ParticipantObjectTypeCodeRole BREA 7Y 7 bOBREIERTI—F 3" [LR— k] OEk
BREA 7V b DT R4 7Y A7
ParticipantObjectDataLifeCycle (None)
LRT—=YD 1D
ParticipantObjectIDTypeCode ParticipantObjectlD IC&E N5 X1 7 "10" [HRREAE] OE%R
ParticipantObjectPolicySet ParticipantObjectID (2343 2K U >+ v k (None)
ParticinantObiectSensitivit ParticipantObjectID IZX 3 %KY > —TFE (None)
articipantObjectSensitivi one
pantl / B i
ParticipantObjectID BfREA 77 D ID "20210525121200500001" ID OETHRAUESRTLTROEZ &
ParticipantObjectName BEMREA 7 7 FDRE (None)

ParticipantObjectQuery

RBERE

"SELECT * from TB_PATIENT where
id_patient='123456";"% base64 Zi#:
L 72375

BRERABHOMTED Z L,

ParticipantObjectDetail

BREF 7Y 20 + OFMER

(None)

ParticipantObjectDescription

BfREF 7Y 0 DA

(None)
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5) BANBBA~DT 742

S8 74—V EFE *7vav B v 7 NE &%
EventID M BEHEAXY bDID 110110, DCM, “Patient Record” JAHIS 24 7.10 THE
p EventActionCode M ARV PTRTEINZT I ay “R” [GEER] DERk
~
i EventDateTime M ARy b DOFE LA "2021-05-25T12:15:00.500+09:00"
g
EventOutcomelndicator M A Ry bORY., KEERT 0" [AIh] D%
EventTypeCode u ARV DRAT (None)
UserID M AFlE70exo D "ABC@JAHISHospital " TIALIZADID
AlternativeUser|D U ANELIETOEZDFD ID (None)
UserName u ANFEFIE 702 XD "Ishi Taro" T VA LT ANDEH]
a2
-é: UserlsRequestor M BEREHEHHAD "TRUE" [ERE] DR,
B
=
RolelDCode U ANELIETOEZRDEE (None)
PurposeOfUse U F—RIZT LA LEEH (None)
NetworkAccessPointTypeCode U 2 bT—=0TOERRA Vb DRAT " [IP7 FLX] Oo&Ek
NetworkAccessPointID U Y NT=0 TR KRA Y MIHHT S ID "192.168.100.101"
£
£ | AuditEnterpriseSitelD U RERY AT LDOBAT "JAHIS Hospital" eI
m B
= ; AuditSourcelD M FREBRY AT LDI=—77% 1D "DoctorRoom101” AN FHE SN TLBEE ID,
7 | AuditSourceTypeCode u HEFLATFLDEAT " [T> Fa—¥IF] ok
ParticipantObjectTypeCode M BREF 7Yz bDRA T2~ F "1 FA) oEsk
ParticipantObjectTypeCodeRole M BREA 7Y bOBREERTI—F " [B&] O&EBK
- ) ) BREA TV bOT =R AT A4S
ParticipantObjectDatalLifeCycle u . (None)
IWAT—=2®DID
ParticipantObjectiDTypeCode M ParticipantObjectlD Ic&EZN 2 %1 7 " [£& D] O&EB%
m ParticipantObjectPolicySet u ParticipantObjectID 233 2R ¥t b (None)
té barticioan OB ectSensitivi ’ ParticipantObjectiD 1343 34U ¥ =& | |
articipantObjectSensitivi one
z panttb) g B3 7
e
;‘ ParticipantObjectID M BfRE+ 77 D ID "123456" B2EDID
8
% ParticipantObjectName M BfREA 77 FO&E "Yamada Hanako" BEDOLH]
ParticipantObjectQuery u RRAR (None)
ParticipantObjectDetail U BREA 7Y 7 OEMER (None)
ParticipantObjectDescription U BfREA 7Y 2 F DR (None)
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6) ENERDIAEA~DH T
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TYRIAT 4 T DBEBH,

12

S8 74—V EFE *7vav B v 7 NE &%
EventID M BEHFEARYLDID 110106,DCM,"Export" JAHIS 12 7.10 THRE
p EventActionCode M ARV PTRTEINZT I ay "R" [GEER] DERk
~
ﬁ EventDateTime M ARy b DOFE LA "2021-05-25T12:20:00.500+09:00"
g
EventOutcomelndicator M A Ry hORI, K ERT "o" [RZh] D&
EventTypeCode u ARy DEAT (None)
UserlD M ANEIE7BERD D "1234" ZEEZDID
AlternativeUser|D U ANELIETOEZDFD ID (None)
UserName u ANFEFIE 702 XD "EMR_CL.exe" 704 2 DLH]
5
v UserlsRequestor M BRENENHIAD "TRUE" [EkE] DR,
fal
+
E’é RolelDCode M ANEFRIF7TOERDEE 110153, DCM, “Source Role ID”
b4
PurposeOfUse U F—RIZT LA LEEH (None)
NetworkAccessPointTypeCode u XY NT—=0T0RRRA >V bDERAT " [IP7 FLZ] OEK
NetworkAccessPointlD u 2w b7 =0T R KRA v MIHT B ID | "192.168.100.101"
UserlD M AFE7RE2D 1D "ABC@JAHISHospital " HAOLZADID
AlternativeUser|D U ANELIETOEZDFID ID (None)
UserName u ANEFIE 7O 2D "Ishi Taro" HA L7 ADE&E]
% UserlsRequestor M ERENENIAD "TRUE” [ERE] DB,
&
% RolelDCode M ANEFRIF7TOERDEE 110153, DCM, “Source Role ID”
PurposeOfUse u F=2IZT 7R LB (None)
NetworkAccessPointTypeCode u Y NT—=0T0RRRLA >V bDERAT "2 [IP7 FLZ] oEK
NetworkAccessPointID U 2w bT=0T R RA Y MIHT B ID "192.168.100.101"
UserlD M AFlE7nEx0 1D "1234" HAhLE=7nEzx0 D
AlternativeUserID U ANEE7aE20R0 ID (None)
UserName U AF/lE 7O ZDEE "EMR_CL.exe" HAOLE7RntE204HE
UserlsRequestor M ERENENIHPAD "FALSE” [ERETHL] DERR,
" RolelDCode M AFflE 702 0%E 110154, DCM, “Destination Media”
b2l
% PurposeOfUse U F—RIZIT VR LB (None)
B
=
NetworkAccessPointTypeCode U FYNT—O0TF 0 CRRAV bDEAT (None)
NetworkAccessPointlD U Iy b T=0T 0 ERRA Y MIHT B ID (None)
AF4TDRY 2 —L4 1D, URI &2 L idfte
HA%EAT 4 7D ID, ID DFITHRL
Medialdentifier MC DFHHFo "2107001"

VAT LTRHZZ &




Media Type

ATATDRAT,

DICOM PS3.16 CID 405. Media Type Code

DEEERT 2 &,

110033, DCM, “DVD”

% AuditEnterpriseSitelD FERY X T L OBRT "JAHIS Hospital" B eI
H
{; AuditSourcelD HERS AT LOI=—07% D "DoctorRoom101” HRNHBE SN TWDEE IDo
5
E AuditSourceTypeCode REBRSATLOZAT " [T> Fa—%IF] oEKk
ParticipantObjectTypeCode BfEA 7V bORA TR " [A)] D&k
ParticipantObjectTypeCodeRole BfREA 7Yz boREIZRTI—F " [EF] DEK
BREA 7Yz bOT =R T4 7Y A4S
ParticipantObjectDataLifeCycle "10" [HRE~DHD] OBk
LRAT—=YDID
ParticipantObjectIDTypeCode ParticipantObjectlD Ic&EN 2 X1 7 " [EBEES] OBk
B
§ ParticipantObjectPolicySet ParticipantObjectID (2343 2K U >+ v k (None)
%
:7/' ParticipantObjectID 234 27K ¥ —T&E
;' ParticipantObjectSensitivity (None)
$ FINFHEMIE
E
ParticipantObject|D BfREA 7Yz b0 ID "123456" £BEDID
ParticipantObjectName BfREA 7V FO&E "Yamada Hanako" BEDOLH]
ParticipantObjectQuery RRAR (None)
ParticipantObjectDetail BREA 7Y 7 F OEMER (None)
ParticipantObjectDescription BfREA 7Y 2o F DR (None)

© JAHIS 2026
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7) MAERE (R7T7 7 R)

S8 74—LEFH *7vav LA v 7 NE &%
EventID M EHEARVILDID 110114, DCM, "User Authentication” | JAHIS &% 7.10 THE
p EventActionCode M ARV PTRTEINZT I ay “E” [%17] D&
~
i EventDateTime M ARy b DOFE LA "2021-05-25T12:30:00.500+09:00"
g
EventOutcomelndicator M A Ry hORI, K ERT 0" [RZh] D&
EventTypeCode u AR bDRAT 110123, DCM, “Logout” DICOM PS3.16 CID401 THE
UserID M AFlE70exo D "ABC@JAHISHospital” as 797 kLEZADID
AlternativeUserlD u AF/lE7REZ2DF]0 1D (None)
UserName u ANFEFIE 702 XD "Ishi Taro" Ay 77 kLTI ADGH]
:IL UserlsRequestor M BEREHEHHAD "TRUE" [ERE] DER
&
i RolelDCode u AEflE 7 0e 2 0%E (None)
PurposeOfUse U F—&IZ7 /2R LEN (None)
NetworkAccessPointTypeCode u XY NT—=0T0RRRA >V bDERAT " [IP7 FLZ] OEK
NetworkAccessPointlD u 2w b7 =0T R KRA v MIHT B ID | "192.168.100.101"
UserlD M AFE7RE2D 1D "1234" MEBLAZ7AERDID
AlternativeUserID u AFE7RE2DF0 1D (None)
UserName u AEE 7B RDEE "EMR_CL.exe" 70t RDLE
{ UserlsRequestor M ERENENDAD "FALSE” [ERE TRV DEBK
r
% RolelDCode u ANEFIE 7o 2DEE (None)
PurposeOfUse u F=2IZT 7R LB (None)
NetworkAccessPointTypeCode u 2y bT—=0T 0 RRBAL b DRAT " MP7KrKLZR] OEB
NetworkAccessPointID U 2w bT=0T R RA Y MIHT B ID "192.168.100.101"
i ) e .o = o . - . -
& AuditEnterpriseSitelD u FERY 2T L OB JAHIS Hospital ML Z LA
iR
¥
A AuditSourcelD M FKERVATLOI=—277 1D "DoctorRoom101” AN EE SN TLBEHE ID,
7
L
g AuditSourceTypeCode U REBVRATLORAT " [T> Ra—%IF] o&EKk

© JAHIS 2026
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4 BEHFIAIAvE—Y XMLY > T

BED Ay — VPNCHE o AR A v £ — YD XML ¥ v 7V &R L E 9,

AKY v 7 TiE 1SO27789 1k 1) 2 BIMIEHE (PurposeOfUse, ParticipantObjectPolicySet) % f#F L Tu»7g s
72T DICOM R ¥ —~23%2 D ¥ FEHAEETI,

7t ¥, xsi:NoNamespaceSchemalocation DfEIC D W Tl FEEICHAbE TRLal < 72 3\,

1) #3877V —3 3 0ieE)

<?xml version="1.0" encoding="utf-8"?>

<AuditMessage
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemaLocation="C:¥data¥DICOM¥security¥audit-message.rnc">
<Eventldentification

EventActionCode="E"
EventDateTime="2021-05-25T12:00:00.500+09:00"
EventOutcomelndicator="0">

<EventID csd-code="110100"
codeSystemName="DCM"
original Text="Application Activity" />

<EventTypeCode csd-code="110120"
codeSystemName="DCM"
original Text="Application Start" />

</Eventldentification>

<ActiveParticipant
UserID="1234"
UserName="EMR_CL.exe"
UserlsRequestor="false"
NetworkAccessPointlD="192.168.100.101"
NetworkAccessPointTypeCode="2">

<RoleIDCode csd-code="110150"

codeSystemName="DCM"
original Text="Application" />

</ActiveParticipant>

<AuditSourceldentification
AuditEnterpriseSiteID="JAHIS Hospital"
AuditSourceID="DoctorRoom101">
<AuditSourceTypeCode csd-code="1" />

</AuditSourceldentification>

</AuditMessage>

2) FAERE (KK

<?xml version="1.0" encoding="utf-8"?>

<AuditMessage
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemaLocation="C:¥dataY DICOM¥security¥audit-message.rnc">
<Eventldentification

EventActionCode="E"
EventDateTime="2021-05-25T12:05:00.500+09:00"
EventOutcomelndicator="4">

<EventID csd-code="110114"
codeSystemName="DCM"
original Text="User Authentication" />

<EventTypeCode csd-code="110122"
codeSystemName="DCM"
original Text="Login" />

</Eventldentification>

<ActiveParticipant
UserID="XYZ"
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UserName=
UserlsRequestor="true"
NetworkAccessPointID="192.168.100.101"
NetworkAccessPointTypeCode="2">

</ActiveParticipant>

<ActiveParticipant
UserID="1234"
UserName="EMR_CL.exe"
UserlsRequestor="false"
NetworkAccessPointID="192.168.100.101"
NetworkAccessPointTypeCode="2">

</ActiveParticipant>

<AuditSourceldentification
AuditEnterpriseSite]ID="JAHIS Hospital"
AuditSourcelD="DoctorRoom101">
<AuditSourceTypeCode csd-code="1" />

</AuditSourceldentification>

</AuditMessage>

3) FIBEREE (BLTh)

<?xml version="1.0" encoding="utf-8"?>
<AuditMessage
mlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemaLocation="C:¥dataY DICOM¥security¥audit-message.rnc">
<Eventldentification
EventActionCode="E"
EventDateTime="2021-05-25T12:10:00.500+09:00"
EventOutcomelndicator="0">
<EventID csd-code="110114"
codeSystemName="DCM"
original Text="User Authentication" />
<EventTypeCode csd-code="110122"
codeSystemName="DCM"
original Text="Login" />

</Eventldentification>

<ActiveParticipant
UserID="ABC@JAHISHospital"
UserName="Ishi Taro"
UserlsRequestor="true"
NetworkAccessPointID="192.168.100.101"
NetworkAccessPointTypeCode="2">

</ActiveParticipant>

<ActiveParticipant
UserID="1234"
UserName="EMR_CL.exe"
UserIsRequestor="false"
NetworkAccessPointlD="192.168.100.101"
NetworkAccessPointTypeCode="2">

</ActiveParticipant>

<AuditSourceldentification
AuditEnterpriseSiteID="JAHIS Hospital"
AuditSourceID="DoctorRoom101">
<AuditSourceTypeCode csd-code="1" />

</AuditSourceldentification>

</AuditMessage>

4 - 1) EABEB~DKRE (HEKR)

<?xml version="1.0" encoding="utf-8"?>
<AuditMessage
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemaLocation="C:¥dataY DICOM¥security¥audit-message.rnc">
<Eventldentification
EventActionCode="E"
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EventDateTime="2021-05-25T12:12:00.500+09:00"
EventOutcomelndicator="0">
<EventID csd-code="110112"
codeSystemName="DCM"
original Text="Query" />

</Eventldentification>

<ActiveParticipant
UserID="1234"
UserName="EMR_CL.exe"
UserlsRequestor="true"
NetworkAccessPointID="192.168.100.101"
NetworkAccessPointTypeCode="2">

<RoleIDCode csd-code="110153"

codeSystemName="DCM"
original Text="Source Role ID" />

</ActiveParticipant>

<ActiveParticipant
UserID="4567"
UserName="EMR_SV.exe"
UserIsRequestor="false"
NetworkAccessPointID="192.168.100.1"
NetworkAccessPointTypeCode="2">

<RoleIDCode csd-code="110152"

codeSystemName="DCM"
original Text="Destination Role ID" />

</ActiveParticipant>

<ActiveParticipant

UserID="ABC@JAHISHospital"
UserName="Ishi Taro"
UserlsRequestor="true"
NetworkAccessPointlD="192.168.100.101"
NetworkAccessPointTypeCode="2">

<RoleIDCode csd-code="110153"
codeSystemName="DCM"
original Text="Source Role ID" />

</ActiveParticipant>

<AuditSourceldentification
AuditEnterpriseSiteID="JAHIS Hospital"
AuditSourceID="DoctorRoom101">
<AuditSourceTypeCode csd-code="1" />

</AuditSourceldentification>

<ParticipantObjectldentification
ParticipantObjectTypeCode="2"
ParticipantObjectTypeCodeRole="3"
ParticipantObjectID="20210525121200500001">
<ParticipantObjectIDTypeCode csd-code="10"
codeSystemName="RFC-3881"
original Text="Search Criteria" />
<ParticipantObjectQuery>U0VMRUNUICogZn]JvbSBUQIIQQVRJRU5UIHdoZX]IIGlkX3BhdGllbnQ9]zEyMzQ1Nic7</ParticipantObjectQuery>
</ParticipantObjectldentification>

</AuditMessage>

4 -2) BABR~ORSR ($—/5)

<?xml version="1.0" encoding="utf-8"?>

<AuditMessage
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemaLocation="C:¥dataYDICOM¥security¥audit-message.rnc">

<Eventldentification
EventActionCode="E"
EventDateTime="2021-05-25T12:12:00.500+09:00"
EventOutcomelndicator="0">
<EventID csd-code="110112"

codeSystemName="DCM"
original Text="Query" />

</Eventldentification>
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<ActiveParticipant
UserID="1234"
UserName="EMR_CL.exe"
UserIsRequestor="true"
NetworkAccessPointID="192.168.100.101"
NetworkAccessPointTypeCode="2">

<RoleIDCode csd-code="110153"

codeSystemName="DCM"
original Text="Source Role ID" />

</ActiveParticipant>

<ActiveParticipant
UserID="4567"
UserName="EMR_SV.exe"
UserIsRequestor="false"
NetworkAccessPointID="192.168.100.1"
NetworkAccessPointTypeCode="2">
<RoleIDCode csd-code="110152"
codeSystemName="DCM"
original Text="Destination Role ID" />
</ActiveParticipant>

<ActiveParticipant

UserID="ABC @JAHISHospital"
UserName="Ishi Taro"
UserlsRequestor="true"
NetworkAccessPointlD="192.168.100.101"
NetworkAccessPointTypeCode="2">

<RoleIDCode csd-code="110153"
codeSystemName="DCM"
original Text="Source Role ID" />

</ActiveParticipant>

<AuditSourceldentification
AuditEnterpriseSite]ID="JAHIS Hospital"
AuditSourceID="ServerRoom">
<AuditSourceTypeCode csd-code="4" />

</AuditSourceldentification>

<ParticipantObjectldentification
ParticipantObjectTypeCode="2"
ParticipantObjectTypeCodeRole="3"
ParticipantObjectID="20210525121200500001">
<ParticipantObjectIDTypeCode csd-code="10"
codeSystemName="RFC-3881"
original Text="Search Criteria" />
<ParticipantObjectQuery>U0VMRUNUICogZn]JvbSBUQI9QQVRJRU5UIHdoZX]JIIGIkX3BhdGllbnQ9]zEyMzQ1Nic7</ParticipantObjectQuery>
</ParticipantObjectldentification>

</AuditMessage>

5) EANBHR~ADT 7R

<?xml version="1.0" encoding="utf-8"?>

<AuditMessage
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemaLocation="C:¥data¥DICOM¥security¥audit-message.rnc">

<Eventldentification
EventActionCode="R"
EventDateTime="2021-05-25T12:15:00.500+09:00"
EventOutcomelndicator="0">
<EventID csd-code="110110"

codeSystemName="DCM"
original Text ="Patient Record" />

</Eventldentification>

<ActiveParticipant
UserID="ABC@JAHISHospital"
UserName="Ishi Taro"
UserlsRequestor="true"
NetworkAccessPointID="192.168.100.101"
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NetworkAccessPointTypeCode="2">

</ActiveParticipant>

<AuditSourceldentification
AuditEnterpriseSite]ID="JAHIS Hospital"
AuditSourcelD="DoctorRoom101">
<AuditSourceTypeCode csd-code="1" />

</AuditSourceldentification>

<ParticipantObjectldentification
ParticipantObject]D="123456"
ParticipantObjectTypeCode="1"
ParticipantObjectTypeCodeRole="1">
<ParticipantObjectIDTypeCode csd-code="2"
codeSystemName="RFC-3881"
original Text="Patient Number" />
<ParticipantObjectName>"Yamada Hanako"</ParticipantObjectName>

</ParticipantObjectldentification>

</AuditMessage>

6) EABHRDIER~DH S
AN R 5 © Medialdentifier Dl 2 (#1773 2 564323 DICOM PS3.15 CHEI N T3 A F —<w CIITEX
nNTuwEdi, KMEicowTii DICOM WG4 ic <3,

<?xml version="1.0" encoding="utf-8"?>

<AuditMessage
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemaLocation="C:¥dataY DICOM¥security¥audit-message.rnc">

<Eventldentification
EventActionCode="R"
EventDateTime="2021-05-25T12:20:00.500+09:00"
EventOutcomelndicator="0">
<EventID csd-code="110106"

codeSystemName="DCM"
original Text ="Export" />

</Eventldentification>

<ActiveParticipant
UserID="1234"
UserName="EMR_CL.exe"
UserIsRequestor="true"
NetworkAccessPointlD="192.168.100.101"
NetworkAccessPointTypeCode="2">

<RoleIDCode csd-code="110153"

codeSystemName="DCM"
original Text ="Source Role ID" />

</ActiveParticipant>

<ActiveParticipant

UserID="ABC@JAHISHospital"
UserName="Ishi Taro"
UserIsRequestor="true"
NetworkAccessPointID="192.168.100.101"
NetworkAccessPointTypeCode="2">

<RoleIDCode csd-code="110153"
codeSystemName="DCM"
originalText ="Source Role ID" />

</ActiveParticipant>

<ActiveParticipant
UserID="1234"
UserName="EMR_CL.exe"
UserlsRequestor="false">
<RoleIDCode csd-code="110154"
codeSystemName="DCM"
original Text ="Destination Role ID" />

<Medialdentifier>
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<MediaType csd-code="110033"
codeSystemName="DCM"
originalText ="DVD" />

</ Medialdentifier></ActiveParticipant>

<AuditSourceldentification
AuditEnterpriseSite]ID="JAHIS Hospital"
AuditSourceID="DoctorRoom101">
<AuditSourceTypeCode csd-code="1" />

</AuditSourceldentification>

<ParticipantObjectldentification
ParticipantObject]D="123456"
ParticipantObjectTypeCodeRole="1"
ParticipantObjectDataLifeCycle="10" >
<ParticipantObjectIDTypeCode csd-code="1"
codeSystemName="RFC-3881"
original Text="Medical Record Number" />
<ParticipantObjectName>"Yamada Hanako"</ParticipantObjectName>

</ParticipantObjectldentification>

</AuditMessage>

7) MAEZE (BT H)

<?xml version="1.0" encoding="utf-8"?>
<AuditMessage
mins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemaLocation="C:¥dataYDICOM¥security¥audit-message.rnc">
<Eventldentification
EventActionCode="E"
EventDateTime="2021-05-25T12:30:00.500+09:00"
EventOutcomelndicator="0">
<EventID csd-code="110114"
codeSystemName="DCM"
original Text ="User Authentication" />
<EventTypeCode csd-code="110123"
codeSystemName="DCM"
original Text ="Logout" />
</Eventldentification>
<ActiveParticipant
UserID="ABC@JAHISHospital"
UserName="Ishi Taro"
UserlsRequestor="true"
NetworkAccessPointID="192.168.100.101"
NetworkAccessPointTypeCode="2">
</ActiveParticipant>
<ActiveParticipant
UserID="1234"
UserName="EMR_CL.exe"
UserIsRequestor="false"
NetworkAccessPointID="192.168.100.101"
NetworkAccessPointTypeCode="2">
</ActiveParticipant>
<AuditSourceldentification
AuditEnterpriseSiteID="JAHIS Hospital"
AuditSourceID="DoctorRoom101">
<AuditSourceTypeCode csd-code="1" />
</AuditSourceldentification>

</AuditMessage>
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b, BEEIIAvtE—YRF—~

LIF D 2 ¥ —=< 134K JAHIS #8142 2 ¥ —~ & LT, DICOMPS3.15 THIE X h
TWw3 b oic, 1S0O27789 oEHMEH (PurposeOfUse, ParticipantObjectPolicySet) % Bl

L72bDTT,
(KR EVER ¢ 1SO27789 @IEH % DICOM PS3.15 i
Standard Committee IZ T C9,)

BINY 2 E1ERZE %2 DICOM

datatypes xsd = "http://www.w3.0rg/2001/XMLSchema-datatypes"

# This defines the coded value type. The comment shows a pattern that can be used to further
# constrain the token to limit it to the format of an OID. Not all schema software
# implementations support the pattern option for tokens.
other-csd-attributes =

(attribute codeSystemName { token } | # OID pattern="[0-2] ((£.0) | (£.[1-9][0-9]%))*"

attribute codeSystemName { token }),  # This makes clear that codeSystemName is
# either an OID or String

attribute displayName { token }?,

attribute originalText { token } # Note: this also corresponds to DICOM "Code Meaning"
CodedValueType =

attribute csd-code { token },

other-csd-attributes
# Define the event identification, used later

EventldentificationContents =
element EventID { CodedValueType },
element EventTypeCode { CodedValueType }*, # Note: DICOM/IHE defines and uses this
# differently than RFC-3881
attribute EventActionCode { # Optional action code
## Create
e |
## Read
"R" |
## Update
"u" |
## Delete
D |
## Execute
12,
attribute EventDateTime { xsd:dateTime },
attribute EventOutcomelndicator {
## Nominal Success (use if status otherwise unknown or ambiguous)
"0" |
## Minor failure (per reporting application definition)
g |
## Serious failure (per reporting application definition)
"8" |
## Major failure, (reporting application now unavailable)
gn

element EventOutcomeDescription { text }?

# Define AuditSourceldentification, used later

AuditSourceldentificationContents =
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attribute AuditEnterpriseSiteID { token }?,
attribute AuditSourcelD { token },
element AuditSourceTypeCode { AuditSourceTypeCodeContent }*

# Define AuditSourceTypeCodeContent so that an isolated single digit
# value is acceptable, or a token with other csd attributes so that

# any controlled terminology can also be used.

AuditSourceTypeCodeContent =
attribute csd-code {

## End-user display device, diagnostic device
e
## Data acquisition device or instrument
o |
## Web Server process or thread
3|
## Application Server process or thread
g |
## Database Server process or thread
"5" |
## Security server, e.g., a domain controller
"6r |
## 1SO level 1-3 network component
|
## 1SO level 4-6 operating software
"8" |
## other
"gr |
## other values are allowed if a codeSystemName is present
token },

other-csd-attributes? ## If these are present, they define the meaning of code

# Define ActiveParticipantType, used later

ActiveParticipantContents =
element RoleIDCode { CodedValueType }*,
element Medialdentifier {
attribute ID {text}?,
element MediaType { CodedValueType }
12,
element PurposeOfUse {CodedValueType}?,
attribute UserID { text },
attribute AlternativeUserID { text }?,
attribute UserName { text }?,
attribute UserlsRequestor { xsd:boolean },
attribute NetworkAccessPointID { token }?,
attribute NetworkAccessPointTypeCode {
## Machine Name, including DNS name
"1
## IP Address
"o |
## Telephone Number
"3" |
## Email address
4"
## URI (user directory, HTTP-PUT, ftp, etc.)
512

# The BinaryValuePair is used in ParticipantObject descriptions to capture parameters.

# All values (even those that are normally plain text) are encoded as xsd:base64Binary.

# This is to preserve details of encoding (e.g., nulls) and to protect against text

# contents that contain XML fragments. These are known attack points against applications,
# so security logs can be expected to need to capture them without modification by the

# audit encoding process.
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ValuePair =
# clarify the name
attribute type { token },

attribute value { xsd:base64Binary } # used to encode potentially binary, malformed XML text, etc.
# Define ParticipantObjectldentification, used later
# Participant Object Description, used later

DICOMObjectDescriptionContents =
element MPPS {
attribute UID { token } # OID pattern="[0-2] ((¥£.0) | (¥£.[1-9][0-9]*))*"
1
element Accession {
attribute Number { token }
I
element SOPClass { # SOP class for one study
element Instance {
attribute UID { token } # OID pattern="[0-2]((£0) [ (£[1-9][0-9]*))*"
}*
attribute UID { token }?, # OID pattern="[0-2] ((¥.0) | (£.[1-9][0-9]*))*"
attribute NumberOfInstances { xsd:integer }
5
element ParticipantObjectContainsStudy {
element StudyIDs {
attribute UID { token }
}*
12,
element Encrypted { xsd:boolean }?,

element Anonymized { xsd:boolean }?

ParticipantObjectldentificationContents =
element ParticipantObjectID TypeCode { CodedValueType },
element ParticipantObjectPolicySet {text}?,
(element ParticipantObjectName { token } | # either a name or
element ParticipantObjectQuery { xsd:base64Binary }), # a query ID field,

element ParticipantObjectDetail { ValuePair }*,  # optional details, these can be extensive

# and large
element ParticipantObjectDescription { DICOMObjectDescriptionContents }*,
attribute ParticipantObjectID { token }, # mandatory ID
attribute ParticipantObjectTypeCode { # optional type
"1" | ## Person

"2" | ## System object
"3" | ## Organization
"4" 12, ## Other

attribute ParticipantObjectTypeCodeRole { ## optional role
## Patient
"1
## Location
"o |
## Report
"3" |
## Resource
4"
## Master File
"5" |
## User
"6" |
## List
"7
## Doctor
|
## Subscriber
"9" |
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## Guarantor

"10" |

## Security User Entity

"1

## Security User Group

"12" |

## Security Resource

"3 |

## Security Granularity Definition

"14" |

## Provider

"15" |

## Data Destination

16" |

## Data Archive

"17" |

## Schedule

"18" |

## Customer

"19" |

## Job

"20" |

## Job Stream

"21" |

## Table

"22" |

## Routing Criteria

"23" |

## Query

24" |

## Data Source

"25" |

## Processing Element

"0g"

12,
attribute ParticipantObjectDataLifeCycle {

## Origination, Creation

e

## Import/ Copy

ed

## Amendment

"3" |

## Verification

g |

## Translation

"5" |

## Access/Use

"6" |

## De-identification

7

## Aggregation, summarization, derivation

"8" |

## Report

"9" |

## Export

"0 |

## Disclosure

"1

## Receipt of Disclosure

"12" |

## Archiving

"3 |

## Logical deletion

14" |

# optional life cycle stage

© JAHIS 2026
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## Permanent erasure,
"15" )7,

, physical destruction

attribute ParticipantObjectSensitivity { token }?

# The basic message
message =

element AuditMessage {

(element Eventldentification { EventldentificationContents }, # The event must be identified

element ActiveParticipant { ActiveParticipantContents }+, # It has one or more active

element AuditSource

# participants

Identification { # It is reported by one source

AuditSourceldentificationContents

b

element ParticipantObjectldentification { # It may have other objects involved

ParticipantObjectl

)

dentificationContents

# And finally the magic statement that message is the root of everything.

start = message

Kal R

2026 # 5 H

PR

2026 £ 5 A FAT

JAHIS f52#E 25-001 [JAHIS ~ VA 7 7 53871 51 2 B AREE O £ v & —
CERHERR) Ver2.2 | MICE AR v 2 — H v I AER

FATL —MAEEEAN RIEBERELER S 2 7 L TES
T105-0004 HRHEXHE2 THS&ES S

FHE2 TEMT E A5

#HahG  03-3506-8010 FAX 03-3506-8070

© JAHIS 2026

25




