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6.2.7 Transport Security.
Each Qualified HIN’s security policy shall include the following elements to ensure appropriate data transport security:
(i) Authentication Server Requirements.

(c) Each Qualified HIN shall ensure that message exchanges are secured using TLS/SSL 1.2 X.509 v3 certificates for
authentication, and X.509 certificates are used for authentication of all transactions. (TLS1.2h W %8)

6.2.8 Cetrtificate Policies.

Each Qualified HIN'’s security policy shall include the following elements to ensure that all Participant SSL certificates meet or
exceed the following criteria:

(i) Key Sizes: The certificate authority shall utilize the SHA-256 algorithm for certificate signatures; and All keys shall be at
least 2048 bit. (SHA-3840HEMMES (XY HEREL ?)

(ii) Certificate Authority: The certificate authority’s certificate shall be issued by a mutually trusted certificate authority; and
The certificate authority’s certification shall not be self-signed. (Z2AB» > TERILR/IFEFSALY)

6.2.9 Policy Binding.

Each Qualified HIN'’s security policy shall include the following elements to ensure appropriate policy binding by associating
the X.509 digital certificate to the trust domain by meeting the following conditions: (PKITDYS5A4 7 rREEERDHTLND)

(iv) An approved trust chain issues the End Entity certificate.

6.2.12 IP Whitelist.

Each Qualified HIN shall publish and share all IP addresses that are whitelisted. An IP Whitelist can be implemented by the
Qualified HIN’s end point only if the result complies with the applicable Qualified HIN Participant’s non-discrimination policy.
For the purposes of this subsection, an end point will be the web service technical URL hosted by a Qualified HIN that is
listed in the online TEFCA directory. (RH[ZAVTFURTELDIZA5HY)
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Title of the proposed deliverable.
English fitle:

Application of isk management for IT-networks incorporating medical device — Safety, effectiveness
and security in the implementafion and use of connected medical devices or connected health software
— Part 5-1: Activities in the product lifecycle

French title:

(In the case of an amendment, revision or a new part of an exisfing document, show the reference
number and curent fitie)

Scope of the proposed deliverable.

This document specifies activiies in the product lifecycle of health software (including those software
aafin a medical device) towards the information security of the product.

Purpose and justification of the proposal*

towards information security. There are vanous standards for the secure operation of connected
systems - but few on how to build them in a way that supports security. For different application
domains, there are already Iifecycle specifications towards information security: E.g. a good overview
of lifecycle acfivities can be found in IEC 62443-4-1, but this standard uses a language referring fo the
world of industrial automation and control systems (JACS).

Consider the following: [s there a verified markef need for the proposal? What problem does this
standard solve? What value will the document bring fo end-users? See Annex C of the ISOVIEC
Directives parf 1 for more information. See the following guidance on justification statemenis on IS0
Connect:

htips:¥eonnect iso orglpages/viewpage. action ?pageld=27590861

For health software there are no specific standards regarding the state-of-the-art of lifecycle activiies /

{at a minimum an outline should be included with the proposal)
[Tl An cutiine is attached

Preparatory work

[ A draftis attached [T] An existing document to serve

as initial basis
The proposer or the proposer's organization is prepared to undertake the preparatory work required:

] ves [] Mo

If & draft is attached to this proposal:

Please select from one of the following opiicns (note that if no oplion is selected, the default will be the
first option):

O Draft document will be registered as new project in the commities’s work programme (stage 20.00)
[£] Draft document can be registered as a Working Draft (WD — stage 20.20)

[] Draft document can be registered as a Committee Draft (CD — stage 30.00)

[7] Draft document can be registered as a Draft International Standard (DIS — stage 40.00)

If the attached document is copyrighted or includes copyrighted content:

] e proposer confimms that appropriate permissions have been granted in writing for IS0 or IEC to
use that copyrighted content.

| this a Management Systems Standard (MSS)7?
El no

L] ves
NOTE: if Yes, the NWIP along with the Justification study (see Annex SL of the Consolidated 1S0

Supplement) must be sent to the MSS Task Force secretariat (tmb@izo.org) for approval before the
NWIP ballot can be launched.
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Indication(s) of the preferred type fo be produced under the proposal.
[ intemational Standard
[] Publicly Available Specification

[] Technical Specification
[] Technical Report

Proposed development track

[ 118 months* [ 24 months [] 36 months 148 months
Mote: Good project management iz essential o meeting deadlines. A commitiee may be granted only

one extension of up to 9 months for the total project duration (to be approved by the ISOTMB).

*DIS ballot must be successfully completed within 13 months of the project's registration in order to be
elligible for the direct publication process

Draft project plan (as discussed with committee leadership)
Proposed date for first meeting:  2018-10-23
Dates for key milestones: DIS submission 2019-09-01

Publication 2021-10-20

Known patented items (see ISOEC Directives, Part 1 for important guidance)
E] Mo

] ves

If "Yes", provide full information as annex

Co-ordination of work: To the best of your knowledge, has this or a similar proposal been submitted to
another standards development organization?

E] Mo

If “fes", please specify which one(s):

] ves

A statement from the proposer as to how the proposed work may relate to or impact on existing work,
especially existing 150 and IEC deliverables.

The proposer should explain how the work differs from apparently similar work, or explain how
duplication and conflict will be minimized.

The proposed standard will be structured according o the existing health software lifecycle standards
IEC 62304, yet it will specify activities towards information security (rather than product safety). It will
not copy specific security methods or technigues but refer to clauses in existing and established
information security standards.

A listing of relevant existing documents at the international, regional and national levels.

IEC 62443-4-1, AAMI TIRS7, FDA "Content of Premarket Submissions for Management of
Cybersecunty in Medical Devices' and "Postmarket Management of Cybersecurity in Medical Devices' .

Please fill out the relevant parts of the table below to identify relevant affected stakeholder categories
and how they will each benefit from or be impacted by the proposed deliverable(s).

Benefitsfimpacts Examples of organizations / companies
o be contacted
Industry and Clarity on congensus on appropriate | AAMI, COCIR, DITTA, ZVEI
commerce large activities towards product information
industry security
Indusiry and 5.8 2.3
commerce SMEs

ISETDCEZEH LT,

BFODOTER,
& DEIR,

= ICBAFDISOR K OIECEZR
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IRESNLCRBIE, BEODAIRYVD
DI P51 914D IUFEBIEC 62304I(C
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SEENZEIRELCULND., BEDOEFa1 T+
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BERKIUEIISNZBHREZF2UT+E
HEDORIBEZSIRT D.

(Z63%[18)
IEC62443-1 : Security for industrial
automation and control systems - Part 4-1:

Secure product development lifecycle
requirements

AAMI TIRS7 :  Principles for medical device
security—Risk management

FDA :

—Content of Premarket Submissions for
Management of Cybersecurity in Medical Devices’
-Postmarket Management of Cybersecurity in
Medical Devices
FIEUWES 27 LTES
JAHISZEM «- RBETEEZEESERSIAE, —SHS1E




(JAHIS

FCH .

. safety Cld7Z < information securityH'Xi 2.

« RIRSA DT DILDODTOEENEIRE.

c N)VRVYD FOIPERBEXIR,

« FREIXTR » XIRNZEZSD.

- |EC 62443%2=3&(C 9 D.

« BHSEDXIZR,

cFFE > U —X D> ERIET. BA, BRARBIESATLZUN.

X o)+ IV RO—)LOEMERRIE, SFERV). CERFTY
(DKE) 1Y, IEC 60601-4-xZ=¥{Et

BB DIABHE
YD HFRERREL TDIEC62443% HEFIZL1=Industry4.0D BEIZ*x LT
EESFOYHAN—HER K TORIGICES TNV KENEERSI X
FTHREBIEORNOPT, METOCRICETHEEZHIELTFLEIE-
FERIFIZCR ZG<EEOQWGETAVEF—DREMN R IYADR K. IECE
BDEF21)T14~DScopethik. EmMofBi~DE2—7 VD {ketc.)

=i EEA RRERBUFES A7 LIRS




@aHIs ISO/TC215PAESTUME S

e 2018F10B THICAR) T DINTRAALIZT
BH{ES =, ISO/TC215&IEC/SCB62AMN 3
AMWGTHAIWGTIEZ T A/ \—EF2T
AEREICH D B IERIB BT DL TIEIRRY
[CiEimZEmLT-,

(BDOWG LY —EBECIRMAYL ., EHER

Z{THoTULV-)




(TAHIS EIRDELED

s EERLTEXERIIFFLIZZEALTILS
BERtX )T HBEIEB AT

s EEEBEIIBICHRFOXRBTHLITLSED
TIEHEW(FIZEEEES)

o MUMYZERGERSLHHRAIBRIZDOLENS
(MEEARELTOIARMERGNERRD)
¢ RAEFEIHONRELDOMNEEFTEZELD

o
—




(JAHIS

RETCENMEREFERBERBUFERVATLAZZAET

CREHYMNESTETVELS



	スライド番号 1
	JAHISセキュリティ委員会の対外活動
	本日の内容
	スライド番号 4
	医療安全と情報セキュリティ
	情報セキュリティの観点から見ると…
	医療分野においては可用性が重視されている
	医療機器の情報セキュリティ対策の問題点
	日本における厚生労働省の対応
	スライド番号 10
	医療機関と医療機器製造業者の役割分担
	厚生労働省通知のポイント
	関係者の協調による対応の必要性
	医療機器製造業者を取り巻くサイバーセキュリティ環境
	スライド番号 15
	日本はガラパゴス？
	SSL/TLSの要求事項
	TEFCAにおける要求事項（案）
	オープンネット化の安全性について考える
	全国保健医療情報ネットワーク
	スライド番号 21
	2020年問題
	FDAの危機感？
	Windows Embedded
	アップデート対策
	ガラパゴスで良いのでは？
	スライド番号 27
	前回会議の問題提起
	IECサイドのドイツからの提案
	スライド番号 30
	スライド番号 31
	スライド番号 32
	ISO/TC215PAESTUM会議
	全体のまとめ
	ご清聴ありがとうございました

