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JWG7:Joint ISO/TC 215 (Health informatics)

- |EC/SC 62A(Common aspects of medical equipment, software, and systems) WG:

Safe, effective and secure health software and health IT systems, including those
incorporating medical devices
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JWG7:Joint ISO/TC 215 (Health informatics)
- |EC/SC 62A(Common aspects of medical equipment, software, and systems) WG:

Safe, effective and secure health software and health IT systems, including those
incorporating medical devices
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Health software —Software Lifecycle Process
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Health software
-Part 1:General requirements for product safety
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Health software
-- Part 2: Health and wellness apps

--Quality reliabirity
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Application of risk management for IT-networks incorporating medical
devices - Part 1: Safety, effectiveness and security in the implementation
and use of connected medical devices or connected health software
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(FAHIS ®ISO 81001-1

Health software and health IT systems safety, effectiveness and security
— Part 1: Principles, concepts
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Project Approach & Next Steps
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Health software and health IT systems safety, effectiveness, and security
- Part 2 Coordination

- Part 2-1 Guidance for the use of assurance cases for safety & security
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(JAHIS @IEC TS 81001-2-2

Health software and health IT systems safety, effectiveness and security

- Part 2 Coordination

- Part 2-2:Guidance for the implementation disclosure and communication of security
needs risks and controls
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Application of risk management for IT-networks Application of risk management for IT-networks
incorporating medical devices - Part 2-2: Guidance incorporating medical devices - Part 2-8: Application
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HEALTH SOFTWARE AND HEALTH IT SYSTEMS SAFETY,
EFFECTIVENESS AND SECURITY -

Part 2-2: Guidance for the disclosure, communication and implementation of medical-device
security needs, risks and controls
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HEALTH SOFTWARE AND HEALTH IT SYSTEMS SAFETY,
EFFECTIVENESS AND SECURITY -

Part 2-2: Guidance for the disclosure, communication and implementation of security needs,
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(JAHIS @IEC TS 81001-2-2

bl T B EMDS2E A L TR 4

m Security capability

o U #gE

1 ALOF Automatic logoff BEins+>
AUDT

2 AUDT Audit controls BRI AO—I

3 AUTH
3 AUTH Authorization s0ELE

4 CSUP
4 CNFS Configuration of security features

5 DIDT
5 Csup Cyber security product upgrades B —tFaFr . OTBK
6 DIDT Health data de-identification BET—20IERBL

7 EMRG
7 DTBK DATA BACKUP AND DISASTER RECOVERY F—=RAG eIy N EEI g (GAU
8 EMRG EMERGENCY ACCESS 27 IR

9 MLDP
9 IGAU Health data INTEGRITY AND AUTHENTICITY R —20 TN EE R 10 NAUT
10  MLDP Malware detection/protection =27 OiEtfiRE

11 PAUT
11 NAUT Node authentication A=k O EREE

12 PLOK
12 PAUT Person authentication (EPNOER

13 RDMP
13  PLOK Physical locks on device IBAI0 7

14 SAHD

ird- i i WD S I A DI BIFRB=E7 I 7 — 5 BT
14 RDMP Third-party components in productlifecycle roadmaps 7}9112’])ﬁ_$)%®5_|‘"?v; = = J—
15  SAHD System and application hardening LATLETF IV —a OB 16 TXCE
16 17 TXIG
17  STCF Health data storage confidentiality BT — =22kl — D
Additional supporting

18  TXCF TRANSMISSION CONFIDENTIALITY BIEOHEZM information
19 TXIG TRANSMISSION INTEGRITY BEOEEM 1 SGUD
20 2 RMOT
21 3 SBOM
22 4 CONN
23 5 MPII
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aaHis ®ISO IEC PWI 81001-3-1 NEW

HEALTH SOFTWARE AND HEALTH IT SYSTEMS SAFETY, EFFECTIVENESS AND SECURITY

Part3: Safety
Part 3-1: Healthcare Delivery Organizations Guidance
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2 1[E Project Meeting (2025.03.21 5:30-6:30)

i§0 |EC
Welcome and Agenda
IEC/ISO JWG7

@D =ne m - O

> Goal & Background @ okaDA .. (573) (il

» Overview of the 80001-2 TRs m
> 2-1 Step-by-step risk management of medical IT-networks — Practi
> applications and examples @
> 2-3 Guidance for Wireless networks
A

» Project Team Introductions

Neil Gardner (VA

Georg Heidenreich

> 2-4 General Implementation Guidance for HDOs
> 2-5 Guidance for Distributed Alarms

Aki Kanamitsu

» 2-6 Guidance for Responsibility Agreements [E”'i Alpo Varri (Fl, Tampere University)
» 2-7 Guidance for healthcare delivery organizations (HDOs) on how
assess their conformance with IEC 80001-1 @ Coichire Mateumoto

» Project Approach & next steps
Toshiaki Makazato
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HEALTH SOFTWARE AND HEALTH IT SYSTEMS SAFETY, EFFECTIVENESS AND SECURITY
— Part 5: Security

-- Part 5-1: Activities in the Product Lifecycle
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Health software and health IT systems safety, effectiveness and security

- Part 5-2 Security Risk Management for Manufacturers
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BHEHAFRERET S,
HEBEMDRATAIRILE—IZHLTUTOREXET S,
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I New Work Item Proposal

Michelle
» Proposal to elevate AAMI SW 96, a security risk management standard to

the international standard community via ISO TC 215 JWG7

Rationale

» This document s the first full standard based on the internationally utilized
technical information report on security risk management, AAMITIR 57

* AAMITIR 57 is referenced and sourced by the majority of global regulators to
specify expectations for security risk management for medical devices.

* There is also an additional TIR, AAMI TIR 97 which focuses exclusively on
postmarket security risk management

What Feeds Security Risk Management?

KEV —What known

vulnerabilities might be
considered for my system?

Threat Modeling -
What threats are
relevant to my
system.

\Potential Vulnerabilities

Penetration Jesting— All
findings need to be processed
through SRM

Security Risk

Management Coniely

Acceptability

Vulnerability
Assessments — What
vulnerabilities are
associated with my 3

3" party Vulnerabilities

party components?

A\ Scope -from AAMI SW 96

—BiBEA REEERUSH A7 aLw=

This document provides requirements and guidance when addressing design, production and post-production securit
risk management within the risk management framework defined by ISO 14971.

This document is intended to assist manufacturers and other users of the standard with the following:

—identifying threats, vulnerabilities, and assets associated with medical devices and their components and supply
chainvendors;

—estimating and evaluating associated security risks;
— determining appropriate security risk controls to reduce security risks;
— verifying and monitoring the effectiveness of the security risk controls;

— establishing an enterprise-wide process to manage security post-production interactions with users and other
stakeholders that ensures security of medical devices and systems used to provide medical care;

— creating design features that enable production and post-production management of security risk and effective
integration with healthcare delivery organization (HDO) network security policies and technologies, or other
operational contexts;

— coordinating communications with HDOs for security risks;

—understanding and communicating the security expectations from manufacturers to those who deploy their medical
devices in a user environment;

—implementing processes to manage and monitor fielded medical devices containing either (1) traditional software
(including firmware), (2) programmable logic, and (3) hardware for security vulnerabilities;

- AAMI SW96:Standard for medical device
security—Security risk management for device
manufacturers

=

ISO/IEC 81001-5-2:Security Risk Management for
Device Manufactures
ELTHFETOREICDHFRIRE,

-SWIIH A /\—tFXaTAIZEHT B RITRIA
VRDTIRS7TEFREBEDELFAUTAIRIAUID
TIR7TEFLD-EREEBDIAITAIILEAKDL
Fa)TAYRII RO AUNEE
‘SWO6DRA—T 4 RAaA—TED==-FHELTRTE
EBENGHRSENE. BRETIVI . BATANOAR
3R —Ts DIEFE MR EETRYIRS,

-BEFIE36M A (|RE) T, TESLEITRMELIFS,
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IEC 63450 Ed1:
Testing of Artificial Intelligence / Machine Learning-enabled

Medical Devices
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A/MLICER T ARBT —FTI/Fv—DHER -1k

B REROT7—FTI0Fv—HX. HE-F—=U T RAICBERICERTREET 5T E

62/491/INF

m Level 3 — application level:

This level covers application requirements,

concepts, or processes related to Al/ML

technologies relevant for specific use cases.

m Level 2 - functionality level:

This level cavers requirements, concepts, or

processes for functionalities realized with AlI/ML
technologies relevant for various use cases.

- IS0 EC TS 8033 vl el - Leve! 1 - foundation level m | evel 1 — foundation level:

oyt IS S EGUIEMENS, BRI aER, BIEESEs SEmEtied RS : This level covers fundamental requirements,

e concepts, processes, or methods related to

Al/ML technologies.

Lowe 3 - application level

application requirements, concepts, or
processes related o ALML technologies
relevant for specific use cases

Lol 5 - applcation lavel

= |EC 83524 Al enabled medizal dewice -
Computer assinted anakysisSW for pulmonary
images — Algorithm perfarmanse test methads

= . see Wt of sutabie ségndords” S

Lewel 2 - tunctionality bevel

= |EX TR 60801-4-1 Medical electrical equipment and
medical elactrical sysiems emploging 3 degreeof autanamy

= dee el of sutable sdamdardy” Y

Lisviel 1 - found ation level
= |EC 63450 Testing of Artifical Intelligence

Leaming-enabled Medical Device -
Perfarmans Evaluation Fracess 5 s Standards® for all medical devices

- P # ) dy” Fl
see Wik of suitable stancardy of switahie standords ™18

Extablishad gareral IECE10N
salety standands lor
rnadical devic

SamMD | | PEMS D Implantable devices

[ B TC 82 supporting document “Standards suitabie for use inthe development of AL standands in the medical aea®

FIGURE 1; Detailed Example of the Al Standard Architecture

EHE Al/SaMD-WG 2023 5

EHE H3E EEMRAISaMD-WG 2023.12.18&H# KUY
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IEC 63450 Ed1:

Testing of Artificial Intelligence / Machine Learning-

enabled Medical Devices
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® START  INSERT  REFERENCE

q] Whitespace ¢ Wide canvas @&, Zoom v

«

B 4 Test planning

@ 4.1 Testplan

[ 4.2 Test objectives

B 4.3 Test scope

B 4.4 Responsibilities and roles

B 4.5 Test environment -
B 4.5.1 General
B 4.5.2 Test tools

\ @ 4.5.3 Testdata

[ 4.6 Deliverables

B 4.7 Re-testing after changes

@ 4.8 Test methods -

B 4.8.1 General

B 4.8.2 Test oracle

@ 4.8.3 Cross-Validation testing -

[ 4.83.1 Test method descriptic
2 4.8.3.1.1 General
B 4.8.3.1.2 Holdout Cross-Va
@ 4.8.3.1.3 k-Fold Cross-Valic

[B 4.8.3.1.4 Repeated k-folds

& Show tracked changes || {O Show comments| [® Quality check (off) v | Other actions v

General

The manufacturer shall define or reference in the test plan the test methods to be used for the

planned (EEYERE

The test methods shall be validated.

note [l
In the subclauses of clause 4.8 both informative and normative parts are contained. Subclauses
titled “Test method description” and “Test method use cases” are informative. Subclauses titled

“Test method specific requirements” are normative.

+ CLAUSE AT SAME LEVEL + SUBCLAUSE + NUMBERED PARAGRAPH

cLause IEE)

Test oracle

In order to execute a test successfully, a [EgoelECYERES can be defined to support the definition

of acceptability criteria. When defining the test method, the manufacturer shall define whether a
or G LEY W EYERE)) applies to specific test, and shall describe the
Bdnseudo-oracle (3.15)8

Due to the nature of EN{SOuilen 3N CYER] the ERENCHEERE) may not represent a specific

expected outcome, but could refer to a condition or range of expected outcomes that may be

considered acceptahle.

The may be defined by consensus amongst for example a cross-functional team
of experts with application knowledge and clinical expertise. Such consensus may lead to data
labels which represent the RS CICIEREY), or ‘ground truth’. Similarly a
may be derived by using an equivalent device which generates similar outpurs based on the same

test inputs.

+ CLAUSE AT SAME LEVEL + SUBCLAUSE + NUMBERED PARAGRAPH

AUTHOR & shinichi Okac

0 Show change
DK TR
2 O B »
{ Editorial comment

Consider to delete heading.

Proposed change

General

DK EH
{O Editorial comment

What should be the extend of the validation ot
the test methods?

JP EX
{2 Technical comment

The NOTE in 4.8.1 explains the informative and
normative aspects of each subclause of 4.8, ..

Proposed change

-Mave informative parts to Annex.- Remave

NOTE in 4.8.1.The description of each test
method (4.8.3, 4.8 4, 4.8.5) is moved to the

informative Annex.Test method specific

requirements in 4.8.3 to 4.8.5 are not directly

related to the test methods themselves, but are

necessary when using each test method. needs
to, etc., instead of “shall".4.8.6.1.1 and 4.8.6.1.2
are also descriptions of explainability
technigues, so they should be moved to the

informative Annex.

aﬂ

4.8.2 Test oracle

DK ED
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FOREWORD
INTRODUCTION

1 Scope
2 Normative references
3 Terms and definitions
3.22Terms specific to Annex A
4 Test planning
4.1 Test plan
4.2 Test objectives
4.3 Test scope
4.4 Responsibilities and roles
4.5 Test environment
4.5.1 General
4.5.2 Test tools
4.5.3 Test data
4.6 Deliverables
4.7 Re-testing after changes
4.8 Test Methods
4.8.1 General
4.8.2 Test oracle
4.8.3 Cross-Validation testing
4.8.4 Black-box test methods

4.8.4.1 Combinatorial testing

4.8.4.2 Back-to-back testing

4.8.4.3 Extended back-to-back testing

4.8.4.4 A/B testing

4.8.4.5 Metamorphic testing

4.8.4.6 Exploratory testing
4.8.5 White-box test methods

4.8.6 Al explainability/transparency

CONTENTS

4.9 Statistics
4.9.1 General
4.9.2 Classification metrics
4.9.3 Regression metrics
4.10 Test Phases / Stages
5 Test Specification
5.1 Test identification
5.2 Test conditions
5.3 Acceptance criteria
5.4 Test data
5.4.1 Test data selection
5.4.2 Data relevance
5.4.3 Data representativeness
5.4 4 Test data quantification
5.4.5 Test data preparation
5.4.6 DOUP (Data Of Unknown Provenance)
5.4.7 Artificial data
5.4.8 Test data labelling
5.4.9 Use of unlabelled data
5.4.10 Traceability
6 Test Results
6.1 Test Results documentation
6.2 Test deviations

—EEA REERENABEIR T LIRS

Annex A Continuous learning(normative)
A.1 Scope
A.2 General concepts and requirements
A.3 Control mechanisms
A.3.1 Pre-testing by the manufacturer
A.3.2 Evaluation of training algorithm responsiveness
A.3.3 Limiting change
A.3.4 Evaluation of change
A.3.5 Utilization of back-to-back testing
A.3.6 Released model as a test oracle
A.4 New data samples
A.4.1 Training data
A.4.2 Test data

Annex B Data/information leakage(informative)
B.1 Risks of data/information leakage
and impact on resulting
B.2 Sources of data/information leakage
B.3 The ideal test set
B.4 How to avoid data/information leakage
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