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WS THYTA L N T W7 v a T, IRRICZER TR L > T, IMAFIZS] =
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IAROFEHET —2ZMABEBNERT 2HEE. RBEAR/TED oNHREIZHLL, WA
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H— WAL TROLNTEHDONZE IC 71— RPGRRET DAL EDRH D05, A
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IMAE HERDARNFER D 2 OFEGEGE L BARARI U b DOEHNWD & BARKEO Ny v 2l
ERAERFICT v LY a— RELTICH— NIZEVIADRE VAR Ra— RE LTELS

NIEENSBBRICEMSENTLE S OT, RAEH O E BTN T2 < T b,

BLIIAR, BLTONAICH L THRLERL TEALEZTLHHDT, TOLDIZEALIC

LTINS, MAZEOERMEEDOT-DOMZE L L TRARDOIEEILAT v 72 A7z <
TR B Ruy,
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1) faiks - ERASEEE

it % > PEZ L > ThH— RIS T IC F v 7 EOFE#REZA#EL T D, BRI

AT DX 9 28417 5 72 O MEUGE 2 IR EE 7R AN 225 BRI K o TIREE L T D,
cBEEEHALTCH— RO TF v 7EROVHLT 20088 1L <75
CICF v T EEET D Z LIk o THEME TOBIRREHCT S
CBEICRHENTEZ L AR T A v = AAR, BRE AT D LT — X &
ET D7 EEKW RN 2 NS 5
EREETAAEY 2T X LICERET S LT, HEAEEICTS
CHBESBEDOEA) D OT — XN 285 T2, BB RRRELZ Y — b
HWNET X LT D

2) RIEfEF D F#E

BERE 7« NAT — R D W S #OMERIZ L > T, EX4HEE IC h— R MR LT 7

T AT RHFA SNHEMAEFF-> TS, T2 BAGNX, 77V r— g VHEAL, T

TANVRAIZERET D Z ENARET, @l L« FHAL - EWMZ R COBEZT LICR R LT
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REE 5 « N AT — RB LU SEIT, HE2RETE 00T L OTE RN ERSE

LTICH— RANTEHEINDGDT, I— NEEFSEEE ThHo THRIERFHICE - T

TOMEERGTHZ LIETERY, RS S - NATV— RHLWIIESROMRIL. 5

23 U OB E SN B O BECRRAEIC RN T 5 L ORI H A4 B @i iE (PA%E) 352

EWEREZR DT, RIEARFIAZ 250 K3 2 & b EE LUV MEEAEZ R > TV D

3) TV —va oMtk
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TV =2 a YNORBIERERICE DX 2 U T R, BT 7Y r—a LB &
MBNDZ LT, Z2OOHLT TV r—a r~OBIERNOT 7V r— 3 i
WELHEZ D3R, ENENOT TV = a VRS NB MR IC T — R Th D
EONB TR EEIMES L Z LN ARETH D,
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1) SRRFEE (N ERERELHERE)
FIH S D 0AR O E S M A S ERAEOMEREIC X - THER T D BkRE, SR - C
W5 Z EIZ R DR DIES MRS 5, #HlziX., GET CHALLENGE =~ F& |
ZhiZki< EXTERNAL AUTHENTICATE =~ FZf4 %5, =727t 2 4%
F—ROFFEIZ BRI TE 5, (F)

2) FFEFRIE
1) PINOEAIZL Y PIN 251> T\ 5 Z &2 X DFIHE O, 5l 21X VERIFY =
~ v REMHT 5,
2) #EMSoTND (FFoTWW2) ZEICLAFHBZEOME, FlxiEX., GET
CHALLENGE =~ K&, Zhicki< EXTERNAL AUTHENTICATE =~ R%
M5, ()

3) EXaT AvE—VT
avr FROZEDISECK L TEDO—HUTRIRZ G 5IZ K-> TRET D 72D D I7E
(mmmcmwA):V/h%ﬁ@k%LﬁéM67~&%%%m;of%ﬁﬁéo%
— X DOFSRERE L 22T = v 7 HERE A Z L3Ik S, WKL IC I — R T
E®§éﬁﬁ%ﬁéﬂ&w%é_%w%ﬂ6@%®§éﬁ%%@%%f%éo@B

4) NERFREE
=R (TFVr—ray) OFESHEEENRIET 57O OKETH 5, HElimALE
ENH%SNSF v L Y%, INTERNAL AUTHENTICATE =< Rick v IC —
R PITAEHA S 30T 2 INERRERESE & 51 L2 OFE R D 2Rl L, IC H— R o
EXY P Z BT 5, F— "N IC H— FOEYSMEEZRBIT D4R TE %, (0F)

zfAﬁwﬁ%&UM£% E DA FLE MR O &P T R — 7 v A& 70,
FIAU7Z85E8120E, fHEEHOIFIC/R AN H 5 Z L ICEETAVNEND 5,

HPKI /5 IC 1 — RHA R4 H 2 7
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58 AL AERER O 72D DR

E5F MEERMHERD-HDOLE

ARAA RTA R EAE LT DM HERMEO MR, 2725 HPKIEGERASHAT LTz 1C 71—
R&HWT, ERUEHFEFOmRBREIKFETEFEA B LOEFBREL KRBT 52 &
B, ZOTbIclE, E0 HPKIRGERAFEIT Lz IC A — RIS LTh, 2747 b
DETELT TV r—va v NETEAD D VLB TR Z FTAREE 35 2 L RLEC
2%, 1T OBE&RETT,

ERE®RT 7 ) r—va v

HPKIT 7V r—vav

H—RY—=%

HEHEB
PKI 7 — R

1 AHAEH OH#iPH

ZOXH) M EEREERFTAEA, K2IORTEY 7 74T MIOY 7 v =T %
LR D@3 T THRETT 2 R B 5,
1) HPKI 77U/ —v =z @
2) PKIMSREA$RMET 2L R v =7 (PKCS#11 72 KIEHET 7V r—a v
EPRKIT TV r—va oo 27 x—RA) &
3) ICH— FOAMNZERMT HIC H— RV —FD RKF A 3)F
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%5 FHAEMAMEMR OO OMAE

=T ) r—a v

HPKI 77V r—va g
(F1E . BErBELEY 2—VE)

PKI 3 L% =7 @ >
(%5 2 g : PKCS#11, Crypto API %)

H—R)—=F A HT x—RF
(% 3= : PC/SC %)

)
. fAit  (USB %)

=Ry —4

NI TNNE 7 ONANINY

s (Befil/IEREfL)
7816-3, 7816-12, 14443 %

T N

PKI H— K77V r—9
(7816-15 ODF—HXET L)
(7816-4 K (1N 7816-8 2~ k)

K ICh—F /

X2 PKIA— K77V r—variRigdE

%1 EIE HPKL 2FH 7 254 7e EOMiE 2T 28 T, KT A RT 4 Oxt841 & 72
%, HPKI —E 2 Z 445 Z L iz %,

% 2 JEix, HPKIIZHHE L 22V IILA A7 PRI ORERE 2 #2845 8 <, PKCS #11 H 5\
Crypto API (CAPI) 72 &, WS GHREAIRMILT 2V 2 — MY T 5, BTk, IC
S1—RKHND PKL I — RT7 7V r—3 3 v OF —HE57/VTHE, Bk Sz PKIERE & 3
HEyDHh—Ravy FIIEBT 52 L1k > TCICHA— FRADOPKI A — R7 F U r—3a v
OREEFIAT 5720 0iEZ 1Mt 25, PRI h— K77 ) r—a v OF —XE5 /LT
REE 9~ DA #E)S ISO/IEC 7816-15 3 5 i JIS X 6320-15 TH Y, H— Fa~ > NiCBE
5 k%S ISO/IEC 7816-4, ISO/IEC 7816-8 & % M3 JIS X 6320-4, JIS X 6320-8 & 72
Do H 2 BIHYTEEY 2 — VOMIELEA VX 72— ADRETEHZ LICL - T, #2
5 HPKIGRRER A FATLIZIC I — FIZ K b T EFEBAOEREL FEBT L2 LN AREE 20 |
FAREAME A2 L2 2 &1 D, Fic4 HPKI BGER AT 2 PKI h— K77 U r—

HPKI /5 IC 1 — RHA KA H 2 9
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%5 FHAEMAMEMRO T OO

va YOMEERANEE 570k, PRI h— K77V r—ra D75 —XET )V, £
NEFHT OO —RKa~vy FOMEEANEEZ D30 ERHDLH, ZNETDOELD
PKI B25ECld, 178, RO R0 5 IC 11— RIZ X » TR UHBSBE &2 4209~ 2 L BPEN 72
ST2T2, ZOESOMIERMENEBERE SN TE LT, EELDHZERDHoT,
53X, WHINRIC H— RN =X DA NEZERTHET, H2ENOLZITFZICH
— RIZx4 2% (a~>F) Z, IC 71— RV —X%@EL T IC I— RIIBZ DIKREA 2
72, e baronr R o7 IC 1— FEQRE— KU —XOHlfI7: EREEND,
Windows TlE. PC/SC L FEHEINAEY 2 — N Z DTN TS, H3EDOEY 2—/LD
BEEL A L X 72— ADBUEICL T, 5L 725 IC — K& — R Y —X O /eiE
W2, B E LI NS X B LA IC h— RAH A2 EH T 2 &
MTExD, ZNCEk-oT, B A0 27 =2—ADIC H— KB — R —Z%FH
LEHAETH, ICH—FREICH—FHRND PRI — K77 U r— a3 s LCRUE AR
NERBTHZENTEX D,

A ETHEH, FLEOA L F T =2—RA % 5. 21tk T 5, £/, H2ETHAT S IC
H—FRNOPKI I — RT7 7V r—2a D7 —XETN%5. 31, I—Rav R&6.
4 THHAT 5,

5. 1. 2 tHEERMZHERTLH-HDOEH

KA RT4 Tk, £72 5 HPKI BFERAHEIT LI IC 1— RO PKL A— K7 7Y r—

¥ a U COMAERMHRO 7D DHEEEZ L TOEFETRT D LT 5,

1) HHATEH o Hi
IC 71— Fix, #17. WA, fIH, 28, FTEREDOTATHA 7 LDNT
NWHhORREICERT D, KHA KT A4 OMEEREX, FIHOEHS, FICETELR
FOEFRIEZAT O T OAOFEAEMR Z i &5 5,
IC 71— RiZi%, BB NEFRIEMO PRI h— K7 7Y r—y a Uiz s n
LDHDE ?“Z)o

2) FERAE OGP
HPKI FERERFEAT L7-FEE T, SEE O E)SEPH IR OFEFER U > (CP)
it o7eb D & T 5, #ISHHENTOFIAE (Bl . A~v— b Ih—RuerFr) LT
I BMEARGE L 7220,

3) BEDOFEIELR R
BIELHAPRKI A — KT 7V r—ya v OB PRI A — RT7 7 ) r—va v
Wi ERENDOT S R T 7 ¢ OFEEZT Tld7e <  HPKI 38GER OFEH (8
BOBENDH D)., JEHE O HPKI b— FEIER O A B4 REH E L &0 7 A E
WTx5,

4) BEEOEK DX
BEOEREZFFOEFEFEE NG L, EBICL > GEREEZEN ST L2 LERD D,
AKITA RTA T, 1HOGEHEIZIZ 1 >0 hcRole ({R{aE AR AL Sy B T O E,

10 HPKI & IC 1— RHA RTA4Y 2k
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%5 FHAEMAMEMR OO OMAE

B DS NTWDE LD LT 5, EEOBK AT DERICIX, #5o PKI H
— K7 TV r—vailioT, ffkTHH0ET5H, Y X, 1KDIC I— RiZiX
1ERKICHKE L7 PKI A= RT7 7V r—varThd EMETS,  KiTEkKED
hcRole ZGoat U7-FEBHENRIT I NS A[REME. H 5 WITHEEOEK > K=
T AT AICK L TENEND heRole % Fiil L7 B OFEHES 1 4D IC 71— RIZH
WD AEEMEIXH D08, KTA KT A4 L OMAEAMEORFIZIZZ ERWVWED LT 5,

5) X K =7 @ HPKI %}t
HPKI OFEHEI21E HC Role At SN TV 528, 2 KL = 7@ Tk HC Role %
Wz HPKI i EH OME I AT DRV, MEREGAIZIZ, HPKI 77V r—rva @b b
WIEERT 7 r—a r TITHo b0 ET 5,

6) IC 71— ROF|HEREE
11— ROFABREEIL, [EFRERT AT LOZREHICETHHA T4 728
S TEBR SN EFRBENER T 2MAZEET S, BibolY 7Tkl
DHEEET, B8l BT L2FHEINLTWDEEDET S, D, IC I—F &
FIAT 2R OMOGRIE, BEOLKEMEEZMRT DX 2T A v -V 7R 81Tk
HA RT7A v O&EFASE 5,

) MRETHICH—F
FHAENLZ I —ROT T v b —AEERIE, FRICIRE L2V, FITREOMA A 2 2 72
WIC I — R RITRIZT 7V r—3 3 Y EBIAREZR IC 1 — R BEAATE IC 7 — K,
FHHEMR IC 71— R, WThbREENDLI D LT 5,

) AREERL
RN D EEAEAHER T 5720, BEFED JIS 5 W E ISO IHEML L 7= Ak & 3
%

9) RAEFLIEHEDT 7 & X
BFRREOBRIZIE, #IElo PIN AICE Y 1— MrREFEREZITO DO LT, &1
%%@% 1%, R PIN AN XL D0 — FIRAEZBIEZITO b D L 4%, PIN DZHE
X, FEEERME A AT ARRICIEE DR NL O LT 5, iEAEOGAH LIZ, T
AR ZITOR NS D ET D,

10) ,"27—F (PIN) ®AJ)
TV r—=arott kY, BETEAT Y r—2 3 VT PIN A2{RFFL,
L7z B4 EmOBIC2—V [0 PIN AEE 452 LITHET 5,

rl&

5. 1. 3 BFERAN—F7TIVG—La v eBFRAN—K7TUr—2avnHE
1 OOBFEFREENETBLAROCEFHIEAO  FHOMHAEELRITT 5256, 1 o IC
A—=RZ2207 7V r—a 8T 52 ENAREE D, T OGE ORI kS
%X 31TRT,

HPKI 5t IC 71— R4 KT A & 20 11
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% 5w fHAEERMEMEROTZDOHER

ERERT 7Y r— 9 v

HPKIT 7V r—vav

BFELM 7425 | BFRIAEH KT A2

A—FRY—=%
/\ /\

%%%@ﬂ% EE;%WL‘;: )EH
PKI h— K7/ PKI 3= K7
= R AN = Nl

X3 BAELHAT SV r—ar BT Y r—3 a v oddff

BFELHO PRI 7 ) r—ya i, BFEAHO RT A4 %280 CTHIH & 4.
SEHOPKI T Y r—a id, BFELHDORT A 3% Lfﬂ%éﬂé%@&#éo

5. 2 7FUHsr—23arradsLENDA o2 T7—R

AHA RT7A Tk, PRKCS#11 A > X 7 x—A L CryptoAPI A % 7 = —AD 2 Fi¥H

DA VH T 2—AEBET D, TNENN T ST L7 520/ MROKIES 5.2.1 &

0'5.2.2 THEAT 5,

HIWOLRME LT
VIVF ALy RinD LD — RADORIFET 72 A FHE LW, BEOAL Y Kb
TR ATHUENDDHEEICE, ETRFICERT HIHNERD D,
BALOERZIZ A Z 72— AL~V TIIEEI PIN 2R ET 5 2 L 2R 5, L,
TV r—va AT PIN 2R LRI 2 Z &3 2o, 7Y r—ve
YO 1Tk o TIRET HHMENH D, ISONEC 7816-15, i d PKCS #11 Of1ARIC
3B 4 21T O BRICHEE PIN 2 2RI 24N S ENTEBY, HiLvyy vk LT T
HEZ DB ZATWDH, TO2H,  RIFEBEA OBRIZIEZER PIN % ZRT 54D

Wb EEZBND,
PIN |[ZREE N DH /XA T — RO FE v MME, ASCII £ 3% (CryptoAPI OifilFRIZ
%)
LD,
12 HPKI )i IC 1 — KAHA KT 42 H2h/)
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5. 2. 1

PKCS#11 /4 %27 x1—R

%5 AHEEMMEMECR D72 0 D AR

PKCS#11 ©F A 77 Uik O—E &2 1 1T,

%1 PKCS#11DTFA4 77 Vikn4

No TR T4 77 VR4
1 | EFELM HpkiSigP11 ({5l : HpkiSigP11_abc.dll)
2 | WRREH HpkiAuthP11 (f§]: HpkiAuthP11_aab.dll)

MHEEMZERT A 01208 E 25 PKCS#11 OV AR— T REMIEO—E A2 217

ER
#2 PKCS#11 O#—%
No API 4 M
1 | C_GetFunctionList BN A 2 ) A N EEUET 5,
2 C_Initialize PKCS#11 74 7 7 VU #4185 5,
3 C_Finalize PKCS#11 74 7 7 V& T7 5,
4 | C_Getlnfo TA 77 VIERETIGT D,
5 | C_GetSlotList 2wy bU A MRS 5,
6 | C_GetSlotInfo 2y MEHRERST 5,
7 | C_GetTokenInfo =2 NEHRE RS D,
8 | C_GetMechanismlList YAR—=FAT=XL(TNLIY XL 2BET 5,
9 | C_GetMechanismInfo AH=AL (T RL)EREZIET,
10 | C_OpenSession vy a UEMNLT D,
11 | C_CloseSession vy varEUT 5,
12 | C_CloseAllSessions FTRTOE v arzilrd s,
13 | C_GetSessionInfo Ty g SREEZIET S,
14 | C_Login =2 vEn A4 REIZT D,
15 | C_Logout h—=r & 77T MREBICT S,
16 | C_FindObjectsInit FT7V =V NOBRBRER T 5,
17 | C_FindObjects T TVl NOREEITO,
18 | C_FindObjectsFinal F TV NORREKRT T D,
19 | C_GetAttributeValue F 7Tl boOBMHEEERSET 5,
20 | C_SignlInit BB 2 T %,
21 | C_Sign T—HIZEBLEITI,

PAR— T &E API OHARIZU T OEY L7825, 72¥B, RV EE X OREARICE L T,

PKCS#11 # Dz &,

HPKI X5 IC A — RATA RT A4 B2
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FH AT PEREOR O 72 8 D LA

(1) C_GetFunctionList

API 4 | C_GetFunctionList
RS Bt A v 2 U A N EIUET D,
Ei%1 > | CK_DEFINE_FUNCTION(CK_RV, C_GetFunctionList) (
5T s = CK_FUNCTION_LIST PTR_PTR ppFunctionList
A )
RYfE | CK_RV(CKR_OK: sk ZdOffi: &)
i) /0 A
513 CK_FUNCTION_LIST_PTR_PTR | OUT | BA%7 RL AU R haRA ¥

(2) C_Initialize

API 4 C_Initialize

W PKCS#11 74 7 7 U Z4IHHLT 5,
Ba%1 > % | CK_DEFINE_FUNCTION(CK_RYV, C_Initialize) (
7z —RA CK_VOID_PTR pInitArgs
)
RO E CK_RV (CKR_OK: &  ZDft: JH)
i I/0 S

5% CK_VOID_PTR IN | NULL ARA % Z4EE

(3) C_Finalize

API 4 C_Finalize

W2 PKCS#11 79477V #1735,
Bi%1 > % | CK_DEFINE_FUNCTION(CK_RYV, C_Finalize) (
7 =2 CK VOID _PTR pReserved
)
RO E CK_RV (CKR_OK: fft  Z DAt JKH)
i I/0 N

g% CK_VOID_PTR IN | NULL RA > ¥ Z$67E

(4) C_GetInfo

API %4 | C_Getlnfo
1 FA 77 VIERERST D,
%% > | CK_DEFINE_FUNCTION(CK_RV, C_GetInfo) (
BT x— CK_INFO_PTR pInfo
A )3
RUY{E | CK_RV(CKR_OK: i Zf: %K)
14 HPKI % IC 1 — KA A RIA4 v #H2)
2010 -6 H JAHIS © 2010 All right reserved.



%5 AHEEMMEMECR D72 0 D AR

i) I/0 A
515 CK_INFO_PTR ouT A7 7 VIEWAA ¥

e AR T4 7 7 VIEHIILL T 0@ Y,

CK_INFO::cryptokiVersion:

PKCS #11 Bt/ N\— 5 21 2.20 (1)
CK_INFO::manufacturerID:

7477V EEEA:
CK_INFO:flags:

vy 77700
CK_INFO:libraryDescription:

7477 V53 THPKI 2.0
CK_INFO::libraryVersion:

TATTINR=V g

*

APKCSHI1T A 77 Uik, v2.1OMARICHERLL TR Y . FAAHD
CKA_ALWAYS_AUTHENTICATEJE 4D Zv2. 20tk H L7,

HPKIO Hix & B8 L 756, B1B4 AR AEF AR X EEIPIN A ) & 2K
T5Z ENFRETRITNIER BV, CKA_ALWAYS_AUTHENTICATE &M%,
BAEOBYETHY | ZDMENTRUEDS A FAA SR H R A EIPIN A ) 23 24 8L
ThHZEEERT D, T CREMEZ HAT228E LT,

v2.20%F Dfthv2.1 & B2 H4RE T H LT ey, v2.212 TC_SignlnitDEZ I
C_LoginZ M58 7-70 > —/r o A0 RIS izn, Ro—7 v A, v2.1
PRICIE, =T —L70, BFOPKCSHILZFH LT 7V r—3 3 o~
MREWTZDIE HE LT,

7238, CKA_ALWAYS_AUTHENTICATEX, v2.2I12 CHIH CTER SNz Eht
THDHIZD, v2.200D v X7 7 A /L(pkesll.h,pkes11f.h,pkeslit.h) &35
VERDH D,

(5) C_GetSlotList

APl 4 C_GetSlotList

R Aw vy b UANERGT D,

%1 > | CK_DEFINE_FUNCTION(CK_RYV, C_GetSlotList) (

BT ge= CK_BBOOL tokenPresent,
A CK_SLOT_ID_PTR pSlotList,
CK_ULONG_PTR pulCount
)
ROfE | CK_RV(CKR_OK: sk Zofli: K
i 1/0 N
HPKI %/t IC 7 — K44 RFF14 > H2) 15
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%5 AHEEMMEMECR 72 D HAR

515k

CK_BBOOL IN TRUE: 7 —RFYVDAm v Y
A &Ik
FALSE: #fis T\ 5H 3T
DAy FJ A NEIRS

CK_SLOT_ID_PTR IN/OUT | #m >y FID U A FARA 4
CK_ULONG_PTR IN/OUT | #mw ID U R MEK

(6) C_GetSlotInfo

API 4 C_GetSlotInfo
B Zn -y MERETRGT 5,
B4+ > | CK_DEFINE_FUNCTION(CK_RV, C_GetSlotInfo) (
AT x— CK_SLOT_ID slotID,
2 CK_SLOT_INFO_PTR plnfo
)
RUME | CK_RV(CKR_OK: it Zdft: %K)
i /o P
GIE" CK_SLOT_ID IN 2w k1D
CK_SLOT_INFO_PTR ouT 2wy MERRA 4
%5 A ATEE72 A vy MERIZLA T OED

CK_SLOT_INFO::slotDescription:

Zn v FELik 3 PCSC U — Z 4 Fr
CK_SLOT INFO:manufacturerlID:

Zn -y MEEL 72 LEB2 51 b pe2l)
CK_SLOT_INFO::flags:

By N7 h— N

(71— k231 CKF_TOKEN_PRESENT)

CK_SLOT INFO::hardwareVersion:

Ay hoAN—=RU =T /8— 5 :0.0
CK_SLOT INFO::firmwareVersion:

28y K77 —AT7 T /8—32:0.0

(7) C_GetTokenInfo

API % C_GetTokenInfo
W2 b= AMERETET 5,
Bi%1( > | CK_DEFINE_FUNCTION(CK_RV, C_GetTokenlInfo) (
BT x— CK_SLOT_ID slotID,
A CK_TOKEN_INFO_PTR pInfo
)

16 HPKI )i IC 1 — KAHA KT 42 H2h/)
2010 4 6 /1
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JRY{E | CK_RV(CKR_OK: ik %D i)
7l I/0 W
515 CK_SLOT_ID IN Zm -y ~ID
CK_TOKEN_INFO_PTR | OUT =2 AERARA 2 H
fii % HUGFIREZR b — 27 VST LI FO®@ b,

CK_TOKEN_INFO:label : 7~/14;
[HPKI Application] : #— NIZT7 /LAY O5H
mL@2AA b IFH) D = FIZTUVEE L OGE
CK_TOKEN_INFO::model : 7 /34 AET /L4 :
[TSO 7816-15:2004] F 7% [JIS X 6320-15:2006]
CK_TOKEN_INFO:flags: £ h 777
L ERL A (CKF_RNG) |
a2—Wnr 71 U ZE(CKF_LOGIN_REQUIRED) |
= —4 PIN o#)#i{t4A (CKF_USER_PIN_INITIALIZED)
CK_TOKEN_INFO::ulMaxPinLen : PIN O Kk
16
CK_TOKEN_INFO::ulMinPinLen : PIN O f/Mg
4
fEl%, fTEEB OHEEH 2 WG a 0o Th %,

(8) C_GetMechanismList

API 4 | C_GetMechanismList
AL PR—= M AT =ALT NI L) EREGT 5,
B3%1 >~ | CK_DEFINE_FUNCTION(CK_RYV, C_GetMechanismList) (
H T x— CK_SLOT_ID slotID,
A CK_MECHANISM_TYPE_PTR pMechanismList,
CK_ULONG_PTR pulCount
)
RO | CK_RV (CKR_OK: sk Zfh: )
il 1/0 N
51% | CK_SLOT_ID IN 2wy b~ ID
CK_MECHANISM_TYPE_PTR | IN/OUT | A=A LB A T KA L H
CK_ULONG_PTR IN/OUT | A=A LH A T
% | BB AR YR — A B = R AL F O Y,

Sign fi: CKM_RSA_PKCS

(9) C_GetMechanismInfo

API 4

C_GetMechanismInfo

JAHIS © 2010 All right reserved.
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%5 AHEEMMEMECR 72 D HAR

2L AR=RN(T ) R L)ERE KT,
BI%i1 > | CK_DEFINE_FUNCTION(CK_RV, C_GetMechanismInfo) (
2T x— CK_SLOT_ID slotID,
A CK_MECHANISM_TYPE type,
CK_MECHANISM_INFO_PTR plnfo
)
RYfE | CK_RV(CKR_OK: ik = Dfth: ZKHh)
i 1/0 N
51% | CK_LSLOT_ID IN 2wy k1D
CK_MECHANISM_TYPE IN AN=ZALEAT
CK_MECHANISM_INFO_PTR | OUT AT = ALIEGRARA 4
fis | RETHIHFEHRIILLTO@EY,

type = CKM_RSA_PKCS 0%
CK_MECHANISM_INFO::ulMinKeySize : fx/M#&: 1024
CK_MECHANISM_INFO::ulMaxKeySize : f K#F: 1024(2048 %, 7))
CK_MECHANISM_INFO::flags: v h 77 7 :

C_SignInit ] r[2(CKF_SIGN)
EI%, (TEEB OEEH 2 WG E DO Th %,

(10) C_OpenSession

API 4 | C_OpenSession
RE2E oy varEHENLT D,
B > | CK_DEFINE_FUNCTION(CK_RYV, C_OpenSession) (
AT x— CK_SLOT_ID slotID,
A CK _FLAGS flags,
CK_VOID_PTR pApplication,
CK_NOTIFY Notify,
CK_SESSION_HANDLE_PTR phSession
)
ROfE | CK_RV(CKR_OK: it Zfth: K
i I/0 S
51%% | CK_SLOT_ID IN 2wy b ID
CK_FLAGS IN CKF_SERIAL_SESSION #
faiE
CK_VOID_PTR IN NULL RA > & Z$57E
CK_NOTIFY IN NULL KA > & Z$57E
CK_SESSION_HANDLE_PTR | OUT Ty Ta N RVRA H

2010 4 6 A
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(11) C_CloseSession

API % C_CloseSession
U vy varEUMT 5,
B%t1 > 4% | CK_DEFINE_FUNCTION(CK_RYV, C_CloseSession) (
T xz—A CK_SESSION_HANDLE hSession
)
RO E CK_RV (CKR_OK: sk  Zfli: k)
i /0 N
Gk CK_SESSION_HANDLE IN [BEyTarnr

(12) C_CloseAllSessions

API % C_CloseAllSessions

HEZE TRTOE Y a 20kt 5,

B4k 1 > % | CK_DEFINE_FUNCTION(CK_RV, C_CloseAllSessions) (
7 z—A CK_SLOT_ID slotID
)3
JRY{E | CK_RV(CKR_OK: & %D %)
7l I/0 N
5% CK_SLOT_ID IN | 2y ~ID

(18) C_GetSessionInfo

API 4 C_GetSessionInfo
M Ty g SREBERGT S,
B%t1 > | CK_DEFINE_FUNCTION(CK_RYV, C_GetSessionInfo) (
5T = CK _SESSION HANDLE hSession,
A CK_SESSION_INFO_PTR pInfo
)
ROfE | CK_RV(CKR_OK: sk & ofl: K
il I/0 A
Gk o CK_SESSION_HANDLE |IN L= ISV %
CK_SESSION_INFO_PTR | OUT Ty a RERA
e LT OIRRE 2R
17 A LTV & & CKS_RO_PUBLIC_SESSION
(CKS_RW_PUBLIC_SESSION Tt #])
27 AL TW5EZx: CKS_RO_USER_FUNCTIONS
(CKS_RW_USER_FUNCTIONS Tt #])
(14) C_Login

HPKI 5t IC 71— R4 KT A & 20 19
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%5 AHEEMMEMECR 72 D HAR

API %4 C_Login
RS h—rvkhn 74 REBICT S,
Ba%1 > % | CK_DEFINE_FUNCTION(CK_RV, C_Login) (
Txz—A CK_SESSION_HANDLE hSession,
CK_USER_TYPE userType,
CK_UTFS8CHAR_PTR pPin,
CK_ULONG ulPinLen
)
RO E CK_RV (CKR_OK: sk  Zfhi: k)
i) /0 A
513 CK_SESSION_HANDLE |IN | &y a3 R
CK_USER_TYPE IN | CKU_USER ##E
CK_UTF8CHAR_PTR IN | NRAU— RFHIRA 5, LFF
IZ. ASCII &7 %,
CK_ULONG IN | 7"AU— RXTHIE

(15) C_Logout

API 4 C_Logout
REZE M= van 77Ty MRREBIZT S,
Bi%1 > % | CK_DEFINE_FUNCTION(CK_RYV, C_Logout) (
T r—A CK _SESSION _HANDLE hSession
)
JROfE | CK_RV(CKR_OK: ik  Zofth: )
i) /0 A
515 CK_SESSION_HANDLE |IN |&vy¥ a3 v Kb

(16) C_FindObjectsInit

API 4 | C_FindObjectsInit
AL FTV 2 NORBER T 5.
B9%% 1 > % | CK_DEFINE_FUNCTION(CK_RV, C_FindObjectsInit) (
ZEE CK_SESSION_HANDLE hSession,
CK_ATTRIBUTE_PTR pTemplate,
CK_ULONG ulCount
)
JRY{E | CK_RV(CKR_OK: & %D %)
il I/0 N
GIEe CK_SESSION_HANDLE |IN |k&v¥aynr R
CK_ATTRIBUTE_PTR IN | BT —7LRA &
20 HPKI % IC 1 — KA A RIA4 v #H2)
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%5 E  AHEEMMEMECR D 72 D HAR

CK_ULONG IN | JEET—7 1%

LT OJBYEIC L DR EAT 5,
CKA_CLASS CKO_CERTIFICATE #7-i% CKO_PRIVATE_KEY

CKA_TOKEN True

CKA_LABEL REREOLAFT £7201% AAEEOL I
CKA_ID SEEOER S £001F RAROE S
CKA_CERTIFICATE_TYPE  CKC_X_509

CKA_VALUE RIERA T O E

CKA_KEY_TYPE CKK_RSA

CKA_MODULUS NPgEO N

CKA_PUBLIC_EXPONENT gD E

(17) C_FindObjects

API 4 C_FindObjects
R FTV 2 NOBRTEEIT,
B4+ > | CK_DEFINE_FUNCTION(CK_RV, C_FindObjects) (
AT x— CK_SESSION_HANDLE hSession,
2 CK_OBJECT_HANDLE_PTR phObject,
CK_ULONG ulMaxObjectCount,
CK_ULONG_PTR pulObjectCount
)
RUME | CK_RV(CKR_OK: it Zdf: %K)
il /o NE
Gk CK_SESSION_HANDLE IN |&yvarnrRu
CK_OBJECT_HANDLE_PTR | OUT | &7 ¥ =7 kv RIVIRA ¥
CK_ULONG IN | ®&AATVx7 b
CK_ULONG_PTR OUT | A7 V=7 NEKRA 4

(18) C_FindObjectsFinal

API %4 C_FindObjectsFinal
W2 FTV =l NOMREKRT T %,
Bi%1 % | CK_DEFINE_FUNCTION(CK_RV, C_FindObjectsFinal) (
7T xz—A CK_SESSION_HANDLE hSession
)
RO E CK_RV (CKR_OK: sk  Zfhi: k)
i I/0 N
513 CK_SESSION_HANDLE |IN | &y a3 R
HPKI XI5 IC 71— R A4 K942 %2 ) 21

JAHIS © 2010 All right reserved. 2010 £ 6 A




%5 FHAEMAMEMERO T DO

(19) C_GetAttributeValue
API 4 | C_GetAttributeValue
W F7V 27 FORMEEETSGT 5,
Bi%1( > | CK_DEFINE_FUNCTION(CK_RYV, C_GetAttributeValue) (

AT = — CK_SESSION HANDLE hSession,
A CK_OBJECT_HANDLE hObject,
CK_ATTRIBUTE _PTR pTemplate,
CK_ULONG ulCount

)5
YA CK_RV (CKR_OK: ik = dfh: i)

A I/0 A
515 CK_SESSION_HANDLE |IN tyainr v
CK_OBJECT_HANDLE IN VI AVE S/ WAV V%
CK_ATTRIBUTE_PTR IN/OUT | @7 — 7 VAR A 4
CK_ULONG IN BT — 7 K

%5 LI DRYESH 4 DA RIS FIEETH 5,
CKA_CLASS CKO_CERTIFICATE %7-i% CKO_PRIVATE_KEY

CKA_TOKEN True
CKA_PRIVATE £2 ATV MER BB,
CKA_LABEL F2 A7V MEREBR,
CKA_ID F2 A7V MEWRESR,
CKA_CERTIFICATE_TYPE  CKC_X_509
CKA_VALUE £2 A7V MER BB,
CKA_ISSUER £2 A7V MER BB,
CKA_SERIAL_NUMBER £2 A7V MER BB,
CKA_SUBJECT F2 ATV MEWREBR,
CKA_KEY_TYPE CKK_RSA
CKA_SIGN True
CKA_EXTRACTABLE False
CKA_ALWAYS_AUTHENTICATE
£2 A7V MER BB,

CKA_MODULUS £2 A7V MER BB,
CKA_PUBLIC_EXPONENT %2 #7 Y =7 MR -EEBMH,
%, HEEBOHENZ2 AW SEORTH D,

#£3 A7V MNEgt—%&

#| A7V B M4 JEMEAE
k
29 HPKI & IC 1— RHA RTA4Y 2k
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1| FAEHE CKA_PRIVATE True
CKA_LABEL Private key of HPKI
CKA_ID 17H

CKA_ALWAYS_AUTHENTICATE | EF.PrKD N ®
CommonObjectAttributes.userConsent DfE )
BE STV A IKF True, userConsent 4 [FF

False
CKA_MODULUS TV R T 47 4 OFEAED GBS L7l
CKA_PUBLIC EXPONENT T R T 4T 4 OFEAED D BUG L7
2| = K= | CKA_PRIVATE False
7 47 4 ® | CKA_LABEL HPKI END ENTITY CERTIFICATE
AERE CKA_ID 17H
CKA_VALUE T R T 47 4 OFEEB K
CKA_ISSUER EF.CD NOox~ > R TF 47 4 DFEHED

X509CertificateAttributes.issuer DOfE. issuer
4 X NULLARA %

CKA_SERIAL NUMBER EFCD N> R v T 47 4 DIFHED
X509CertificateAttributes. serialNumber @
fli. serialNumber % M3 NULL R A > %

CKA_SUBJECT EFCD WO x> R 7 47 4 DFEHED
X509CertificateAttributes.subject @ fH .
subject & FFiX NULL &~ A > %

3| & 97 A © | CKA_PRIVATE False
CAGEWE | CKA_LABEL MHLW CA CERTIFICATE
CKA_ID 19H
CKA_VALUE JE5748 O CA GEBE A K
CKA_ISSUER EF.CD NDJE554 D CAGEHEFD

X509CertificateAttributes.issuer MOfE. issuer
4 WX NULL ARA &

CKA_SERIAL NUMBER EF.CD WDJE54 @ CA FEHED
X509CertificateAttributes. serialNumber @
fE. serialNumber % Bl NULL "RA > %

CKA_SUBJECT EF.CD NDE578 D CA FEBED
X509CertificateAttributes.subject DA,
subject 4 IKfiX NULL KA %

4| K F¥%E D | CKA_PRIVATE False
CAGEHE | CKA_LABEL HPKI ROOT CA CERTIFICATE
CKA_ID 1AH
HPKI %) IC 1 — KA A RT74 v #H2) 23
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CKA_VALUE

FFEHED CATEHIEA K

CKA_ISSUER

EF.CD WO #HEHEFE O CAGEHED
X509CertificateAttributes.issuer MDA,
4 WX NULL KA v %

issuer

CKA_SERIAL_NUMBER

EF.CD WD %25 O CAGEHED
X509CertificateAttributes. serialNumber ™
fli. serialNumber % X NULL RA %

CKA_SUBJECT EF.CD NO#-53i3# O CAGEED
X509CertificateAttributes.subject D,
subject % [Kf/ZX NULL &~ A > %

5| & FH¥F O | CKA_PRIVATE False
i CA Gk | CKA_LABEL HPKI CA CERTIFICATE
I CKA_ID 1BH
CKA_VALUE FHEH OPRH CAGEAFEA K
CKA_ISSUER EF.CD NO&FEZEH O HfE] CA FEFED

X509CertificateAttributes.issuer Off, issuer
4 X NULL ARA %

CKA_SERIAL_NUMBER

EF.CD NO&F#E O] CAFEED
X509CertificateAttributes. serialNumber @
fli. serialNumber % WX NULL /RA > &

CKA_SUBJECT

EF.CD N4 F%E O CAFEHED
X509CertificateAttributes.subject DI,
subject 4 1% NULL # A > %

E EE, AR EBORER 2 WS E0FITH S,

(20) C_SignlInit

API %4 C_Signlnit
REZE BN 0L D,
Ba%1 > % | CK_DEFINE_FUNCTION(CK_RYV, C_SignlInit) (
7T z—A CK_SESSION_HANDLE hSession,
CK_MECHANISM_PTR pMechanism,
CK_OBJECT_HANDLE hKey
)
RO E CK_RV (CKR_OK: sk  Zfhi: k)
i) /0 A
513 CK_SESSION_HANDLE |IN |&vy¥ a3 R
24 HPKI )i IC 1 — KAHA KT 42 H2h/)
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CK_MECHANISM_PTR IN | A D= ALIFHRARA X
mechanism:
CKM_RSA_PKCS O A$57E Al
CK_OBJECT_HANDLE IN | A7V =7 b RL
(21) C_Sign
API 4 C_Sign
M T—RICEBLEIT O,
E8%1 > | CK_DEFINE_FUNCTION(CK_RYV, C_Sign) (
HT r— CK_SESSION_HANDLE hSession,
A CK_BYTE_PTR pData,
CK _ULONG ulDataLen,
CK_BYTE_PTR pSignature,
CK _ULONG_PTR pulSignatureLen
)
RUfE | CK_RV(CKR OK: st ZDfh: KH)
il /0 N
515k CK_SESSION_HANDLE |IN Tyarar R
CK_BYTE_PTR IN T—RIRA K
CK_ULONG IN T2
CK_BYTE_PTR IN/OUT | B4 T —FRA 4
CK_ULONG_PTR IN/OUT | B4 T —Z EARA 4
F4  HEEEREER
NO & A4 R
1 CK_INFO PKCS#11 714 7 7 U 15#
CK_INFO_PTR
2 CK_SLOT_ID Aw vy b 1ID
CK_SLOT_ID_PTR
3 CK_SLOT_INFO 2wy MER
CK_SLOT_INFO_PTR
4 CK_TOKEN_INFO h—7 I

CK_TOKEN_INFO_PTR

CK_SESSION_HANDLE

CK_SESSION_HANDLE_PTR

gy R

CK_USER_TYPE

D=L

CK_SESSION_INFO
CK_SESSION_INFO_PTR

Yy a UIER

HPKI X5 IC A — RATA RT A4 B2
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8 CK_OBJECT_HANDLE R AVE S/ WAV V%

CK_OBJECT _HANDLE_PTR

9 CK_ATTRIBUTE
CK_ATTRIBUTE_PTR

B A7 fEH, RS2 E MG

10 CK_MECHANISM_TYPE A= ALZAT

CK_MECHANISM_TYPE_PTR

11 CK_ MECHANISM ANZALEA T HEGEe, AD=ALERT
CK_MECHANISM_PTR TSR

12 CK_MECHANISM_INFO AT =X LR
CK_MECHANISM_INFO_PTR

13 CK RV TFA 77 VDR E

14 CK_NOTIFY a—) LNy 7R

15 CK_FUNCTION_LIST
CK_FUNCTION_LIST_PTR
CK_FUNCTION_LIST_PTR_PTR

PKCS#11 74 77 U D/R—T 3 > BEOR
A X SR

5. 2. 2 CryptoAPI £ 327 xt—2X
KITA RZ A4 Tlx, Crypto API DY R — N T REEEED —EZRT,

#4 Criytp API

No API 4 W=

1 | CryptAcquireContext fEa T ON RVEART D

2 | CryptReleaseContext $a T F O RVERKT 5,

3 | CryptGetProvParam CSP O /37 A —2 DIEZE G35,

4 | CryptSetProvParam CSP O/RXF7 A —2 DIEERET D,

5 | CryptDestroyKey BEDOMWHEEZIT 5,

6 | CryptGetKeyParam JED/NT A—H DIEE TG T D,

7 | CryptGetUserKey BEo LT FNORANY RLVETET S,
8 | CryptCreateHash Ny v aRt TVl NOEREITO,

9 | CryptDestroyHash Ny VaRd TV NOWEEITO,
10 | CryptSetHashParam Ny Y aF TV NDOINT A =R EFET D,
11 | CryptSignHash Ny Y2 HICBAEIT D,

YAR—= b & AP ORI T OWEY 725, 723, RYE, SR, CryptoAPI ®

ftREZROZ &,
26 HPKI & IC 1— RHA RTA4Y 2k
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(1) CryptAcquireContext

FR AT PERE DR OO 72 8 D LA

API 4 | CryptAcquireContext
WE | ' TFTONS FAEERT D
BE%L 1 > | CryptAcquireContext(
# 7 =— | HCRYPTPROV* phProv,
A LPCTSTR pszContainer,
LPCTSTR pszProvider,
DWORD dwProvType,
DWORD dwFlags
);
JRYfE | BOOL (TRUE:}% FALSE:&) )
GetLastError |2 CT= 7 —{F#A G TE 2,
i I/0 N
Gl HCRYPTPROV* OUT |~ RAAEMIGATDRA 4
LPCTSTR IN NULL XFTHK T3 2ar7 T4
NULL #45& 735 2 &,
LPCTSTR IN NULL T T3 % CSP 4R TH
> 7T, BFEAM CSP 726 X"HPKI
Crypto Service Provider for Non
Repudiation", F8FEH CSP 72 51X
"HPKI Crypto Service Provider for
Authentication" T % 5 3(FF| %5
ET D, 2
DWORD IN DWORD IN u A XX AT
PROV_RSA_FULL & %%
PROV_RSA _SIG #faE+ 52 &,
DWORD IN EEICET 537 2 —% 02 FIERE
E. FIHE LA s Rl Fe e
Do
{5 dwFlags 27 07 ZfeE L72Ha. SAT— RNAT DERIND,
CRYPT_SILENT Z & iE LG —H A & 7 = — A IRR- IR0 D
T. CryptSetProvParam C PP_SIGNATURE_PIN %457 L C PIN Off
WEPETHERDH D,

(2) CryptReleaseContext

API 4 | CryptReleaseContext

2 CSP o4 #ri%., "HPKI Crypto Service Provider for Non Repudiation ABC"%: 7 &2 /XA
Z =T 55D TH D, BUR THE—DAFRIZT HHIEIZRNO T, BERLETH D,

HPKI X5 IC A — RATA RT A4 B2
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M oL T TNy RLVEBRKT S

B% 1 > | CryptAcquireContext(
%7 =— | HCRYPTPROV* phProyv,
A DWORD dwFlags
);
JRYfE | BOOL (TRUE:}% FALSE:&) )
GetLastError |2 CT= 7 —{F@A G TE 2,
i 1/0 N
Gk HCRYPTPROV* IN CryptAcquireContext THUf L 72/~
v RV
DWORD IN BT AT A =% 0 ZHET
HTk,
(3) CryptGetProvParam
APl 4 | CryptGetProvParam
R CSP O/ A—=Z DOEE TG T %,
B2 1 > | CryptGetProvParam(
# 7 x— | HCRYPTPROV hProv,
A DWORD dwParam,
BYTE* pbData,
DWORD* pdwDatalLen,
DWORD dwFlags
);
RYfE | BOOL (TRUE:sk  FALSE:%&HR) )
GetLastError |2 T= 7 —{FHA TG TE 2,
ginl 1/0 A
Gk HCRYPTPROV* IN CryptAcquireContext THUfS L 7=/
> R
DWORD IN EERGT H720OD/RT A —42 PR
— M 2EEER S5ITRT
BYTE * OuUT HEHNT DNy 77 DORA o H
NULL #457E L7 5A 1 XE DB AA
I 7T, pdwDataLen [ZfED
AN LB R SR E SN D,
28 HPKI % IC 1 — KA A RIA4 v #H2)
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DWORD* IN/OUT |HEDORIZRFFT Ly 7 7 ~DR
A % BEFFO LIFFIZIE, pbData
Ny 77 I bTonieAE )Y
A REARET Do B TR, 18
DIERN LT R SHRIE S ND,

DWORD IN BIFICBES 53T A =4,
0 ZfREST DI &, 3

#5 CryptGetProvParam ® dwParam CTH AR — N J 51{HE

[ A
1 | PP_IMPTYPE CSP M 3248)% % DWORD ! Cilk 3,
2 | PP_.NAME CSP 4% CHAR o NULL % — X 3 — hUFFI TR T,

54 CSP 72 5 E"HPKI Crypto Service Provider
for Non Repudiation”, F&FEA CSP 72 & [X"HPKI Crypto Service
Provider for Authentication" % 3",

3 | PP_VERSION CSP ®»/3—< 5 > % DWORD A T4,
4 | PP_PROVTYPE CSP 7 u/A %% A4 7% DWORD ! Cikd,
5 | PP_CERTCHAIN CSPIZEEND CADFENAE (F=1Y) Z2HIET 5,

H: CA DFEEDT = A » ONEFIIFFICHE L,
CADZ74—~» ML, ASN.1 Tz a— Ik

SET OF Certificate ; -- X.509 certificates
S b0 LT 5,

(4) CryptSetProvParam

API 4 | CryptSetProvParamt

BEE | CSP DT A —F DIEERET %,

B4 1 | CryptGetProvParam(

%7 | HCRYPTPROV hProyv,

= —A | DWORD dwParam,
BYTE* pbData,

DWORD dwFlags

);

RV fE | BOOL (TRUE:% FALSE:2cE) )
GetLastError (2 Cx= 7 —{FHRMPPIEG T 3,

i) I/0 N

3/\7)‘ 2 O FoFtikic 4&??@b\75>2§>o7171&) ELTWD, KAHRIZE LT
I, ERMFOH L CHRST 57— 5’ VITEE L7221 0 LIS DTS D 1572\ ) oD TR
b:tfocu\,

HPKI /5 IC 1 — RHA KA H 2 29
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515k

HCRYPTPROV*

IN

CryptAcquireContext T H{ %5
L7y Rov

DWORD

IN

EEZRGT 270D /NRT X —
ZYR— b oHEZE Y (TR
j—

BYTE *

IN

BEEKMNT DNy 7 7ORA
YA, FESHNEARET D,

DWORD

IN

BEICET AT A= 0 &
BETHZ L,

726 CryptSetProvParam @ dwParam TH AR — 3 H1fE

[

o

1 | PP_SIGNATUER_PIN

CSP #E4 CHIHT 272 ® PIN #5&iE7 5, pbData IZ
I%. NULL Ti# 5 ASCII L5514 7,

CryptAquireContext T CRYPT_SILENT % &% 7E L7=#4 . PP_SIGNATURE_PIN % &/
LT PIN OIEHRAETHLENH S, F8ELARWESIZIE, CSPHRNO2—Y A 2T 2 —R

IZEL > TPINDOASDMEESILD,
(5) CryptDestroyKey
API 4 | CryptDestroyKey
W BEOMHEZAT 9,
B8451 > | CryptDestroyKey(
BT x— HCRYPTKEY hKey
A );
RV fE | BOOL (TRUE:#%& FALSE:&H0) )
GetLastError |2 T 7 — WG TE 5,
girl} /0 A
513 HCRYPTKEY IN WIS 28D N RL
(6) CryptGetKeyParam
API 4 | CryptGetKeyParam
W2 BONRTA—=ZOEEZRET D, (IC 7 — RIS =R HETE
(DER & )z, )
30 HPKI )i IC 1 — KAHA KT 42 H2h/)
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BEEL1 > | CryptGetKeyParam(
# 7 =— | HCRYPTKEY hKey,
A DWORD dwParam,
BYTE?* pbData,
DWORD* pdwDataLen,
DWORD dwFlags
);
JRYfE | BOOL (TRUE:# FALSE:H) )
GetLastError |2 T 7 —{F#HN G Tx %,
i I/0 N
GIE" HCRYPTKEY IN EZBET 580N L
DWORD IN H 2z R&F T 57 X =%
KP_CERTIFICATE: IC 71— NI
S R B FE 2R T,
DWORD* IN/OUT |fEDOK S ZhRFFT 53y 7 7 ~DR
A 4 BAEIFON LIKFIZ X, pbData
Ny 77D ETHERTEAEY W
A AEfRET D, BB THRITIE,
EORKMICHERR SHEESH
2,
DWORD IN EEIZET 53T A—4
0 ZFEET D &,
(7) CryptGetUserKey
API 4 | CryptGetUserKey
BE o TTNOEN Y RV ERST S
B A1 > | CryptGetUserKey(
BT x— HCRYPTPROV hProv,
A DWORD dwKeySpec,
HCRYPTKEY* phUserKey
);
RV fE | BOOL (TRUE:#%& FALSE:&H0) )
GetLastError |2 T 7 — WG TE 5,
it /0 N
513 HCRYPTPROV IN CryptAcquireContext THU L 72/
v R
DWORD IN g0 FfEfH AT _SIGNATURE: &4 H
HEBRET DL,
HPKI 5 IC h1— KA A KT 4> 520 31

2010 4 6 H




5% FHEEMAMEER O D OER
HCRYPTKEY* ouT N RV abE =35y 77D
7 RV R
(8) CryptCreateHash
API 4 | CryptCreateHash
W Ny T 2RIV NOEREIT,
BE%L1 > | CryptCreateHash(
# 7 x=— | HCRYPTPROV hProv,
A ALG_ID Algid,
HCRYPTKEY hKey,
DWORD dwFlags,
HCRYPTHASH* phHash
);
JRYfE | BOOL (TRUE:#& FALSE:&H0) )
GetLastError |2 CT= 7 —{FHA G TE 2,
il I/0 N
518 HCRYPTPROV IN CryptAcquireContext TH# L 72
> R
ALG_ID IN CALG_SHA1: SHA1 7 /v 32 X A
BUEAR STV D AR TIE, k5
PH2S B CTd D05, K LLT D
SHA2 7 7 S UMRIH &N D Z &ICiE
BRLETH L,
CALG_SHA_256
CALG_SHA_384
CALG_SHA_512
HCRYPTKEY IN X Ny aDBEADEAY R
0 ZETHI &, (K CSP Tik¥—
Konw & 23R — K Lz
DWORD IN BEICET 23T A =2 0 ZRET
HZ k&,
HCRYPTHASH* ouT B Loy vad 7=y O
YRV EaE—35Hy T 7 DOKRA
Ve
(9) CryptDestroyHash
API 4 | CryptDestroyHash
M N T aA TV NOWEERIT O,
32 HPKI % IC 1 — KA A RIA4 v #H2)
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B%L A1 > | CryptDestroyHash(
X T x— HCRYPTHASH hHash
A );

RUfE | BOOL (TRUE:R: FALSE:Z<f%) )
GetLastError I2 T 7 —{F#MATGE T 5,

il /0 N
5% HCRYPTHASH IN WHEST DI NNy a2t T V=T O
N VIZ
(10) CryptSetHashParam

API 4 | CryptSetHashParam

R Ny aF TV NDONRTA =B ERET D,

Bi% 1 > | CryptSetHashParam(
# 7 x— | HCRYPTHASH hHash,
A DWORD dwParam,
BYTE* pbData,
DWORD dwFlags

);

=V AE BOOL (TRUE:sk FALSE: %) )
GetLastError (2 T 7 —FE@MMNEIETE 5,

Al /0 P

513 HCRYPTHASH IN WRIA—BERET DNy adT
T ROV RV

DWORD IN BIET H/F A—% HP_HASHVAL:

pbData /N 7 7 ([TAHAA S LT Z
vyYafil LTy vat 7ol
MCEET D,

BYTE* IN NIA—RIZRET DT — X DRA
A
DWORD IN FEICRET AT A—% 0 Z&ET
HZ &,
11 CryptSignHash

API 4 | CryptSignHash

R Ny v aEICEAEIT O,

HPKI %fjis IC 1 — KA A KT %2 33
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B84 1 > | CryptSignHash(
# 7 =— | HCRYPTHASH hHash,
A DWORD dwKeySpec,
LPCTSTR sDescription,
DWORD dwFlags,
BYTE* pbSignature,
DWORD* pdwSigLen
);
RV fE | BOOL (TRUE:#%& FALSE:&H0) )
GetLastError |2 T 7 — WG TE 5,
i I/0 N
Gl HCRYPTHASH IN BHEATONYy Va2 TV D
N RV
DWORD IN BEOMSE E4 N8t
AT _SIGNATURE %#g&ET 5 Z &,
LPCTSTR IN Ny ¥ a OREEIZ OV T NULL #
— I3 — F3FF NULL 2% &7 5
e
DWORD IN BYHRED T 7T 0RETH L,
BYTE* ouT BYHT —H N T D3y 7 7 DR
A % NULL Z4$57& L5 &1 ED
EFXIALIFTTOILT, pdwSiglen 2
TEOREMNC L E IR ENBE SN D,
DWORD* IN/OUT | BAT — 2 DOEIZRFFTDH Ny 7
7 NDRA o F IO LRI
I%. pbSignature /N> 7 7 [ZH[ D 4T
LN AEY A XL/ ET D, B
ETRRITIE, BT —Z ORI LT
REIVEREIND,

5. 3 PKIZFUHr—S 3 DiEE

5. 3. 1

EXEE

PRI 7 — R7 7V rr—a o7 — 2k, JIS X 6320-15 (ISO/IEC 7816-15) THLE S
NTWD, RIARTA TR, 2otz HTo2& &L, 2oMEEL2Z Z Tl
b, BAKMG2T 7V r—v g v oikE, fHEE BIORT,

JIS X 6320-15 % ISO/IEC 7816-15 %
JIS X 6320-15 1%, IC I — ROFUTHE S A 21T 9 7o O DL, FEF A &M T DBt

34
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HPKI &S IC H— RA FIA4 > H2
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%5 FHAEMAMEMERO T DO

HaZED TS, RSAtF = U7 ¢ thDS R SHERE DAEHE & U THERT L 72 PKCS #15 %~ —
ALLTEY ., H— FAIHDMEHRAT V=7 b~OF 1 L7 b U FROFS k%
BRELTND, DFD EOXIREEFIERA 7 V=7 b, I—FAOEZIZHY, ED
EOBRT IR AGKMIC > TN DO EFRIRTE DAL o> T D, AN %X
477",

7)) r—aor DF

B2 TR EDT LY MIER
EF.CIAInfo | —
EROD(CIL) ; BEROTALINER
IEF  |aeoo-J e
EF.PrKD
—, ABIROT (L YRR
""" EF.PuKD
ypa B tren | |eeiil | ammmmEoF o ms
IEF -1 ERAOD < g RIEHRO T LM ER

4 JIS X 6320-15 O HAAE R

WS EHROT 1 L7 N UERERE L7 7 4L EROD i3, &M EHEHRA T =7 bOT
4 V7 NUER~D U 7 (BRIEHR) ZRFEFL TS, TORHN OIS LSR5
ATV 27 bOT 4 L7 FUERERGG L, BRI SHRA 7 V=7 FOFHE, F
AR (EFX =) 7 4 Btk 2 EE2RUG L. BSERA 7 Y=y FERMT D2 LIl D,

5. 3. 2 BFEEGAPKIA—FR7IVr—a3 0 EBFRIMAPKI A—FT7 T r—
TIavDEE

BART TV r—a v EFRREAT 7Y = a U B D AID I X - GRBIIE 5 DF
(I—=F7 7V r—vay) IEshd, 2 ENL0 EF.CIAInfo Z£5->, AMSL7ak

e LTHEMET S, HPKI THOWONA I — RIZiE, EFBL4MPKI 77U r—vavdbh

HWVEEEREH PRI 7 7 U r— a v onWTiml o, &50E O PRI 77U r—3 =

U SN FRRERS D, PKI 7Y r—a U3 — RIZE#R S5 ofEE

%X 5 12T,

HPKI f)is IC 71— RAA RT7A4 > H2h 35
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ERRH—LT7T)/r—3>or DF REEAD—FF7 T r—azor DF
EF.CIAlInfo EF.CIAInfo
EFOD('11’) EF.OD('11’)
IEF oo IEF  feoo--]
EF.PrKD EF.PrKD
IEF 7777 EFPUKD il IEF [ EF.PUKD
ype S SR wer o - DE—
IEE - _ ] EF.AOD P P \EE PR EF.AOD P R

S =/

X5 BLHT ) r—>a v EERGEET ) r—3 g U ERINIZ LA ORISR

5. 3. 3 FIUr—avh#BETIHENEEEE

FHEINDHICH—RIZEY, HiED NAULAEERD D, FHIHRBELT ¥ XL OB #
WE, I — RIZE o TEARIT ¥ X2V LT AR — N L TWRWEERFET D, TD7
W, H—FKERHTS HPKI 77V 7r— 3 i, fﬁ%&ﬁﬁ—‘F757)b“—°av/&nw
A—=RT TV r—rarBNEEH— R RCEET 2581003, EFEAHENTETT2E
T AT O e L R — R ﬂﬁébﬁwioﬁ%#é%%ﬂ%éo

5. 4 PKIZ7FUr—3>0aT Rtk

5. 3 Tl L 72 ISO/MIEC 7816-15 IZ 8D T —H ET VNO KR S HA 7V = 7 b (8,
AEAEE) Z2FHT 57200 — Ka~<> Rk, ISO/MEC 7816-4 (JIS X 6320-4 &% L\
25, JIS (X HARAT) , JIS X 6320-8 (ISO/IEC 7816-8 L% LW IIZ L > CTHES D, A T
I, Z0a~y FOMEIZOW TR 5,

5. 4. 1 W@RETHATUE

BT BLICHELE R DEAEOFITICEET S IC I — Rligxtd 5 a2~ Rk, ISO/MEC
7816-4 Fx N ISO/EC 7816-8 I k> THESN TS, £ ([CHhEL R a~vr FO—E
BT, Kavr Fo 1ZonTiE, MHEE CIlIZRERT 5,

*  AHAEREERICLEL R R

a<w KN HE S D rEuE
SELECT ISO/IEC 7816-4 (JIS X 6320-4)
VERIFY ISO/IEC 7816-4 (JIS X 6320-4)
36 HPKI % IC 1 — KA A RIA4 v #H2)
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READ BINARY

ISO/IEC 7816-4 (JIS X 6320-4)

MANAGE SECURITY ENVIRONMENT

ISO/IEC 7816-4 (JIS X 6320-4)

PERFORM SECURITY OPERATION

ISO/IEC 7816-8 (JIS X 6320-8)

5. 4. 2 vy FRIzxtd B4R

ZDHA RTA O EENOMAERAMLEZ MR T 570K E L b8~ FiE

DOFIREE LT TR T 5
X T A= IR LN

HPKI X5 IC A — RATA RT A4 B2
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ffHEE A (%) PRKIW—R7 7V r—va Ao —47r A

MIEEZE A (B3%) PKIA— K77V 45— 3 U fIAD—4 2R

B D —r v A%, ISO/IEC 7816-8WJIS X 6320-8) DM EE A DL —7 v ZITHEH H D
L%, ABETIEZ, A0 THA Y —47 v 2T HRMHESEEZ R L, A1 ICh— R
IWCORNHY—r A% A-21Z PKCS #11 A VX 7 = —ADFHAT—r v A% A-31C
CryptoAPI OFIH > —72r v ZAD—Fl &=,

A—1 FRAI—TURICEAT SHIHREN

J1— R L~V TOFIH > —77 2 PRCS#11 LT CAPI OFHIZH—Tii7a< . #EAE

THZENTED, A2, A3, A4 TIILL T ORHESREZRIHEE LT D,

1) SR DO
WA 1RIC, ICH— R =X 1ERERSN, ICHT— R 1R AShd,

2) H—REOHPKI H— RT7 7V r— 3>
1D H— R EZIZ 1 20BFELHHPKI A— K7 7Y r—ya vEid1 2OR
fEAH HPKI #— K77V o —vary, WL 1D —REZ h—F77U 47—
arpnloToEshTnwabo LT 5, HEOETEAH HPKI 71— K77
r—ya v RO OGER HPKL 77U 7 — a U RMEH S TV A 5A I EE L
AR

3) gET
120 PKI 77U r—y a2, 1 20FfF#E . ThUxs Lz 1 ORI HZEGE
AESBMINTND DO LT 5, FAAEZIEHEET S PIN X1 DFET5b0 LT
%o 120 PKL T 7Y r—3 a NIEBORAHE, SEEOFHEE, #50 PIN &
DA IIAEE L,

4) AR E DR
EALFERAEICOW T, PRI 7 7 77— 3 > 1 22— b CA KOH CA 251 1
O EAGEAEREMH SN TWDE D LT 5, 1250 PRI 77V 7r—3 3 ZEEH
O _ENLREAENEH SN T D EAITEE L,

5) EAEERE DX
FIHT 2 PRI — R7 7Y r—>a VI EACEEAEN KB S L TW A RS, FEHE
@ basicConstraints.CA 7¢ EIZ L > THIHEREHE & OXBINAIREIZ /2> TWVWD H D
L35,

6) T4 L7 N UIEREOAREERENED T 7 & A
JISX 6320-15 (21t~ 727 4 L7 N UREEHE OABHSERER E O A Ui, 5RFEL 72 <
EHLARERTHDLI LD LT D, 7 4 L7 N VAR OV BASEGRE 5 O B I FRBGEA 240 3
TR A T EE LRV,

38 HPKI & IC 1— RAA RTA4Y 2k
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fEE A &%) PKIh— K77V r—va U FlIfoy—47 A

A-1-1 BEXWA-1-2cRENR 2D — RO —F > 20 257, A-2,A-3 KT
A4 T, A 12D~ A& L STZGED =l AT,

A—1—1 JISX6320-15 [C->=FIAL—~ R

AKHA RTA NS T- PRI I — K7 7V r— a3 03, JIS X 632015 (2> T D,

Foi=d, FHICHTZ>T, I—KHND JIS X 6320-15 (2t~ T=h— K7 S r— a3 v

ERBT DT VAT R EHET D2 RN TE L, ZOGE, LFTOEBFOT

TH—RPKI 7 AV r—>a v BRBETHILERD,

O PRI A— K77V r— g%, JISX 6320 (It~ 7- AID Nft5 S Tnb, T7b
5. JIS X 6320-15 THESH % RID “E8 28 BD 08 0F” T *%4KE 1631 hoD
AID t72%

@ 11— Ri2iE, %% JISX 6320-15 ([ZHERL L 7= — KT 7V r—va v (BAHAL—K
TV = a v ERGERA— KT U r—a V) BMEH STV D AREER S D,
HPKI (Zxfjis L7z PKI 71— K7 7V r— 2 U THLMENE, BKICITREAES
B LR %,

IEDSEMCHED & A0 LI 7RIy — 7 v A THRIAT D 2 L L7 D,

“E8 28 BD 08 OF ” #/3—3
¥ /VFETE L7= DF DR

Vv

A—1—1 JISX6320-15 172 PKI H— K77V r—2 3 O & FIIH

HPKI %fjts IC 1 — RHA KT %2 39
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ffHEE A (%) PRKIW—R7 7V r—va Ao —47r A

A—1—2 XMREFTDIH—FT7TUS—2 32D AD FRAVEIA—T VR
H—RETTVr—ra v BmETLHL0 BER AID 2 EE L TN LEZIZO B8 HR
W, FEFIFLLTO®EY & D,

O PRI A —RT7 7V /r—a9%, JIS X 6320-15 12t~ 7= AID M5 sn<Tnb, £
7o, WK L HPRIETELRA A — RT 7V r—> 3 103 EHENEE L7 AID
RO,

@ H—FiZiE, B ISO/MNEC 7816-15 D — RT7 7V r—ay (BLHRAT 7Y r—
Ta v EREEHT Y = a VE) SR TW S AR B D,

HPKI (251G L7z PRI 7 7 U 77— a2 » Th H0EME. &Iz HPKI 77U 7
—2arBDWIXERIEWRT 7V r— a UBEAEE BUG L CHERT D,

“E828 BD0OSOF ” T 45 PKIT7TV
r—3a D AID ZE L7z DF OEiR

I3 BRSERE I 3 O U

N EERRS
‘ AEIHE 2
T 7 — AP 5 i

X A—1—2 AID Z#E#EREELE PRI T U 7 —3 3 U OER EFIH

A—2 1CH—FDIAI—TUR
IC = RT3~y FLLTOFIEIL, LD —7 AW,

A—2—1 TF7TYFr—3 V&R

1) 77U /r—3 a3 »/DF OiER

SELECT FILE

- “E8 28 BD 08 OF” 7°5 £5 AID # DF 4 & L CHEL TEIRT S,
- (1) =2~ R

CLA | “00“

INS “A4“= SELECT

40 HPKI & IC 1— RAA RTA4Y 2k
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fEE A &%) PKIh— K77V r—va U FlIfoy—47 A

P1 “04“ = DF 41241

P2 “00“= A ETZITME—D 7 7 A NLEIR

Le KX“= F—HT7 44— ROEX

FT—4 | “E8 28 BD 08 OFXX XX XX XX XX XX XX XX XX XX XX XX“ (1F)
Le “00“=FCI =T HL 5

F: PRIZT UV r—a itk TCHEISN-EEIEET 5,
(2) LARLA

B IsUUS
7—% | 5~20 | FCITAG="84%)
“6F” L1
“84“L2 xx XX XX XX XX XX XX (xx (IR E 1 6 31 1)
SW1 1
SW2 1

A—2—2 FEHAEDFEAHL

& ICH— FNOEED HPKL 77V r— 3 » OFEAEZRET 5,

1) 77V /r—3 a3 /DF OER

SELECT FILE

CHANCT SV = a AR L TR Y BIRT S DF IXFRICOR->TnD b0 LT 5,
(1) avr K

CLA | “00“
INS “A4“ = SELECT
P1 “04“ = DF 43341
P2 “00“ = DF i#4R
Lc “KX“= T—=HT7 4 — )L RORIERE1 631 1)
T —4 | “E8 28 BD 08 OF XX XX XX XX*“
Le “00“=FCI %\ Bt 5
(2) VARV A
R IsUUS
7 —4 | 5~20 | FCI (TAG=“84“)7> 71— h
SW1 1
SW2 1

2) EF.CIAInfo ®FiAH L
READ BINARY (EF #5l]+=“12)
(1) a2~ K

HPKI 5t IC 71— R4 Ko A & 20 41
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ffHEE A (%) PRKIW—R7 7V r—va Ao —47r A

CLA | “00“

INS “B0“ = READ BINARY

P1 “92¢ = Jffs EF #5145 7E

P2 “D0“= 7% v k

Le “00“= A L SA RER(256 A RO 7 7 A L D&Y £ T)
(2) VAR A

B FERUS

T—4 | 1~256 | T—X

SW1 1

SW2 1

3) EF.OD O L
READ BINARY (EF #51+=11)
(1) <K

CLA | “00“

INS “B0“ = READ BINARY

P1 “91“ = Jfis EF #5516 E

P2 “D0“= 7% v k

Le “00“= A L SA RER(256 A RO 7 7 A L D&Y £ T)
(2) VAR A

B FERUS

T—4 | 1~256 | T—X

SW1 1

SW2 1

4) EFCD #iAH L
READ BINARY (EF ##5l+=“15%)
(1) =<K

CLA “00*
INS “B0“ = READ BINARY
P1 “O5“ =fiifE EF #1745 &E
P2 “00“= F7t&v b
Le “00“ = FidH LA (256 /N1 RELND 7 7 A )L DF& D &£ T)
(2) LARVRA
B3 FERUS
T—H | 1~256 | T—X
SW1 1
492 HPKI i IC 1 — RAA RIA4 v #H2)
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SW2 1

5) REFAEFEAM L
READ BINARY (EF %5l 1=“18%)
(1) a~v K

CLA “00“

INS “B0“ = READ BINARY

P1 “98“ = Fiffg EF f5iE

P2 “00“= A 7%& vk

Le “00“ = FidH LA FE(256 /XA REAIND 7 7 A )L DF& D &£ T)
(2) VARV A

B IsUUS

T—4 | 1~256 | T—X#

SW1 1

SW2 1

T ANDEDVIT LT RWEEAIZIE, READ BINARY @ =~y RakIT TRITL,
77 ANDOKDY E TR,

(3) a~ K

CLA “00“

INS “B0“=READ BINARY

P1 “01“= L RN EFRE. #7kF> b (1 58y ho kA7)

P2 “00“= 7%y b (158 hOTFAL Ew )

Le “00“ = Bt LNA FE(256 /31 RLLIND 7 7 A L D#& D £ T)
(4) VAR A

B FERUS

T4 | A T—H

SW1 1

SW2 1

U7 7 A NLDEDVIC T5FT, A7ty &£ %2735 READ BINARY
a<wy REkE TRITT5)

READ BINARY (EF #51+=“19%)
(1) a~<wrFK

CLA “00“

INS “B0“ = READ BINARY

HPKI$I& IC I — FHA R4 HE2h) 43
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bt A

P1 “99“ = &g EF #n e e

P2 “00“= F7t&v b

Le “00“= FidH LA (256 /N1 RELND 7 7 A )L DF& D &£ T)
(2) LARVA

B3 FEL S

T | A T—X

SW1 1

SW2 1

LI 7 7 A LD D I
gy REET TRITTS)

READ BINARY (EF &5l 7-=“1A%)

THET, A7ty FEZE X235 READ BINARY

(1) =<K

CLA | “00¢

INS “B0“ = READ BINARY

P1 “QA“ =4 EF #kBF457E

P2 “V0“= A7t v k

Le “00“ = FiAth LA b 2(256 /34 REUND 7 7 A L DFE D £ T)
2) VARV A

RS Bk

F—4 | Ak =4

SW1 |1

Sw2 |1

LT 7 A VDDV THET, A7y b&EZE 27275 READ BINARY

o~y REfHT CRITT5)

(READ BINARY (EF

(1) =<K

B F=1B)

CLA | “00¢

INS “B0“ = READ BINARY

P1 “OB“ = JHffE EF ik 5 €

P2 “V0“= A7t v k

Le “00“ = @iAth LA b 2(256 /34 REUND 7 7 A L DFE D £ T)
2) VARV A

R Ek

F—4 | Ak =4

SW1 |1
44 HPKI i IC 1 — RAA RIA4 v #H2)
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fEE A &%) PKIh— K77V r—va U FlIfoy—47 A

SW2 1

U7 7 A NVDO#EDYIZ THFET, 78y &2 2772035 READ BINARY
g REfl TRITT5)

A—2—3 E&itE

FIC H— FROKEED HPKL 7 7 U r—3 a Y ORERIZ L > TELHAET 5, Fiilc
AEAENHEREN T, DF BB TH 5 Z L NBE,

1) 77V /r—3 a3 /DF OER

SELECT FILE

< BIRT S DF IZFRNICOr>T0nH b0 E 35, GENELMR L Tx5 L7225 DF (38
HTHD),

(1) =< F

CLA | “00“
INS “A4“ = SELECT
P1 “04“ = DF 43341
P2 “00“ = DF 3#{R
Lc XX=F—Z7 4— )L FOESWEE1 631 K)
7 —4 | “E8 28 BD 08 0F XX XX XX XX XX XX*
Le “00“=FCI %I} Bt 5
(2) VARV A
R IsUUS
T —4% | 5~20 | FC(TAG="84)7 > 71—k
SW1 1
SW2 1

2) EF.CIAInfo ®FiAH L
READ BINARY(EF i5l]+=“12%)
(1) a2~ K

CLA “00“
INS “B0“ = READ BINARY
P1 “92¢ = i EF kA5 &
P2 “00“= A 7%& vk
Le “00“ = FiH LA RE(256 /XA RLLIND 7 7 A )L DFE D &£ T)
(2) LARA
B IsUUS
T—4 | 1~256 | T—X#
SW1 1
HPKI xtiis IC 1 — RHA KT 42 F2h) 45
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SW2 1

3) EF.OD DAt L
READ BINARY (EF #/-F=11)
(1) a~rF

CLA “00“

INS “B0“ = READ BINARY

P1 “91“ = #ifs EF #FfaE

P2 “00“= A 7%& vk

Le “00“ = FidH LA FE(256 /XA REAIND 7 7 A )L DF& D &£ T)
2) VARV A

B IsUUS

T—4 | 1~256 | T—X#

SW1 1

SW2 1

4) EFAOD OFHHH L
READ BINARY (EF #51+=“13%)
(1) a~<wrF

CLA “00“

INS “B0“ = READ BINARY

P1 “93“= i EF &0 FHRE

P2 “0“= F7tv k

Le “00“ = FiH LA RE(256 /XA RELIND 7 7 A )L DFE D &£ T)
2) VARV A

B FERUS

T—4 | 1~256 | T—X#

SW1 1

SW2 1

5) EFPrKD &4 L
READ BINARY (EF #51+=“14%)
(1) =~ K

CLA “00*

INS “B0“ = READ BINARY

P1 “94“ = i EF wnlHaE

P2 “00“= A7k v k
46 HPKI i IC 1 — RAA RIA4 v #H2)
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Le “00“ = @it LoXA b 2(256 /34 REUND 7 7 A L D#ED £ T)
2) VARV A
R Ek
T—H | 1~255 | T—4
SW1 |1
Sw2 |1

6) B4
VERIFY (EF @#hl-f-="16)  (fgl)
(1) a~» K

CLA | “00“
INS “20“ = VERIFY
P1 “00¢
P2 “96“ = % EF sk 1-f5E
Lc T—HF
7 —% (PIN)
2) VARV A
R FEUS
SW1 1
Ssw2 |1

MANAGE SECURITY ENVIRONMENT
SET DST (P1P2=“41 B6“) +7 —% (#E~D VU 7 7 L > A EF #53]1=“0017%)

(1) 2~ R

CLA | “00“

INS “22“ = MANAGE SECURITY ENVIRONMENT
P1 “41“= FtH

P2 “B6“ = B4R

Lc “V4“= T—H T 4 — L RDOEX

T—4 | “81 0200 17“= FL AL #ED IEF f57E

2) LVARLA

k& EIR
SW1 |1
SW2 |1

PERFORM SECURITY OPERATION
P1P2=“OE 9A“+ 5 —% (IXF 47 Liz/Ny ¥ 2fH)

HPKI %fjts IC 1 — RHA KT %2 47
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(1) ==K

CLA | “00“

INS “2A“ = PERFORM SECURITY OPERATION
P1 “OE“= BAFHE

P2 “OA“= T—H 74—V RDOT — X |ZE4

Lc XX=7—=47 41— /L ROEZ

T4 | BHT DNy aT—H
2) VARV A

R =S
F—4 | XX B RER
SW1 |1
Sw2 |1

A—3 PKCSH#HL1FADI—/72 R

A) Wi
FAT7Z7YDu—FK EAHGRGERPRCS#11 74 77 UV u— K45,
!
C_GetFunctionList BISAR A > % U A N OEUS
ppFunctionList : API 7 KL AR A ¥
l
C_Initialize PKCS#11 714 77 U 011k
pInitArgs : NULL_PTR
(B) #& T8
C_Finalize PKCS#11 74 77 U OF& T 4L
pReserved : NULL_PTR
!
FSATFIDT ra— R ELRGRERAPKCS#11 74 77 VAT v — K15,
(C) FEHERSE
HIH b (DAL 2 PR
!
48 HPKI i IC 1 — RAA RIA4 v #H2)
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C_GetSlotList 2ay b U A M OERE
tokenPresent : CK_TRUE
pSlotList : NULL_PTR

pulCount : 2 v MHANT LA

ICH—FRHNOHPKI 77U r—varvditAay MDD #5UESHAXLERS D, FO-DITIE,
B HAGEHA)ID “E828 BD 08 OF XX XX ... XX XX” # DF 4 & L THeE L TR,
1

C_GetSlotList 2wy b YA ~ORG

tokenPresent : CK_TRUE

pSlotList : A1 v kU X MEHMT K12
pulCount : A v NEHEHIT R LA

!

C_OpenSession TV r—varvk b= ROy v a o OESL

slotID : C_GetSlotList Tl& L7ZAry P X D 1 FH
(pSlotList[0])

flags : CKF_SERIAL_SESSION

pApplication : NULL_PTR

Notify : NULL_PTR

phSession : T v ¥ a v KT KA

A—1—20D3 =L AW, ICH—RHNOT FV r—3 g o bETOHAEL LT,
l

C_FindObjectsInit RERA R SRR E ORI &

hSession : C_OpenSession TH(fSF L7=~> Kb

pTemplate : DL T O B2 F5E

(1) type=CKA_CLASS
value=CKO_CERTIFICATE

(2) type=CKA_TOKEN
value=CK_TRUE

ulCount : F&ET 5 JEM%(2)

l

C_FindObjects FEEORR

hSession : C_OpenSession THf& L7=/~> Kb
phObject : A7 =7 b/ > RAKEIIT R LA
ulMaxObjectCount : =7 ¥ = 7 k2 RVEHREIE$R(4)
pulObjectCount : ER L7=47 V=7 MEKMT RL-X

!

JL— @® (pulObjectCount-1)[m] 43/ —7
o 2% PHEEZ 0 &3 2)

HPKI %fits IC 71— KA A KF 4 > H 20 49
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!

C_GetAttributeValue

AEAAE Y A XD
hSession : C_OpenSession THU& L7/~ Fv
hObject : C_FindObjects TEG L7247 V=7 b KLY R RO j
% H (phObjectl[j])
pTemplate : L FOBEMEZFEE
(1) type=CKA_LABEL(X1)
value=NULL_PTR
ulValueLen="1 A&l T 1L A
(2) type=CKA_VALUE(2)
value=NULL_PTR
ulValueLen="1 A&l T 1L A
ulCount : F#ET 5 JEMH%(2)

!

C_GetAttributeValue

FERE O TS
hSession : C_OpenSession CHf% L7=/ 2 KL
hObject : C_FindObjects CHfE L7247 =7 by B Y X RO j
% H (phObject[j])
pTemplate : L FOBEMEEZFEE
(1) type=CKA_LABEL(%1)
value=7 ~LKEAHT N L A
ulValueLen=t& M 1 X
(2) type=CKA_VALUE(¥%2)
value=FEl] EHHT N L2
ulValueLen=t& M 1 X
ulCount : RE T 2 EMHEEK(2)

!

AEHEDF = 7

FoULCR D) EIFREECR) 2 VT, R B E(ex. = F= v
T AT 4 DI EF)TH D0 EHET D,

R HAEIE L —Bri i, kit
RODFAHEL K LT, hvr iz 1MELTOILERED,

l

C_FindObjectsFinal

FERA E AR R OKE T AL PR
hSession : C_OpenSession THUfF L7=/~> Kb

!

C_CloseSession
H L <,
C_CloseAllSessions

v g oLl
C_CloseSession D&

hSession : C_OpenSession THf& L 7=/ > Kb

50
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C_CloseAllSessions DA

slotID : C_OpenSession |(Zf§E L7 A2 v b ID

!

T AL

(& T L2 R

(D) E4 ARSI

BT E AT, n(modulus) & e(publicExponent) ) S5 T 5, =D 7=, FHAiIZ
TARTOMAEELRBEL, TNV EILGEAET —ZICL > TRO TV DFEAENS N E

HE L TR BERD D,

I L ALER

(DAL 2

l

C_GetSlotList

2wy b U2 MO
tokenPresent : CK_TRUE
pSlotList : NULL_PTR

pulCount : A v MEKEMT R LR

ICH—FHNOHPKI 77U r—varviznay bID 5S35 0ENH D, DI,
B HAGEEEA)ID “E828 BD 08 OF XX XX ... XX XX” # DF 4 & L THE L TR,

l

C_GetSlotList

VRN

tokenPresent : CK_TRUE

pSlotList : A1 > h U A MEMT K12
pulCount : A v MEKEMNT R L&

!

C_OpenSession

TV r—=vark b= UHOE Y v a O
slotID : C_GetSlotList THfGFL7z2m v bR ~D 1%H
(pSlotList[0])

flags : CKF_SERIAL_SESSION

pApplication : NULL_PTR

Notify : NULL_PTR

phSession : T v a oy AT RL2

!

C_FindObjectsInit

AIEPA A SR AR E D PIHTRR E

hSession : C_OpenSession THU& L 7=/~ Fv

pTemplate : L FOBEMEZFEE

(1) type=CKA_CLASS
value=CKO_CERTIFICATE

HPKI %fjts IC 1 — RHA KT %2 51

JAHIS © 2010 All right reserved.

2010 % 6 H




ffHEE A (%) PRKIW—R7 7V r—va Ao —47r A

(2) type=CKA_TOKEN
value=CK_TRUE
ulCount : T3 2 B2

A—1—20 —F VAW, ICH—FHDOTZFV Fr—vavrh»beThiEHELHLAHT,

!

C_FindObjects

AEAE DR

hSession : C_OpenSession THU&E L 7=/~ Fv
phObject : A7V by RAKHT R LA
ulMaxObjectCount : A7 ¥ = 7 b Ny RoURaEIEER(4)
pulObjectCount : ER L7247 V=7 MHMT FL-A

!

="

@ (pulObjectCount-D[ElSy/L—7F
Iy 2wj YIEEZ 0 L3 5)

l

C_GetAttributeValue

AEAEY A XOEAS
hSession : C_OpenSession THf&G L 7=/ Kb
hObject : C_FindObjects T L7247 Y= kA KA Y A KD |
% H (phObject(j])
pTemplate : DL T O B2 F5E
(1) type=CKA_LABEL(¥1)
value=NULL_PTR
ulValueLen=" 1 R#&AMEIK 7 N1 2
(2) type=CKA_VALUE(¥%2)
value=NULL_PTR
ulValueLen=" 1 R#&AHEIK 7 N 1L 2
ulCount : F&ET 5 JEM%(2)

l

C_GetAttributeValue

AEA DTS

hSession : C_OpenSession THf& L7=/ > Kb

hObject : C_FindObjects THG L7247 ¥ =2 bV KLY R D j

% H (phObjectljl)

pTemplate : L FOBMEZFEE

(1) type=CKA_LABEL(¥1)
value=7 ~ULIEHHT F L R
ulValueLen=##HfE1E V-1 X

(2) type=CKA_VALUE(¥%2)
value=iEHEA&ANT KL 2
ulValueLen=##HfE1E V-1 X

52
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ulCount :

BET 2 BIEE(2)

!

FEHEOTF = v FAULGR D FE 2ITFFAECE)EZHAWT, = R T 47 OFFE

THLPEHET D,
KO HFEAE & B iuE, ks,
RODIEFEL —F LT, V2 ja2 1AL TOICKES,

!

C_FindObjectsFinal AR E R R E O T AP

hSession : C_OpenSession THU&E L 7=/~ Fv

!

E & N ORfS T N7 47 1 OIEAENLAREED E & N 2 HfG
!

C_Login h—=rv~Dur7 A

userType :
pPin : /XA U — R3CFF)

ulPinLen :

hSession : C_OpenSession THf& L 7=/ > Kb

CKU_USER

NRAYT — T E

A—1—30OPINMHEZITH, PINMHEIX, BLAHEEINIKNELRDIGEND D,

!

C_FindObjectsInit FH SRR R E O WIEIRR E

ulCount :

hSession : C_OpenSession TH& L7=/ > Kv

pTemplate : DL T O B % FEE

(1) type=CKA_CLASS
value=CKO_PRIVATE_KEY

(2) type=CKA_TOKEN
value=CK_TRUE

(3) type=CKA_MODULUS
value=ABA#ED N

(4) type=CKA_PUBLIC_EXPONENT
value=AH#ED E

RIET D B )

!

C_FindObjects FA RO

phObject :
ulMaxObjectCount : 47 =7 kN RV HEEE(1)
pulObjectCount : FER L7247 V=7 MEHMT FL-A

hSession : C_OpenSession THU& L 7=/~ Fv

FTx 7 oy RUEIT R LA

!

HPKI )5 IC A — RAA RT3 A4 2 B2
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ffHEE A (%) PRKIW—R7 7V r—va Ao —47r A

C_FindObjectsFinal

FAA SR SRR E O T /LB
hSession : C_OpenSession THU& L 7=/~ Fv

!

HA Y= A MEDERK

BARBT —ZDFA V= X MERAERK

!

DigestInfo D 1Ek

XA x A MEZMEH LT DigestInfo Z1ERk

l

C_Signlnit

@ ALFOYIRE

hSession : C_OpenSession TH(fF L7=/~> Kb
pMechanism : CKM_RSA_PKCS

hKey : C_FindObjects TG L7247 =7 by b

l

C_Sign

@ AEETS

hSession : C_OpenSession THf& L 7=/ > Kb
pData : DigestInfo

ulDataLen : DigestInfo 5 — 4% &
pSignature : NULL_PTR

pulSignatureLen : B4 EEMHEMHT K12

!

C_Sign

® 4

hSession : C_OpenSession THf& L 7=/~ Kb
pData : DigestInfo

ulDataLen : DigestInfo 5 — 4% &
pSignature : B4 MEKAT KL
pulSignatureLen : B4 EEMHMHT K12

IIZT, A—1 -3y VaDRE, BAHAOEFEZFTTI2LENS D, PIN OFGIEIZ ZTfT-o

THEW,

!

C_Logout

f—=svinbour7 7y b

hSession : C_OpenSession THU& L7/~ Rv

!

(1 Flo B4 #1Z C_Login~C_Logout % ##V iK 7,
FARE A EE L CIT O 613 1m0 E 4 412 C_Login~C_Logout DY
W UITHA TR, )

!

C_CloseSession
H L<IE,
C_CloseAllSessions

Dt v a0
C_CloseSession DA

hSession : C_OpenSession THU&E L 7=/~ Fv
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fEE A &%) PKIh— K77V r—va U FlIfoy—47 A

C_CloseAllSessions DA

slotID : C_OpenSession ([ZfEE L7=A2 1~ k ID

!

T LB (& T L2 R

A—4 CAPIFIEDY—T7 VR

Ry —2r v ZFTRE L T DRI T O®Y -

() [EFE4 8 CSP), LM CSP) /2B Ri-5a, ZNZNO PRI A — K77 br—
Ya AR L T, IC H— RRIZT 74/ har 7T (BAHS D WIEERGEH O RSA #
AT ROFHERENE) 231 SFFHET 2,

A)  FIAFEAEREOE

CryptAcquireContext W7 anNg X eaTFERELT, g Z
RV Z BT %,

phProv, : 7=/ 34 XN RV fH,

szContainer, : = > 74 NULL ##E+5 (7 +/L b
a2 7).

szProvider, : 7 a4 X4 HIRTET D,

B4 M CSP 72 5 X£"HPKI Crypto Service
Provider for Non Repudiation”, Z¥7EH CSP 72 53
"HPKI Crypto Service Provider for Authentication™
ZIEET Do,

dwProvType, : 7' /31 &% % A4 7 PROV_RSA_FULL % &
ET D,

dwFlags : 0 Z$57E 3 5.

l

CryptGetUserKey a7 FORFET S RSA ST O RV BT
2o

hProv, : CryptAcquireContext CHUfSG L7 7 B /3o XN
%

HPKI 5t IC 71— R4 Ko A & 20 55
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ffHEE A (%) PRKIW—R7 7V r—va Ao —47r A

dwKeySpec, : #FER] & LT AT_SIGNATURE % {5 7E,

phUserKey : &> KLY fH,

l

CryptGetKeyParam BN RIS ARAEENE T — 207 —4 &
i R
hKey, : CryptGetUserKey TH(fS L7288~ RIL,
dwParam, : Btf& 9 57— & fEik & LT,
KP_CERTIFICATE %57,
pbData, : Hif57 — ¥RV fE/N> 7 7 & LT NULL %f5
E
pdwDataLen, : 7 —# & U fH,
dwFlags : 0 Zf87E,
l
CryptGetKeyParam BN RVICHBET 2RI HEFERNE T — 2 OT7 — 4 %
B4 5,
hKey, : CryptGetUserKey TH(fS L7288~ RIL,
dwParam, : Buf§4 %7 —Zfdj & LT,
KP_CERTIFICATE % $5/E,
pbData, : U7 —# RV ENy 7 7, R THLT —
ZRGDNy 77 HER L, TOT FLAZIEE,
pdwDataLen, : 7 —# &, R THLT — ¥ R4 fE,
dwFlags : 0 Zf87E,
X AEAET = A VORIEICOW T HEIZS TR
BEMT 5,
l
CryptDestroyKey JEN RVEIET D,
hKey : CryptGetUserKey TH37-8&/~> R/L,
l
56 HPKI i IC 1 — RAA RIA4 v #H2)
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CryptReleaseContext

TaRA ZoNv RVERBT 5,
hProv, : 7 /XA 22 R,

dwFlags : 0 Z 4572,

B EhoHE

CryptAcquireContext

WG T AN F L ar T FEEELT, TR Fny
RV B9 5,

phProv, : 7'/ A Zn RIVE D,

szContainer, : = > 7 74 NULL Z¥ET 5 (F7 /L k
a7 ),

szProvider, : 7' 0 A X/ HRET D,

B4 H CSP 72 51X"HPKI Crypto Service
Provider for Non Repudiation”, ¥FEH] CSP 72 513
"HPKI Crypto Service Provider for Authentication™
HHRET D,

dwProvType, : 7’12 /3A % % 4 7 PROV_RSA_FULL %5
ET D,

dwFlags : 0 Z$8E7 %,

l

CryptGetUserKey a7 ORFET S RSA §EAXT O NV RV ARG
o
hProv, : CryptAcquireContext CTHUfSG L7 7" 1 /3 A Xy
N
dwKeySpec, : #fi] & L T AT_SIGNATURE %457,
phUserKey : &> KLY fH,
l
CryptGetKeyParam BN RVICHBET 2RIHEFTEAE T — 2 07— 2 E
HPKI %tz IC 1 — RAA KT A4 > H2h) 57
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ffHEE A (%) PRKIW—R7 7V r—va Ao —47r A

2T 2,
hKey, : CryptGetUserKey THUfS L 7=/~ KL,

dwParam, : B 1§ 9+ %5 & — & M Bl & L T .
KP_CERTIFICATE % #&57E,

pbData, : Fif57 — ¥RV fa/N> 7 7 & LT NULL %5

=

rE
pdwDatalLen, : 7 — 4 K& Y fE,

dwFlags : 0 Z 8%,

l

CryptGetKeyParam

B RAACNTBET 2 B BT — 2 OF — 4 %
BT %,

hKey, : CryptGetUserKey THUfS L 7=~ KL,

dwParam, : B & 9 5 5 — X F Bl & L T,
KP_CERTIFICATE % &5 7E,

pbData, : i 7 — X R VEN > 7 7, FIETHELZT —
ZRGDNy 77 ER L, £OT R AZ457E,

pdwDataLen, : 7 — ¥ &, RiBTRIcT —# E&HaiE,
dwFlags : 0 Z¥57E,

¥ EAET = A VORIEIZOWTIE MEIZS TR
WEMS D,

l

CryptCreateHash

N ad TV NOAR
hProv, : 7' XA Z N> KV E$RTE,

Algid, : Ny 27T Y XA AERE, CALG _SHAL,
CALG_SHA 256, CALG_SHA 384, CALG_SHA 512 ®
WL,
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hKey, : NULL Z$57%,
dwFlags, : 0 Z+57E,

phHash : /~ v 3 2 ROV Y

l

Ny v aBEDAK

BB T —Z DNy > a il x R

l

CryptSetHashParam

N AT NDOIRT A— R T RIE
hHash, : 7~y > =N RJb,

dwParam, : /N> ¥ 2 R EDT=H HP_HASHVAL %5
iEo

pbData, : FXET D/ ¥ = fH,

dwFlags : 0 Zf8 7,

l

CryptSignHash

Ny Y aBICEL EAT TR OT — 2 BE RS T 5,
hHash, : 7~y ¥ =N Kb

dwKeySpec, : B4 T3 S 80FER[] & L

C AT_SIGNATURE %57,

szDescription, : NULL %57,

dwFlags, : 0 Z+57E,

pbSignature, : NULL % & 7&,

pdwSigLen : FE4 E R Y i,

l

CryptSetProvParam B4 RBED PIN 22 ET 5,
hProv, : "B /3o X /N2 KL,
dwParam, : & 4% # H o© PIN £ & L <
PP_SIGNATURE_PIN Z 87,

HPKI xtiis IC 1 — RHA KT 42 F2h) 59
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pbData, : == — PIN g,
dwFlags : 0 Zf8 71,

¥Z Z T PIN ZFRELRWES. RO CryptSignHash
TCSPIZL2TPINAAFATurBRRRIND,

l

CryptSignHash

Ny aBIZEL BT S TR E ST 5,
hHash, : /~> > a2/~ Kb

dwKeySpec, : B4 T H8OFEN] & L
T AT_SIGNATURE % #§7E,

szDescription, : NULL Z 4572,

dwFlags, : 0 Z57E,

pbSignature, : RIEE THRI=T — X B Dy 7 7 & iR
L. ZO7 FLAZHEE,

pdwSigLen : FiiEk TH727 — & K& 7E,

l

CryptDestroyHash NV aK TV s MEEE
hHash : Ny v 2477 kO FL
!
CryptDestroyKey i ANV NI ) & S

hKey : CryptGetUserKey TH&7-8&E/ > RIL,

l

CryptReleaseContext

TR ZoN RIVERRT 5,

hProv, : 7 /XA X~ Kb,

dwFlags : 0 #4587,
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EE B (%) PKIT YU —v a3 OEH

MBEEZ B (&) PKI7Z7FTUsy— 3> niEER

B—1. #i&
B DFHEEZ N HPKI GRAER OER 2179 Z L #FiRIC, — RIZE#EH I 5 PKI 71— K
TV = a AZB LT, LFOSRMEO T T, MAEERMEMEROMEEE R 2
% HPKI GERER BB O — RERITT 5,
AEAEL, EREEESOT Y N2 T 4T 4 OFFHE LB OEHE L £ 5,
HPKI CEAHFEHEZFIH L2 BAERITIT, B4 %2179 72ONC PIN OGS LEL
LT%,
Ty ANMESE, av U R = RE, BRI,

B—2. 774 I)LiEE
DFE/ 77V /r—3 a3 OEIZILLTO®EY

DF/7 7V r—3a v

CIAInfo(12)

EF.0OD(11)

4]

T
4

EF.PrK(14)

EF.CD(15)

I
........ I PIN
I

:ﬁﬁ%

| 3\
WEF(18) [« — -1 iE#EQ) )
1 JE 5548 DL — k

WEF(19)  («——- ZE8i#©) > BTy RTy
r T 4T 4 DFEH
WEF(1A 4— — — FERER)
— T HET

WEF(B)  |*——" GEMIi#(4) )

IEF(16) <

I

|

|
EF.AOD(13) ]:. ........ |

|

I

IEF(17) <

X B-1 JIS X 6320-15 [ZHEHL L 7= 7 7 A /LEES

HE D BMOEFEAOIERFICE L TX, BEL TWARY,

HPKI %fjis IC 1 — R A A KT %2 61
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E2) By alNoHTXX)EL, BiE EF #5121,
E3) — FHICEROT 7Y r—3 a U IMEET AHEATH. EEDIR IZ7#/E L
NbDETH

B—3. PKIZFTU4Hs— 32 D#EA (AID)
ISO/IEC 7816-15(JIS X 6320-15)I27¢ 9., RID 1%, ISO/IEC 7816-15 Tk HILHD T,
@517 7V r— a sl PIX)E 7y & 4 HPKI Bt R N EH 5 ID L35,

E8 28 BD 08 0F XX XX XX XX XX XX XX XX XX XX XX

" _/
V

7816-15 ® RID #HiFmn b5 2 5 b K 16 /34 1)

) XX OfEid, BEAEGEENEEST 5, 2R TRRK1 631 b,

B—4. EEFORARE
ISO/IEC 7816-15 (21t » THET 5, T 3T, FffE EF ilB -2 H\ 5,

#£B1 HELRLZT7AN—E

77 A | FifE EF #k5 EF &5+ e I A
v ¥ A
CIAInfo | ‘12’ ISO/EC | ‘5032 75 ) B-4.1
7816-15(JIS | ISO/IEC
X 6320-15)C | 7816-15(JIS X
f57E) 6320-15) T {5
iE)
OD ‘11 (ISO/MEC | ‘5031’ i B-4.2: A7 =7 MEH
7816-15(JIS | (ISO/EC
X 6320-15)T | 7816-15(JIS X
7 E) 6320-15) T {i
)
AOD 13 2t B-4.3 : BiEA TV =7 MER
PrKD | ‘14’ i B-4.4 : FLAEHEIEH
CD ‘15° 7 i) B-4.5 : GEAEEH
IEF ‘16 Verify PIN ¥
IEF 17 RSA A FLA R
WEF 18 10 AERAERIN(= T 1 T 1)
WEF 19 10 15 1 R 0 Gk B F #& i (HPKI
ROOT FFER D H &4 FEW
62 HPKI &S IC H— R4 FIA4 > H2
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%)

WEF ‘1A 21 TZFRRESR A~ D REAEAL A
WEF ‘1B’ it TALFERE R ~DFEE B0

B—4. 1 EFCIAInfo
CIAlnfo ::={
version v2,
label “HPKI Application” ,-- 7 a v

cardflags { authRequired, prnGeneration } -- B S HBICH AL RIELE., LR

HY

B—4. 2 EFROD
authObjects : -- EF.AOD ~D /A
path : {
efidOrPath '98'H -- EF.AOD D %&G## EF #5171 '13
12
privateKeys : -=- EF.PrKD ~MD /3 &
path : {
efidOrPath 'AO'H -- EF.PrKD D% EF #%51 ’14°
12
certificates : -- EF.CD ~MD /&
path : {
efidOrPath 'A8'H -- EF.CD D% EF %51 ’15

B—4. 3 EFR AOD
pwd:{ - RRU—F
commonObjectAttributes {
label "PIN ", -- 7 a »
flags { modifiable }, - F 7 a3 EFEAHE
12
classAttributes {
authld '16'H — #5¥ 572 d ID
12
typeAttributes {
pwdFlags {

case-sensitive, --

HPKI %5 IC A— RATA RT3 A4 B2
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local, - ZD7 7V r—va vIDF HTOHER)
initialized -- #I#L I TV 5
5,
pwdType utf8, -- UTF8 XFt » M CryptAPI &z v, ASCII 723
minLength 4, - B/ DE X
storedLength 16, -- /&N E X
maxLength 16, - &AKDE X
pwdReference ‘96'H-- Verify =2~ KD P2 37 X2 —% (7 7V [EA D PIN)
IEF 0% EF %51+ '16'

B—4. 4 EFPIKD
privateRSAKey : {
commonObjectAttributes {
label "Private key of HPKI",
flags { private }, - FIFICRIENMLE
authld '16H- #Z L7725 AOD = RV
userConsent 1 — FARIC L > TEBAZMNT HERIC, BEREZTTH_(BF
BAPKIV— T 7Y r— a V OREITHE, BIEADBRITITHERLY)

accessControlRules {

{
accessMode { execute }, -- F4T
securityCondition: {
authld : '16'H, -- pointer to the AOD-entry
}
}

}

classAttributes {
iD '17TH, -- @B D7D ID (EF #AIFZ2FH L, ERAEF L LEHIZT D)
usage { nonRepudiation }, _(EBFBIEADHEAIZIE sign)
5,

typeAttributes {

value {

efidOrPath 'B8'H -- IEF D %G5 EF %51+ '17'
12
modulusLength 1024

64 HPKI & IC 1— KA A RTA4 > 2k
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B—4. 5 EFRCD
x509Certificate : {
commonObjectAttributes {
label "HPKI END ENTITY CERTIFICATE",
}
classAttributes {
iD'I7TH -#A D70 ID FLA# L HEITT )
12
typeAttributes {
value indirect :
path : {
efidOrPath 'CO'H -- #&#% X +1v7z WEF O %#E EF #%5/F '18'

5,
x509Certificate : {
commonObjectAttributes {
label " MHLW CA CERTIFICATE ", --E%% ® CAFERAE
}
classAttributes {
iD '19'H --#BI D72 D ID (EF #BIF ¢ R L &5 5)
authority TRUE -- CA OFEBE
5,
typeAttributes {
value indirect :
path : {
efidOrPath 'C8'H -- ¥:#1 X7z WEF DO%E#E EF 35517 '19'

}
x509Certificate : {
commonObjectAttributes {
label " HPKI ROOT CA CERTIFICATE", --&£ZFE¥¥#® CA

HPKI %5 IC A— RATA RT3 A4 B2
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classAttributes {
iD '1AH -#%3D7-% D ID (EF#&AF LR ET5)
authority TRUE — E %48 OFEHZE
12
typeAttributes {
value indirect :
path : {
efidOrPath 'DO'H — #&#1 S 7= WEF DO 4%#E EF #51+ '1A'

I CA BFIET 25412130 9 12 X509 47 V=7 b BT 5
x509Certificate : {
commonObjectAttributes {
label " HPKI CA CERTIFICATE ", --&F¥3&EOHHE CA
}
classAttributes {
iD 'IBH #3077 d ID (EF#&AF LR ET5)
authority TRUE — H[& CA OFEZE
12
typeAttributes {
value indirect :
path : {
efidOrPath 'D8'H — ¥ S 7= WEF D 4%i#E EF #51+ '1B'

66 HPKI & IC 1— KA A RTA4 > 2k
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c—1

fEs C (%) PRIT7TFVr—valfifloavy R

MftEE C (&) PKIZ7FUSyr—2 3 HADOaTUR

av v rF—&

KA RTALTIE, UTFDa<wy RiZoWTlEm TR FIEEOHEEA IR TR T 5,

SELECT FILE (ISO/IEC 7816-4)

VERIFY (ISO/IEC 7816-4)

READ BINARY (ISO/IEC 7816-4)

MANAGE SECURITY ENVIRONMENT (ISO/IEC 7816-4)
PERFOM SECURITY OPERATION (ISO/IEC 7816-8)

C-2 CHa~y FORIERM /- &Iz RT, AT —X AU — KL, REHNZHTH
ST, H— FOEMEZS U TIIS X 6320-4 THESNAMMDO AT —H 20— RE#EUICH
ijf%)J:U\o

C—2 SELECT

C—2.

I SE

7Y r—3 9 /DF O 8— B L7 RS E[RE

FCLIZ TR S N7 7 7V 77— 5 »IDF O AID ASES T HE

C—2. 2 aw s RRAyE—
DF j2&4R
CLA INS P1 P2 Lc T—X Le
00 A4 XX XX
(1) (1) (1) (1) (1) (1~16) (Oor1)
EF DR
CLA INS P1 P2 Lc T
00 A4 XX XX (EF #5111
(1) (1) (1) (1) (1) 2)
NI A—=H | EX FELUS ik
P1 1 EEHRIE -
P2 1 WIRA T3 v
Lc 1 77 A VBT or 7 7 A NV DE X
T—H 1~16 | 7 7 A VAT or 7 7 A L4
Le 1 FCI 7 —# D/ A Mk

Ploa—5 47
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ffHgE C (%) PRIT7TFUr—va ffioa~vr R

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl | BBk

0|l 0|0 |O0O]O0]| 0| x| x |Z77A4VIDIZLDER
J1v> b DF E Fo EF
O] 0| 0] O0|O 1 | 0| 0 |DF4&iR

P2pa—F 47

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl | BB

oo o0 ]|O0]oO - - |FCIAF v arvTr7L— i
0|0 |O0]|oO 1- | - - | FCLJ5% 72 L(EF @] 112 X 538N
0| 0] 0] O 0 A ETIIME—D 7 7 A 1

0| 0] 0] O 1| 0 |&kKZ7AN (/=% /)L DF A4 $EEA)

C—2. 3 LARVARYE—Y

L AR A APDU

T4 SW1 SW2
(1) (1) (1)
IRT A=K R FEUS i
T—H 5~30 | FCI(TAG="84)7 > 7L — |k TAG="84" DF 4
SW1 1
SW2 1

E) VAR AD SWI1 KT SW2 V90 00 LIS DA DT —ZFlx, 0&7%5

6F | E& 84 | X DF 4

(1 (1) (1) 1  @a~1e

C—2. 4 AT—HATU—F

68

SW1 SW2 AT —H A a— ROEK

“90” “00” | IEFWHT

“62” “83” | RSN DF BAZEL LTV
BRI EF OF DF < LT 5

“67” “00" | LeBL UV Le 7 4 —/V RA[ES TV 5,
APDU O E S [HiE-> TV 5,

“68” “817 | FRE ST ¥ RN EFICL DT 7 B AR AR L ey

“82” | CLA A FTHRESNIEEFX 2T A v —Vr FHREEZ L L 72

|7
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gL C (35)

PKI 77V r—a VfIHDa<w R

13 6 A” “8 177

RRED MR S

“8277

T I REAMBET 7 A DN

“86”

P1 P2 DfEAEL < 7220

“87”

Le DfEA P1P2 L FJELTWD

C—3 VERIFY

CcC—3. 1 %t
KoAE BEF 5B COSEAT
C—3. 2 awr FRAyk—
CLA INS P1 P2 Le T—X
00 20 XX XX
(1 (1 6)) 6)) (Tor 72L) | (AIZ or 72 L)
INT A—H kX IS e
P1 1 2L COO'[EE)
P2 1 ST — X DIRE
Lc lor 7oL
T =X " or 7L | BET—X
P2oa—5 47
B8 | b7 | b6 | b5 | bd | b3 | b2 | bl | &b
1 FEDOSRT — X
0 0 0 0 0 v~ EF
1 0 X X | x x | x | % EF #5811 ("11111720494)
C—3. 3 LARVARAYyE—Y
L AR A APDU
SW1 SW2
(1 (1
INT A—H kX Bk e
SW1 1
SW2 1
C—3. 4 RAF—H4AU—F
HPKI %) IC I — R A FIA4 > %2 69
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WeL C (%)

PKI 77V r—a FIHDa<w R

SW1 | SW2 AT —H A a— ROE
“90” “00” | IEHEKT
“63” “00” | BEAR—ELTD
“CX” | AR =&KX Tk - T, &Y OFRITAEERE0-15) 2~ 7]
“67” “00” | LedBZ U Le 7 4 —/L RDHIES TN D,
APDU O E S R[iE-> TV 5D,
“68” “817 | FRE SNIZImBET ¥ RNV EFITL DT 7 B AR Z R L e
“82” | CLA A FTHRESNEEFaT A vt —Y  ZHRERIRIE L 72
|7
“69” “[I7 | Iy ANMEEEFE LAy R
“83” | BRRESEE Z T AT e
“84” | MR ENTZ IEF ’HZ< LTV 5
“6A” | “81” | HEREMMRHEZ U720
“82” | %I EF #k51 CTHE L7z IEF 23720
“86” | P1 P2 DfEAIEL L 2>
“87" | Le DENAPLIP2 EFJEL TS
“88” | B SN TN IE L < RE SN TR

C—4 READ BINARY

C—4. 1 ¢
HiE BF %5 CoELT

C—4. 2 avw s RFAvykw—v

CLA INS P1 P2 Lc
00 B0 XX XX
(1) (1) (1) (1) )
IRT A=K RS FEUUS ik
P1-P2 %1 Ferth UG EF a%B1
J QSEEAD S A F U F—H D
A7 b
Le 1
P1-P2Da—F 47
P1 P2 R
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ffHgE C (%) PRIT7TFUr—va ffioa~vr R

B8 | b7 | b6 | b5 | b4 | b3 | b2 | bl
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ISO 17090-1:2008 Health informaticsw — Public key infrastructure — Part 1:Framework

and overview

ISO 17090-2:2008 Health informaticsw — Public key infrastructure — Part 2: Certificate
profile

ISO 17090-3:2008 Health informaticsw — Public key infrastructure — Part 3: Policy

management of certification authority

PC/SC Specifications http://www.pcseworkgroup.com/specifications/overview.php
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