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1. &A%

KA RT7A4 L ClE, EFEABLIOE SR HigE L HPKIL Cfffans IC #— K, KOVIC #
— ROFHERBE I 2 ERFHEZ ED D,

— IC 1— FHSfE - f14%

— IC H—FRotFX =T ¢ HfE:

— IC 1— FEFIHT D umROMHE

— IC H— RA&FRIFIT Dok 2 U 7 ¢ 84

— MHAERMAZ AT 27200 IC 71— KO PKIL 7 7V r—3 a Otk

— FEERMEEZ T 57200 IC 1 — REFIAT DDA v % 7 = —ADHEE

2B, IC — FOFLT L ONTEVESE (FNE8E) | FEAED IC 71— RA~OBEHZ DWW TUIARTA KT A
DAa—TH T 5,

2. 5IFAMHE - 5IAXER =

JEAGBE - PREEREEAL S PRI FSRER B HREHERY & 14 /R CE% 2742 H)
http//www.mhlw.go.jp/stf/seisakunitsuite/bunya/kenkou_iryou/iryou/johoka/pki-policy/2603_01.html

JEAETHBRE - PRAEERAEAL S PRI GRGHREREEA (N FEAEARY & 1.3 (P 2742 A)
http//fwww.mhlw.go.jp/stf/seisakunitsuite/bunya/kenkou_iryou/iryou/johoka/pki-policy/2603_02.html

JEA GG - PRORE RS PRI F8RERREREA  (READ FERAEARY & 11k (CPRk22 43 A)
http/fwww.mhlw.go.jp/stf/seisakunitsuite/bunya/kenkou_iryou/iryou/johoka/pki-policy/2203_03.html

JISX 19790:2015 t ¥ = U T 4 i — BTV 2—NDEFX = U7 ¢ ERFIH

JIS X 6320-4:2017 IC 1 — R=55 4 5 ZHADTHDOMERL, ¥ =2V T 4 KOt=a~ 2 R
JIS X 6320-8:2006 IC 71— R4 8 i £FX =2 U7 s la~ 2 K

JIS X 6320-15:2006 IC 77— R=25 15 W5 lEd®y 7'V r—ra v
PKCS#11V2.20 *2

Crypto API
https://msdn.microsoft.com/en-us/library/windows/desktop/aa380252(v=vs.85).aspx

Cryptography API: Next Generation (CNG)
https://msdn.microsoft.com/en-us/library/windows/desktop/aa376208(v=vs.85).aspx
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3. AEDESE
DF (dedicated file)
7 7 A JAEE R S AR E U CEHTRIATRER A B Y L 2 & A TV D5,

EF (elementary file)
[F{—7 7 A NN TF oI THT7— 24T o=r b, La— R, XI7F—FBAoES,

HPKI (Healthcare Public Key Infrastructure)
IREERAENLT B O T2 DI S T ABREERRER C©, EIRIEF R OB EO B2 5
G = Sh R

ICHh—F
12U EDIC T v 72 #HE L= — K, R ISO/MEC 7810 I X » THESNA,

IEF (internal elementary file)
71— RMER LI T3 57— X 248692 EF,

PIN (Personal Identification Number)
*ﬁX iqghfﬂim*%% zgf{fﬁﬁj‘é ISW Lnunﬁygfﬁ%é 7ol T 4T« zgfﬁﬁn LB AT) b
DO SLFHNE TN, AHA RTA LTI R T — R LRI UL EREUSNDO T % b & AT S0
PatEd,

PKI (Public Key Infrastructure)
TUT 4T 4 DEFEMECE LT, B TE 25 —FD AR L TETEA 5 Lo A
AIEHTERC X o TIRGES 2 IEa PR S8t 4 I L 7RG,

WEF (working elementary file)
J1— RBNEE MR L 70V N T — & 28435 EF,

F7%w bk
F— 4 BN 2 EF ©F — & BT OMLE A 45,

INBHEE
TUT 4T A OIS D O B, NS THERASIDHE
PSR i
TUT 4T 4 DI D ) b, FOT T 4T AT L > TS A X
AEHAE
NEOT T 4T 4 L2 OB 5 ABREZ Bl T 57 U4 VBT L > TS v 3GE
FORIESR
NBRBERSREAR C, =7 4 7 4 1T U CABSIREE AT 5 2 LI Lo T2 T 4 T4 D
(T2 ARAET D ARRRIAR,
Ny adfl

LoThHonizEtDT—% ’i’ﬁ?ﬁﬁ‘éiﬂﬁ

7 7 A Vit F- (file identifier)
T ANERET DD EIND 23 bOT—X HEHE,
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4. HPKI A IC h— FO#gE
4.1. IC h— FDiEFE

411 24 T14TEIC h—F

FAT 47 08 8T 25 IC I—FRaXAT 4 7HIC I—REMS, X147 47 08 &id, IC 71—
RADOTRCTOY 7 Ny =T N IC Ty AUEKAFT D7 r 7T La— RTHRESILS OS #0v), F72, X
AT 47 08 I&, INB/— FNB IC I— RIZELGNLTRTOa~vr Rz, OS LYV TS T 5 2
LR LT D, £, FOTDEITUFREEN RN L NVEHSTH S, Wi, BEAEY OXRA T 4 T
IC 71— RiZh— R TENT%IE. 77V r— a URERED BN, ZBE R L OHIBRREETH D08, A
EY 2B XEHET D HOIIARER b OB FET D, LL, ZOXA FTRIZIRD T T v 74—
HIC #— ROFRIZEENDL HD LT D,

412. 75y b I7A—LBIC h—FK

T N7 A =LA IC h—RE, 77y h74—2MIC I—REFES, 7T M7 r—Lk
WX, I—RKT7 7V r—rar G — s IC — RiZEbivd a~y REfER « 473577 r—
a7 huxT) XU ua— RTHZENARERIC h— NS5 08 250/ 7 N =T %
W, Fie, Ty b7 a—4%, IC h— RRNICH v a— RENFZA— K7 7Y rr—3 3 % SELECT
FILE @< RICX->CGBIR, 8L, UBINE — Kovs IC h— RiaEbnba~y Ra, thoh—F
TV r—ya U EERTAGAEREI UL — RT 7Y r—y g U 5 Z L AR ST 5,

RFEH72 7T v 74— L LT, JavaCard, MULTOS 72365, JavaCard, MULTOS ® X 52—
R7 7V r—2 a0 IC 1— RO IC F v AAMAEL 72T r 7T ha— RIZ X > THER SN D56
Hb, ZOLIRGE, 7Ty N7 r—AIE, IC Fy AUKGFE LW T a7 T Lha— e, IC Fv 71Tk
73570 rT ha— RERT 08~ (VM) 2875, SHIZAFECIE IC 71— RHOFTRTO
V7 =T IC 7’“/7 UEKIFT A7 7T ha— RTCHRSNAHEATH->ThH, I— K77 r—
g EA 7 a—RafeCTdhH Y, SELECTFILE o~ RChH—RT7T 7Y r— g9 28R, @i, DI
NE ) — R Da< Rel— K77 ) r— g UMURT 5 2 L 2R e T ARER 8457 by
T DY, 7Ty N7 A — L LS,

7Ty 87 A —2IIC — RiX I— ROITENTLTH, 77V r—ya U HREN T 0 77 LoD
v ua— RICL->TEIN, BENAEETH Y . R Z2dUTHIBRS ATRETH D,

42. ICH—FK7T)5r—S 3 DR

A21. 09 NWTFTT)r—o a3 h—K

—ODICH— FOCPU ET1HEDOY—ERUIMTOIRWA—REe o IVT TV r—varsi—RE
VW9, FIADZSERD IC 71— RN ZIUTERS T 5, BIEOEFRD IC 71— Rt IC ¥+ v v 21—,
Ty Rh— R, #GEF e BT 7)) r— a USRS TWADT, ZOFECITB I 720,
A22.RIWFF7 IV Hr— 3 h—FK

~NTFT TV r—ar— NI 1O — R ECEEO— R &84 5 Z LN fREe i — KD Z &
EREML, BITRICT 7V r—a OB, BIBRDSAIREZ2ET VB AFET D, TD720, O —E A
TEIC L > THBEOT 7V r— a3 v aiB, BT 2R —7 A TRIOE A &5,
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4.3. HPKI A IC h— FIZER S h AiHE

4.3.1. Fh A B IRTFHLRE

FLASE (Private Key) |ZABHSEE XHZ72 58ETH D, AT, %@7][17&% W2 Ko TR X1
WThHY, ABET, AR 2WE S IZHBOFFEE TS NERES 5, FGEERIE. VOVRAEAETHL I
SOFE~DT 7 B AFEAIRE L 22\, (HPKI GEHERY V)

B ELB L OETGEDOT- DI SN DA, AL > THEEE SNAGEE IR THRESh2
WHoLT2% HPKIGEHAERY V), F72, B4 HORAHROEHE LTy (HPKI B4 FRHHERY
DR

IMAZ DR REIR TER SN AL, X2 VT 4 BHERS BT IC I — RaOEX AL
2179 . b LITIETF RFC 4210 TEFAEEE Y0 o)L (s CA Y IFA L b Iy a LT X
RIS L7 TRC LT IABICEIEESND D L35, BaERITA Y DT VoRa8E5 &L
TRITRERO A v —Z2 A L COVRWZ OGN T 560 45, (HPKIGEHERY ©) ZOHA,
RS RASE, NEHERET 7 (v (IEF) I2ESs,

IMAZEOFAEEN IC /1 — RN TAR SN D HA1E. GENERATE ASYMMETRIC KEY PAIR =21~ K
\ZE 0 — FNTER L, WEERET 7 (v (IEF) 12895, (JIS X 6320-8)

AR Ny v a2l A& LT BB S5,

4.3.2. NS BAERFHEE

IANE DR FERER THER S LD HE M OIC 1 — RN TAERS N D IGEIITMELL IR HHRETH 5,
NBAREEAE S WEF [T S AL, ABIRORGERAZ T IC 71— Rb Rt g,

A33. FAEBERRUVARELT Y R7R— MEEE (XT3 )

GENERATE ASYMMETRIC KEY PAIR =~ K2k, IC h— RWNTHEAST 24 L, FOE#EIEN
HIERET 7 4L (IEF) (2SS VD, 72, ARSEREAESZ CA JJ~ZRT 57912 GENERATE
ASYMMETRIC KEY PAIR =2~ > RiZ XV, BHZ IC 71— RN TER SN AB#IC T 7 295, (JISX
6320-8), FLAFPDEMEIC L 0 IMAEDORATN IC H— RN TOARZ KD DAL, WAEDRSRES 72
Do

A3.4. FhAERBA UR—FEE KT 3 )

IC 71— RN THOAMRDILEE LD TIZZR, INT T T 24K L2513/ 06 2% IEF ~, A
BRHEIFIAE LY WEF ~1 L 7R— I\j‘éo ORERID BT L ﬂﬂﬂ%‘ﬂ)ﬂﬁﬁﬁ)nmﬁfiﬁkéﬂé%
WIADKEREE 72 D,

4.3.5. NBASEEIBAE T U R AR— MHEEE

IC 77— RPN AT S U7 AR 2 AR MO 1= DI B4 (DR S 1 5 A% WEF 24RE L
THRT,

4.3.6. EAEHE

PERFORM SECURITY OPERATION ==~ K> COMPUTE DIGITAL SIGNATURE Iz X0, 5
R NBLDFEST,
WA O A AEREISEL, v 2l IC H— FIC ANENS,

4.3.7 nnL,\nIE*%
PERFORM SECURITY OPERATION =~ ¢> COMPUTE DIGITAL SIGNATURE /= L v, 7
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CHENBHDOHEEIT,
BAHEOD AT DREREIEL, Fv L DR IC H— RicAh&ns,

4.3.8. hEBEE L BERE

AESE B4 EOERIERT 22 LN T HREEICTH D k%@ﬁm(mmmw)kw5 A gD
A LT — 2 DGR CAR SN D HATL, LT — 2 DVIMAE G2 D= #iE, FEERICBW IS
BITHEEL, RELZ2WLOET D, F7o, B ONIEH LT — 213, FGERTED ST BEITHEN,
MAEIZ LV ERIET DD LT D, FEHOTEHE LT — % ZMAENERT 581X, FGRERTED

DIVIZHUEIZIE, IMAFIZ LD 22 RET 5 b D35, (HPKIGEHERY > LD)

RAFOTEM LOFEEE UTE, IMAEIZ L HFIHETRRE, ARTERE, WADMERT 2 IC 71— R R A
A U TRO BN H D% IC J1— RGERET DAL EMNSH DD, AKAUA RF74 Tl PIN &I
L DRNHFFZRED B HIE L TN,

IMAEHERBDORNMERD 2 DFEREHE L BLZ [ U D% WG, BARFD Ny & 2 % 7GR T
Yl Pa—RELTIC — RIZEYiATe L L AR RAa— R L TEL SHEN BN ST ST
LE D, 207, it BAFHINT 72 T bevy, BAIIAK, BATHNRICK L THERLE
HLTELEZTDHOT, ZOEOIZELITH LTINS, IAZEDERHEEEDT-OOMERE L TRV D
IE LA T » 7% A7e < TR b7auy,

44. ICH—FKDEx2") T 1

4.4.1. &
IC 71— REONIC h— RIZESE SN 7 7Y r—> 3 L DOReMEE 4.4.2 T L, IC 1— REOT 7Y
r—3 g VERERICRIT AT OIS =2 U T S 4.4.3 TR %,

442. 7TV r— 3 DReH

1) {ArE - BRI
M5 2 MR L > Th— RicHigS iz IC F v 7 FOFRAR#E L T\ 5, BARIZIE, LT X H 7%
BREAT O T2 D OTEHRINT) R HAH72 5 RIC L > THFEL T 5,
- BEEZE AL TH— e F v 72RO LT 2028 1L <45
ICF v T ELEILT D Z LI Lo CHIMEE COBIE A NHEHC 45
- BURICRI SN 2 L ERHET 2 o — R AR, BEERINT D LT — 2 BHET D7 EERNR
fighira N3 5
AERA ST A AT AT A NCEET S 2 LT, AR TS
VHEEIREEOEAI O DOT — 2 A b < T, IHEEIRFHER S Z S —5H D WNET X AT
5
2)  AIESEFHDN R
BT « 7NAT— RHDWNIRG SROMEERIC Lo T, IENMHE IC — NOWER L= T 7 2 A2 05
T XNAHAZFF->TND, 77 B AR, 77V r—a VBN 7 7 A VENICRET D Z L3N]
&f T L« EAI - EHAZ R COBEMET LICHRAR DT 7 AR TRIET H T L NAREL 7o TS,
WAL « NAU— RBXOW 54T, EARETEINmAHT I EOTER2VERE LT IC I—F
WTEHSND DT, I— FGEEEHE CTh> COAERFHIC L > TEDEAE R 5 Z L&
VY, BRIEER « SAT— RHLWIIEEROMERL. & 50 CORE SNz BB AR KT 5 &
BEORHA AEANE LR (BAZE) 45 Z LONATREAR DT, AIEAFIH A HIEMR Y 35 2 & b3 L M
ZFFo T,
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3) TV r—a oMt

DT 7Y r—2 2 in 1D IC 1 — R HAHET 286, K207 7V r—a WD 7 7 A R0
. eXa VT BRI TH D, DD, HDHT TV r—a Y NOT—Z ~OELENRRIDT 7 4
—a DT EE B2 L3, £, HHT TV r—va VNOFGEERIC L A EX 2 U T
SARREDS, BUDT 7V r— g ATBIEMERIND Z 1T, T, DT ) r— g L ~OELEN
BOT TV r— a N E 5252 L1375l ENENOT TV r—a UGBTI IC B —
RCTH D &y wetazf-ol-EFEESES Z LR ARETH D,

443. H— K7 TYH5r—aVIZEREWB LX) T 1 HEE

1) WSEEEE (OMERRAERAE

FIFA S L2 RO T E 2 AR EREI L~ CHERT DHEAE,  BORINE 41> T\ B 2 LIk A
KOEYMHZERT D, Bl 21X, GET CHALLENGE =~y K&, Znil# < EXTERNAL
AUTHENTICATE =~y R&{FEHTH, 42 T4 AEGOWARIRINSH UI-E . BEen— 303
CHLRITE S, ()

2) FIMERER
A) PIN OREIZEY PIN 251> T\5 Z LI L HFIHE OGS, 121X VERIFY =1~ R
50
B) #4%->TWD FfoTg) Z LIZX2FIMEDOHEGE, FZ1X. GET CHALLENGE =~ &,

ZiUuZfi< EXTERNALAUTHENTICATE =~ F&2fEHT %, ()

3) BXaT Avkb—TrT

av 2 REOEDIEIZR L TEDO— U BEE A L > TRET D700 FiE, a~y RITo L
XWESNDT —H BRI L > THR#ET D, T — X DIZMASE L 52T = v 7 Hfea Fro Z L s sk 5,
HA & 1C #1— R COBEDO LMD RAE S VRN AW BV D IBE DM MROBERE TH 5, (1)

4) NHERER

=R (T7Vr—ay) OESHERANERET D72 DOEETH 5, HomALENDELNDST
¥ L% INTERNALAUTHENTICATE =t~ > RiZ & 0 IC 71— RPNICHH S LTS INERRRGIEE & 5t
B ORI Z AN L, IC I — ROESEE RS D, 42 T4 R OMATGHI G L=
A =W IC I — ROIESMARGET 5 4R TE 5, (1)

1 ARl ER M OFEREREOAH AEFIMERECR O T, RIS — 7 o ZTE £ 20, R L75Aa1id
FHEER DT 722 FIREMED B 5 Z L ITHET 2 L8N B D,

5. HEERAMHEAEO-HOLR
5.1. HHEERMHER

5.1.1. R ERM R T HEH

KITA KT A 0 BiEE T DAHAERMEOME L, #2725 HPKIGRERD I T LI IC 1 — RE AW TS,
TIAT NDETBLT TV r—a INETBELHDVITE wunm;"f%’/ﬂij B THZEIZHD, K1
\ZEOBESE T,
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ERERT 7V r— a3 v

HPKI 77V y—vav

H— Ry =4

7

HELB
PKI #— R

1 AHAEH OFH

IO XD B AEEANERRT 556, K2\ T@0 7 747 Mo Y 7 b =7 #LLF O3
TR D ERH D,

1) HPKIT 7V —val @

2) PKIFHEZRIET 2HI Mo =78

3) IC I— ROAHNERUEST HHHIC h— R —F A 2 —7 = —RJF
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mET Y r—a v

HPKI 77V r—va g
(Fl1lE . ETELEY 2—/L5%)

PKI X B =7 8 >
(%% 2 J& : PKCS#11, Crypto API %)

A—RU—=HA L ETx—R)E
(%% 3J& : PC/SC %)

J

H— Ry =¥

NENFTNNE 7 NN

ok (B
7816-3, 7816-12, 14443 %%

G N

PRI h— K7 AU r—a
(7816-15 OF —HXEF L)
(7816-4 KX 7816-8 =~ > K)

K IC #—F /

2 PKI— K77V r— 3 o ORAREE

%1 81X HPKI 253 2847 L OFREZ 1_EIET 2T, AV A RT7A4 v Oxtg44 L 725, HPKI —
EREFMT D Z LT B,

5% 2 JglE, HPKI IZRME L2V UHBYZ: PRI OGEZ #2258 C, PKCS #11 25\ X Crypto API

(CAPD) 7¢ &, WAtaeatefitd 28y 2 — Y75, BAEIZIE, IC #— FHD PKI 41— K77
r—a DT —HET IUHEN, RSz PRISEEZR 8T 21— Ra~ RIZE#T 5 2 Lzl - T
IC #— FAD PKIL 71— K7 7Y r—3 3  OEELZFIAT 5 72O O¥eEL 1235, PKI H—RNT7 7V -
—a L OT—HETTIUZRHET HEENEN JIS X 6320-15 (ISO/AEC 7816-15) THY ., H—RKa<r Kz
BEIEd- D AEE)S JIS X 6320-4 (ISO/IEC 7816-4) KON JIS X 6320-8 (ISO/IEC 7816-8) & 725, 2@l
YT HEY 2 —VOMREE A 2 7 = — A& HET H 2 LIZ& - T, #2% HPKI 3R 3T LT IC
J1— R TChoTHEFEANOE FFBaEDOMREAR FATT 5 Z LN AIREE 72 0 . MAIEMMEA MR L= Z &1
2%, B4 HPKI @GRS 2 PRI 1 — R7 70— g COFAERMNZ 50 57-9121%, PKI
N—=RT7 IV r—aOF—F2FT)V, TNEFRTLTOO— Ka~ 2 RO BRI 5D 2 22
DD, ZNETOEZL O PRIERETIL, #1718, (HROHE 5 IC 71— RIZ X o TR URe 2 f2it 2 24
TN T2T280, OO EERENEE SN TRE LT, MEEELDL ZERboT,
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55 3 X, IR IC 1 — RV —X DA ZEBIT 58T, 2 /@0 bxi)7- IC 71— RT3 Hm
S (awrR) &, ICH—RV—F%EUTIC — RIUBZ DR $RIET 5, 71 hatonr R v
7. IC J1— R KO — R —X OiilliEi’y EA3vE £ 5, Windows Tlk, PC/SC EMHIINAEY =— /LN T
DBITFY T2, B3O 2—/VOMREL A L2 7 2 —ADHIEIZ L > T, L7725 IC h—KEh
— RV — X O8G0, A& & IERE DN X S, PLERYZR IC 71— R A& 283
HZELWTED, LT, BRAAL L EZT2—AD IC I— R H I — R —XE2FIH L5
THICH—REICH— RNDOPKL A — K77V r— 2 A L CRICAH A ERT 5 Z LN TE 5,
AHA RTA TR B2BDOA L H 7 2 —R% 52250 5, £72, &6 2@ THHT S IC 71— FHD
PKI #— K77V r—yarOF—HET)VE 5312, I—Ra~vr K& 54 T4 %,

5.1.2. B EERMZHERT 51=-ODEH

KA RTA 2 TlL, #7025 HPKIL R IT L2 1IC 1— RO PKL 71— K7 7'V r—3 3 » COFHA.
AR D T2 D DHARE LT O TRT b D &5,

1) HEEROHH

IC 7 — Ni%, 47, AT L, R, 2558, BEEER E DT A 75 A 2 ADOWTNORIEICET 5.
AITA N7 A o OFAIERMIE, FIRAOESY, FRIE B4 LOE FRREETT O H5r DA O FE M 241
FHET 5,

IC — RIZid, BFBLANONEGHO PKL 71— K7 PV r—y a U MBS b D ET 5,

2) FEEAEOBEREH

HPKI 38R 31T U T2l C . S EO M A SRR R OFEER U & (CP) I~ b D & T 5,
HWHEFASNCOFIE (] : A~— R —RFaZ4y) ICBLTE. BWERREEL 720,

3)  EEOFHERR

BB PKL 1— K77V r—ya » ROEREREH PRI 1 — K77 r— 2 AZid, EEno
TV R T 4T 4 OREHERT CliZe <. HPKI @GEHROGMHE @EO5ERH D). [E9548 0 HPKI
Jb— NGRERO B CB4REHNELZ SO T REHEDSNCTE 5,

4)  BHEOBE~DXIG

BB RO X, I otofiﬁﬁﬂifzﬁu VT DREIN Dy AKITA RTA T, 1
KeDFEAFEZIZL 120D heRole (PRIEEFFEALEF TOEE], EF) MMM b b0 L35, o
FEZAE T DERCI, #8550 PRI 1— K7 7' /7~/a /c koT, T B b0 LT 5, M, 1K
D IC — RIZiX 1 BRIk Lz PRI — R7 ) r— a UMER SN D ERET D, RIS D
hcRole % 5l U7-REAENII TSN D AlEerE, H DN i%ﬁi&@i%%%%o:n/ R 7 47 12k L TER
Z1u® heRole Z 5ol L7= B OFHAES 1 £ IC I — RIS 5 alHeME XS 203, KA KT A D
HIEAMOFERICITE E RN D LT 5,

5) I FAw =7 o HPKI %

HPKI O:FHEZ1X heRole 23R SV TV A5, T KL = 7 JETlid heRole % AV 7= HPKI A H O]
AT MBEZRAICIZ HPKL 7 ) r— a VEH D WIIERT 7 ) r— a o T{TH b D 245,

6) ICk— FoOF|HERE

J1— ROFIHEREEL, [EREHRT AT AOREEHETHHA RTA4 2 0o TEHEN-E
SRRV E BT A im AR A AEET 5, %%‘%:%07‘_/7 N7 =T 7R EBNEEE T, 2R ﬁ“’@ﬁé L OEHS
NTWBEHEDET D, D=, IC — R EFIFT DEEROMOFRGE, W@EDLEM T 5 EF 27T 2
o= TR EIIARTA RT7 A4 OB E T 5,

7)  XBETBHICH—F

FIHEND B — RiL, 4.1 ORTIC 1— KON H D0, FHIIRE LRV, FITRFORERR A % 72 IC
T— R, FATHRICT 7V r—> a U aEBIAREZR IC 1 — R, BadiftE IC h— R, FERERIC 71— R4,
TNLNEENDLI LD LT D,
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8)  IEvEVEL

NI AIERMZ IR T D720, BEFD JIS & AV NI ISO ITHEILL 7= AR & -5,

9) HEBLIAZEDT 7 EAKE

T RREDBRZIX, #ElD PIN AJNZ X0 17— FMREERREZTT) O LT 5, B -ELOBIIX, Al
PIN AMNC LB — MEAERGEEITO b D LT 5, PIN OZEFE L, AHAERMEA T 2813807
WHDET 5, FEREOFTRAH LI, 77 B AEE ThRnbD LT 5,

10) /SRU—F (PIN) ®ASH

TV = a OMWHEICL Y BEAT 7Y r— 3 AT PIN 248 L, i8¢ L 7= B4 EROEKC
22—l PIN A1EEAWS 5 Z LITFFET 5,

513.BFERZGHD—K7T)r— 3V EEFRIHD—KT7T)5—230m

#*F

1 DOFGREFHEE D EA B MR OEFSREHOW S OFEHEZ 3T 556, 1D IC 71— Rz 250
TTV =y a e D T ERaReL 7R D, EOREDIARRIMEEZ X 3 1TRT

EWRGEwRT ) r—3a v

HPKI T 7V s —va v

'%%%Zlﬂq B4 28 %% unﬁﬂq B ZA2

AT AN

A H JaR AL
PRIy~ K77 PKYJ7 =R
Vb AP T AR AL

M3 EFBELHT 7V r—ya r EETRRET 7Y = a L OIHE

BFELMO PRI T 7 ) r—a 13, EFELHO T A3 2@ C RIS, E8aEH o PKI 7
TV r—vaid BRI R A RZ@ CTHASh D bD LT 5,
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52. 77UHr— 307055 LEDA AT T—R
52.1. =

KA KT A Tld, PKCS#11 A % 7 =—A, CryptoAPI A > % 7 =—A_ K Cryptography APIL:
Next Generation D 3 FFED A > &% 7 = —RA%ZMET D, TIWHDA V¥ 7 =— A& FEET DA, i

TIDNT STRTFIUTIR D720 NROBERER 5.2.2, 5.2.3. KU5.2.4 T4 %,

LBDOSIFE, LLTFoEy &35,
« ILF ALy RS 1O TT— R~D[RIET 72 A HEE L2, BEOA L Y RS T 7B AT AN
ENRH HLEITIL

FATHEET DN ERH D,
BLDOEICIE, A v Z T 2— ALYV TIIERE PIN 23R ET 52 5255, (AL, 77U r— 3
AT PIN 2458 U CRIFT 5 Z L3 nwo T, 77U r— g3 L OMEIC L - THRET D LEN
HD,

PIN (TR ESND/SAT— FOCFE » MM, ASCIL &35 (CryptoAPI Oz L 5),

522.PKCS#11 /4 VB2 71 —X

PKCS#11 DT A4 77V

WL DRz R 1ITRT,

#1 PRCS#11 D74 77 Vi#A4

No FSE 7477 ViR
1 | EFELAT HpkiSigP11 (f5l: HpkiSigP11_abc.dll)
2 | EEEH HpkiAuthP11 (f§: HpkiAuthP11_aab.dll)

FAEERZ T 57201 L 705 PRCS#11 OV AR— M _REWEEDO A K 2 1TRT

#2 PKCS#11 O—E

No API 4 s
1 | C_GetFunctionList BIEORA & U A M EEUST 5,
2 C_Initialize PKCS#11 714 77 U Z4k3 %,
3 | C_Finalize PKCS#11 9477V #1735,
4 | C_GetInfo T4 77 VIEREBIET 5,
5 | C_GetSlotList Aay MY A MRS T 5,
6 | C_GetSlotInfo vy MEwE RS 5,
7 | C_GetTokenInfo h—2 ANERE BT 5,
8 | C_GetMechanismlList YR—=FAD=XL TNV RXL) #BUET 5,
9 | C_GetMechanismInfo AH= AL (TTY RL)ERE T,
10 | C_OpenSession v va v EMLT D,
11 | C_CloseSession Yova T A,
12 | C_CloseAllSessions TRCOY v a w5,
13 | C_GetSessionInfo Ty v KBRS S,
14 | C_Login b= a7 A KRBT D,
15 | C_Logout =2 ha 7T T NREEIZT 5,
16 | C_FindObjectsInit ATl NOMEE R 5,
17 | C_FindObjects FT T NORREITH,
18 | C_FindObjectsFinal TVl NOMBREKTT D,
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19 | C_GetAttributeValue I 7V NOREMHEETIFT 5,
20 | C_SignInit BL IR AT D,
21 | C_Sign T—HRIBLEITO,

PR — F & API OARIFZLA T OMEY & 725, 728, RV EB OB ARIZE L Tid, PKCS#11 2%
Moz L,

(1) C_GetFunctionList

API 4 C_GetFunctionList

WL BIERA & U A N &ETUST 5,

B > % | CK_DEFINE_FUNCTION(CK_RYV, C_GetFunctionList) (
7T —A CK_FUNCTION_LIST PTR_PTR ppFunctionList
);
RV AE CK_RV (CKR_OK: fkzh Zofth: K50
il /O AP
GIE='s CK_FUNCTION_LIST_PTR_PTR | OUT | B KL AU X hiRA &

(2) C _Initialize

API 4 C_Initialize
fp PKCS#11 741 77V 0L+ 2,
v > % | CK_DEFINE_FUNCTION(CK_RV, C_Initialize) (
7 x—2R CK_VOID_PTR plnitArgs
)
ROfE | CK_RV(CKR_OK: fth Zfh: 0
i j7e} A
Gl CK VOID_PTR IN | NULLRA o Z %45E
(3) C_Finalize
API % C_Finalize
B PKCS#11 74 77 U A& T35,
B%( > % | CK_ DEFINE_FUNCTION(CK_RYV, C_Finalize) (
7 = —R CK_VOID_PTR pReserved
)
ROfE | CK_RV(CKR_OK: fth Zofh: k)
i /O A
513k CK_VOID_PTR IN | NULL RA % %f5E
(4) C_GetInfo
API % C_GetlInfo
A T4 77 ViERAEBITT 5,
%1 > % | CK_ DEFINE_FUNCTION(CK RV, C_GetInfo) (
7 r—A CK_INFO_PTR pInfo
)
RYOfE | CK_RV(CKR OK: %) Zofth: 540
7 | 10 | PEE
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515

CK_INFO_PTR | INJOUT | 54 75 U 1A ¥

e

BUSrIEE72 74 77 VEHIELL T OEY

CK_INFO:cryptokiVersion:

PKCS #11 Hikg/N—2 =2 1 2.20
CK _INFO::manufacturerID:

7477 ) BEEN:
CK_INFO:flags:

vy h 77700
CK_INFO::libraryDescription:

477 Y Fdks THPKI 3.0/
CK_INFO::libraryVersion:

TATZYV =T g

(5) C_GetSlotList

API 4 C_GetSlotList
WL 2wy YA G5,
B 1 > % | CK_DEFINE_FUNCTION(CK_RYV, C_GetSlotList) (
7 =— A CK_BBOOL tokenPresent,
CK_SLOT_ID_PTR pSlotList,
CK_ULONG_PTR pulCount
)
RV AE CK_RV (CKR_OK: k2 Zofth: 250
i) /O NE
Gk CK_BBOOL IN TRUE: 71— KKV DAy hJ R
sian
FALSE: Bt LT\ 53X TD
Avy hU A REIRT
CK_SLOT_ID_PTR IN/OUT | Az FID U A hARA %
CK_ULONG_PTR IN/OUT | Az v FID U A Mgk

6) C_GetSlotInfo

API % C_GetSlotInfo
B vy MERETUGT 5,
B > # | CK_DEFINE_FUNCTION(CK_RYV, C_GetSlotInfo) (
e CK_SLOT_ID slotID,
CK_SLOT_INFO_PTR plnfo
)
RYfE | CK_RV(CKR_OK: f§h Zofth: 550
7l /O A
51K CK_SLOT_ID IN 2wy kID
CK_SLOT_INFO_PTR IN/OUT | A1y MERARA %

© JAHIS 2018

13




fii% BUSATRE7Z2 A MERIFLATOHEY ,
CK_SLOT_INFO::slotDescription:

Ay hRESC PC/SC V) —Z 445
CK_SLOT _INFO::manufacturerID:

Zvy MNEEL 72182 3 hDZEHSCTFS)
CK_SLOT_INFO:flags:

vy 777 — KA

(I — FAHiuE CKF_TOKEN_PRESENT)

CK_SLOT_INFO:hardwareVersion:

20y hoN—=R7 27 /83— 52100
CK_SLOT_INFO:firmwareVersion:

Ay N 77— 73— 32100

(7) C_GetTokenInfo

API 4 C_GetTokenInfo

W =7 EHE ST 5,

B 1 > % | CK_DEFINE_FUNCTION(CK_RYV, C_GetTokenInfo) (
7T — A CK _SLOT ID slotID,
CK TOKEN_INFO_PTR pInfo
)

RO | CK RV (CKR OK: i) Zofth: 5%

i) /O A

51 CK_SLOT_ID IN Zwy 1D

CK_TOKEN_INFO_PTR ouT b= AEHAA A H

g HASrTEEZ e h—7 AFEBIILL T O Y ,
CK_TOKEN_INFO:label : 714 :
THPKI Application] : 71— RIZT7 YL DG
72 LB2 /31 FDZEATH) - I — RIZ T~ VEL OGS
CK_TOKEN_INFO:model : 7 /3 AET /L4 -
SO 7816-15:2016) F7-1% [JIS X 6320-15:2006)
CK_TOKEN_INFO:flags: £y h7Z 7 :
B R A (CKF_RNG) |
a—%n 74 U FE(CKF_LOGIN_REQUIRED) |
22— PIN O #{A(CKF_USER_PIN_INITIALIZED)
CK _TOKEN_INFO:ulMaxPinLen : PIN OfkE -
16
CK_TOKEN_INFO:ulMinPinLen : PIN O#f/NE -
4
EX, FHEEB OEEEZ AW SE0EITH 5,

(8) C_GetMechanismlist

API % C_GetMechanismList

e PAR— M AH=AL(T N TY) XL EEEFT D,
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B

CK_DEFINE_FUNCTION(CK_RYV, C_GetMechanismList) (

BT x— CK_SLOT _ID slotID,
2 CK_MECHANISM_TYPE_PTR pMechanismlList,
CK _ULONG_PTR pulCount
)
ROfE | CK RV (CKR_OK: fEh # At 50
o) IO N

Gk'e CK_SLOT_ID IN Zu v hD
CK_MECHANISM_TYPE_PTR | OUT AHZALEA TRA L H
CK_ULONG_PTR IN/OUT | AH =K LZA T HH

= BUS TREZ2 Y AN— b A = X NZLAF D@ Y

Sign /H: CKM_RSA_PKCS

(9) C_GetMechanismInfo

API 4 C_GetMechanismInfo
WE | A=A T RBNERE RS,
Bk > | CK_DEFINE_FUNCTION(CK_RV, C_GetMechanismInfo) (
5T ge= CK_SLOT _ID slotID,
A CK_MECHANISM_TYPE type,
CK_MECHANISM_INFO_PTR plnfo
)
RO | CK_RV(CKR_OK: ikxh Zofth: 550
il /O AP
5% CK_SLOT ID IN Zmy ~ID
CK_MECHANISM_TYPE IN A= ALEAT
CK_MECHANISM_INFO_PTR | IN/OUT | A =X LIERARA 4
fii& BRET D IEHRTLL T OHEY

type = CKM_RSA_PKCS D&
CK_MECHANISM_INFO:ulMinKeySize : /| \iRE: 2048
CK_MECHANISM_INFO::ulMaxKeySize : i KR 2048
CK_MECHANISM_INFO:flags: > 75/ :

C_SignInit FIJH FTHE(CKF_SIGN)
fEL, MEEB OSSN E OO 6ICH D, R : 4096 1))

(10) C_OpenSession

API4 | C_OpenSession

WL v va U EMNIT D,
Bi%1( > | CK_DEFINE_FUNCTION(CK_RV, C_OpenSession) (
5T se= CK_SLOT_ID slotlD,

A CK_FLAGS flags,
CK_VOID_PTR pApplication,
CK_NOTIFY Notify,
CK_SESSION_HANDLE_PTR  phSession

)
RYME | CK RV (CKR OK: Jifth Zdfh: S0

o | 10 |
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515

CK_SLOT_ID IN Aw vy b ID

CK_FLAGS IN CKF_SERIAL_SESSION %5
E

CK_VOID_PTR IN NULL R A &% Z57E

CK_NOTIFY IN NULL RA & Z457E

CK_SESSION_HANDLE PTR | IN/OUT | Bv < g\ RVRA A

(11) C_CloseSession

API 4 C_CloseSession

W Yo a BT,
B 1 > % | CK_DEFINE_FUNCTION(CK_RV, C_CloseSession) (
7T —RA CK _SESSION_HANDLE hSession
)
RV E CK_RV (CKR_OK: f#h Zofth: 4KH0)
il /o AP

GlES CK_SESSION_HANDLE IN |EyvarnrRu

(12) C_CloseAllSessions

API 4 C_CloseAllSessions

R FTRCOE v a 25,

B > % | CK_DEFINE_FUNCTION(CK_RYV, C_CloseAllSessions) (
T —A CK_SLOT_ID slotID
);
VA8 CK_RV (CKR_OK: ji%xh) Zofth: J3H0
i j1(e} Fpa
GIE='s CK_SLOT_ID IN | 22y ~ID

(13) C_GetSessionInfo

API 4 C_GetSessionInfo
LR RN 2 SN
B 1 >4 | CK_DEFINE_FUNCTION(CK_ RV, C_GetSessionInfo) (
ES CK_SESSION_HANDLE hSession,
CK_SESSION_INFO_PTR pInfo
)
RYE | CK_RV (CKR_OK: FZh Zoft i)
Gl /O W
51 CK_SESSION_HANDLE IN IRV VIV NI
CK_SESSION_INFO_PTR ouT Ty va REERA
= LUFOfREZ T,

o7 A LTV & & CKS_RO_PUBLIC_SESSION
(CKS_RW_PUBLIC_SESSION T4 1))

o2/ A LT3 e % CKS RO_USER_FUNCTIONS
(CKS_RW_USER_FUNCTIONS C# 7])

© JAHIS 2018

16




(14) C_Login

APL 4 C_Login
WL M= v Zua A REBZT 5,
B > % | CK_DEFINE_FUNCTION(CK_RV, C_Login) (
7T —RA CK _SESSION_HANDLE hSession,
CK USER _TYPE userType,
CK_UTF8CHAR_PTR pPin,
CK ULONG ulPinLen
)
RO E CK_RV (CKR_OK: fk#h Zofth: S0
A /O PP
Gl CK_SESSION_HANDLE IN |[&Byvarnr i
CK_USER_TYPE IN | CKU_USER %457€
CK_UTF8CHAR_PTR IN | 7"RAU— REFBIRA 5, SCFFNE,
ASCII & ¥ 5,
CK_ULONG IN | AT — TSI
(15) C_Logout
API 4 C_Logout
A =2 Fur Ty MREEICT 5,
B > % | CK_DEFINE_FUNCTION(CK_RYV, C_Logout) (
7 =2 CK_SESSION_HANDLE hSession
)
RO i CK_RV (CKR_OK: &z Zofth: 250
i j1(e} A
513 CK_SESSION_HANDLE IN |EByvar R

(16) C_FindObjectsInit

API 4 C_FindObjectsInit
WL F TV = NOBERE BT 5,
B 1 > % | CK_DEFINE_FUNCTION(CK_RYV, C_FindObjectsInit) (
7 =2 CK_SESSION_HANDLE hSession,
CK_ATTRIBUTE_PTR pTemplate,
CK_ULONG ulCount
);
RO AE CK RV (CKR_OK: 2 ofii: S0
i) 1/0 PP
515 CK_SESSION_HANDLE IN |Eyvar v R

CK_ATTRIBUTE_PTR IN | BT —TNARA L H

CK_ULONG IN | BT —7 8

© JAHIS 2018

17




i UITFD @M X 2M%EE1T9,
CKA_CLASS CKO_CERTIFICATE %7213 CKO_PRIVATE KEY
CKA_TOKEN True
CKA_LABEL AFAEOLRT 7213 FAVEROAH]
CKA_ID AEEOE S £k FAROE S
CKA_CERTIFICATE_TYPE CKC_X_509
CKA_VALUE AFAEOfE
CKA_KEY_TYPE CKK_RSA
CKA_MODULUS ABRgED N
CKA_PUBLIC_EXPONENT IABIFED E

(17) C_FindObjects

API 4 C_FindObjects

L FT7 V2 NOMREEEAT)

B 1 >4 | CK_DEFINE_FUNCTION(CK_RV, C_FindObjects) (

7T x—A CK_SESSION_HANDLE hSession,
CK_OBJECT_HANDLE_PTR phObject,
CK_ULONG ulMaxObjectCount,
CK_ULONG_PTR pulObjectCount

)

RO | CK RV(CKR_OK: X =t K0

e Lo P
1% CK_SESSION_HANDLE IN Tyiaiay B
CK OBJECT HANDLE PTR | IN/OUT | A7 =2 b RILIRA U H
CK_ULONG IN BRAT V=7 MK
CK_ULONG_PTR IN/OUT | A7V NRA &

(18) C_FindObjectsFinal

API 4 C_FindObjectsFinal

B ATVl FOWREKT T D,

B > % | CK_DEFINE_FUNCTION(CK_RV, C_FindObjectsFinal) (
T —A CK SESSION HANDLE hSession
)

RO | CK RV (CKR OK: ¥ Zofh: K0

Al /O WA

5% CK_SESSION_HANDLE IN tyairnr i

(19) C_GetAttributeValue

API % C_GetAttributeValue

L A7 V=7 FOJEIEEE BT D,

B 1 > % | CK_DEFINE_FUNCTION(CK_ RV, C_GetAttributeValue) (

Tz —A CK_SESSION_HANDLE hSession,
CK_OBJECT_HANDLE hObject,
CK_ATTRIBUTE_PTR pTemplate,

CK ULONG ulCount
)
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UK CK_RV (CKR_OK: k) Zofth: 250
il /O NE
51 CK_SESSION_HANDLE IN LS N2V V%
CK_OBJECT_HANDLE IN P AVES/S VAV V2
CK_ATTRIBUTE_PTR ouT BT —T VRA o H
CK_ULONG IN BT —7
fii% LUF D JEME R 280 BUSG TRE T dd D,
CKA_CLASS CKO_CERTIFICATE *7-1% CKO_PRIVATE_KEY
CKA_TOKEN True
CKA_PRIVATE #£3 ATV Nat—ESE,
CKA_LABEL #£3 ATV r NE—ESE,
CKA_ID #£3 ATV r NEH—ESHE,
CKA_CERTIFICATE_TYPE CKC_X_509
CKA_VALUE #£3 ATV NEt—ESE,
CKA_ISSUER #£3 ATV NEt—EE,
CKA_SERIAL_NUMBER #£3 ATV NEt—EE,
CKA_SUBJECT #£3 ATV NEt—ESE,
CKA_KEY_TYPE CKK_RSA
CKA_SIGN True
CKA_EXTRACTABLE False
CKA_ALWAYS_AUTHENTICATE
#3 A7V MNEttE—ESE,
CKA_MODULUS #£3 ATV NEt—EE,
CKA_PUBLIC_EXPONENT £3 ATV NEttEE,
B, FiEEB ORERIE AW GE0O6ICTh 5,
®3 A7V MNEet—E
#| A7V b B JEMEE
1| RAHE CKA_PRIVATE True
CKA_LABEL Private key of HPKI
CKA_ID 17H
CKA_ALWAYS_AUTHENTICATE | EEPrKD D

CommonObjectAttributes.userConsent OfENBE
STV B True, userConsent AHEIRE False

CKA_MODULUS T RZUT 4T 4 OFFAENSBUS LA
CKA_PUBLIC_EXPONENT TV RZUT 4T 4 OFEAEN GBS L7
2| = Fx=>F | CKA_PRIVATE False
147 4 OFEH | CKA_LABEL HPKI END ENTITY CERTIFICATE
& CKA_ID 17H
CKA_VALUE TV RTUT 4T 4 OFFAEDE
CKA_ISSUER EFCD N~ v R T 45 4 DaFBHED

X509CertificateAttributes.issuer DfE., issuer A%
X NULL A~ A1 > %

CKA_SERIAL_NUMBER

EFCD N~ v R 5 45 4 DaFBHED
X509CertificateAttributes. serialNumber .

serialNumber AHEHF Y NULL A" A > 4
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CKA_SUBJECT EFCD WO =Y R v T 47 4 OREHED
X509CertificateAttributes.subject DfE, subject &
WEHRF L NULL AR A > 4

3| B34 > CA| CKA_PRIVATE False
AIFAE CKA_LABEL MHLW CA CERTIFICATE

CKA_ID 19H

CKA_VALUE JE5578 D CA FEIEDAE

CKA_ISSUER EF.CD WDJE5578 D CA FEHED
X509CertificateAttributes.issuer MOfH, issuer A&
RE L NULL Ao %

CKA_SERIAL_NUMBER EF.CD NOJES7E8 D CA FEED
X509CertificateAttributes. serialNumber D1,
serialNumber AM&RH L NULL 7" A > ¥

CKA_SUBJECT EF.CD NWDJE5578 D CA FEED
X509CertificateAttributes.subject DfE, subject &
IR NULL A > %

4 | & F ¥ # O | CKA_PRIVATE False
CA FFE CKA_LABEL HPKI ROOT CA CERTIFICATE

CKA_ID 1AH

CKA_VALUE KFHEED CAFFHEDE

CKA_ISSUER EF.CD NO&FEEED CAFEHED
X509CertificateAttributes.issuer O, issuer M
I3 NULL RA > %

CKA_SERIAL_NUMBER EF.CD NO&FEED CAFEFHED
X509CertificateAttributes. serialNumber DF.,
serialNumber &% NULL 7R A %

CKA_SUBJECT EF.CD NO&FEEED CAFEFHED
X509CertificateAttributes.subject DfE, subject &
SRR S NULL 7R A > %

5| FFH¥EDH | CKA_PRIVATE False
fi] CAGEE | CKA_LABEL HPKI CA CERTIFICATE

CKA_ID 1BH

CKA_VALUE KL O CA FEHEOE

CKA_ISSUER EF.CD NO&FEEO HE CA RGERED
X509CertificateAttributes.issuer MOfH, issuer A&
R NULL Ao %

CKA_SERIAL_NUMBER EF.CD W &3 D Wil CA FEFED
X509CertificateAttributes. serialNumber Df,
serialNumber AWEHH T NULL AR A v %

CKA_SUBJECT EF.CD NO&FHEEO HE CA GERED
X509CertificateAttributes.subject M, subject &
WEHRF X NULL A > 4

E fE, RSB ORISR Z WS a 0B Th 5,
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(20) C_SignInit

APL 4 C_SignInit
WL B E AT 5,
B 1 > % | CK_DEFINE_FUNCTION(CK_RYV, C_SignlInit) (
7z —A CK _SESSION_HANDLE hSession,
CK MECHANISM_PTR pMechanism,
CK_OBJECT_HANDLE hKey
)
RO E CK_RV (CKR_OK: k) Zofth: K0
wiv /O NE
Gl CK_SESSION_HANDLE IN |[&kyvarnr i
CK_MECHANISM_PTR IN | A=A LEHARA o H
mechanism:
CKM_RSA_PKCS OAFEER]
CK_OBJECT_HANDLE IN | A7 T b Kb
(21) C_Sign
API 4 C_Sign
W T—HIEBLEITO,
B > % | CK_DEFINE_FUNCTION(CK_RYV, C_Sign) (
7T —A CK_SESSION_HANDLEhSession,
CK_BYTE_PTR pData,
CK_ULONG ulDatalen,
CK BYTE_PTR pSignature,
CK _ULONG_PTR pulSignatureLen
);
RYAE CK_RV (CKR_OK: f&#) Zofth: S0
i /O A
5% CK_SESSION_HANDLE IN N IO %
CK_BYTE_PTR IN TR IRA K
CK_ULONG IN T—HE
CK_BYTE_PTR IN/OUT | BAT —H KA 4
CK_ULONG_PTR IN/OUT | 4T — X ERA %
#4 PKCS#11 0l —&
NO A, A
1 CK_INFO PKCS#11 74 77 V &k
CK_INFO_PTR
2 CK_SLOT_ID Anmy hID
CK_SLOT_ID_PTR
3 CK_SLOT_INFO Ay MR
CK_SLOT_INFO_PTR
4 CK_TOKEN_INFO h—27 U 1EH
CK_TOKEN_INFO_PTR
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5 CK_SESSION_HANDLE SIBEIIINA ¥
CK_SESSION_HANDLE_PTR

6 CK_USER _TYPE a—YPH AT

7 CK_SESSION_INFO g UER
CK_SESSION_INFO_PTR

8 CK_OBJECT HANDLE FT 2T bRV
CK_OBJECT HANDLE PTR

9 CK_ATTRIBUTE JBES A 7 E, RS A BTG
CK_ATTRIBUTE_PTR

10 | CK_ MECHANISM_TYPE AHNZARREAT
CK_MECHANISM_TYPE_PTR

11 | CK_MECHANISM ANZANEA ToELe, AN A LNERTHE
CK_MECHANISM_PTR EHEN

12 | CK_MECHANISM_INFO AT = R LIEHR
CK_MECHANISM_INFO_PTR

13 | CK_RV T4 77 VDR HE

14 CK NOTIFY a— L 7 [EH

15 | CK_FUNCTION_LIST PKCS #11 54 75 U D" —T g BERA
CK_FUNCTION_LIST PTR VB G IR
CK_FUNCTION_LIST PTR_PTR

5.2.3.Crypto APl £ 27 x—RX
AKAA RZA4 Tt Crypto API DY 7R — M _REEHED—E %K 5 17T,

#*5 CryptoAPI

No API 4 A

1 | CryptAcquireContext TN FVEART S

2 | CryptReleaseContext o T O RIVEFRECT 5,

3 | CryptGetProvParam CSP O/ "T A—Z DfEiZx ST 5,

4 | CryptSetProvParam CSP D/\T A—X DIEZEFRET D,

5 | CryptDestroyKey BEDIEIEATT D o

6 | CryptGetKeyParam FO/XT A—F DIEERUET 5,

7 | CryptGetUserKey P T T NOFEN FVEBEFT 5,

8 | CryptCreateHash Ny vat TVl NOEREITH,

9 | CryptDestroyHash Ny VATV NOMEEEITO,
10 | CryptSetHashParam N aF TV NOINT AR ERET D,
11 | CryptSignHash Ny V2B ELETT O,

YAR— b ~& API OHERIZLLFO®Y &7 %, 7, RYE, HERIE, CryptoAPT Oftikae 2o
Z&
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(1) CryptAcquireContext
API4; | CryptAcquireContext
ML TN RVEART S
B 1 > | CryptAcquireContext(
%7 x=— | HCRYPTPROV* phProv,

A LPCTSTR pszContainer,
LPCTSTR pszProvider,
DWORD dwProvType,
DWORD dwFlags

);
&= B BOOL (TRUE:&Z) FALSE: 2850
GetLastError |2 C= T — RS TE 5,

i J1[0) A
515 HCRYPTPROV* OUT | o RIVREHBGITORA 2
LPCTSTR IN NULL XFTHRTT a7 T4
NULL Z#Ed 5 Z &,
LPCTSTR IN NULL 3 TH 179 % CSP 4T -

T, BTE4HMH CSP 72 6 [X"HPKI
Crypto Service Provider for Non
Repudiation", & f58aEH CSP 72 51X
"HPKI Crypto Service Provider for
Authentication" Tk % LT % B E
I5, 1

DWORD IN Zrsqg #5247 PROV_RSA_AES,
PROV_RSA_FULL & 5\ V&
PROV_RSA_SIG # ¢ ETHZ &,
DWORD IN EWEICBET 537 A —% 0 FIHEFEHA
. FIFHE AR ARG ET 5,
5 dwFlags |2 0 Z45E L2, 7SATU— KANEENF RSN D,

CRYPT _SILENT %%/t LI Ga— A ¥ 7 ==X IFRSNRND T,
CryptSetProvParam < PP_SIGNATURE_PIN %5 L C PIN Oz 153
WENRH D,

(2) CryptReleaseContext
API 4 | CryptReleaseContext
L Yo T DN RIVESRT
B8%1( > | CryptReleaseContext(
%7 x— | HCRYPTPROV phProv,
A DWORD dwFlags

)i

RVfE | BOOL (TRUE: ) FALSE:5<HR)

GetLastError |2 T 7 —{FH ST 5,
7 | 10 | P

1 CSP O£ #rZ. "HPKI Crypto Service Provider for Non Repudiation ABC"% 7 12 /31 X —2Mfid~2 ¢,
DTHD, BLRTHE DA DHIEIIRNDT, BESMBETH %,
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5% | HCRYPTPROV IN CryptAcquireContext CHUE L 7=/~ |
V%
DWORD IN RIS /3T A—% 05 ETDHZ
&
(3) CryptGetProvParam
API4 | CryptGetProvParam
WL CSP D/ A —4% Dz BfsT 5,
B 1 > | CryptGetProvParam(
%7 x— | HCRYPTPROV hProv,
A DWORD dwParam,
BYTE* pbData,
DWORD* pdwDatalen,
DWORD dwFlags
);
RUfE | BOOL (TRUE:Th FALSE: %00
GetLastError |2 T 7 —{FHWA G TX 5,
i /O N
513 HCRYPTPROV IN CryptAcquireContext THUS L 7=/~
%
DWORD IN A2 ST 720D /T A—4, PR—
N OEZ R 6 1T
BYTE * ouT HEHRMNTDHENY 7 7DRA L H
NULL %#57E L2581 D FiA AR
13177, pdwDataLen (ZEDSHH
(C B RS RIES LD,
DWORD* INOUT | fEOREIZREFT 53y 7 7 ~DRA
4 BEEOFOH LIRFIZ I, pbData 73
TZIZED B TonNTE AT A X%
BRIET D, BRSO THRAZIX, BRI
MBI RIIMHESIND,
DWORD IN BWEZBET 53T A—% 0 X ET D
Zé&,

76 CryptGetProvParam @ dwParam CH7AR— M 5E

# | 1E A

1 | PP_IMPTYPE CSP » 324577 % DWORD I Cilxd,

2 | PP_.NAME CSP 4 %1% CHAR 1 NULL # — 3 *— h 3C7HIICilT,
B4 CSP 72 51X"HPKI Crypto Service Provider for Non
Repudiation”, #E--#8alEH CSP 72 5 13"HPKI Crypto Service Provider
for Authentication" 19",

3 | PP_VERSION CSP ®»/3— = % DWORD #Cik 9,

4 | PP_PROVTYPE CSP 7' ma/ A %5 A 7% DWORD HCilxd,

5 | PP_CERTCHAIN CSPIZ&FEi 5 CA DFEE (FxA ) ZHiFT 5,

1 CA OIFAEZEDOTF = 1 OIEFITEHIIHTE L2
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CAD74—~< M, ASN.1 Cxzra—RKIhiz
SET OF Certificate ; —-- X.509 certificates
WD D ET D,

(4) CryptSetProvParam
API#4 | CryptSetProvParam

WEE | CSP O/3T A —H DIEERET 5,
BEEA. | CryptGetProvParam(

%7 | HCRYPTPROV hProv,

=—A | DWORD dwParam,
const BYTE* pbData,

DWORD dwFlags
);
RO fE | BOOL (TRUE:R:E) FALSE:Z<ER)

GetLastError |2 C= 7 —{FHREUSTX 5,

il /O AP
5% | HCRYPTPROV IN CryptAcquireContext THUS L

72N> Kb

DWORD IN EERET D20 /NT A—H
PAR— M DEEZFR TITRT

const BYTE * IN EERANT DN 7 7 DRA
X, MESHICEZ R ET D,

DWORD IN FWEICEET /T A—% 0 &5k
ETDHI L,

# 7 CryptSetProvParam ? dwParam C¥7hR— M3 A

# = A

1 | PP_SIGNATUER_PIN | CSP &4 CHIT 57-%? PIN ZiEd %, pbData (Zi3,
NULL T#4o% ASCIL U731z 57,

CryptAquireContext ¢ CRYPT_SILENT Z &% L7-34. PP_SIGNATURE_PIN Z#5% L C PIN Off
AT VENH D, FEELARWEAIZIE, CSP NO2—H A v & 7 =— |25 - T PIN O ASIMEZ 1L
%

(5) CryptDestroyKey
API 4 | CryptDestroyKey
HEEE PEDIEFEAT D,
B 1 > | CryptDestroyKey(
2T z— HCRYPTKEY hKey
A );

RO{E | BOOL (TRUE:%Z) FALSE:H0)

GetLastError |2 T 7 —{FHWA G TX 5,

A i) P
5% | HCRYPTKEY IN BT B30/~ R
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(6) CryptGetKeyParam

API 4 | CryptGetKeyParam
WL PED/RT A—2 OEE BT 5, (IC 71— RS = FIHEEHZ(DER &
N ET, )
BEELA > | CryptGetKeyParam(
#7x— | HCRYPTKEY hKey,
A DWORD dwParam,
BYTE* pbData,
DWORD* pdwDatal.en,
DWORD dwFlags
);
RUfE | BOOL (TRUE:&®) FALSE: )
GetLastError (2 T 7 — {1 BFTE 5,
Rl /O P
513 HCRYPTKEY IN EA B3 D80~ Rv
DWORD IN BWxEsRET 237 A =4
KP_CERTIFICATE: IC 77— RIZH&HA
SRR E A )T,
BYTE* ouT BEENT DNy T 7 ORA U HF

NULL % 67E LT B 1B sk AR
X1 T T, pdwDataLen [ZfEOA&HH
\ZER R SDFRE SIS,

DWORD* IN/OUT |fEORS ZhFFT 5Ny 7 7 ~DRA
A BEEIEON LIRFIZ X, pbData 23~
T7IZED B TENTZAEY A X%
BRET D, BEGE THRRZIL, ORI

W2 R SNERIESILD,
DWORD IN FIEICEET 2\ A—% 0 #&ET D
Ze,
(7) CryptGetUserKey
API4 | CryptGetUserKey
M| #or T NOEN S BLVEREFT D
BEE1 > | CryptGetUserKey(
BT ge= HCRYPTPROV hProv,
A DWORD dwKeySpec,
HCRYPTKEY* phUserKey
);
UK BOOL (TRUE:%%) FALSE: &0
GetLastError |2 T 7 —{FHWA G TX 5,
it} /0 N
5% HCRYPTPROV IN CryptAcquireContext THfF L7z~ K
Jb
DWORD IN $#EOFE AT SIGNATURE: ZE4 FH#t
ERETDHI L,
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HCRYPTKEY* ouT PN RV at—3 5y 77 OT R
LA

(8 CryptCreateHash

API 4 CryptCreateHash
s NV at TV NOEREITO,
B 1 > | CryptCreateHash(
%7 x— | HCRYPTPROV hProy,
A ALG ID Algid,
HCRYPTKEY hKey,
DWORD dwFlags,
HCRYPTHASH* phHash
);
RO{E | BOOL (TRUE:%E) FALSE: 00
GetLastError (2 C=7 —{FHRNEUG T 5,
wil /O A
5% HCRYPTPROV IN CryptAcquireContext THfF L7z~ R
JV
ALG_ID IN CALG_SHA1: SHA-1 7 /L3 AL
CALG_SHA_256: SHA-256 7 /LY X
A
CALG_SHA_384: SHA-384 7 /L2 X
N
CALG_SHA 512: SHA-512 7/v3 1) X
N
HCRYPTKEY IN F— RN L a2 DPEDOHEN RV 0%
BETHZ L, (R CSP TlEd— Ry
¥l TP AR— kL
DWORD IN WEICEET /3T A —% 0% ETDHZ
&
HCRYPTHASH* our R LT Ny v ad 7=l RO R
W at—4 5y 7 7 DIRA K

(9) CryptDestroyHash

API4 | CryptDestroyHash
LS NV ad TV NOMEEEITO,
B 1 > | CryptDestroyHash(
FT = HCRYPTHASH hHash
A );
ROfE | BOOL (TRUE: %) FALSE: %)
GetLastError (2 C=7 —{FHN UG T 5,
i) /0 N
51 HCRYPTHASH IN WS DNy at Ty DN R
LV
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(10) CryptSetHashParam
API 4 CryptSetHashParam
ML Ny T aF TV NOINT A =B ERET D,
B 1 > | CryptSetHashParam(
%7 x— | HCRYPTHASH hHash,
A DWORD dwParam,
const BYTE* pbData,
DWORD dwFlags
);
ROfE | BOOL (TRUE:%Z) FALSE:H0)
GetLastError |2 T 7 —{FH S TE 5,
i /O A
513 HCRYPTHASH IN T RA—=BERET DN at TV x
7 b~ RV
DWORD IN RET HNT A—% HP_HASHVAL:
pbData /X 7 7 TN S VTl Z N
Vaft LTy v at T Ve MO
ET D,
const BYTE* IN NG A—BNIGRTES DT —FDRA X
DWORD IN BEICREIT 5N A—% 0% ETHZ
&
(11)CryptSignHash
API4 | CryptSignHash
M Ny Y aBICEA T,
B > | CryptSignHash(
#7x— | HCRYPTHASH hHash,
A DWORD dwKeySpec,
LPCTSTR sDescription,
DWORD dwFlags,
BYTE* pbSignature,
DWORD* pdwSigLen
);
RO{E | BOOL (TRUE:%Z) FALSE:H0)
GetLastError (2 C=7 —{FHN UG T %,
i) 1/0 N
51 HCRYPTHASH IN BAEATONY Y ad TV RO
(N
DWORD IN groOfEA 4 M8t AT_SIGNATURE
ERETDHI L,
LPCTSTR IN N Y 2 OWEFEIZ DWW T NULL % —
I 3x— T NULL #3%EdT 52 &
DWORD IN BAREDOT Z T 0 ZHETDH &,
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BYTE* ouT BT — R ERINT DNy T 7 DIRA
% NULL %€ LI-5AIHEDEE A
FFATHOIT, pdwSigLen (ZEDOKEHNIZ
VB R ENHESIND,

DWORD* IN/OUT | B4T — X DEIERFFT 53y 7 7~
DRA 2 BEBOFOH LRI,
pbSignature /3y 7 7 IZE) BT HNT-
AEY YA ZRET D, BIEHE TR
. BT — X O E R R I DGR
ESID,

5.2.4. Cryptography API: Next Generation 4 2 7 T —X

AHA RZ7A Tl Cryptography APL: Next Generation (LA F CNG) DR — M _&EHGED &%
# 8ITRT,

#8 CNG
No API 4 WL
1 | NCryptOpenStorageProvider KSP Z o — R LT %,
2 | NCryptOpenKey KSP (BT D8t FVEEST 5,
3 | NCryptGetProperty KSP O7'a 37 ¢ Oz %,
4 | NCryptSetProperty KSP O 71/ 37 4 DfEZERET 5,
5 | NCryptFreeObject KSP A7V =7 N&EfT %,
6 | NCryptFreeBuffer NCryptEnumAlgorithms 7>5EE L7= A€ U &2 fif
I %,
7 | NCryptIsAlgSupported TN ZLAOYR— NRE ST 5,
8 | NCryptEnumAlgorithms PR— b T257 13V XLDO—E2FIST 5,
9 | NCryptExportKey fh T/ AR— 95,
10 | NCryptSignHash N Y afBIZEBL T,

YAR— b F~& APLOARKILITOEY L7225, 7ok, RYE, MiERT, CNG D22 ROZ L,

(1) NCryptOpenStorageProvider
API4 | NCryptOpenStorageProvider
AR KSP #m— R LA LT %,
B 1 > | NCryptOpenStorageProvider(

#7x— | NCRYPT_PROV_HANDLE *phProvider,
A LPCWSTR pszProviderName,
DWORD dwFlags

);
BYfE | SECURITY _STATUS (ERROR_SUCCESS:EZ) % Dt 2450

A i) P
5 | NCRYPT_PROV_HAN | OUT | 7m/3f &y RABSHIEHIOAA » 4

DLE *
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LPCWSTR IN NULL 35 CH T3 % Unicode X551
DTN ZLFTH-T, EIELH
T A X7 51E“HPKI Key Storage
Provider for Non Repudiation”, #E15%
REFH 7 N A X7 5 X “HPKI Key
Storage Provider for Authentication” C
WHE D UTFHNE R ET D, 8

DWORD IN BWEICEET 53T A—% 0 258 ET D,

(20 NCryptOpenKey

API4 | NCryptOpenKey

WEE | KSPITAHES D8OV BV ZTIET D,
B 1 > | NCryptOpenKey(

# 7 x— | NCRYPT PROV_HANDLE hProvider,
A NCRYPT_KEY_HANDLE *phKey,
LPCWSTR pszKeyName,
DWORD dwLegacyKeySpec,
DWORD dwFlags

);
BYfE | SECURITY_STATUS (ERROR_SUCCESS:H3) & Dt 240

il /O N
513 NCRYPT_PROV_HAN IN NCryptOpenStorageProvider THfS L

DLE AV A%

NCRYPT KEY HAND ouT N RIS DOARA &

LE*

LPCWSTR IN NULL X5 C# 7179 % Unicode 375
DIEDATR
“Private key of HPKI" % 5% &35,

DWORD IN CSP & O HHMD 7= DI T 2§D Fl
*H
AT SIGNATURE £721% 0 #58%E7 5,

DWORD IN RIS 5 /3T A —4
0 LEZIGE L Ca—H A F T x—R
o N
NCRYPT _SILENT FLAG: ==—#1 >
KT 2 — AL FoRSHRN

(3) NCryptGetProperty
API 4 | NCryptGetProperty
W KSP O 7 v /37 ¢ OfEE B9 5,

3 7 F04FNE, “HPKI Key Storage Provider for Non Repudiation ABC” 45712 /31 & 739
LD THD, BUKTHE DA DHIEIZRND T, BENMLETH D,
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B8 1( > | NCryptGetProperty(
# 7 x— | NCRYPT HANDLE hObject,
A LPCWSTR pszProperty,
PBYTE pbOutput,
DWORD cbOutput,
DWORD *pcbResult,
DWORD dwFlags
)i
BROE | SECURITY_STATUS (ERROR_SUCCESS 52 & Mt 440
i /O A
515 NCRYPT _HANDLE IN TS FETTREO N RV
LPCWSTR IN NULL 3T 179 % Unicode L5
DT TINT 4 DAFR, PR — D%
#9177,
PBYTE ouT TR NT 4 DIEDKANGITORA 4,
AN B2 A R a3 E T D 85A120%
NULL Zf&Ed %,
DWORD IN pbOutput OHA X
DWORD * ouT 7axT o DEOYA X
DWORD IN WRZEET 537 A —4
0: MG L Ca—H A X Tz —R
e N
NCRYPT SILENT FLAG: ==—¥1 >~
BT 2 — AL FRR SR

# 9 NCryptGetProperty ? pszProperty CTH 7R — b3~ A1

# [ A

1 | NCRYPT NAME_PROPERTY 0 B E RO AR IR T,

2 | NCRYPT_VERSION_PROPERTY TRNAHDNN—T 5 L EIRT,

3 | NCRYPT_ALGORITHM_GROUP_PROPERTY | NCRYPT RSA _ALGORITHM_GROUP %X,

4 | NCRYPT ALGORITHM_PROPERTY NCRYPT _RSA ALGORITHM % ik,

5 | NCRYPT _CERTIFICATE PROPERTY F.Z BT < FEHEA BT 5,

6 | NCRYPT_LENGTH_PROPERTY HEO bit Fa BT %,

7 | NCRYPT_PROVIDER_HANDLE PROPERTY | fiE S/ RADT m/ 3o Zn RV AT
RS

NCRYPT WINDOW_HANDLE PROPERTY

NCryptSetProperty TixiE S4172 Window /> K
USSR

(4) NCryptSetProperty

API4 | NCryptSetProperty

ML KSP D7 137 4 DIEZRET Do
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Bt 1 > | NCryptSetProperty(
%7 x— | NCRYPT HANDLE hObject,

A LPCWSTR pszProperty,
PBYTE pbInput,
DWORD cbInput,

DWORD dwFlags
);
RUfiE | SECURITY _STATUS (ERROR_SUCCESS:\LY) Dt 4efk)

il /O Fpa
Gk NCRYPT HANDLE IN T, B ETIFHO N RV

LPCWSTR IN NULL 3C5CTH T3 % Unicode X751
DT IT 4 DR, PAR— T HEE
#1077,

PBYTE IN BRIET DT a7 1 D

DWORD IN pbInput OHA X (34 1)

DWORD IN EEICBIT 58T A — & (R E )

NCRYPT _PERSIST ONLY_FLAG: =
— WP IND T 0T DIEHTE
T 5,

NCRYPT SILENT FLAG: zt—1
BT 2 —AhFoR SR

#10 NCryptGetProperty ® pszProperty CTH7— h 351

[ A
1 | NCRYPT_WINDOW_HANDLE_PROPERTY LA T 07 wFord HEEOH Window D/~
¥ FVERRIET D,
2 | NCRYPT_PIN_PROPERTY i3 27200 PIN 255 Ed %,

dwFlags (Z NCRYPT_SILENT FLAGS #?
RESNT-BHICBW T PIN # 40 EET5
A AT v T A PERESITW RN
T—IZ72, RVEE LT
NTE_SILENT CONTEXT 73Kk %,

(5) NCryptFreeObject
API4 | NCryptFreeObject
i KSP A7 V=7 Nafiffitd 5,
B 1 > | NCryptFreeObject(
# 7 x=— | NCRYPT_HANDLE hObject

A );
RO | SECURITY_STATUS (ERROR_SUCCESS:kE) # Dt g5
i} /0 N
5% NCRYPT HANDLE IN TR, B EITHO N RV

(6) NCryptFreeBuffer
API4 | NCryptFreeBuffer

W NCryptEnumAlgorithms 225 H45 L7 A€ U Zf#icd %,
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®

B8 1 > | NCryptFreeBuffer(
# 7 x— | PVOID pvlnput
A );
BROE | SECURITY_STATUS (ERROR_SUCCESS %) & Mt 440
il /O NE
5% | PVOID IN RIS 2 AEY DT RLA
(7) NCryptIsAlgSupported
API#4; | NCryptIsAlgSupported
WEE | 7Y XA0PR— MRLE BIET 5,
BEEL1 > | NCryptIsAlgSupported(
# 7 x— | NCRYPT _PROV_HANDLE hProvider,
A LPCWSTR pszAlgld,
DWORD dwFlags
)i
RYfE | SECURITY_STATUS (ERROR_SUCCESS:) & M 50
il /O NE
51K NCRYPT_PROV_HAN IN NCryptOpenStorageProvider THS L
DLE TNy Rov
LPCWSTR IN NULL 35 CH# T3 % Unicode X551
DTN R LFRAA- DL FR
NCRYPT_RSA_ALGORITHM 78 %)
an e
DWORD IN BWEZEET 537 A —4
0: MBS L Ca—HF A F T2 —R
TR
NCRYPT_SILENT FLAG: —¥%A1
BT 2= RAEFoRIH R
NCryptEnumAlgorithms
API4 | NCryptEnumAlgorithms
=S PR— K THT7 LY X LAO—EETUET 5,
BEEA > | NCryptEnumAlgorithms(
# 7 x— | NCRYPT _PROV_HANDLE hProvider,
A DWORD dwAlgOperations,
DWORD *pdwAlgCount,
NCryptAlgorithmName **ppAlgList,
DWORD dwFlags
);
Y | SECURITY_STATUS (ERROR_SUCCESS:§2h % Dt 50
i /O NE
513 NCRYPT _PROV_HAN IN NCryptOpenStorageProvider THS L
DLE AV A%
DWORD IN —EEBUFT 5703 Y X LOFER]
DWORD * ouT T Y X DD D RA 4
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NCryptAlgorithmNam OUT | 73U X AD—ENEH S DR
e** DRA L BZDT RLA

TN ZLO—FEhRN S AT
I NCryptFreeBuffer A {#H L C#fics
%

DWORD IN WEZEET 537 A —4

0: MEZJG L Ca—H A L H T —RA
o c AN

NCRYPT SILENT FLAG: z=—¥%1
BT 2 — AL FoR I/

(9 NCryptExportKey

API4 | NCryptExportKey

W | #Err s AR5

B 1 > | NCryptExportKey(
# 7 x— | NCRYPT_KEY_HANDLEhKey,

A NCRYPT_KEY_HANDLE hExportKey,
LPCWSTR pszBlobType,
NCryptBufferDesc *pParameterList,
PBYTE pbOutput,
DWORD cbOutput,
DWORD *pcbResult,
DWORD dwFlags
);
Y {E | SECURITY_STATUS (ERROR_SUCCESS:2h % Dt )
il j1(e} A
513 NCRYPT_KEY_HAND IN T AR— T L8N R
LE
NCRYPT_KEY_HAND IN T AR— MO8 AT D720
LE ANV N
NULL Z&¢&E3 5,
LPCWSTR IN NULL 3T 7% Unicode 3CF4)
Dxy AR— ~4% BLOB %A 7
BCRYPT_PUBLIC_KEY_BLOB:
BCRYPT_RSAKEY_BLOB #iff& L L
TABRSEAE =7 AR— 75,
BCRYPT_RSAPUBLIC_BLOB:
BCRYPT_RSAKEY_BLOB #ifif& L L
T RSA OABR#EE =7 AR— 5,
LEGACY_RSAPUBLIC_BLOB:
CryptoAPI TA > iR— kA[REZRE XD
RSA ABRfEAZ =7 ZAAR— 45,
NCryptBufferDesc * IN FrD/NT A—2 R
NULL Z#&7E3 5,
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PBYTE ouT T AR— N DEOMAGETORA
v
T AR— b 8OV A X e iHET 5
YEl I NULL 2 30E7 5,

DWORD IN pbOutput DY A X

DWORD * ouT T AR— NTHOYA X

DWORD IN WEICEET 537 A —X

0: MENINE Ca—W A ¥ 7 = —R
TR

NCRYPT _SILENT FLAG: z—#A
BT 2 — AT FoRSHIRN

(10) NCryptSignHash

API 4 | NCryptSignHash
A Ny Y BB EAT O
BEEL1 > | NCryptSignHash(
%7 x— | NCRYPT KEY HANDLEhKey,
A VOID *pPaddingInfo,
PBYTE pbHashValue,
DWORD cbHashValue,
PBYTE pbSignature,
DWORD cbSignature,
DWORD *pcbResult,
DWORD dwFlags
)i
RV {E | SECURITY_STATUS (ERROR_SUCCESS:2h % Dt )
i j1(e} A
G1E NCRYPT_KEY_HAND IN NCryptOpenKey CTHUS L7=/ > F/b
LE
VOID * IN INT A TIEROWERDORA 5
dwFlags |ZF8E L7237 4 v ZTE#RIZI
UG R E B ET D,
PBYTE IN BLXIZRD /Ny 2l
DWORD IN BASGRD Ny Y 2DV A XA 1)
PBYTE OUT | BT DORA 4
BAHEOY A X & ET 256101
NULL Z#&¢&E3 5,
DWORD IN pbSignature %A X
DWORD * ouT BLEOYA X
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DWORD IN BIEICRIS D /3T A—4%
BCRYPT PAD PKCS1: PKCS #1 /357
4 7 %AEIY %, pPaddinglnfo 1213
BCRYPT _PKCS1_PADDING _INFO %
RET Do

BCRYPT PAD_PSS: PSS /"7 v 7%
ff 9 % . pPaddinglnfo (2 X
BCRYPT _PSS_PADDING_INFO #% g%
ET D,

NCRYPT _SILENT FLAG: —¥A1
BTz — AL FIR SN

= pPaddingInfo (ZFXET 5/3T 1 & T IEHMOMEIELRD A L7\ pszAlgld (ZITZLLT
DWTNDDT T Y R LEFRET D,

BCRYPT _SHA256_ALGORITHM: SHA-256

BCRYPT _SHA384 ALGORITHM: SHA-384

BCRYPT _SHA512 ALGORITHM: SHA-512

53. PKIZ77)r—S 3 oDig&

5.3.1. EAXiE&

PKI 71— K77V r—y g o OF—2EEL, JIS X 6320-15 ISO/MIEC 7816-15) THESN TV D, A
TA RIA L TlE, ZOHBEERATHZ L L L, ZOMELZFHAT S, BT ) r— a o okks
Ofl%E ., KEE BIRT,

JIS X 6320-15 1%, IC 1 — ROHICKFBIEHE 21T 9 1720 D80 GEHEA T DO E ED T 5,
RSA %= U 7 ¢ A SAEREDIEHE L TSI L7- PKCS #15 2 X— 2 & LTEY ., ED L) R
WAT V=T "X, D—FRNOEZIZHY, EDOLH 72T 7B A>T ONEFII TE H4k L
7o TG, FEARII S A X4 1R,

77 r—3azor DF

§EA TSI RO TAL OIS
EF.CIAInfo | —
EFODCIL) 3 RAEROTALYMIER
it —
IEF  |q---- =
X EFPIKD [+ 11|
—, L 1oL ST
""" EF.PuKD
e P reD |t ] apamEmEoF o EE
EF oo EFAOD || | paptesoF Lo
[ 1

4 JIS X 6320-15 O HAKERY:
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S ROT 4 L7 RV IERA SR L7Z7 74 /L EFOD 1%, R4 7Y =2 hoF 4 L7 R U I
WDV T (BHIER) ERFFL WD, TOERNOEEG LIS ERA 7 =7 hOT 4 L7 R
TEHRE BT L, BB A 7 v =7 NOFHE, RIS (B2 D7 @) 7EE2BdS L, K5
AT s NERATHZ LD,

5.32. BFERRAPKI h—F7 TV =23 v EBF

F—a nHE

BB AT 7V r—ya L EELTGERT Y r—va ik, B s AID IC K- TGEBIEND DF (1
— K77V r—a) :%ﬁ‘lﬁéﬂé ZNZHUMNLD EF.CIAInfo Z£5>, MNr/ZpiEiEL U CH(ET S,
HPKI CHWHI A — N3, ETEB4APKI 77U r—a v bAWIETFTGEH PKL 7 7 r—

3 L DOVTNT D, HDHVN iﬁﬁjiOD PKI 7 7'V r— a UM S D RTREM D 5, 1l PKT 7 7°Y -
— 3 VBB — NI SN2 5E OER %X 5 12~ T,
\

FEREEA PKI A—RK7 7Y

~

ELBAN—KT7T)/r—3vor DF RELAA—FT7 T 4r—azor DF
EF.CIAInfo EF.CIAInfo
EF.OD(’11°) EF.OD(’117)
IEF  fq---- IEF  fq----
EF.PrKD EF.PrKD
IEF [ EF.PuKD < IEF  [¢--1 EE.PUKD <
WEE [¢----1 EF.CD R I WEE  Je----1 EECD -
|EF €~ - - - EF.AOD erresnsnannndd IEF P EF.AOD D R

5EAMT 7V r—ya L EFGEENT 7Y r—3 3 NI LTS5 ORI

533. 7 75— 3 otz d I8 NDBEEIE

FEEND IC H—RIT& Y| BEREDZENE L L AREMD B 5, FHIGRELT v RVOBY P NE, —F
(2 &Ko THAGRELT v 1L Ly AR— b L TCORWGEDMHET D, £ D728, H1— RZFIH+ 2% HPKIL 7
TV r—=vaid BAMNI—RT TN r—ya U ERREI— R T U r—a VAR C A — BRI E

THHEIE, BTEAEENE T 5 £ THiEZ1T 5 72 & AL —7 o ATREDAE T & S il
JES D LB D D,

54. PKIZ7Z7)r—<arma~wy Fittk
5.4.1. =

5.3.1 TitBA L7- JIS X 6320-15 (ISOMEC 7816-15) (2L F—H 5 /LN
(B, FERHES) ZRHT 72000 —

R e e
o< R, JIS X 6320-4 (ISO/IEC 7816-4) | JIS X 6320-8
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(ISO/IEC 7816-8) (L~ THESND, AEiClH. TOa~y ROEZOWCHAT 5,

542. xR EFTHaAT UK

BBV L R AEBEOFATICERET A IC 71— NIiZxd 52~ R, JIS X 6320-4 KO8 JIS X
6320-8 IZ L > THESN TWD, R 1L IIHMHEE b a~y RO—EERd, K3~ ROFIIOWTIL,
M@sE ClzEdkd 5,

#F 11 FHAERMMERICYE L 72D a~< 2 R

=N HE S D e
SELECT JIS X 6320-4 (ISO/IEC 7816-4)
VERIFY JIS X 6320-4 (ISO/IEC 7816-4)
READ BINARY JIS X 6320-4 (ISO/IEC 7816-4)
MANAGE SECURITY ENVIRONMENT JIS X 6320-4 (ISO/IEC 7816-4)
PERFORM SECURITY OPERATION JIS X 6320-8 (ISO/IEC 7816-8)

5.4.3. a7 FIZxtd 5EIRE

ZDHA RTA O AEFHN O AEMAMEZ iR T 57O L e b Ko~ REGEDHIRE LT
PITEZT5
X T A= IR L
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MEEA B%E) PKID—F7F) 45— a ifiBAO—T2 R
Al =

BAD—r AL, JIS X 6320-8 ISO/MEC 7816-8)DMffEE A D —47 L AZHED b D &35, AlfE
T A2 THIHY—7  RAICBET DRIESM 2R L, A3 IZh— KLYV TORAY—7 > Afil%, A4
\Z PKCS#11 A % 7 =—AOFIH—r o A% A5 IZ CryptoAPI OFfs—74 > A% A6 12 CNG
ORI —r v 2l vd, ARBECTRT U —7 AL, HLETHITHY, FBEROFREFEE DR T
5% 71— ROFIHDBEOENEZRIET 5 DO TIFR Y, FEEO I — R RO — N7 7 r—
a VORFIZE 725> TUE, FFEEON— REROT 7V r—ya AR #fi&hs Y 7 h =27 EV a—
IR ES TIMEEZ HEET D2 BN B D,

A2 FRAI— U XIZET DEHREE R UEE

A21 RHEEH

J— RL~YLTORH—4 > 2, PKCS#11. CAPI L0 CNG OFIHIFE—TI34< . #HdEET 5
ZENTED, A3, A4, A5, KOVA6 TlE, ROFKMEHHEE LTW5,

1) SEROHERR

AR 1 BIZIC H— R —X 1 ahEEEs i, IC 71— R 1EDMEASILA,

2) HI—FEOHPKIA—R7FVr—vay

1 KD H— R EiZix, 1 >0EFEBLHHPKL — K7 7'V r—ya >3 1 >OE8EH HPKI 4
— K77V r—var, HHWNI 1O — K EZlih— R7 7 U r—a N1 OFT oI 0D
D ET D, BHOBEFELTAHPKL 1 — F7 7V r— a o MO OEREH HPKL 7 7Y r—y 3
DS ST D EAIIEE LR,

3) X7

12O PKL 77V r— 3 AZid, 1 DOFEHEE | ZHUTxGR LTz 1 AAOF B FERAE B S 0T
HHDET 5, IARZIEN LTS PIN X1 O ET 50045, 150 PKL 77U 7r—y g A8
DR, BEOFHERE 5D PIN 236 55513 8E L7220,

4)  _EAEEAZEORM

HAGEEHEICOWTIL, PRI 7 7Y —2 3 > 1 21—k CA KO CA 25T 1 #H0_FrEFHE)S
RSN THDEHD LT 5, 150 PKL 7 7V r— 9 ASEHGD HEFRESEM SN TV D EEA1T4E
E LR,

5) _HEEHEORH

FIAT2 PKI h— K77V r—a NG EMEEAEREH I TWAELS, GEHED
BasicConstraints.cA 72 EZ K - TRIHEREHE & OXBIAAEEIZ /2> TWA D &35,

6) T4 L7 MUIEREROVABRESTHED T 7 & A H#E

JIS X 6320-15 (295727 4 L7 N VIR AE OVABBRSEEOZAH UL, FRELRS E B ARETH L S
DETD, 74v&FJFﬁ&@ﬂﬁﬁﬁﬁi®ﬁﬁ_mﬁﬁzgﬁ%Aiﬁmb&w

A22 BIONA23 1283172 2 5D H— FRIFHD > —4 o A0S A2+, A3, Ad, A5 NTNA6 T
1. A22 D —r L Ah b ST A DFENY — 7 v AT RT,

A2.2 JISX6320-15 [T~ T=FIAL—7 V RADBE

AHA RTA NN T2PKL 1— K77V ir—2 3 3, JISX 6320-15 (206> T D, TD7=8, FfH
WZBHT=> T, I1— RHD JIS X 6320-15 (It~ To— KT 7V r—3 9 VBRI B v —r L AIThES T H]
HEEETDHZENTE D, ZOYE, UTOFMO T TH—RFPRI T 7V r—a v ERET 52 b7
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Do

O PKILA— K77V r— 3 0%, JISX 6320 (266~ 72 AID M5 S Tnd, 37005, JISX 6320-15
THEZHNS RID “E8 28 BD 08 0F” ThhE 5 16 /31 D AID L7275,

®@ F— Ricix, %o JIS X 6320-15 (ISOAEC 7816-15) ([ZHEHLL 7= — K7 7Y r— a3 (B
GHI—RT 7 r—a o EERGERAI— K7 ) r— 3 V) 75>TA$izéffLTb\Z>TﬁEr$ﬁ%é

® HPKLIZHIGE L2 PRI I — R7 7Y r—3 3 T D DM EL AN IR EIHE 2 B L TR 5,
uhwxﬁ_%oe\IA1_%otﬂ%/—&/x_%ofﬂﬁﬁé_&eﬁéo

“E8 28 BD 08 OF ” #/3—</
¥ VIEE L7= DF OiR

IR BRSERIE AR O IS

A REA
RERAEDN 2

i {5

X A1 JISX6320-15 it~ 7- PKI — R7 7V r—= g Ok & FIF

A23 WRETEH—K7TUHS—2 320 AD #HWNVEFIRS—7 D ROBE
=R ET AV r— g AT D L0 HEHEAID 25E L OB U-1E 9 2R BV, ST T

D@y L7es,

O PKIZ— F7 7V r—3a4%, JISX6320-15 129t~ 72 AID MF5En T, £7-. HPKI &2
AN ORERGEFA— RT7T ) r— g 3, BHENEE L AID 25,

@ F— R, #2550 JIS X 6320-15 ASO/MIEC 7816-15)D 51— K7 F ) ir— a v (B-EBLAT 7V 7
— L aV EELFEIAT Y r— 3 V) REEHS TV A ATREMRH B,

@ HPKILIZHG L= PRL 7 7' 75— 9 U CTHHIEINE BAEANZIZT HPKL 77U 77— 3 U DT
R T 7V r— a UEHER BS U CHERT 5,

PLEDSRIHED &, A2 IS TR —7 A TRIFT D 2 & L7 D,
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“E828 BDOSOF ” ThaE 5 PKI 77V
r—3a>® AID #$87E L7 DF DOEEHR

N BRSERIEIA & 0 Bk

—

T 7 —HLE B 5 5

A2 AID ZEEHE L PRI 77— a U OREREFIH

A3 ICH—FDRAD—T R
IC #1— NIZxi 5 2~ » LV TOFIRL, LIFOv—4r o AR,

A3l F7F)r— 3R

1) 77V r—3 2 /DF OER

SELECT FILE

- “E8 28 BD 08 OF” 72bihE % AID % DF 4 & L THRE L GEIRT 5,
- (1) =R

CLA “00*

INS “A4“=SELECT

P1 “04“ = DF 43R

P2 “00“= FAETZIFME—D 7 7 A LR

Le “KX“= F—=H T 4—)L RKOREE

F—% | “E8 28 BD 08 0FXX XX XX XX XX XX XX XX XX XX XX XX“ (%)
Le “00“=FCI Z3%\TH%

H: PRIT7T U r— g AL > THRESNIAEZRET D,
(2) LARSZ

R LS
7—4 | 5~20 | FCI(TAG="84%)
“6F” L1
“84“L2 XX XX XX XX XX XX XX (xx [T 16 /31 )
SW1 1
SW2
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A32 FHAZEDF:AHL

7 IC — RNOKFED HPKIL 7 7Y /r—3 3 V OFFHEEZ US4 5,

1) 77V —3 3 »/DF OER

SELECT FILE

CFHANCT SV T a VEMERLTEY . BT 5 DF ITFERNCD) > TnDH D T 5,
(1) =a~w» R

CLA “00°
INS “A4“=SELECT
P1 “04“ = DF 413K
P2 “00“=DF &R
Lc KX4= F—H T =)L FORESURE 16 731 1)
F—% | “E8 28 BD 08 OF XX XX XX XX*
Le “00“=FCI Z32\THD
(2) VARV A
EX FEUS
T—4 | 5~20 | FCI(TAG="84)7 > 7' L— h
SW1 1
SW2 1

2) EF.CIAInfo @ L
READ BINARY (EF #51+=“12%)

(1) 2~ R

CLA “00“

INS “B0“=READ BINARY

P1 “02“= g EF il 7Ha €

P2 “00“= 7t vk

Le “00“= Gt L3 b 256 /31 RUIND 7 7 A )L DF&Y) £ C)
(2) VAR A

R =US

F—K | 1~256 | T—H

SW1 1

SW2 1

3) EFOD Ot H L
READ BINARY (EF #517=“11%)

(1) 2~ K

CLA “00“

INS “B0“=READ BINARY

P1 “91“= i EF 5

P2 “D0“= A7t v bk

Le “00“= A LA RE(256 731 RLIND 7 7 A L&Y £ T)
(2) LARSZ

kX IS
F—H | 1~256 | T—H
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SW1 1
SW2

4) EFCD @i L
READ BINARY (EF #5/+=15%)

(1) =a~w» R

CLA “00“

INS “B0“=READ BINARY

P1 “O5“ =fEiffs EF #5745

P2 “00“=A7tv K

Le “00“= Gt L3 F256 /31 RUAND 7 7 A /L DFED £ T)
(2) LRARSZ

EX IS

T—% | 1~256 | T—H

SW1 1

SW2 1

5) FFAEREAH L
READ BINARY (EF #J3/+=18%)

(1) 2= K

CLA “00“

INS “B0“=READ BINARY

P1 “98“ = Jiifs EF f51E

P2 “00“= 7t vk

Le “00“= Gt L3 b (256 /31 RUIND 7 7 A )L DFEY) £ C)
(2) VAR A

R IS

F—K | 1~256 | T—H

SW1 1

SW2 1

7 7 ANVDKEDVITEL TWORWEAIZIL, READ BINARY O~ REFHUTTHITL, 77 A /LOfE
j/) D i—(njbﬁlﬂj‘o

(3) v K

CLA “00*

INS “B0“=READ BINARY

P1 “01“= HL > FEF4EE. A7ty b (15 ¥y b H)

P2 “V0“= 47ty h IBEY FOTFH8E Y |)

Le “00“= A LA hE(256 731 RLIND 7 7 A LY £ T)
(4) VAR A

Rk IS

T | A T—H

SW1 1

SW2 1

LIBEZ 7 A VOO VITIET HE T, A7y F&2ER 72755 READ BINARY =1~ o &
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TR B)

READ BINARY (EF #31=19%)

(1) <> R
CLA “00°
INS “B0“=READ BINARY
P1 “99“ = JHffE EF il FHeE
P2 “D0“= A7t v k
Le “00“= FeA i LA M (256 /31 REIND 7 7 A L DOFED F£C)
(2) LRARZ
Rk JEUS
T | A T
SW1 1
SW2 1
LIBe”7 7 A VOOV IZET HE T, A7y h&E 272035 READ BINARY =1~ > Rafilf
THITT D)
READ BINARY (EF #5/1=1A)
(1) =~ R
CLA “00°
INS “B0“=READ BINARY
P1 “OA“ =%k EF ikp 487
P2 “D0“= A7t v bk
Le “00“= Fer L S M (256 /31 RUIND 7 7 A JLDF& D) £ 7T)
(2) VAR A
X JSUUS
T | A T—H
SW1 1
SW2 1
LCUE7 7 A VDR VITET HE T, A7y NEEZ 7256 READ BINARY =1~ R&afilT
THITT D)
(READ BINARY (EF #35! 7=“1B%))
(1) =2~w» R
CLA “00*
INS “B0“=READ BINARY
P1 “OB“ = %iffi EF Al e
P2 “00“= 7t vk
Le “00“= it LNA FER(256 /31 FLIND 7 7 A L DFED F0)
(2) VARV A
X Bk
T | A T—H
SW1 1
SW2 1
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LCIBEZ 7 A NVDFEDOVIZEET HE T, A7y F22 272035 READ BINARY =~ > R&#il)
THATT %)

A33 E4FHE
1 IC 71— FAORFED HPKL 77V r— 3 » OFEHEC K > CTEATEET 5, FRCEIE L S
T, DF BEEACH D Z & ASAEE,

1) 77V 4r—3i 3 /DF OER
SELECT FILE

< ERY S DF IHFRNCD > T0DE b0 &5, GEAEZMELRL THERE LD DFIFEENTH D).,

(1) 2w K
CLA “00°
INS “A4“=SELECT
P1 “04“=DF 43R
P2 “00“=DF &R
Le XX=5F—%7 4—)L ROES(RE 16 731 B)
F—%4 | “E8 28 BD 08 OF XX XX XX XX XX XX*“
Le “00“=FCI Z%\}H%
(2) VAR A
X IS
F—4 | 5~20 | FCI(TAG=84)7 > 7L — k
SW1 1
SW2 1

2) EF.CIAInfo O/ L
READ BINARY(EF #5!-+=12)

(1) <K

CLA “00“

INS “B0“=READ BINARY

P1 “92¢“= JEiffs EF i HaE

P2 “00“=A7tv K

Le “00“= Gt LA 256 /31 RUAND 7 7 A L DFED £0)
(2) LARZ

EX IS

F—K | 1~256 | T—H

SW1 1

SW2 1

3) EF.OD D@zt L
READ BINARY (EF #5!+=11%)

(1) =2~ K
CLA “00“
INS “B0“=READ BINARY
P1 “91“= JE# EF ##h | raE
P2 “00= F 7+ v b
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| Le “00“= FAH L A R 4256 /A FLIND 7 7 A LOFE D £T)
2) LARVA
R& JEUS
F—% | 1~256 | 74
swi |1
sw2 |1

4) EFAOD O L
READ BINARY (EF #5/+=13%

(1) o~ K
CLA “00“
INS “B0“=READ BINARY
P1 “93“= JffE EF s 1-H57E
P2 “00“= A7tv k
Le “00“= FtAH L3 (256 /31 RUAND 7 7 A )LDFED & 0)
2) LARVA
e LS
T—% | 1~256 | T—H
SW1 1
SW2 1

5) EFPrKD #ZHiL
READ BINARY (EF #5+=“14%)

(1) <K
CLA “00“
INS “B0“=READ BINARY
P1 “94“ = 44 EF @78
P2 “00“= A 7tv K
Le “00“= Gt L3 b (256 /31 RUIND 7 7 A )L DOFEY) £ C)
2) VARV A
e JSUUS
F—H | 1~255 | T—H
SW1 1
SW2 1
6) B4
VERIFY (EF #517=“169  (fZ=])
(1) a~<vF
CLA “00“
INS “20“=VERIFY
P1 “00*
P2 “06“ = 4 EF skl -Ha7E
Le T—HE
7 —4 (PIN)
2) LARVA
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k&

i
¥

SW1

SW2

MANAGE SECURITY ENVIRONMENT
SET DST (P1P2=41 B6“) +7—% #H~DV 77 L > A: EF #51=“0017%)

(1) ==K
CLA “00“
INS “22“= MANAGE SECURITY ENVIRONMENT
P1 “41“= FHHE
P2 “B6“= B4ARK
Lc “V4“= T—H 74— )L FOEX
T—X% | “81 0200 17“= BA LRk IEF f5E
2) VARV A
ES =US
SW1 1
SW2 1

PERFORM SECURITY OPERATION
P1P2="9E 9A“+5—% (T 4 7 LIz v =)

(1) 2~ R

CLA “00°
INS “2A“ = PERFORM SECURITY OPERATION
P1 “OE“ = BAFHH
P2 GA“= T —H 7 4 —)L RDT—H B4
Le XX=5—%7 4—)L ROEX
T—H | BLTDH NN aT—H

2) VARV A

R IS

F—4 | XX A S
SW1 1
SW2 1

A4 PKCS#U FIRADU—T A

(A) FHsE

| 5475 Vpr—K

| & B4 A R )PRCS #11 54 75 ) & n— k¥ 5,

!

C_GetFunctionlist

BORA 5 U A RO
ppFunctionList : API 7 KL ARA ¥

!

C_Initialize

| PKCS#11 51 75 U Oyt

© JAHIS 2018

47




pInitArgs : NULL_PTR

B) T

C_Finalize

PKCS#11 7 A 77 U Of& T
pReserved : NULL_PTR

!

| 9477 V07 u—F

| B BAHGE FREDPKCS #11 54 75 U 27 n— K %,

(C) FEHERUS

ERZE

| (A FES R

!

C_GetSlotList

Ay U R MEOEGE
tokenPresent : CK_ TRUE
pSlotList : NULL_PTR

pulCount : A7 M7 KL

ICHH—FANOHPKI 77U r—varéZny D 2GS MERH D, TDTDITIE,

ETBLNOETRILAID

“E8 28 BD 08 OF XX XX ... XX XX” Z# DF 4 & U CHRE L TER,

l

C_GetSlotList

Ary hU R S ORE

tokenPresent : CK_TRUE

pSlotList : A&~ b U A MY R L2
pulCount : 2w v NEEHT K LA

!

C_OpenSession

TV =gk b= DRy v O

slotID : C_GetSlotList TR L7-Aa vy N X D 1 EFH
(pSlotList[0])

flags : CKF_SERIAL_SESSION

pApplication : NULL_PTR

Notify : NULL_PTR

phSession : 7 v 3 Ly RIUVEHIT R LA

A22 D —lr o RHEN, IC — RO T 7Y or—3 3 b TORFAEL AT,

l

C_FindObjectsInit

AEREARR R EO IR E

hSession : C_OpenSession CTHUSL7=/ > Kb

pTemplate : UL FOEMEA$RE

(1) type=CKA_CLASS
value=CKO_CERTIFICATE

(2) type=CKA_TOKEN
value=CK TRUE

ulCount : &7 2 EME(2)

!

C_FindObjects

AFEORR
hSession : C_OpenSession CTHS L 7=/ > Kb
phObject : 47 =7 by RIVKEHNT R LA
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ulMaxObjectCount : 472 =7 b~y KUK NREIE(4)
pulObjectCount : i L7c4 7T =7 MEHHT RLA

!

N—F @O (pulObjectCount-1)F T/L—7
IO 2%), PIEE 0 &35)
l
C_GetAttributeValue AEAE A XOES

hSession : C_OpenSession CHUfS L 7=/ > Kb
hObject : C_FindObjects THF L7247 =7 k> KLU A b
® j % H (phObjectlj])
pTemplate : UL FOEMEAFRE
(1) type=CKA_LABEL(¢1)
value=NULL_PTR
ulValueLen=" 1 A¥HHEIIT K 1-A
@) type=CKA_VALUEG2)
value=NULL_PTR
ulValueLen="" 1 A¥HEEIHT K 1-A
ulCount : ET 2 EME(2)

!

C_GetAttributeValue

REFAEO RS

hSession : C_OpenSession CTHfSL7=/ > Kv

hObject : C_FindObjects THF L7247 =7 ko o KLU A b

@ j 7% H (phObject(j])

pTemplate : L FOJEMEAFEE

(1) type=CKA_LABEL(C%1)
value=7 ~UEEHNT N L&
ulValueLen=F&#HElE 1 X

(2) type=CKA_VALUE(*2)
value=REEEHNT 1
ulValueLen=F&#HElE 1 X

ulCount : &7 2 w22

!

AEAEOT = > 7

FoULERD EITREHECR) 2 VT, RO DEHEEx. = F
TUT 4T 4 DREAEE) TH L0 EHET 5,

Kb BEEAZEE —Botud, W~k

KD DFEAEL B L2 TIUX, hor# )% 1 IR L TOICE
Do

!

C_FindObjectsFinal

AR EARR SR EORK T LB
hSession : C_OpenSession CTHUS L 7=/ > Kb

!

C_CloseSession

H LI,
C_CloseAllSessions

g Ul

C_CloseSession D&

hSession : C_OpenSession CTHS L 7=/ > Kb
C_CloseAllSessions D75

slotID : C_OpenSession (Z{iE L7= A1 v k ID
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l
T | B# T s

(D) EAAREE
BB FAFE T, n(modulus) & e(publicExponent))» S5, D72, HANI T COEH
EBERRL, TVVETIET — 2 L5 TRO T LFENGDZHE L TR BN S 5,

| s | ¥ |
!
C_GetSlotList Ay bR NEOEUS

tokenPresent : CK TRUE
pSlotList : NULL_PTR
pulCount : A7 M7 KL
IC #—FAOHPKI 7 7Y r—yarv b zmy D xS E 0 0ERN D, EDTDIT,
BT EA4AGETREAID “E828 BD 08 OF XX XX ... XX XX” % DF 4 & L CTHEE L CGEIR,
l
C_GetSlotList 2wy MU A SO
tokenPresent : CK_TRUE
pSlotList : A1~ b U A MY R L2
pulCount : A= M KL
l
C_OpenSession T =gyl v UMDty a COREL
slotID : C_GetSlotList THfFL7=Am > hU X b 13%&H
(pSlotList[0])
flags : CKF_SERIAL_SESSION
pApplication : NULL_PTR
Notify : NULL_PTR
phSession : & v a L RAVEHAT K LA
l
C_FindObjectsInit AERAERR SR E O MR E
hSession : C_OpenSession THS L7z~ Rv
pTemplate : L FOJEMEAFEE
(1) type=CKA_CLASS
value=CKO_CERTIFICATE
(@) type=CKA_TOKEN
value=CK_TRUE
ulCount : #ET 2 EME(2)
A22 DG VRN, IC I— FNDT 7Y r— a U bR TOIHEZ TN T,
!

C_FindObjects HFHEORZR
hSession : C_OpenSession THfS L7/~ FL
phObject : 47V =7 kN> RAKEIIT R LA
ulMaxObjectCount : 47 =7 k> R/ASHIEIIE(4)
pulObjectCount : F&5. U747 Y =7 NMIk#T R LA

1
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N—"7 @ (pulObjectCount-1)F T/L—7"
o B% ) VlEE 0 &9 5)
l
C_GetAttributeValue FAERE YA XOEG

hSession : C_OpenSession CHfS L 7=/ > Kb
hObject : C_FindObjects THF L7247 =7 k> KLU A b
® j % H (phObjectlj])
pTemplate : UL FO @M EAFRE
(1) type=CKA_LABEL(3%¢1)
value=NULL_PTR
ulValueLen="1 1 ZHHAREIRT N LA
(2) type=CKA VALUEG2)
value=NULL_PTR
ulValueLen="11 XA T N LA
ulCount : F%ET 5 JEME(2)

l

C_GetAttributeValue

AFAEO S

hSession : C_OpenSession CTHfSL7=/ > Kv

hObject : C_FindObjects THF L7247 =7 ko o KLU A b

@ j % H (phObject(j])

pTemplate : LN FO@EMEA+RE

(1) type=CKA_LABEL(C%1)
value=7 ~UEHNT N L&
ulValueLen=F&#HElE 1 X

(2) type=CKA_VALUE(*2)
value=REEENT 1A
ulValueLen=F&#HElE 1 X

ulCount : &7 2 w22

!

AEAEOT = > 7

FoYLERD ETITREAECR) E FHWC, =2 R 7 47 1 Dk
HETHLIDEYIET 5,

Kb BEEAZE L —Botud, W~k

KD DFEAEL B L2 TIUX, hor¥ )% 1 IR L TOICE
Do

!

C_FindObjectsFinal

AR EARR SR EORK T LB
hSession : C_OpenSession CTHUS L 7=/ > Kb

!
|E & NoBE | =y R=o T 4 7 4 OREAED O ABEED B & N 2 H7G
!
C_Login k=2 ~pua g A

hSession : C_OpenSession TH& L7z~ Kb
userType : CKU_USER

pPin : /SR T — R3S

ulPinlen : /AU — RXCFHIE
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A33 D PIN EZTTH, PIN AL, BAGHRERNILEL R85 5,

!

C_FindObjectsInit

T SRR EO AR E

hSession : C_OpenSession THUS L 7=/~ Kb

pTemplate : UL FOEMEAFRE

(1) type=CKA CLASS
value=CKO_PRIVATE_KEY

(2) type=CKA_TOKEN
value=CK_TRUE

(3) type=CKA_MODULUS
value=/ABfgED N

(4) type=CKA_PUBLIC_EXPONENT
value=/ABf#ED E

ulCount : FET 2 w54

!

C_FindObjects

FAHORER

hSession : C_OpenSession CTHfSL7=/ > Kb
phObject : &7 =7 by RV R LA
ulMaxObjectCount : 472 =7 b/ 2 ROVEHNRERE(1)
pulObjectCount : R L7=A7 =7 NMEHEEAMT RL-A

!

C_FindObjectsFinal

R BERR SR EORE TR
hSession : C_OpenSession CTHfSL7=/ > Kb

!

[ 54 V= 2 MEDER

| BAKGT — 2 DI V= A Mk Bk

!

‘ DigestInfo D1ERL

| 54 = A MBI L C DigestInfo &1

l

C_SignlInit

B FRO YRR E

hSession : C_OpenSession CTHUfS L 7=/ > Kb
pMechanism : CKM_RSA_PKCS

hKey : C_FindObjects CHUS L7247 =2 b > Rb

!

C_Sign

BELERIUT

hSession : C_OpenSession CTHUSL 7=/ > Kb
pData : DigestInfo

ulDatalLen : DigestInfo D5 — 4% &
pSignature : NULL_PTR

pulSignaturelen : EAIEEFHNT N 1A

!

C_Sign

B4

hSession : C_OpenSession CTHUS L 7=/ > Kb
pData : DigestInfo

ulDatalen : DigestInfo D7 —%4 £
pSignature : BAEFEANT LA
pulSignaturelen : BEAEEAHNT 1A
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ZIT A33 Dy v aDRGE, BAFEOHREE T DENH 5, PIN ORGIXZ 21T
STHRY
l

C_Logout A1) =27V
hSession : C_OpenSession CHfS L 7=/ > Kb

!

[

(it

]

=)

L CEBLEITHIHR) (1 [l FEA 43412 C_Login~C_Logout % #1 i9,
R e L CTIT O ratd 1 R4 4 C_Login~C_Logout
OV L UNIVZETIHR, )

!
C_CloseSession Yo oUW
H L<IE C_CloseSession D&
C_CloseAllSessions hSession : C_OpenSession THS L7/~ KL

C_CloseAllSessions D&
slotID : C_OpenSession (Zf§E L7~ A > k ID

!

T | B# T s

A5 CAPIFIRADY—7r2 A

K —2r L AFITHE L T D ST T8 Y
(1) TEELH CSP), METHEGEAH CSP) 7o Al-a. 2o PRI 1— R7 7Y ir— 3 ATkt
LT, ICH—FRAIZT 74w barTt (EFELHHDWITE RO RSA §8-7 KOFIHERE
BHE) 28 1 7 ET D,

QA  FIFEEAERGSE

CryptAcquireContext W7 a g Ze a7 ERELT, 7ang Xy KveEifs
AN
phProv : 7'm /31 2N RV fE,
szContainer : =17 F 4 NULL Z¢ET D (T 74/ harT7),
szProvider : 7' v\ XA EFRET D,
T -844 H CSP 72 5 1X"HPKI Crypto Service Provider for Non
Repudiation”, 7 1+8:EH CSP 72 513X"HPKI Crypto Service
Provider for Authentication" % 7% &9~ %,
dwProvType : 7'12/31 % % A 7' PROV_RSA _AES %#&ET D,
dwFlags : 0 ZEXET 5,

!

CryptGetUserKey T T OIRFFT 5 RSA ST DN VBT %,
hProv : CryptAcquireContext THfF L7 7" = /31 Z/\ KL
dwKeySpec : #8ff5] & LT AT_SIGNATURE % 457E,
phUserKey : i~ RV D i,

!

CryptGetKeyParam s MUVCHET ARIHETERE T — % 07 — 2 REEUTT %,
hKey : CryptGetUserKey CHfS L 7z8# N> KL,

© JAHIS 2018

53



dwParam : Bif59- %5 —#FER L LT, KP_CERTIFICATE % +&57E,
pbData : Ff57 —# R /N> 7 7 & LT NULL Z457E
pdwDatalen : 7 —# EF Y i,

dwFlags : 0 #4575,

!

CryptGetKeyParam

B~ RUCHHES 2RI REAET — 2 OF — % #5595,
hKey : CryptGetUserKey THUS L7-8#/~> R,

dwParam : Hif59 %5 —ZFEH & LT, KP_CERTIFICATE %457,
pbData : Hifs7 —# RV fE/ N 7 7, RIEECR=T — X EHo\y
77 EHR L, FDOT RLALFERE,

pdwDatalLen : 7 —# &, HIBtCI2T — X BEFRIE,

dwFlags : 0 #4575,

¥ FAEF = A VORERZOWTIL, MBS U THRERKT 5,

l

CryptDestroyKey

BN RVEREES D,
hKey : CryptGetUserKey TH57=/ N> L,

l

CryptReleaseContext

TS HZoN RIVERITT D,
hProv : 7'm A Zn oL,
dwFlags : 0 Z457E,

B  BruH

CryptAcquireContext

G N X a T EREL T, Ta Xy RV ETTE
T2,
phProv : 7' /3 1 &N RVERD A,
szContainer : 2> 774 NULL 3% &35 (T 74V harT7)),
szProvider, : 7'/ NA X EEFHET D,
TEF-544 1 CSP 72 513"HPKI Crypto Service Provider for Non
Repudiation”, 7E7#33EH CSP 72 5132 "HPKI Crypto Service
Provider for Authentication"% &4 5,
dwProvType, : 7 '©2/31 % %1 77 PROV_RSA AES %% ET 5,
dwFlags : 0 Z X ET D,

!

CryptGetUserKey

AT T ORFFT D RSAFERT O PV ERITT 5,
hProv : CryptAcquireContext THufF L7z 7" = /31 X/ 2 KL
dwKeySpec : #&ff5] & L C AT_SIGNATURE %457,
phUserKey : N2 KLY A,

!

CryptGetKeyParam

N BT B RIFERER ST — 5 07— 4 RE BT %,
hKey : CryptGetUserkKey CTHUS L7=8#~> FL,

dwParam : B3 %7 — & il & LT, KP_CERTIFICATE ZA4HiE,
pbData : KufF7—% RV /S 7 7 & LTCNULL Z457E
pdwDataLen : 7 —# BV A,

dwFlags : 0 Z 457,
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!

CryptGetKeyParam

o> RVZARET 2 RIS REET — % OF7 —2 #8535,
hKey : CryptGetUserKey TH(fS L7z~ R,

dwParam : Eif39- %7 — & f@jll & LC, KP_CERTIFICATE #f87E,
pbData : Bif57 —# HV fEy 7 7, RIBECHRIZT — 2 EHONy
77 &R L, TDOT RLAZIRIE,

pdwDataLen : 7—# &, RBCA-7—X RafEiE,

dwFlags : 0 Z 457,

¥ FEHEF oA VORERI OV T, BB U CHRERT S,

!

CryptCreateHash

Ny ad T PO

hProv : 711/ 3 A XNy RIVERTE,

Algid : /Ny 27 /L= X CALG_SHA 256 ZF57E,
hKey : NULL #4857,

dwFlags : 0 Z+57E,

phHash : 7~ 3 2N RILVE D i,

l

Ny ¥ a fBEDARL

BARGT —F D~y v afifz Ak

l

CryptSetHashParam

N VAR T NOINT A= ERTE

hHash : /Ny =N Kb,

dwParam : /™ ¥ 2 fERRED 723 HP_HASHVAL % 457E,
pbData : BXET D/ v ¥ 2,

dwFlags : 0 Z 457,

l

CryptSignHash

NV a BB E T TR ROT — 2 BRI 5,
hHash : 7~y 2 > Kb

dwKeySpec : EAIZHEHT H8E0FE | & L

C AT_SIGNATURE % 457E,

szDescription : NULL Z 57,

dwFlags : 0 Z457E,

pbSignature : NULL 57,

pdwSigLen : B4 ER D H,

!

CryptSetProvParam

B4 HHED PIN 23R ET D,

hProv : 7’ /XA #/\ KL,

dwParam : 488 PINfi£ & LT PP_SIGNATURE_PIN #4572,
pbData : =— PIN fi,

dwFlags : 0 Z457E,

T ZTPIN ZBRELRVEA, KO CryptSignHash T CSP 12k
S>TPIN AKIZA T ulnFERrENh 5,

!

CryptSignHash

Ny v afICBL EATS TR A BT 2.
hHash : /~> > 2N KL

dwKeySpec : BT H8E0FE | & L
C AT_SIGNATURE %457,
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szDescription : NULL Z#§7E,

dwFlags : 0 #4571,

pbSignature : RIEL T2 7 — 2 B0y 7 7 ZHk L, 07 KL
AEFRIEs

pdwSiglLen : i T2 T — 2 REFAIE

!

CryptDestroyHash

Ny A AT R
hHash : Ny > o247 =7 RO N KL

!

CryptDestroyKey

N VRS 5,
hKey : CryptGetUserKey C37- 8~ KL,

!

CryptReleaseContext

TS HZoN RIVERITT D,
hProv : 7'm/3A XN R,
dwFlags : 0 Z457E,

A6 CNGHREDI—72RA

QA  FIFETEERGSE

NCryptOpenStorageProvider

TN B EREL T, T, Iy FAVEREET 2,

phProvider: 7' m/3A Znu RIVESHAR A > &
pszProviderName: 711,31 %4,
dwFlags: 0

!

NCryptOpenKey

FN FIVETITT D,

hProvider: NCryptOpenStorageProvider THUS: L 7=/ > /L
phKey: # > RAASHIFHRA %

pszKeyName: “Private key of HPKI”

dwlLegacyKeySpec: 0

dwFlags: 0

!

NCryptGetProperty

AEHEY A X2 TS 5,

hObject: NCryptOpenKey THUS L7z~ b
pszProperty: NCRYPT_CERTIFICATE_PROPERTY
pbOutput: NULL

cbOutput: 0

pcbResult: T AHEHHFHRA > X

dwFlags: 0

!

NCryptGetProperty

AEAEZ U5 %,
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hObject: NCryptOpenKey THfE L7z~ Rv
pszProperty: NCRYPT_CERTIFICATE_PROPERTY
pbOutput: FEIIFASHAIA A > Z

chOutput: F&APREEY 1 X

pcbResult; T REHFHRA > X

dwFlags: 0
l
NCryptFreeObject B~ VRS %,
hObject: NCryptOpenKey CTHfE: L7z~ Rv
1
NCryptFreeObject TS BN RIVESRICS 5,
hObject: NCryptOpenStorageProvider CHifS L 7=/~ Kb
B) EeuE

NCryptOpenStorageProvider

T FREARE LT, T 0] Fon FAZ I 5.

phProvider: 7' m /A XN RAKEHAFIAR A 2 2
pszProviderName: 7' 12 /34 44,
dwFlags: 0

!

NCryptOpenKey

FN FIVETITT D,

hProvider: NCryptOpenStorageProvider TH(fS L 7=/ > R/L
phKey: #& > R A > %

pszKeyName: “Private key of HPKI”

dwLegacyKeySpec: 0

dwFlags: 0

!

NCryptSetProperty

HA T a7 FRAO Window 2 RVEFRET D,

hObject: NCryptOpenKey CTH(S: L 7=/~ Kb
pszProperty: NCRYPT_WINDOW_HANDLE_PROPERTY
pbInput: Window ~~> R/L

cblnput: Window /~> RALDHA X (731 1)

dwFlags: 0

!

Ny v a fEDAERL

BARBRT —Z Dy 2 fliE AT D, (SHA-256)

!

NCryptSignHash

BAMEDOYA X BUFT 2,

hKey: NCryptOpenKey TH(fS L7z~ Kb
pPaddinginfo: LA FOEANERE Sz
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BCRYPT_PKCS1_PADDING_INFO #& A a 51
pszAlgld=BCRYPT_SHA256_ALGORITHM

pbHashValue: 7~ 3 =&

cbHashValue: 7~ & = fEDOHA X

pbSignature: NULL

chSignature: 0

pcbResult: T ARHNFHRA > X

dwFlags: BCRYPT_PAD_PKCS1

!

NCryptSignHash B ET D,

hKey: NCryptOpenKey TH(S L 7=/~ /L

pPaddingInfo: LA N OEMNFRE S 417

BCRYPT_PKCS1_PADDING_INFO ##i& A% 5
pszAlgld=BCRYPT_SHA256_ALGORITHM

pbHashValue: 7~ > = {H

chHashValue: 7~ > 2 fEDYA X

pbSignature: EAEFAIHARA > &

cbSignature: ZEAEOYA X

pcbResult; V-1 RK&HFRA o &

dwFlags: BCRYPT_PAD_PKCS1

l

NCryptFreeObject B~ VRS %,

hObject: NCryptOpenKey THUS L7z~ b

!

NCryptFreeObject TS BN RIVEFRICT 5,

hObject: NCryptOpenStorageProvider CH(f5 L 7=/~ Kb
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MEE B (B%8) PKI7TUT—2 a3 U OEEH

B.l1 =

B O L) HPKI ZGEROERZITH 2 & AR, 71— NE#Ens PKI 1— K7 7Y r—v
ZBLT, LUFOSEHO T C, HHAERMEMEROMERE R 5,

- % HPKI FERERDE DI — R&231T7T 5,

FEAEN. EEEE SO R T 4T 4 OFFAE L REROGEIAEL 725,

- HPKI CE4 HRFAEZFIH L2 BAEEICIE, B4 E1T ) 72ON2 PIN OBENNE L 95,
c Ty AUEE, avr R U R, BEEICRED

B2 LI CRTDIZ—BITH- T, FEEOFEZDIRITT HH— RO — RiE#IN=7 7V r—v
3 OGS TR D, FEO I — FRO— RSNz 7 7Y r—r a ORRIC Y- > TE, &F
¥EHEDN— RROT 7Y r— 3 AR Bk&n D V7 N =T Y 2 — VORI HE S TENWEA R
DHVERH D,

B2 77AIIEE
DF/7 7V Ar—3 3 v OfEE % X B.1 1277,

DF/7 7V r—ia

CIAInfo(12)

EF.0OD(11)
4

EF.PrK(14) [~

EF.CD(15)

|

|
EFAOD(13) .E. ........ |

[}

[}

o
IEF(16) @i | PIN

: |
IEF17) |+ : LA g

WEF(18) < —— FERAE()
T JE 578 DL — |

WEFQ19)  [«——- zrmi#@) >ﬂ%iVPiV
r T 4T 4 DFEH
WEF(1A) — — — FEAAE(3)

( R 1T

WEF(IB) [« ——" GE##@) )

X B.1 JIS X 6320-15 |ZHEHLL 7= 7 7 A /LAES]
1) BMNMOGEHROGEHECBE L T, BEL TU7eu,
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2 v aNoHFEXX)IL, &k EF #5277,
HE3) I— FNIZEEOT 7 r— a UIIMEET 285 TH. EEDIRIIfFELWE D LT 5

B.3 PKIZFU4S— 3 >®EA (AID)

JIS X 6320-15(ISO/IEC 7816-15)I27¢ 5, RID 1%, ISOMEC 7816-15 THRb HNAHD T, fERIT 7V 4r—
V| /uﬁJUDJIJ%(PIX)AB \75_’% HPKI 8GR0 ED 5 ID L35,

E8 28 BD 08 OF XX XX XX XX XX XX XX XX XX XX XX

" _/
Y

7816-15 ® RID i@ b5z bnbU K 16 /34 )

) XX OfE, BAGBEPEET 5, AR TRK 163 FLiled,

B4 &K EFDAZR

B4.1 =
JIS X 6320-15 ISOMEC 7816-15)IZ1t> THRET 5, 9T, M EF B4 Wb, £B.1Io—#l%
T, WFERO—4EA B.4.2, B4.3. B4.4, B45 K B4.61TT,

FB1 MHEERLHT 7 AN—E

77 AV | %kE EF #3581 EF #5311 TrANEAT W%
CIAInfo | ‘12’ JISX 5032 JIS X | Fifd B.4.2: 51— RIF#
6320-15 6320-15
(ISO/MEC (ISO/IEC
7816-15) T+ | 7816-15)F57E)
7E)
oD 11 JIS X ‘5031 IS X | ZiE B4.3: A7 Y= MER
6320-15 6320-15
(ISO/IEC (ISO/EC
7816-15)TH5 | 7816-15) T
7E)
AOD 13 () HEENTEDD | B BA44 : A7V =7 MER
PrKD 4 () HEENTEDD | B B.4.5 : A HEER
CD 15 (i) FEENTOD | B B.4.6 : FEIAEFH
IEF ‘16 @) HEENTD D PIN #%# (VERIFY )
IEF 17 @) FEENTEDD RAHFN (B4 )
WEF 18 (i) FEENEDD | FHil AEHERSA T 4 T 1)
WEF 19 @) HEENEDD | B 15 #E A O FE B E £ (HPKI
ROOT #iEiHmD [ O 2442 E)
WEF QA () FEENEDD | FHiE TR RI A~ DR
WEF 1B () HEENTEDD | Tl TR R~DFEAE « 1B

B.4.2 EF.CIAInfo
CIAInfo ::={
version v2,
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label “HPKI Application” ,-- F 7 3V
cardflags { authRequired, prnGeneration } - BFSIEEICFIFASREENE, EEERD Y

B.4.3 EFOD
authObjects : -- EFAOD ~MD/3&
path : {
efidOrPath '98'H -- EF.AOD D% EF #5%5F "13’
%
privateKeys : -- EEPrKD ~D/~ &
path : {
efidOrPath 'A0'H - EF.PrKD D354 EF #5517 *14’
I3
certificates : -- EF.CD ~D/N &
path : {
efidOrPath 'A8'H -- EF.CD D4E#E EF %5+ 15
}

B.4.4 EF. AOD
pwd:{ - RNRU—F
commonObjectAttributes {
label "PIN ", -- &7 a v
flags { modifiable}, - A7 3 EEFRRE
%,
classAttributes {
authld '16'H — #54~-57287 ID
%,
typeAttributes {
pwdFlags {
case-sensitive, --
local, - ZDT7 7Y — a/DF WTOHREZ
initialized -- FIEHULIN TS
%,
pwdType utf8, - UTF8 3XF% v bk CryptAPI D&Fiz kv, ASCII ¢725
minLength 4, - B/ DX
storedLength 16, - DR &
maxLength 16, - BRKDEX
pwdReference ‘96'H-- Verify =<2 KD P2 /35 A—4(7 7V EH D PIN)
IEF 0%k EF #3351+ '16'

B.45 EFRPrKD
privateRSAKey : {
commonObjectAttributes {
label "Private key of HPKI",
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flags { private }, - FIFICFREEALEE
authld '16H— %725 A0D = KV
userConsent 1 — FAERIC L > TELEZMINT DRI, EEEREEEZTTY_(EBTFEA PKIA—F
T7Y) = a v OSEINE, BTREADSEIZITHERY)
accessControlRules {
{

accessMode { execute }, - FIT
securityCondition: {

authld : '16'H, -- pointer to the AOD-entry
}

}
}
classAttributes {
iD'17H, - #HID7=HDID (EF #AITZFIA L, FEiELLRICTD)
usage { nonRepudiation}, _(EFFELHDHEIZIE sign)
2
typeAttributes {
value {
efidOrPath 'B8'H -- IEF 0%5#E EF #%51+ '17

2
modulusLength 2048

}

B.46 EFCD
x509Certificate : {
commonObjectAttributes {
label "HPKI END ENTITY CERTIFICATE",
}
classAttributes {
iD '17H -8B 07- DD ID FLAERL HEIZT5)
%,
typeAttributes {
value indirect :
path : {
efidOrPath 'CO'H - #1311 7= WEF 0%G#E EF #8517 '18'
}
}
%
x509Certificate * {
commonObjectAttributes {
label " MHLW CA CERTIFICATE ", --E}%&® CAFEHE
}
classAttributes {
iD '19H 583 07=HD ID (EF #AFE R E95)
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authority TRUE -- CA OFEHE

I3
typeAttributes {
value indirect :
path : {
efidOrPath 'C8H - #3417 WEF D% EF #%5/F '19'
}
}

}
x509Certificate : {
commonObjectAttributes {
label "HPKI ROOT CA CERTIFICATE", --&H¥#¥#® CA

}
classAttributes {
iD '1A'H #5510 7- D ID (EF #5IF LR &1 5)
authority TRUE — E%E DOFFAE
I3
typeAttributes {
value indirect :
path : {
efidOrPath 'DO'H — ¥ X317 WEF D4E#iE EF #%51+ '1A'
}
}

}

HI CA BMHET DHAI2IEE 9 125 X509 47 V=7 R &iBIIT 5
x509Certificate : {
commonObjectAttributes {
label " HPKI CA CERTIFICATE ", --&F3£EDOHE CA

}
classAttributes {
iD '1BH #5107 D ID (EF #HIFERUCET5)
authority TRUE — H[# CA DFEHE
3,
typeAttributes {
value indirect :
path : {
efidOrPath 'D8'H — & Xi17= WEF D%E#E EF #%5F '1B'
}
}
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MEEC (B%5) PKIZFT)yr—a FADa<TUF

Cl av v FKk—%E

KA RTA 2 TlE, LD <y RIoWTlifz & REROMAEEZ IR~ 5,
SELECT FILE (JIS X 6320-4)
VERIFY (JIS X 6320-4)
READ BINARY JIS X 6320 -4)
MANAGE SECURITY ENVIRONMENT (JIS X 6320-4)
PERFOM SECURITY OPERATION (JIS X 6320-8)
C2 THKa~yr RORERM- & fkkE T, AT —F 20— KL, REWRBITH-T, h—FD
FEITSE U T JIS X 6320-4 THESNAMD AT —H AU — K& AL Th L,

C.2 SELECT

C2.1 &M%
77— 9 DF O3—3 % )Lt L7 RASETRE
FCLIZTGEIREN=T 7V r— a2 »/DF @ AID M EUSATEE

C22 a<vwl s RKAvbB—

DF 3R
CLA INS P1 P2 Le F—H Le
“00” “A4” “XX” “XX”
(1 oy » (1) 6)) (1~16) (Oor1)
EF &R
CLA INS P1 P2 Lc T—H
“00” “A4” XX “XX” (BF #%511)
) ) ) (1) ) 2
INT A=K Ex F=AUS i
P1 1 SERUHIE-T-
P2 1 BRA T v a v
Le 1 7 7 A IVEERT-or 7 7 A VA DES
T—Z 1~16 | 7 7 A Vi or 7 7 A V4
Le 1 FCI 5 —% D3 A bk
Pla—5 427
b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl | EB

77 AV IDIZ X 5HIER
J1v> |~ DF & O EF
DF 452K

0 0 0 0 0 0 X X

—
(@)

0 0 0 0 0 1 0 0

P2a—7 17
| b8 | b7 | b6 | b5 | ba | b3 | b2 | b1 | 8k
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FCI A7 ar T o7 L— N

1| 1- - - | FCI it 7 L(EF 35112 X 2 3R
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ISO 17090-3:2008 Health informatics — Public key infrastructure — Part 3: Policy management of
certification authority

PC/SC Specifications https://www.peseworkgroup.com/specifications/download/

PATFIE JIS X 6320 VU —XIZxbiind 5 IS0 EFMEUERIE CTh 5, ITFUE S 7z ISOMEC 7816-8 TN
ISO/IEC 7816-15 1%, BifEAZh7e JIS L 13— LTl JISIERHED HILA HIABRTH A, BES -
WRIIAEOR I 2% 5.2 7202, JIS Z2M L CTH BT,

ISOMEC 7816-4:2013 Identification cards — Integrated circuit cards — Part 4: Organization, security and
commands for interchange

ISO/MIEC 7816-8:2016 Identification cards — Integrated circuit cards — Part 8@ Commands for security
operations

ISO/MEC 7816-15:2016 Identification cards — Integrated circuit cards — Part 15: Cryptographic
information application
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