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♁ⱨ♩►▼▪⌂≥─ ⁸ ─ ╩ ∆╢⁹ 

 

.   

─ ─ ⁸ ┘ ⌂ ─ ─√╘⌐⁸ ─ ⁸ ┘ ⌐⅔™
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.  ≤⌂╢◦☻♥ⱶ 

┘ ╩ ╗ ▪ⱪꜞ◔כ◦ꜛfi─ ⌐ ⌂ ꜝ▬Ⱪꜝꜞ⁸ ┘⌐⁸

╕√│ ▪ⱪꜞ◔כ◦ꜛfi≤ ⇔≡ ∆╢⁸ ⱪ꜡◓ꜝⱶ │ ⱪ꜡◓ꜝ

ⱶ⅜ ≢№╢⁹ 

─ ─ ▪ⱪꜞ◔כ◦ꜛfi≤│ ╩♃כ♦ ⌐ ⇔⌂™╙─≢№╡⁸ ꜝ▬

Ⱪꜝꜞ╕√│ ⱪ꜡◓ꜝⱶ⁸ ⱪ꜡◓ꜝⱶ╩ ⇔≡⁸ ⁸ ┘ ╩ ╡

℮╙─≢№╢⁹╕√⁸∕─√╘─▪ⱪꜞ◔כ◦ꜛfi▬fi♃ⱨ▼כ☻ │☻כ▼fi♃ⱨ▬◙כꜚ┘ ─
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.  ☻כ◔☻כꜚ╢⌂≥ 

. .   
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4  ╩☻◐ꜗ♫⌐╟╡ ⇔≡ ∆╢ ─ e  

5  ▪◒☿☻꜡◓┼─  

⌐⁸ ─ ⌐ ╩☻כ◔☻כꜚ≡™≠ ∆╢⅜⁸↓╣│⁸ ⌂ꜞ☻♩≢│⌂ↄ⁸ ⌂

─☻כ◔☻כꜚ ≢№╢↓≤⌐ ↕╣√™⁹ 
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⅛╠ ⌐ ⇔≡ ↕╣╢ ⌐│ ⌂╙─⅜№╢⅜⁸ ⅜ ⅎ╠╣╢

≤⇔≡ ─╟℮⌂╙─⅜ ⅎ╠╣╢⁹ 

⁸ ה  

₈╢╝╦™ ה ₉  

♥ꜟ◌ ה ⌐╟╢ ◌ꜟ♥  

  ה

 

↓╣╠─ ╩ ⇔√ ⌐│ ⌐ ∆╢ ⅜ ↕╣╢√╘⁸ ≢ ╘╢ ⅜

≢№╤℮⁹ ╩ ∆╢ │☻כ◔☻כꜚ─ ─╟℮⌐ ⅎ╠╣╢⁹ 

⁸ ה  

╠⅛─ ─ ⌐ ⌂ ≢№╡⁸ ⅜∕─ ─ ≤ ─ ─

╩ ∆╢ ⅜№╢⁹↓╣╠─ ⅜ ↕╣√ ⌐│⁸ ⅜ ↕╣≡™╢↓≤⌐╟╡⁸

⌐∕─ ≤ ─ hcRole ╩ ⅜ ≢⅝╢√╘⁸ ─ ≢☻כ◔⌂

№╢≤ ⅎ╠╣╢⁹ 

  ה

╩ ∆╢ ≢│⁸ / ⅛╠ ↕╣√ │ ─ ╕√│

⅜ ≢№╢⁹ ⇔√ ⌐╙ ⅜ ≢№╢⁹ ⌐⅔™≡╙⁸ ⌂ ≢─

⌂ ⅜ ⅎ╢↓≤╩ ∆╢ ⅜№╢√╘⁸ ─ ≥╢№≢☻כ◔⌂ ⅎ╠╣╢⁹ 

♥ꜟ◌ ה ⌐╟╢  

⅛╠─◌ꜟ♥ ⌐ ∫≡⁸ ◌ꜟ♥─ ╩ ⇔≡ ∆╢╙─⁹ ⌐ ⅛

╠ ┼─ ≢№╢√╘⁸ ─ ┘ ┼─ │ ™⁹ ⅜

≥╢№≢☻כ◔⌂ ⅎ╠╣╢⁹ 

  ה

⌐≡ ╩ ⌐ ∆╢ ⁸ ⅜ ╕╣╢ │₈ ●▬♪ꜝ▬fi₉

⌐ ⇔√ ╡ ™⅜ ≢№╢⁹╕√⁸ ─₈ ─ │ ⌐ ╢ ⌐ ∆╢

ה ─√╘─ ₉ 17 4 1 ⁸ ER/ES ⌐ ∫√

╩ ∆╢ ⅜№╢⁹ │ ⌐ ∆╢ ⅜ ↕╣╢√╘⁸ ≢ ╘╢

⅜ ≢№╤℮⁹ 

 

. .  ≢ ⅜ ↑╠╣√ ─ ╩ ≤⇔√  

⌐╟╡ ⌐ ⅜ ↑╠╣√ ⌐│⁸√≤ⅎ┌ ─╟℮⌂╙─⅜№╢⁹ 

₈ Ⱡ♇♩꞉כ◒   

2 ⅜ ╘╠╣≡™╢ ₉ 

https ://www.mhlw.go.jp/shingi/2004/06/s0624 -5e.html  

https://www.mhlw.go.jp/shingi/2004/06/s0624-5e.html
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⁸ ה ⁸  

  ה

⌐ ה ╢  

  ה

  ה

  ה

⁸ ה  

  ה

  ה

  ה

  ה

  ה

 

11 4 ─ ₈ ─ ⌐╟╢ ⌐≈™≡₉⌐╟∫≡⁸↓╣╠─ ─℮∟ ≢

ה ╩ ℮ ─№╢╙─ ─ ⅜ ╘╠╣√⁹↕╠⌐⁸∕─ ─₈e ₉─ ⌐

╟╡⁸ ╩ ∆╢↓≤≢ ⌂ ⅜ ╘╠╣√ ⅜ ↕╣√⁹↓↓≢⁸ ⅜ ╘╠

╣≡™╢ ─ ⌐≈™≡│⁸ ⌐ ─₈ ●▬♪ꜝ▬fi₉╩ ∆╢↓≤⁹ 

 

↓╣╠─ ╩ ⇔√ ⌐ ↕╣╢ ─ ─ ⁸ ┘ ╩ ∆╢ כ◔☻כꜚ─

☻│ ─╟℮⌐ ⅎ╠╣╢⁹™∏╣─ ⌐⅔™≡╙⁸ ⌐ ─ │⁸ ╟

╡╙ ™⅜⁸ ≢─ ⅜ ↕╣≡™⌂↑╣┌⌂╠⌂™⁹⇔√⅜∫≡⁸ ≢ ╘╢

⅜ ≤⌂╢⁹ 

 

╡╟⌐ ה ה ╩ ℮ ─№╢  

⌐╟╡ ה ⅜ ↑╠╣≡™╢─≢№╢⅛╠⁸ ⌂ ⌐№√∫≡─ ─

│ ≢№╢⁹↓─ ─ ─ │ ─ ╡≢№╢⁹ 

1. ─ ╩ ∆╢ ⌐⁸ ─ ╩ ℮⁹ 

2. ₈ ●▬♪ꜝ▬fi₉⌐ ™⁸ ╩ ∫√ ╩₈ ₉₈ ₉₈ ₉╩ ∫√

≢ ∆╢⁹ 

 

╡╟⌐ ה ה ╩ ℮ ─⌂™  

⌐╟╢ ה ─ ⅜⌂™─≢⁸ ─ │ ≢│⌂™⅜⁸₈ ₉≤ ─

≢⁸ ╩ ℮ ⌐│ ─ ⅜ ╕⇔™⁹ 

─ │⁸ ─₈ ⌐╟╡ ה ╩ ℮ ─№╢ ≥☻כ◔─₉ ∂≢№╢⁹ 

 

. .  ⌐ ∆╢  

↓↓≢™℮₈ ₉│⁸ ─₈ ≢ ⅜ ↑╠╣√ ₉╩ ⇔≡ ⅎ╢⁹ ⌐

│ ⅜ ⌐ ∆╢⁸₈ ꜠ⱳ₉♩כ ┘₈ ꜠ⱳ⁹╢№≢─╙⌂℮╟─₉♩כ ─

╙↓╣⌐ ╕╣╢≤ ⅎ╠╣╢⅜⁸ ◌ꜟ♥⅜ ↕╣≡™╢ ♥☻◦ꜞ♩fi◄♄כ○⁸┌╣№≢

ⱶ╙ ↕╣≡™╢≤ ╦╣╢─≢⁸↓╣╠⅜ ⌐ ⁹™⌂╣⇔╙⅛™⌂│☻כ◔╢╣╦ ™│

⌂╢⅜⁸hcRole─ⱴⱠ☺ⱷfi♩─ ≢⁸₈ ₉─╟℮⌂╙─╙↓─ ≤ ⅎ≡╟™⁹ 

 

. .  ╩☻◐ꜗ♫⌐╟╡ ⇔≡ ∆╢ ─ e  

e ⌐ ≠⅝⁸ ╩ ⌐╟╢ ─☻◐ꜗfi⌐╟╢ ╖ ╡) ∆╢ ⌐│∕─  

(╕√│⁸ ) ─ ╩ ™⁸ ─ ⁹╢∆⌐℮╟╢⅝≢☻כ꜠♩╩ ↕╣√ │⁸

⅜ ↨╪↕╣≡™⌂™⅛≥℮⅛╩⁸ ⌐ ∆╢↓≤⅜≢⅝╢⁹ ─≈≥ ∆╢ ⌂≥╩
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∆╢ ≤ ∆╢≤⁸ ⌐ ↕╣√ ◌ꜟ♥⌂≥─ ╩ ∆╢ ≢│⁸╟╡ ⌂ ⅜

╘╠╣╢─≢●▬♪ꜝ▬fi⌐ ™ ⌂ ╩ ℮ ⅜№╢⁹ 

 

. .  ▪◒☿☻꜡◓┼─  

⌐ ∆╢▪◒☿☻꜡◓│⁸ ⁸╘√╢⌂⌐♃כ♦⌂ ╩ ⅎ√╙─│⁸ ─ ≤⇔≡

↕╣╢⁹▪◒☿☻꜡◓╩ ∆╢ ⌐⅔™≡╙⁸∕─ ↨╪⅜ ╦╣≡™⌂™↓≤╩ ∆╢√╘⌐⁸

◦☻♥ⱶ ─ ╩ ↑╢↓≤⅜ ⅎ╠╣╢⁹ 
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ה   

ₒ1ₓ PKI  ⱳꜞ◦ 1.9 , , 2023 

ₒ2ₓCAdES  

1  òCAdES digital signatures; Part 1: Building blocks and CAdES baseline signatures ó, EN 

319 122-1 ┘óCAdES digital signatures; Part 2: Extended CAdES signatures ó, EN 319 

122-2 

 https://www.etsi.org/standards ⅛╠ ⁹ 

2  "Cryptographic Message Syntax", IETF RFC5652 ┘"Enhanced Security Services (ESS) 

Update: Adding CertID Algorithm Agility", IETF RFC5035  

 http s://www.ietf.org/standards/r fcs/⅛╠ ⁹ 

3  òProcesses, data elements and documents in commerce, industry and administration Ή 

Long term signature profiles Ή Part 1: Long term signature profiles for CMS Advanced 

Electronic Signatures (CAdES) ", ISO 14533-1:2022 

ₒ3ₓXAdES 

1  XML  

XML -Signature Syntax and Processing W3C Recommendation 11 April 2013 ┘ IETF 

RFC3275 

 https://www.w3.org/TR/xmldsig -core/⅛╠ ⁹ 

2  òXAdES digital signatures; Part 1: Building blocks and XAdES baseline signaturesó,  EN 

319 132-1 ┘óXAdES digital signatures; Part 2: Extended XAdES signaturesó, EN 319 

132-2 

 https://www.etsi.org/standards ⅛╠ ⁹ 

3  òProcesses, data elements and documents in commerce, industry and administration Ή 

Long term signature Ή Part 2: Profiles for XML Advanced Electronic Signatures (XAdES) ó, 

ISO 14533-2:2021 

4  "https ://www.w3.org/TR/XAdES/ ", W3C Note  

ₒ4ₓPAdES 

1  "Document management ñ Portable document format ñ Part 2: PDF 2.0 ", ISO 

32000-2:2020 

2  " Processes, data elements and documents in commerce, industry and administration -- 

Long term signature profiles -- Part 3: Long term signature profiles for PDF Advanced 

Electronic Signatures (PAdES) ", ISO 14533-3:2017 

ₒ5ₓJAdES 

1  òJAdES digital signatures;Part 1: Building blocks and JAdES baseline signaturesó, TS119 

182-1 

 https://www.etsi.org/standards ⅛╠ ⁹ 

2  IETF RFC 7515 (May 2015):  JSON Web Signature (JWS)  

 https://datatracker.ietf.org/doc/html/rfc7515 /⅛╠ ⁹ 

ₒ6ₓFIPS PUB 140 -2 "Security Requirements for Cryptographic Modules",National Institute of  

Standard Technology,  Dec 3, 2002 

ₒ7 "xInternet X.509 Public Key Infrastructure Time -Stamp Protocol", IETF RFC3161  

┘"ESSCertIDv2 Update for RFC 3161", IETF RFC5816  

 

https://www.etsi.org/standards
https://www.ietf.org/standards/rfcs/
https://www.w3.org/TR/xmldsig-core/
https://www.etsi.org/standards
https://www.w3.org/TR/XAdES/
https://www.etsi.org/standards
https://datatracker.ietf.org/doc/html/rfc7515/
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 ─  

 

ₒ№  x

 ◓꜡☻☿◒▪ה

─ ⁸ ⁸ ⁸ ⌂≥─ ⁹ 

 fiꜛ◦כ◔ꜞⱪ▪ה

─ ╩ √∆√╘─ ╩ ∆╢♁ⱨ♩►▼▪⁹ 

 ☻כ▼fi♃ⱨ▬ה

ⱪ꜡◓ꜝⱶ⁸ ┘ ≤™∫√ ─ ≢ ─╛╡≤╡╩ ∆╢╙─⁹╕√⁸∕─ ⁹ 

 

ₒ⅛  x

ה ↨╪ 

╩ ─ ╩ ∏⌐ ⅝ ⅎ╢ ⁹ 

ה  

⌐ ↕╣√ ╩⁸ ⅛╠─ ⌐ ≠⅝ ⌐ ∂≡ ≢ ⌂ ⌐≢

⅝╢↓≤⁹ 

₈ ◦☻♥ⱶ─ ⌐ ∆╢●▬♪ꜝ▬fi 5.2 ₉  

ה  

─ ≤ ╩ ⇔≡ ─ ╩ ∆╢ ≢⁸ ⌐ ∆╢⁹

№╢™│ ⌐ ≤╙™℮⁹ ⌐│⁸ ─ ⁸ ⁸CA─ ⁸∕─

─ ⅜ ↕╣⁸CA─ ⅜ ↕╣╢⁹ 

(₈ PKI  ⱳꜞ◦ 1.9 ₉  

 

ₒ↕  x

ה  

⌐⁸ ╠⅛─ ה ⌂≥ ⌐╟╡ ╩ ⌐∆╢↓≤⁹ ⌐│⁸

⅛╠─ ⌐╟╢⅜⁸ ⌐│CA─ ≢ ↕╣╢↓≤╙№╢⁹ 

(₈ PKI  ⱳꜞ◦ 1.9 ₉  

ה  

─ ╩ ≢⅝╢╟℮⁸ ⅛╠ ↕╣╢ ⁹ ⌐⌂∫√ ─◦ꜞ▪ꜟ

╩ꜞ☻♩▪♇ⱪ⇔√ ꜞ☻♩ CRL: Certification Revocation List ⁸ │○fiꜝ▬fi≢─

─ ⌐ ⇔ ╩ ∆OCSP꜠☻ⱳfi♄ OCSP: Online Certificate Status Protocol

⅜№╢⅜⁸CRL ╩ ⇔≡™╢ ⅜ ⁹╕√⁸ │ ⁸ ─ ╩ ⅎ≡

╩ ⇔≡™⌂™⁹ 

ה  

≤ ⌐⌂╢ ⁹ ∑∏⁸ ⌐ ╣⌂™╟℮⌐ ─ ∞↑⅜ ∆╢⁹ ≢ ⇔√

╙─│⁸∕╣⌐ ∆╢ ≢─╖ ⅜ ≢№╢⁹ 

(₈ PKI  ⱳꜞ◦ 1.9 ₉  

ה ⱳꜞ◦(CP: Certificate Policy)  

─☿◐ꜙꜞ♥▫ ╩ √⇔⁸ ─◖Ⱶꜙ♬♥▫ ┘ │▪ⱪꜞ◔כ◦ꜛfi─◒ꜝ☻┼─

╩ ∆╢⁸ ↑↕╣√ ─ ⁹ 

(₈ PKI  ⱳꜞ◦ 1.9 ₉  

ה  

⅜ ⌂╙─⅛ ∆╢ ⁹ ─╟℮⌐ ≤ ─ ⅛╠ ↕╣╢⁹ 

─ ⁸ ─  

 ŋ ⌐ ™√ ⅜ ⌂ ⅛╠ ↕╣√╙─≢№╢↓≤ 
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 o ⌐ ─ ⅜ ╣≡™⌂™↓≤ 

 ɔ ⇔≡™⌂™ ⌂ ≢ ∫√↓≤ 

─ ⅜♃כ♦ ↨╪↕╣≡™⌂™⅛≥℮⅛─  

 ᴖ ─Ɫ♇◦ꜙ ≤ ╠⅛♃כ♦ ╠╣╢Ɫ♇◦ꜙ ⅜ ⇔™↓≤ 

ה  

⌂ ⅜ ⇔ ↕╣√ ⌐ ⇔ ⅛╠ ≡ ─ ─ ⅜ ≢№╡⁸⅛≈⁸ ╕

√│ ⌐╟╢⁸ ⁸ ⅝ ⅎ⁸ ⁸ ┘ ⅜ ↕╣≡™╢↓≤⁹ 

₈ ◦☻♥ⱶ─ ⌐ ∆╢●▬♪ꜝ▬fi 5.2 ₉  

ה  

⌂∫√▪ⱪꜞ◔כ◦ꜛfi │◦☻♥ⱶ⁸ ◖fiⱳכⱠfi♩ ≢ ─ ╕√│ ⅜⌂↕╣

⌐ ⁸№╢™│ ≢⅝╢ ╩ ≈↓≤⁹ 

 

ₒ√  x

 ⱶ☻♃fiⱪ▬♃ה

⌐♃כ♦ꜟ♃☺♦ ⇔₈∕─ ⅜№╢ ⌐ ⇔⁸∕─ ↨╪↕╣≡™⌂™₉↓≤╩ ∆

╢ ─ ⁹∕─ ─√╘⌐♃▬ⱶ☻♃fiⱪ ⅛╠ ™≥fi◒כ♩ⱶ☻♃fiⱪ▬♃╩♃כ♦╢╣↕

℮⅜⁸ ⇔≡♃▬ⱶ☻♃fiⱪ≤ ┌╣╢↓≤╙№╢⁹ 

 ☻▬Ᵽ♦ה

◖fiⱧꜙכ♃⌐ №╢™│ ↕╣╢Ɫ⁹▪▼►♪כ 

ה  

─ ╩ ∆╢√╘⌐ ↑╠╣╢ ⁹ ⌂≥╩ ⇔⁸ ⅜ ≢№╢

↓≤╩ ∆╢≤≤╙⌐⁸ ⅜ ⌐ ↨╪↕╣≡™⌂™↓≤╩ ∆╢↓≤⅜≢⅝╢⁹

╩ ™≡ ⇔√ │♦☺♃ꜟ ≤╙™℮⁹ 

(₈ PKI  ⱳꜞ◦ 1.9 ₉  

 

ₒ⌂  x

ה (CA: Certification Authority)  

╩ ∆╢ ⁹ │⁸ ⅜ ™⌂ↄ ─╙─≢№╢≤ ⌐∆╢

≢⁸ ⁸ ⌂ ⌐№╡ ≢⅝⌂↑╣┌⌂╠⌂™⁹ 

(₈ PKI  ⱳꜞ◦ 1.9 ₉  

ה Ɽ☻(Certification Path)  

♩ꜝ☻♩▪fi◌ ≤⌂╢CA⅛╠ ≢№╢ ╕≢╩ ┬ ─ ─ ⅜╡⁹ 

 

ₒ│  x

ꜙ◦♇Ɫה  

─ ╠⅛♃כ♦─↕ ─ꜝfi♄ⱶ⌂ ╩ ∆╢ ⁹ ⇔√ │₈Ɫ♇◦ꜙ ₉≤

┌╣╢⁹Ɫ♇◦ꜙ │⁸Ɫ♇◦ꜙ ⅛╠ ╩♃כ♦─ ≢⅝⌂™ ≤⁸ ⌂╢ 2 ⅛♃כ♦─≈

╠ ─Ɫ♇◦ꜙ ⅜ ↕╣╢ ⅜ ≢№╢≤™℮ ╩ ≈⁹↓─ ╩♃כ♦╠⅛

∆╢ ⌐⁸ ─ ⇔√Ɫ♇◦ꜙ ≤ ꜙ◦♇Ɫ─♃כ♦≢ ╩ ╘≡ ╩ ⇔ ⅜

⅜♃כ♦⁸┌╣∆ ≢ ↨╪↕╣≡™⌂™↓≤⅜ ≢⅝╢⁹ 

(₈ PKI  ⱳꜞ◦ 1.9 ₉  

ה  

⌐╟╡ ⅜ ≢∕─ ╩ ⇔√↓≤⌂≥╩ ⌂™╟℮⌐∆╢↓≤⁹ 

ה  

↕╣√ ⅜ ≢ ╘╠╣√ ⌐ ∫≡ ╩ ∟⁸ ⌐≢⅝╢ ≢ ↕╣╢

↓≤⁹ 

₈ ◦☻♥ⱶ─ ⌐ ∆╢●▬♪ꜝ▬fi 5.2 ₉  
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ₒ╠  x

ꜝⱩ▬ꜝה  ꜞ

№╢ ╩ ∆╢ⱪ꜡◓ꜝⱶ ⁹ ≢│ ∑∏♁ⱨ♩►▼▪─ ≤⇔≡ ╖ ╕╣╢↓≤

≢ ∆╢⁹ 

 

ₒ  x

CDA (Clinical Document Architecture)ה  

⌐ ∆╢ ╩⁸ ⌐◦☻♥ⱶ ≢ ∆╢ ≢ ╘╠╣√ ─ⱴכ◒▪♇ⱪ ⁹ 

CSP(Cryptographic Service Providerה ) 

Microsoft ⌐╟╢ ─√╘─♁ⱨ♩►▼▪◖fiⱳכⱠfi♩⁹ 

 

ₒ  x

 ES-BESה

CAdES⁸XAdES⁸PAdES⁸JAdES ⌐⅔↑╢ ⱨ◊כⱴ♇♩⁹ ─ ≤ ╩ ⇔√╙

─⁹ ╩ ╗ ≤ ╕⌂™ ⅜№╢⁹ 

 ES-Tה

ES-BES ⱨ◊כⱴ♇♩⌐ ♃▬ⱶ☻♃fiⱪ╩ ⇔√ⱨ◊כⱴ♇♩⁹♃▬ⱶ☻♃fiⱪ⌐╟╡

─ ⅜ ≢⅝╢⁹ 

 ES-Cה

ES-Tⱨ◊כⱴ♇♩⌐ ⇔⁸ ╩ ≢⅝╢╟℮ ┘♃▬ⱶ☻♃fiⱪ ─ ╩ ∆╢

√╘⌐ ⌂ ⅔╟┘ ─Ɫ♇◦ꜙ ─ꜞ☻♩╩ ⇔√╙─⁹ ╒≤╪≥ ↕╣⌂

™ⱨ◊כⱴ♇♩≢№╡ ≢│ ≤⇔⌂™⁹ 

 ES-XLה

ES-Tⱨ◊כⱴ♇♩╕√│ES-Cⱨ◊כⱴ♇♩⌐ ⇔⁸ ⅔╟┘CRL ╩ ⇔⁸ ┘♃▬ⱶ

☻♃fiⱪ─ ⌐ ⌂ ╩ ╖ ╪∞╙─⁹ 

 ES-Aה

ES-XL ─ ♃כ♦ ┘ ╩Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪⌐ ⇔√╙─⁹ ▪ꜟ◗ꜞ

☼ⱶ─ ⌐ ∆╢ ─♃כ♦ ↨╪╩ ≢⅝╢⁹ 

 

ₒ  x

HL7ה  (Health Level Seven)  

─√╘─ ─ ⁸╕√⁸∕─ ─ ⁹ 

HPKIה  (Health  care PKI)  

≢─ ⁹ 

 

ₒ  x

ISO(International Organization for Standardization)ה  

╩ ↄ ─ ⌂ ╩ ∆╢√╘─ ⁹ 

 

ₒ  x

JSON(JavaScript Object Notationה ) 

♃כ♦ ─ ≈⁹ ≤ │ JavaScript ⌐⅔↑╢○Ⱪ☺▼◒♩─ ⌐ ∆╢⁹ 

 

JWS(JSON Web Signatureה ) 

RFC7515 ≢ ↕╣╢♦☺♃ꜟ ╕√│ⱷ♇☿כ☺ ≢♪כ◖ ↕╣√ JSON ╩ ⇔√◖fi

♥fi♠╩ ∆⁹ 
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ₒ  x

OID(Object IDentifier)ה ○Ⱪ☺▼◒♩  

○Ⱪ☺▼◒♩─ ╩ ℮√╘⁸○Ⱪ☺▼◒♩⌐ ↑╠╣√ ⌂ ⁹ 

(₈ PKI  ⱳꜞ◦ 1.9 ₉  

 

ₒ  x

PC/SC(Personal Computer / Smart Cardה ) 

Microsoft ⌐╟╢⁸ ⅜ ∆╢ IC ⁸IC♪כ◌ ⁸Windows╩♃▬ꜝה♄כꜞ♪כ◌ ≢

≢⅝╢╟℮⌐∆╢√╘─▬fi♃ⱨ▼כ☻ ⁹ 

 

PDF(Portable Document Format)ה  

ISO 32000-2≢ ↕╣╢Portable Document Format ─ⱨ□▬ꜟⱨ◊כⱴ♇♩⁹ 

 

 PKCS#11ה

RSA Security ⅜ ╘√ ╩ⱬכ☻≤⇔√ ≢№╢ PKCS (Public Key 

Cryptography Standards) ─ ⁸ ⌐fi◒כ♩ ∆╢▬fi♃ⱨ▼כ☻ ⁹ 

 

PKI(Public Key Infrastructure)ה  

⁹ ≤™℮ ╩ ⌐ ⅜ ╩ ⇔⁸↓─ ╩

™≡ ⁸ ⁸ ╩ ⌐∆╢ ╖⁹ 

(₈ PKI  ⱳꜞ◦ 1.9 ₉  

 

ₒ  x

TSA(Time Stampה ing Authority)  

♃▬ⱶ☻♃fiⱪ ─↓≤⁹ ─ ┘ ≢⅝╢ ≢№╢↓≤⅜ ╘╠╣╢⅜⁸₈

─ ⌐ ∆╢ ₉ 3 4 1 ⁸ 146 ⌐ ≠ↄ ⅜№╢⁹ 

 

ₒ  x

W3C(World Wide Web Consortiumה ) 

WWW ≢ ↕╣╢ ─ ╩∆∆╘╢ ⁹ 

 

ₒ  x

)XMLה eXtensible Markup Language ) 

─♃כ♦┘ ┘ ╩ ∆╢√╘─ⱴכ◒▪♇ⱪ ─ ≈⁹ 
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 ⅔╟┘  

 

↓─ ≢│⁸ ─ ⅔╟┘ ╩ ™╢⁹ 

PKI   (Public Key Infrastructure)  

CA  (Certificate Authority)  

CRL ꜞ☻♩ Certificate Revocation List  

OCSP ○fiꜝ▬fi ⱪ꜡♩◖ꜟ Online Certificate Status Protocol  

CP ⱳꜞ◦(Certificate Policy)  

CDA (Clinical Document Architecture)  

CSP (Cryptograph ic Service Provider ) 

DSS (Document Security Store ) 

ES-BES (Electronic Signatures  Basic Electronic Signature ) 

ES-C (Electronic Signatures  Complete validation reference data ) 

ES-T (Electronic Signatures  Time-stamped) 

ES-XL (Electronic Signatures  eXtended long validation data ) 

ES-A (Electronic Signatures  Archive validation data ) 

HL7  (Health Level Seven)  

HPKI  (Health care PKI)  

ISO (International Organization for Standardization)  

JSON (JavaScript Object Notation ) 

JWS (JSON Web Signature ) 

OID  ○Ⱪ☺▼◒♩ (Object IDentifier)  

PDF (Portable Document Format)  

PKCS (Public Key Cryptography Standards)  

PKI   (Public Key Infrastructure)  

PC/SC (Personal Computer / Smart Card ) 

TSA (Time Stamp ing Authority)  

VRI  (Validation -Related I nformation ) 

W3C (World Wide Web Consortium ) 

XML  (eXtensible Markup Language ) 
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 ≢ ∆╢ ─  

.  ─  

₈ ◦☻♥ⱶ─ ⌐ ∆╢●▬♪ꜝ▬fi( 5.2 )₉6.12 ≢ ↕╣√⁸ ⁸♃▬ⱶ

☻♃fiⱪ─ │⁸JAHIS ⌐≡₈ ⅜ ↑╠╣√ ─ ●▬♪ꜝ▬fiVer.4₉ 2022

6 JAHIS 22-007 ─ 6.8 ⌐≡ ⇔≡™╢─≢ ↕╣√™⁹ ≢│⁸↕╠⌐ ≤

♃▬ⱶ☻♃fiⱪ─ ⇔ ⌐≈™≡ ─●▬♪≤⇔≡⁸╟╡ ⌐ ∆╢╙─≢№╢⁹ 

 

⌐ ╘╠╣╢ ⌂ │⁸ ─ ●▬♪ꜝ▬fi ┘ JAHIS ●▬♪ꜝ▬fi≢ ↕╣≡

™╢╟℮⌐⁸ 

1 ⌂ ╩ ™≡ ╩ ∆╢↓≤ 

2 ⁸ ─ ─ ⅜ ⌂ ⁸ ─ ⅜ ≢№╢↓≤ 

─ ≢№╢⁹" ─ "≤│⁸₈ ⌐ ™√ ⅜ ⌂ ⅛╠ ↕╣√╙─≢⁸

⌐ ⅜ ╣≡⅔╠∏⁸ ⇔≡™⌂™ ⌂ ≢ ∫√↓≤₉╩ ∆╢" "≤₈

⅜ ↨╪↕╣≡™⌂™↓≤₉╩ ∆╢" ─ "⅛╠ ╢⁹ 5.1.1⌐ ≤ ─ ╩

∆⁹ 

 

 

5.1.1 ≤  

 

⅜ ╘╠╣√ ╩ ∆╢ ⁸ ⌐╦√╡ ⁸ ⅜ ≢№╢↓≤⅜

≤⌂╢⁹∕─ ⁸ ⌐₈ ─ ₉⌐ ⇔≡ ∆╢ ⅜№╢⁹ ⌐ ⇔≡│ 5.1.2

⌐ ∆╟℮⌐⁸ ─ 3 ╩ ∆╢⁹ 

1 ⌐ ™√ ⅜ ⌂ ⅛╠ ↕╣√╙─≢№╢↓≤ 

2 ⌐ ─ ⅜ ╣≡™⌂™↓≤ 

3 ⇔≡™⌂™ ⌂ ╩ ™≡ ⇔≡™√↓≤ 

↓↓≢⁸ (1) ┘⁸(2)╩ ∆╢√╘⌐⁸ ⅜ ≢№∫√─⅛ ⌐ ∑╢ ⅜ ≤⌂╢⁹

╕√∕─ ≢─ ─ ╩ ∆╢√╘⌐│⁸ ╩ ∆╢ ⅜№╢⁹ 

 

  

 
 

  

  

 
 

 

  

  

  

 

 
 

 

 

 

ה ⌂ ⅜ ⇔√╙─⅛  

ה ⅜ ╣≡™⌂™⅛  

ה ↕╣≡™⌂™⅛  

ꜙ◦♇Ɫה ⅜ ∆╢⅛  

╩

≢
⅝
╢
↓
≤
⅜

 



 

© JAHIS 20 23 
14 

 

 

5.1.2 ─  

 

⁸ │ ─ ╩ ⅎ≡ ─ │⇔≡™⌂™─≢⁸∕─ ╩ ⅞╢≤

─ ─ ⅜ ⌂™↓≤⌐⌂╢⁹ ∟⁸ ╩ ∆╢ ⅜№╢ │⁸ ╩ ⇔≡

⅔ↄ ⅜№╢⁹ 

⇔√⅜∫≡⁸ ⅜ ∆╢CAdESₒ2 ⁸xXAdESₒ3 ⁸xPAdESₒ4ₓ │ JAdESₒ5ₓ─ ⌐

↕╣╢╟℮⌐⁸ ⌐ ⌂ ╩♃כ♦─ ╦∑≡ ⇔⁸♃▬ⱶ☻♃fiⱪ╩ ∆╢↓

≤⅜ ≢№╢⁹∕─ ─ │⁸ ≤⌂╢⁹ 

1 ♃כ♦ ⌐ ⇔≡ ╩  

2 ∆╖╛⅛⌐₈ ♃▬ⱶ☻♃fiⱪ₉╩ ⇔⁸∕─ ⌐ ⅜ ⇔≡™√↓≤╩ ≢

⅝╢╟℮⌐⇔≡⅔ↄ 

3 ⌐ ≤⌂╢⁸ ─ ╩ ∆╢⁹ 

♃▬ⱶ☻♃fiⱪ ─ ⁸ ─ ⁸ Ɽ☻ ─ ─ 1 

─∆═≡─ ─  

4 ─ ┘ ⁸ ⌐ ╩Ⱪ♃▬ⱶ☻♃fiⱪ₉▬◌כ▪₈≡⇔  

 

5.1.3⌐ ─ⱨ꜡כ▬ⱷכ☺╩ ∆⁹↓↓≢⁸ ♃▬ⱶ☻♃fiⱪ─ │⁸ 

ה ♃▬ⱶ☻♃fiⱪ 

─ ╩ ∆╢ 

 Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪ה

≤ ╩♃▬ⱶ☻♃fiⱪ─ ▪ꜟ◗ꜞ☼ⱶ⌐╟╡ ⇔⁸ ⌐ ╡ ─

╩ ∆╢↓≤⌐№╢⁹∆⌂╦∟⁸♃▬ⱶ☻♃fiⱪ⌐╟╡∕─ ⌐ ⅜ ⇔≡™√↓≤╩ ⇔⁸

⌂ ╩ ™≡ ⇔√ ╩ ≤∆╢─≢№╢⁹ 

 
1 Ɽ☻ ─ │⁸ ─ ╩ ∆╢ ≤♃▬ⱶ☻♃fiⱪ ⌐ ╩ ∆╢ ─

2≈─ Ɽ☻ ─ ≤⌂╢↓≤⌐ ↕╣√™⁹ 

 
 

 

 

  

 

 

 

 

CA  

 

 

 
 

 
 

 

  
 

 

 

 

 
 

 

 
 

 

 

  
 

 

 

 
 

 

 

  

 
  

 

 (CRL) 
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5.1.3 ⱨ◊כⱴ♇♩⌐╟╢  

 

.  ─ ♃▬Ⱶfi◓ 

♃▬ⱶ☻♃fiⱪ╩ ⇔√ ⌐⁸ ╩ ∆╢⅜⁸↓─ ∆╢ │⁸ ≤

⇔≡ ─ ⌐ ∆╢ ⅜№╢⁹↓╣│⁸ ─ ⅜ ─ ╩ ⅞≡

╩ ⇔≡™⌂™√╘⁸ ╕≢⌐ ╩ ⇔⌂™≤ ⅜ ╦╣≡⇔╕℮

╣⅜№╢√╘≢№╢⁹╕√⁸ ⁸№╕╡ ∆╢≤ ↕╣≡™╢Ɫ♇◦ꜙ ┘ ▪ꜟ◗ꜞ

☼ⱶ─ ⁸ ┘♃▬ⱶ☻♃fiⱪ ─ ─ ⌂≥─ꜞ☻◒⅜ ⅎ╠╣╢⁹⇔√⅜∫≡⁸

╩ ⌂♃▬Ⱶfi◓≢ ╩Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪⁸⇔ ∆═⅝≢№╤℮⁹ 

╩ ⅜ ⌂℮∟ ∆╢─≢№╣┌⁸∕─ ♃▬Ⱶfi◓⌐ ┘ ⁸ ≢─

╘│⌂™⅜⁸ ╩ ⇔√ ⁸ ─ ╩⅔™≡ ∆╢↓≤⅜ ╕⇔™≤↕╣≡™╢⁹↓

╣│⁸ ⁸ ⌐ ⇔√ ≢ ╩ ↕╣╢↓≤╩ ∆╢√╘≢№╢⁹ 

╩ ∆╢♃▬Ⱶfi◓│⁸ ─ ≢№╣┌ ⌐ ╘╢↓≤⅜≢⅝╢⅜⁸ ─ 2

─ꜞ☻◒⌐ ↕╣√™⁹ 

 

1  ⇔™ ╩ ≤∆╢ꜞ☻◒ 1 כꜝ◄─  

─ ╩ ⇔≡⇔╕℮ꜞ☻◒⁹ 

│ ⌂ ≢№∫√⌐╙⅛⅛╦╠∏⁸∕─ ⁸ ⇔≡™╢Ɫ♇◦ꜙ ┘ ▪ꜟ◗ꜞ☼

ⱶ─ ⅜ ↕╣√╡⁸ ⁸ ┘♃▬ⱶ☻♃fiⱪ ─ ─ ⅜ ↕╣√╡⇔

√ ⁸ ─ ⅜ ╦╣≡⇔╕℮⁹ ╩Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪⌂ ∆╢ ⌐⁸↓─╟

℮⌂ ⅜ ⇔√ │ ⌂ ⱨ◊כⱴ♇♩⅜ ⌂ↄ⌂╢⁹ 

2  ⌂ ╩ ≤∆╢ꜞ☻◒ 2 כꜝ◄─  

⅜ ─ ╩ ⇔≡⇔╕℮ꜞ☻◒⁹ 

⌐ ⇔√ ≢ ⁸∏╠╦⅛⅛╙⌐╢№≢♃כ♦√⇔ ─♃▬Ⱶfi

◓⅜ ⅞⁸∕─ ⅜╕∞ ↕╣≡™⌂™ ╩ ™≡ ⱨ◊כⱴ♇♩╩

⌂℮╟─↓⁹☻כ◔℮╕⇔≡⇔ ⌂ ╩ ↕╣√ ⁸ ⅜ ≤⌂╢⁹ 

(10 ) 

 

 

 

ẕҧ Ḹ 

(CRL) 
CRL 

 

 

  
 

 

 
 

 

 

  
 

 

 

 

 

 

 

ES-T  
 ES-A  

 

  
 

 

ES-A  

 
  

 

  
 

Ẇ ׀ ֯ 
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─ꜞ☻◒╩ ⇔√⁸ ─ ♃▬Ⱶfi◓─▬ⱷכ☺╩ 5.2.1⌐ ∆⁹ 

⌂⅔⁸√≤ⅎ⁸ ⌐ ─ ⅜ ∫√≤⇔≡╙⁸ ♃▬ⱶ☻♃fiⱪ⅜∆≢⌐ ↕╣≡™

╢ ⁸ ⅜ ≢№╡⁸ ─ ≤ ⇔⁸ ⌐ ↕╣≡™╢↓≤⅜

≢⅝╢⁹ 

⌐ ─ ♃▬Ⱶfi◓╩ ∆╢ ⌐│⁸ ─ ─ ┘ ─

⁸ ≤⁸ ─ꜞ☻◒╩ ⇔≡ ↕╣╢↓≤≤⌂╢⁹ 

 

─ ⅜ ≢№╣┌⁸ ꜞ☻◒⅜ ⌂ↄ⌂╡⁸ ⁸ 2 │כꜝ◄─ ∆╢⁹ ⅎ┌⁸

↕╣√♪◐ꜙⱷfi♩╩ ⌐ ⌐ ∆╢ ⅜ ╢ ⁸ Ᵽכ◘╩ │ HSM

Hardware  Security  Module ⌐ ⇔≡ ⌐ ⇔⁸ ┼─꜡◓○fi ╙2 ≤∆╢

⌂≥⁸ ─ ╩ ↄ⇔√ ≢⁸ ⌐ ╩ ∆╢ ╙ ⅎ╠╣╢⁹╕√⁸

╖─♪◐ꜙⱷfi♩│∕─ Ⱪ↕╣╢∞↑⌂╠⁸▬◌כ▪⁸ ≢ ╩ ∆╢ ╙ ⅎ╠╣

╢⁹∕─ │⁸ ─ ─ ⅜ ⌐ ﬞ №╢╟℮⌂ ⅜ ≤⌂╢⁹ 

HPKI ─ ╩ ™╢ │⁸ ─ ⱳꜞ◦⌐≡⁸₈◄fi♪◄fi♥▫♥▫─ ─

─ │ ─ ─ ─5 ⅜ ╩ ↑≡™╢ ─

⅜ ∆╢ ─ ⌐⁸CPS≢ ╘╢ ─ ⌐ ⅜ √⌂ ─ ─ ╩⇔⁸

√⌂ ─ ╩ ↑╢≤⅝⌐№∫≡│ 6 ─ ≤∆╢⁹₉≤↕╣≡™╢⁹ ─

≢№╣┌⁸ ─ ≢ ╩ ⇔⁸ ⱨ◊כⱴ♇♩╩ ∆╢ ⅜ ≢№╢⁹ 

╙Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪⁸⅔⌂ ─ ⌐ ∆╢ ⅜№╢⅜⁸ 1 ╩כꜝ◄─

⇔ ♪◐ꜙⱷfi♩╩ ∆╢ ≢⁸ ╩ ⇔√ ─⌂╢═ↄ ™ ⌐ ∆╢↓≤⅜ ╕⇔

™⁹ 

 

5.2.1 ─ ─♃▬Ⱶfi◓─▬ⱷכ☺ 

 

 

CRL  

1.0 

 

 
 

 

 

 

 time  
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. ─♃כ♦  ⌐≈™≡ 

≥♃כ♦ ⌐ꜟ▬□ⱨ─≈1╩≥♃כ♦ ⇔≡ ∆╢↓≤╙≢⅝╢⅜⁸ ⇔√ 2≈─ⱨ

□▬ꜟ≤⇔≡ ∆╢ ╙≢⅝╢⁹ ≥♃כ♦ ─≥♃כ♦ ⌐│⁸ 5.3.1⌐ ↕╣╢╟℮⌐⁸

─3≈⅜№╢⁹ 

1  Detached  

│≥♃כ♦ ⇔≡⁸ ╩♃כ♦ ∆╢ ⁹ ─♃כ♦ │ ╦∏⁸№╠╝

╢ⱨ□▬ꜟ ⌐ ⇔≡ ⅜♃כ♦ ≢⅝╢⁹ ▪ⱪꜞ≢ ╩♃כ♦ ╡ ∫≡™╢

⌂≥⁸▪ⱪꜞ ┼─ ⅜ ⌂ↄ≡ ╗⁹ ⁸ ≥♃כ♦ ╩♃כ♦ ≠↑≡ ∆╢

⅜№╢⁹ 

2  Enveloping  

─♃כ♦ ⌐ ╩♃כ♦ ⇔≡ ∆╢ ⁹ ⱨ□▬ꜟ≤ ♃כ♦

⅜ 1 ≈─ⱨ□▬ꜟ≤⌂╢─≢ ™╛∆™⁹ ⁸▪ⱪꜞ⌂≥≢ ╩♃כ♦ ∆╢ ⁸

⁸╠⅛♃כ♦ ╩♃כ♦ ╡ ∆ ⅜№╢⁹ 

3  Enveloped  

⅜♃כ♦ ─♃כ♦ ⌐ ╕╣╢ ≢ ∆╢ ⁹ᵒ≤ ⌐ 1 ≈─ⱨ□▬ꜟ

╩ ∆╣┌ ™─≢ ™╛∆™⁹ ≢⁸ ꜟ▬□ⱨ─♃כ♦ ⅜⁸ ╩◘ⱳכ♩

⇔≡™╢ ⅜ ≤⌂╡⁸ ≢⅝╢ⱨ□▬ꜟ ⌐│ ⅜№╢⁹ ≤⇔≡PDF ≤XML ⅜№╢⁹ 

 

─ │⁸ ꜟ▬□ⱨ─♃כ♦ ⁸∕╣╩ ∆╢▪ⱪꜞ◔כ◦ꜛfi─ ⌐╟╡⁸≥─

╩ ∆╢⅛ ⌐ ⇔≡ ↕╣√™⁹ 

 

 

≥♃כ♦ 5.3.1 ─≥♃כ♦  

 

.  ⌐╟╢ ⌐≈™≡ 

⌐╟╡ ⅜ ⁸│☻כ◔╢╣↕ 5.4.1⌐ ↕╣╢╟℮⌐⁸ ─3≈─ ⌐ ≢⅝╢⁹ 

1  Independent Signature  

─ ╩ ≤⇔≡⁸ ⅜∕╣∙╣ ⁹☻כ◔╢∆ ┼─ ⌂≥⁸ ╩

⅜ ⇔√ ⌂≥⌐ ∆╢ ⁹ ₁─ │ ⇔≡⅔╡⁸ ─ SignerInf o⁸

6 ≢ ╩ ∆╢↓≤⌐╟╡⁸ ─ ⱨ◊כⱴ♇♩╩ ≢⅝╢⁹ 

2  Embedded Signature  

1 ─ ─ ⌐♃כ♦ ⇔≡ ─ ⅜ ⁹☻כ◔╢∆ ⌐ ⇔≡ ╩ ⌡≡ ↄ

Counter Signature ╩ ∆╢↓≤⌐╟╡ ↕╣╢⁹ ┘ ─ ─╟℮⌐ ─

⅜ ╢╟℮⌂ ⌐ ↕╣╢ ⁹ ─ ⱨ◊כⱴ♇♩╩ ⇔ ╩ ∆╢

↓≤│ ≢№╢⅜⁸ ┼─ ─ │ ⇔⌂™⁹▪ⱪꜞ◔כ◦ꜛfi ⌐≡⁸

╩ꜟכꜟ ╘≡ ∆╢↓≤⅜ ≤⌂╢⁹ 

3  ─  

1 ─ ⅜ ⇔√ ⌐⁸ ─ ⅜◖ⱷfi♩╩ ⇔ ⁹☻כ◔╢∆ ♃כ♦

≤ 1─ ─ ┘╟⅔⁸♃כ♦ ╠ ⇔√◖ⱷfi♩ ╩ ≤⇔≡ 2─ ╩ ∆╢⁹

 

 ♃כ♦

 

 ♃כ♦

 

 ♃כ♦

 

 ♃כ♦

 

 ♃כ♦

 

 ♃כ♦
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⅜ ⇔√ ꜠ⱳ⁸┼♩כ ⅜◖ⱷfi♩⇔≡ ╩ ∆╢╟℮⌂ ┼─ ⅜ ⅎ

╠╣╢⁹ ─ ⱨ◊כⱴ♇♩╩↓─╟℮⌂◔כ☻⌐ ∆╢ │⁸ ⱨ◊כⱴ♇♩

┘▪ⱪꜞ◔כ◦ꜛfi≢ ─ ™⌐≈™≡ ∆╢ ⅜№╢⁹ 

 

 

5.4.1 ─  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Embedded Signature  

 
Independent Signature  

─  
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 ─  

.  ─  

ⱨ◊כⱴ♇♩⌐│ ─ ⅜ ╕╣╢⁹ 

⌐ ES-BESה ∆╢ ≤ ╩♃כ♦ ⇔√  

╩    ES-Tה ∆╢ ♃▬ⱶ☻♃fiⱪ╩ ⇔√  

─╘√─    ES-Cה ─ ≤ ⌐ ∆╢ ╩ ⇔√ ⁹√∞⇔⁸

╒≤╪≥ ↕╣⌂™ⱨ◊כⱴ♇♩≢№╡ ≢│ ╡ ╦⌂™⁹ 

─╘√─   ES-XLה ─ ≤ ╩ ⇔√  

♃כ♦    ES-Aה ┘♃▬ⱶ☻♃fiⱪ⁸ ⌂≥╩ Ⱪ♃▬ⱶ☻♃fi▬◌כ▪⌐╘√╢∆

ⱪ╩ ⇔√  

─ ─ ╩ ⇔√╙─⅜ 6.1.1≢№╢⁹ 

↓╣╠─ ─℮∟⁸ES-XL │ES-A╩ ∆╢ ─ ≢№╢≤ ⅎ⁸ ≢│ ES-XL ≢─

│ ≤∆╢⁹╕√⁸ES-BES ⌐≈™≡╙ ⅜ ≢⅝∏ ⅝ ╩ ∆╢ ⌐

│ ↕⌂™√╘ ≤∆╢⁹ 

 

 

6.1.1 ─ ─  

 

ⱨ◊כⱴ♇♩─ ⌐│CMS(Cryptographic Message Syntax) ⌐ ≠ↄCAdESₒ2 ⁸xXML ⌐

≠ↄ XAdESₒ3 ⁸xPDF ⌐ ≠ↄ PAdESₒ4ₓ ┘ JSON ⌐ ≠ↄ JAdESₒ5ₓ⅜№╢⁹

≤⌂╢ ⱨ◊כⱴ♇♩ ┘▪ⱪꜞ◔כ◦ꜛfi─ ⌐ ∫≡⁸™∏╣⅛─ ╩ ∆╢↓≤⅜≢⅝

╢⁹ 

ES-T⁸ES-A╩ ∆╢ ⌐ ⱨ◊כⱴ♇♩ ⌐ ╕╣╢ ─ ┘ ⌂ ╩ ╘√ⱪ

꜡ⱨ□▬ꜟ╩⁸CAdES ⌐≈™≡│ 6.3 ≢⁸XAdES ⌐≈™≡│ 6.4 ≢⁸PAdES ⌐≈™≡│ 6.5 ≢⁸

JAdES ⌐≈™≡│6.6 ≢ ∆╢⁹ 

 

ES-XL 

 
  

 
♃▬ⱶ☻♃
fiⱪ 

ES-A 

ES-BES  

▬◌כ▪
Ⱪ♃▬ⱶ
☻♃fiⱪ 

ES-T 
▬◌כ▪
Ⱪ♃▬ⱶ
☻♃fiⱪ 
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.  ─  

. .  ∆╢ ה  

─ ─ │⁸CAdES⁸XAdES⁸PAdES ┘ JAdES ─ ┘⌐∕╣╠╩ ⇔√●▬

♪Ⱪ♇◒2 ⌂≥╩ ∆╢↓≤⁹♃▬ⱶ☻♃fiⱪ│RFC3161ₒ7ₓ╩ ∆╢⁹ 

 

. .  ES-BES─  

. . .  ES-BES─ ⱪ꜡☿☻ 

ES-BES ─ ⱪ꜡☿☻╩ ∆╢⁹ 

 

 

6.2.1 ES─ ⱪ꜡☿☻ 

 

ES-BES ─ │ 6.2.1≢ ⇔√ⱪ꜡☿☻≢ ℮⁹ⱪ꜡☿☻ ┘ ─ │ ╦⌂™⁹ 

1 ─♃כ♦  ─  

♃כ♦ ─ ⇔↕╩ ∆╢⁹ 

2  ─ ─  

─ ─ ╩ ∆╢⁹ ─ ⅛╠ ╢⁹ 

(2-1) RFC5280⌐ ⇔√  

(2-2) HPKI ─  

3  ─ ─  

⌐ ↨╪⅜⌂™↓≤╩ ∆╢⁹ ─ ⅛╠ ╢⁹ 

(3-1) ─ ─  

(3-2) ─ ─  

 

ⱪ꜡☿☻─ ╩6.2.2.2 ≢ ∆╢⁹ 

 

 
2  Ɫfi♪Ⱪ♇◒⁸ ⁸ 19 3  
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. . .  ⱪ꜡☿☻─  

 

ⱪ꜡☿☻ ─  

─♃כ♦ (1) ─  ─∆═≡╩ ∆╢⁹ 

Ι ♃כ♦™⇔ ≢№╢↓≤ 

Ιⱪ꜡ⱨ□▬ꜟ≢ ↕╣≡™╢ ╩╙≈↓≤ 

ΙⱣכ☺ꜛfi ─  

(2) ─ ─  (2-1) RFC5280⌐ ⇔√  

─ ⌐ ⇔≡ Ɽ☻ ⁸ Ɽ☻ ╩ ℮⁹ 

(2-2) HPKI ─  

─∆═≡╩ ≢⅝╢╟℮⌐∆╢⁹ 

ΙHPKI ⱳꜞ◦─OID ╩ ≈↓≤ 

Ι ─hcRole ─  

 

⌐ ∆╢ │↓─ ─ ≤∆╢⁹ ⌐ ∂≡

⌂ ╩ ∂╢↓≤⁹ 

(3) ─ ─  (3-1) ─ ─  

─∆═≡╩ ∆╢⁹ 

Ι ≤⁸∕─Ɫ♇◦ꜙ ╩ ∆╢⁹ 

Ι ╩ ─ ⌐╟╡ ∆╢⁹ 

(3-2) ─ ─  

Ι ─ ≤ ⅜ ∆╢↓≤╩ ∆╢⁹ 
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. .  ES-T─  

. . .  ES-T─ ⱪ꜡☿☻ 

ES-T ─ ⱪ꜡☿☻╩ ∆╢⁹ 

 

 

6.2.2 ES-T─ ⱪ꜡☿☻ 

 

 

ES-T ─ │ 6.2.2≢ ⇔√ⱪ꜡☿☻≢ ℮⁹ⱪ꜡☿☻ ┘ ─ │ ╦⌂™⁹ 

1  ♃▬ⱶ☻♃fiⱪ─  

⌂♃▬ⱶ☻♃fiⱪ≢№╢↓≤╩ ∆╢⁹ ─ ⅛╠ ╢⁹ 

(1-1) ♃▬ⱶ☻♃fiⱪ╩ ⇔√TSA─ ─  

(1-2) ♃▬ⱶ☻♃fiⱪ╩ ⇔√TSA─ ─  

(1-3) ♃▬ⱶ☻♃fiⱪ≤♃▬ⱶ☻♃fiⱪ ≤─  

2  ♃▬ⱶ☻♃fiⱪ⅜ ∆ ⌐⅔↑╢ES-BES─  

⌐ ≠⅝ES-BES─ ╩ ℮⁹ ─ ⅛╠ ╢⁹ 

(2-1) ⌐⅔↑╢ES-BES─  

(2-2) ES-BES─ ─ ─  

ⱪ꜡☿☻─ ╩6.2.3.2 ≢ ∆╢⁹ 
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. . .  ⱪ꜡☿☻─  

 

ⱪ꜡☿☻ ─  

(1) ♃▬ⱶ☻♃fiⱪ─  (1-1) ♃▬ⱶ☻♃fiⱪ╩ ⇔√TSA─ ─  

ΙTSA ⌐ ⇔≡ Ɽ☻ ⁸ Ɽ☻ ╩ ™⁸ ⌐⅔™

≡ ⌂ ≢№╢↓≤╩ ∆╢⁹ 

ΙTSA ─ ⅜ ≢№╢↓≤╩ ∆╢⁹ 

(1-2) ♃▬ⱶ☻♃fiⱪ╩ ⇔√TSA─ ─  

ΙTSA ─ ╩ ™≡♃▬ⱶ☻♃fiⱪ♩כ◒fi─ ╩ ∆

╢⁹ 

(1-3) ♃▬ⱶ☻♃fiⱪ≤♃▬ⱶ☻♃fiⱪ ≤─  

Ι♃▬ⱶ☻♃fiⱪ♩כ◒fi─Ɫ♇◦ꜙ ≤⁸♃▬ⱶ☻♃fiⱪ כ♦╢⌂≥

♃ ─ ╩ ∆╢⁹ 

(2) ♃▬ⱶ☻♃fiⱪ⅜ ∆ ⌐

⅔↑╢ES-BES─  

(2-1) ⌐⅔↑╢ES-BES─  

 ♃▬ⱶ☻♃fiⱪ⅜ ∆ ╩ ⇔≡ 6.2.2 ₈ES-BES ─ ₉╩

∆╢⁹ ♃▬ⱶ☻♃fiⱪ⅜ ∆ ⌐⅔™≡⁸ ─ ⅜

≢№╢↓≤╩ ∆╢⁹ 

(2-2 ) ES-BES─ ─ ─  

─ ⌐ ∆╢ ≤⌂╢ ─ ⅜ ∆╢⌂≥⁸

ES-T♦כ♃ ⌐ ™ ╩ √ ⌐ ╩ ℮↓≤╙ ⅎ╠╣╢⁹↓

─╟℮⌂ ⁸(2-1)─ Ɽ☻ ≢ ↕╣╢ ⅜ ⌂╙─≢№

╢⅛ ∆╢ ⅜№╢⁹ 

ⅎ┌⁸ ⱳꜞ◦╩ ∆╢⌂≥ ≤ ─ ≢ ⌂ ⌐

∆╢ ╩ ∆╢↓≤ ┘⁸ │ ≢⅝╢ ⌐╟

╡ ↕╣√ ─ ─ ≤ ╩ ℮⌂≥⅜ ⅎ╠╣╢⅜⁸

∕─ ⌂ │↓─ ─ ≤∆╢⁹ 
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. .  ES-XL─  

. . .  ES-XL ─ ⱪ꜡☿☻ 

ES-XL ─ ⱪ꜡☿☻╩ ∆╢⁹ 

 

 

6.2.3 ES-XL ─ ⱪ꜡☿☻ 

 

ES-XL ─ │ 6.2.3≢ ⇔√ⱪ꜡☿☻≢ ℮⁹ⱪ꜡☿☻ ┘ ─ │ ╦⌂™⁹ 

 

1  ─ ⌐ ∆╢ ─  

⅜ ≢№╢↓≤╩ ∆╢⁹ ─ ⅛╠ ╢⁹ 

(1-1)  ⌐ ╕╣╢ ─fiכ▼♅ ─  

(1-2)  ─ ─ ─  

(1-3)  ⌐ ╕╣╢ ─ ─  

(1-4)  ─ ─ ─  

2  ♃▬ⱶ☻♃fiⱪ─  

⌂♃▬ⱶ☻♃fiⱪ≢№╢↓≤╩ ∆╢⁹ 

(2-1)  ⌐⅔↑╢ ♃▬ⱶ☻♃fiⱪ─  

(2-2)  ♃▬ⱶ☻♃fiⱪ─ ─ ─  

3  ♃▬ⱶ☻♃fiⱪ⅜ ∆ ⌐⅔↑╢ ES-BES ─  

⌐⅔↑╢ ES-BES ─ ╩ ∆╢⁹ 

(3-1)  ⌐⅔↑╢ ES-BES ─  

(3-2)  ES-BES ─ ─ ─  

4  ─  

 

ES-XL│ES-T⌐ ∆╢ ⅜ ↕╣√ES-A ─ ─ ⱨ◊כⱴ♇♩≤⇔≡ ↕╣≡™╢⁹ 
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│ ES-XL ≢ ∆╢↓≤│ ↕╣≡™⌂™⅜⁸ES-XL ≢ ≡™⅔⌐☻כ◔╢∑↕

╩ ℮ ─ ≤⇔≡│⁸ ⱨ◊כⱴ♇♩≢№╢⅜ ⌐ ─ ⅎ ⁸ ─ ─ ⌐

≈™≡⁸ES-XL ≢ ∆╢◖Ⱶꜙ♬♥▫ ╩ꜟכꜟ≢ ⇔⁸ ⌐ ∆╢ ⅜№╢⁹ 
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. . .  ⱪ꜡☿☻─  

 

(1) ─ ⌐ ∆╢ ─  

 

⌂ ⅜ ↕╣≡™╢↓≤╩ ∆

╢⁹ ─ ⌐⅔↑╢ ╩

∆╢⁹ 

(1-1) ⌐ ╕╣╢ ─fiכ▼♅ ─  

(1-2) ─ ─ ─  

(1-3) ⌐ ╕╣╢ ─ ─  

⅜ ↕╣√ ≤ ─ ╩ ⇔⁸ ⌂

≢№╢↓≤╩ ∆╢⁹ 

(1-4) ─ ─ ─  

─ ⌐ ™╠╣√ ─ ╩ ∆╢≤⅝⁸∕

─ ≤⌂╢ ⅜ ⌂╙─≢№╢↓≤╩ ∆╢⁹ 

(2) ♃▬ⱶ☻♃fiⱪ─  (2-1) ⌐⅔↑╢ ♃▬ⱶ☻♃fiⱪ─  

⌐⅔↑╢ TSA ─ ╩ ∆╢⁹ 

(2-2) ♃▬ⱶ☻♃fiⱪ─ ─ ─  

♃▬ⱶ☻♃fiⱪ─ TSA ╩ ∆╢ ⌐⅔™≡⁸∆

≢⌐ ≤⌂╢ ─ ⅜ ╣≡™╢↓≤⅜ ⅎ╠╣

╢⁹(2-1)─ Ɽ☻ ╩ ℮ ≢⁸ ≤⌂╢ ⅜

⌂╙─≢№╢↓≤╩ ∆╢⁹ 

∕─ ⌂ │↓─ ─ ≤∆╢⁹  

(3) ♃▬ⱶ☻♃fiⱪ⅜ ∆ ⌐⅔↑╢ 

ES-BES ─  

(3-1) ♃▬ⱶ☻♃fiⱪ⅜ ∆ ╩ ⇔⁸(2)≢ ⅜

↕╣√ ╩ ⇔≡ 6.2.2 ₈ES-BES ─ ₉╩

∆╢⁹ 

(3-2) ES-BES ─ ─ ╩ ∆╢⁹ 

─ ╩ ∆╢ ⌐⅔™≡⁸∆≢⌐ ≤⌂╢

─ ⅜ ╣≡™╢↓≤⅜ ⅎ╠╣╢⁹(3-1)─ Ɽ☻

╩ ℮ ≢⁸ ≤⌂╢ ⅜ ⌂╙─≢№╢↓≤╩

∆╢⁹∕─ ⌂ │↓─ ─ ≤∆╢⁹  

(4) ─  ─℮∟ ≢ ↑≡™╢ ─ ⁹

♃▬ⱶ☻♃fiⱪ─ ⌐ ⇔≡ ─ ─

─ ╩ ∆╢⁹ 
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. .  ES-A─  

. . .  ES-A ─ ⱪ꜡☿☻ 

ES-A ─ ⱪ꜡☿☻╩ ∆╢⁹ 

 

 

6.2.4 ES-A─ ⱪ꜡☿☻ 

 

ES-A ─ │ 6.2.4≢ ⇔√ⱪ꜡☿☻≢ ℮⁹ⱪ꜡☿☻ ┘ ─ │ ╦⌂™⁹ 
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1 ─Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪─   

⌂♃▬ⱶ☻♃fiⱪ≢№╢↓≤╩ ∆╢⁹ ─ ⅛╠ ╢⁹ 

╩Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪─ (1-1) ⇔√TSA─ ─  

╩Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪─ (1-2) ⇔√TSA─ ─  

Ⱪ♃▬ⱶ☻♃fiⱪ≤♃▬ⱶ☻♃fiⱪ▬◌כ▪─ (1-3) ≤─  

2 ─Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪─  ∆╢  

Ⱪ▬◌כ▪ ≢ ⌂♃▬ⱶ☻♃fiⱪ≢№∫√↓≤╩ ∆╢⁹ ─ ⅛╠ ╢⁹ 

╩Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪ (2-1) ⇔√TSA─ ─  

╩Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪ (2-2) ⇔√TSA─ ─  

Ⱪ♃▬ⱶ☻♃fiⱪ≤♃▬ⱶ☻♃fiⱪ▬◌כ▪ (2-3) ≤─  

─Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪ (2-4) ─ ╩ ∆╢ 

3  ─ ⌐ ∆╢ ─  

╢™≡╣↕Ⱪ▬◌כ▪ ⅜ ≢№╢↓≤╩ ∆╢⁹ ─ ⅛╠ ╢⁹ 

(3-1) ⌐ ╕╣╢ ─fiכ▼♅ ─  

(3-2) ─ ─ ─  

(3-3) ⌐ ╕╣╢ ─ ─  

(3-4) ─ ─ ─  

4  ♃▬ⱶ☻♃fiⱪ─  

⌂♃▬ⱶ☻♃fiⱪ≢№╢↓≤╩ ∆╢⁹ 

Ⱪ▬◌כ▪ (4-1) ⌐⅔↑╢ ♃▬ⱶ☻♃fiⱪ─  

(4-2) ♃▬ⱶ☻♃fiⱪ─ ─ ─  

5  ♃▬ⱶ☻♃fiⱪ⅜ ∆ ⌐⅔↑╢ES-BES─  

⌐⅔↑╢ES-BES─ ╩ ∆╢⁹ 

(5-1) ⌐⅔↑╢ES-BES─  

(5-2) ES-BES─ ─ ─  

6  ─  

 

ⱪ꜡☿☻─ ╩6.2.5.2 ≢ ∆╢⁹ 
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. . .  ⱪ꜡☿☻─  

 

ⱪ꜡☿☻ ─  

Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪─ (1)

─  

╩Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪─ (1-1) ⇔√TSA─ ─  

ΙTSA ⌐ ⇔≡ Ɽ☻ ⁸ Ɽ☻ ╩ ™⁸ ⌐⅔↑

╢ ─ ╩ ∆╢⁹ 

ΙTSA ─ ⅜ ≢№╢↓≤╩ ∆╢⁹ 

╩Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪─ (1-2) ⇔√TSA─ ─  

TSA ─ ╩ ™≡♃▬ⱶ☻♃fiⱪ♩כ◒fi─ ╩ ∆

╢⁹ 

Ⱪ♃▬ⱶ☻♃fiⱪ≤♃▬ⱶ☻♃fiⱪ▬◌כ▪─ (1-3) ≤─

 

♃▬ⱶ☻♃fiⱪ♩כ◒fi─Ɫ♇◦ꜙ ≤⁸♃▬ⱶ☻♃fiⱪ כ♦╢⌂≥

♃ Ⱪ▬◌כ▪ ╩ ∆╢⁹ 

(2) Ⱪ♃▬ⱶ▬◌כ▪─

☻♃fiⱪ─ ∆╢  

 

☻Ⱪ♃▬ⱶ▬◌כ▪╢⌂≥

♃fiⱪ⌐ ⇔⁸ ─

⇔™ ⅜Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪

∆ ╩ כ▪─ (1)₈≡⇔

◌▬Ⱪ♃▬ⱶ☻♃fiⱪ─ ₉≤

─ ╩ ∆╢⁹ 

╩Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪ (2-1) ⇔√TSA─ ─  

⅜Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪─ ∆ ⌐⅔™≡⁸ ≤⌂

Ⱪ♃▬ⱶ☻♃fiⱪ─TSA▬◌כ▪╢ ─ ╩ ∆╢⁹ 

─ │ 6.2.5╩ ─↓≤  

╩Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪ (2-2) ⇔√TSA─ ─  

Ⱪ♃▬ⱶ☻♃fiⱪ≤♃▬ⱶ☻♃fiⱪ▬◌כ▪ (2-3) ≤─  

─Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪ (2-4) ─ ─  

Ⱪ♃▬ⱶ☻♃fiⱪ─TSA▬◌כ▪ ╩ ∆╢ ⌐⅔™≡⁸∆≢⌐

≤⌂╢ ─ ⅜ ╣≡™╢↓≤⅜ ⅎ╠╣╢⁹(2-1)─

Ɽ☻ ╩ ℮ ≢⁸ ≤⌂╢ ⅜ ⌂╙─≢№╢↓≤╩

∆╢⁹∕─ ⌂ │↓─ ─ ≤∆╢⁹ 

(3) ─ ⌐ ∆╢

─  

 

⌂ ≡╣↕Ⱪ▬◌כ▪⅜

™╢↓≤╩ ∆╢⁹ ╙ ◌כ▪™

▬Ⱪ♃▬ⱶ☻♃fiⱪ⅜ ∆ ⌐⅔

↑╢ ╩ ∆╢⁹ 

(3-1) ⌐ ╕╣╢ ─fiכ▼♅ ─  

(3-2) ─ ─ ─  

(3-3) ⌐ ╕╣╢ ─ ─  

⅜ ↕╣√ ─Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪≥ ╩ ⇔⁸

⌂ ≢№╢↓≤╩ ∆╢⁹ 

(3-4) ─ ─ ─  

─ ⌐ ™╠╣√ ─ ╩ ∆╢≤⅝⁸∕─

≤⌂╢ ⅜ ⌂╙─≢№╢↓≤╩ ∆╢⁹ 

(4) ♃▬ⱶ☻♃fiⱪ─ Ⱪ▬◌כ▪ (4-1)  ⌐⅔↑╢ ♃▬ⱶ☻♃fiⱪ─  

╙ ⅜Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪™ ∆ ╩ ⇔≡ 6.2.3.2 ₈(1) 

♃▬ⱶ☻♃fiⱪ─ ₉╩ ∆╢⁹ ╙ ♃☻Ⱪ♃▬ⱶ▬◌כ▪™

fiⱪ⅜ ∆ ⌐⅔↑╢TSA ─ ╩ ∆╢⁹ 

(4-2) ♃▬ⱶ☻♃fiⱪ─ ─ ─  

♃▬ⱶ☻♃fiⱪ─TSA ╩ ∆╢ ⌐⅔™≡⁸∆≢⌐

≤⌂╢ ─ ⅜ ╣≡™╢↓≤⅜ ⅎ╠╣╢⁹(4-1)─ Ɽ☻

╩ ℮ ≢⁸ ≤⌂╢ ⅜ ⌂╙─≢№╢↓≤╩ ∆╢⁹

∕─ ⌂ │↓─ ─ ≤∆╢⁹ 

(5) ♃▬ⱶ☻♃fiⱪ⅜ ∆ ⌐

⅔↑╢ES-BES─  

(5-1) ♃▬ⱶ☻♃fiⱪ⅜ ∆ ╩ ⇔⁸(4)≢ ⅜ ↕╣√

╩ ⇔≡6.2.2 ₈ES-BES─ ₉╩ ∆╢⁹ 
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(5-2) ES-BES─ ─ ╩ ∆╢⁹ 

─ ╩ ∆╢ ⌐⅔™≡⁸∆≢⌐ ≤⌂╢ ─

⅜ ╣≡™╢↓≤⅜ ⅎ╠╣╢⁹(5-1)─ Ɽ☻ ╩ ℮ ≢⁸

≤⌂╢ ⅜ ⌂╙─≢№╢↓≤╩ ∆╢⁹∕─ ⌂

│↓─ ─ ≤∆╢⁹ 

(6) ─  ─℮∟ ≢ ↑≡™╢ ─ ⁹ 

♃▬ⱶ☻♃fiⱪ─ Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪⁸ ⌐ ⇔≡

─ ╩ ∆╢⁹ 

 

 

 

6.2.5 ES-A─ ⌐ ™╢ ─Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪  
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.  CAdES⌐ ∆╢  

. .   

CAdES─ ┘ ⌐ ∆╢ ╩ ∆⁹ 

6.3.2 ⌐↓─ ≢ ∆╢ⱪ꜡ⱨ□▬ꜟ─ ╩⁸6.3.3 ⌐CAdES─ ╩ ∆⁹6.3.4 ⌐ ꜠

ⱬꜟ─ ⁸6.3.5 6.3.6 ⌐ⱪ꜡ⱨ□▬ꜟ─ ╩ ⇔⁸6.3.7 ⌐ ─ ╩ ∆⁹ 

 

. .  ∆╢ ⱪ꜡ⱨ□▬  ꜟ

╩ ⌐╦√∫≡ ⌐∆╢√╘⌐│⁸ ⅜ ↕╣≡™╢↓≤─╒⅛⌐⁸

─ ⅜ ≢№╢↓≤⌐ ⅎ⁸ ┘ ╩ ╗ ⌐ ∆╢ ─ ↨╪ ⅜ ≢№

╢↓≤⅜ ≢№╢⁹↓─ ≢│⁸CAdES⌐ ⇔≡⁸ ─ ≈─ⱪ꜡ⱨ□▬ꜟ╩ ∆╢↓≤⌐╟∫≡⁸

↓─ ╩ √∆⁹ 

1  CAdES-Tⱪ꜡ⱨ□▬  ꜟ

♃▬ⱶ☻♃fiⱪ⅜ ↕╣√ ─♃כ♦ ┘ ⌐ ∆╢ⱪ꜡ⱨ□▬ꜟ⁹ 

2  CAdES-Aⱪ꜡ⱨ□▬  ꜟ

⅜Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪ ↕╣√ ─♃כ♦ ┘ ⌐ ∆╢ⱪ꜡ⱨ□▬ꜟ⁹ 

↓↓≢⁸CAdES-T♦כ♃≤CAdES-A♦כ♃─ ╩ 6.3.1⌐ ∆⁹ 

 

6.3.1 CAdES-T♦כ♃≤CAdES-A♦כ♃─  

 

. .  CAdES─♦כ♃  

CAdES ♃כ♦─ ─ⱬ⁸│☻כ ⁹╢№≢♃כ♦⅝ ⁸│♃כ♦⅝ ╩◌ⱪ☿ꜟ

⇔≡ ╡ ╖⁸ ─ ─ ╩ ∆╢↓≤⅜≢⅝╢ 

6.3.2.─ ⁹ 6.3.3⌐⁸ ─♃כ♦⅝ ╩ ∆⁹ 

 

♩fi♥fi◖⁸│♃כ♦⅝  ─♥fiⱪ꜠כ♩⌐ ∫≡⁸◖fi♥fi♩ ⅜ " ╩♃כ♦⅝

∆ (id-signedData)"  ─◖fi♥fi♩≤⇔≡ ↕╣╢⁹ 

 

─ │⁸ ≤⇔≡ ↕╣≡™╢ 6.3.4 ⁹ 

CAdES-A

─♃כ♦

CAdES-T

─♃כ♦

CAdES-T

─♃כ♦

CAdES-A

─♃כ♦

CAdES-T

♃כ♦
♃כ♦

2 Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪─

( ה )

( )

CAdES-A

♃כ♦

CAdES-A

─♃כ♦

CAdES-T

─♃כ♦

CAdES-T

─♃כ♦

CAdES-A

─♃כ♦

CAdES-T

♃כ♦
♃כ♦

2 Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪─

( ה )

( )

CAdES-A

♃כ♦
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6.3.2 CAdES─♦כ♃  

 

◖fi♥fi♩  

◖fi♥fi♩ 

ⱷ♇☿כ☺ ─  

♄▬☺▼☻♩▪ꜟ◗ꜞ☼ⱶ  

◌ⱪ☿ꜟ ↕╣√◖

fi♥fi♩  

◖fi♥fi♩  

◖fi♥fi♩ 

 

 

 

─♃כ♦⅝ 6.3.3  

 

─  

 

┘◦ꜞ▪ꜟ  ╕√│  

♄▬☺▼☻♩▪ꜟ◗ꜞ☼ⱶ  

 

▪ꜟ◗ꜞ☼ⱶ  

 

 

6.3.4 ─  

 

◖fi♥fi♩  

◖fi♥fi♩ 

 

 

◖fi♥fi♩  

 ♃כ♦⅝

 

 

e◖fi♥fi♩  

 ♃כ♦

e◖fi♥fi♩ 

 ♃כ♦

 

 

♃▬ⱶ☻♃fiⱪ 

♃▬ⱶ☻♃

fiⱪ♩כ◒fi 

─♥fiⱪ꜠כ♩ 

◌ⱪ☿ꜟ  

↕╣√◖fi♥fi♩ 

 

 

 

 

 

─  

♃▬ⱶ☻♃fiⱪ ESS  

─  

 

 

 

◖fi♥fi♩  

 ♃כ♦⅝

 

 
◌ⱪ☿ꜟ  

↕╣√◖fi♥fi♩ 

 

 

 

 

e◖fi♥fi♩  

♃▬ⱶ☻♃fiⱪ

fi◒כ♩  

e◖fi♥fi♩ 

ⱷ♇☿כ☺─Ɫ

♇◦ꜙ⁸◦ꜞ▪ꜟ

⁸ ⌂≥ 
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. .  ꜠ⱬꜟ─  

↓─ ≢│⁸CAdES-T ♃כ♦ ┘ CAdES-A ╩♃כ♦ ∆╢ ⌐ ∆╢⁸ⱪ꜡ⱨ□▬ꜟ≤⇔≡

─ ꜠ⱬꜟ≤⇔≡⁸ ─ ╩ ∆╢⁹ 

1   

↓─ ꜠ⱬꜟ╩ ≈ │ ∏ ⇔⌂↑╣┌⌂╠⌂™⁹↓─ ꜠ⱬꜟ─ ⅜⁸ ≤⌂╢

╩ ≈ │⁸ ⌂ↄ≤╙∕─ ─ ≈╩ ⇔⌂↑╣┌⌂╠⌂™⁹╕√⁸↓─

꜠ⱬꜟ─ ⅜⁸ ─ ─ ≈≢№╢ │⁸∕─ ╩ ∆╢≤⅝│

↓─ ╙ ⇔⌂↑╣┌⌂╠⌂™⁹ 

2   

↓─ ꜠ⱬꜟ╩ ≈ ─ │ ≤∆╢⁹ 

3   

↓─ ꜠ⱬꜟ╩ ≈ ─ │ ≤∆╢⅜⁸ ⌐ ─ ╩ ≤⇔≡™╢√╘⁸

⇔⌂™↓≤╩ ∆╢⁹√∞⇔⁸ ≡™⅔⌐☻כ◔☻כꜚ─ ─ ⌐ ≠⅝⁸ ─

≢ ∆╢↓≤╩ →╢╙─≢│⌂™⁹ ∆╢ │∕─ ⌐ ⇔≡⁸ ⌐ ⌂ ╩

⇔⌂↑╣┌⌂╠⌂™⁹ 

4   

↓─ ꜠ⱬꜟ╩ ≈ ♃כ♦⁸│ ⌐ ╘≡│⌂╠⌂™⁹ │⁸∕─ ╩ ⇔≡╟™⁹ 
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. .  CAdES-T⌐ ∆╢  

 

6.3.1 ContentInfo ◖fi♥fi♩  

 ꜠ⱬ  ꜟ /  

ContentType  

◖fi♥fi♩  
 SignedData ╩ ∆  

Content  

◖fi♥fi♩ 
 SignedData  

 

 

6.3.2 SignedData ⅝♦כ♃ 

 ꜠ⱬ  ꜟ /  

CMSVersion  

ⱷ♇☿כ☺ ─  
  

DigestAlgorithmIdentifiers  

♄▬☺▼☻♩▪ꜟ◗ꜞ☼ⱶ  
  

EncapsulatedContentInfo  

◌ⱪ☿ꜟ ↕╣√◖fi♥fi♩  
  

eContentTypeהה  

◖fi♥fi♩  
  

eContentהה  

◖fi♥fi♩ 
  

CertificateSet  (Certificates)  

 
  

Certificateהה  

 
  

AttributeCertificateV2הה  

2  
  

OtherCertificateFormatהה  

∕─ ─  
  

RevocationInfoChoices  (crls) 

─  
  

CertificateListהה  

 
  

OtherRevocationInfoFormatהה  

∕─ ─  
  

SignerInfos  

 
  

הה ─    

הה ─    
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6.3.3 SignerInfo  

 ꜠ⱬ  ꜟ /  

CMSVersion  

ⱷ♇☿כ☺ ─  
 

⅜ ┘◦ꜞ▪ꜟ ⌂╠1 

⌂╠┌3 

SignerIdentifier  

 
  

IssuerAndSerialNumberהה  

┘◦ꜞ▪ꜟ  
  

SubjectKeyIdentifierהה  

 
  

DigestAlgorithmIdentifier  

♄▬☺▼☻♩▪ꜟ◗ꜞ☼ⱶ  
  

SignedAttributes  

 
  

SignatureAlgorithm Identifier  

▪ꜟ◗ꜞ☼ⱶ  
  

SignatureValue  

 
  

UnsignedAttributes  

 
  

 

 

6.3.4 ┘ 6.3.5⌐ ↕╣≡™⌂™ ┘ ─ ꜠ⱬꜟ│" "≤

∆╢⁹ 

6.3.4 SignedAttributes  

 ꜠ⱬ  ꜟ /  

ContentType  

◖fi♥fi♩  
  

MessageDigest 

ⱷ♇☿כ☺♄▬☺▼☻♩ 
  

SigningCertificateReference  

─  
  

ESSSigningCertificateהה  

ESS ─   
 a)  

ESSSigningCertificateV2הה  

ESS ─ 2  
 a)  

OtherSigningCertificateהה  

─ ─  
  

Signatgure PolicyIdentifier  

ⱳꜞ◦  
 

ISO 14533:2021≢ ≤⌂∫√√╘⁸ ꜠ⱬ

ꜟ╩  

SigningTime  

 
 b)  

ContentReference 

◖fi♥fi♩  
  

ContentIdentifier  

◖fi♥fi♩  
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ContentHint s 

◖fi♥fi♩─ⱥfi♩ 
  

CommitmentTypeIndication  

◖Ⱶ♇♩ⱷfi♩  
  

SignerLocation  

 
  

SignerAttribute  

─  
  

ContentTimestamp  

◖fi♥fi♩♃▬ⱶ☻♃fiⱪ 
  

♃▬ⱶⱴכ◒⌂≥∕─ ─    

a) ESS ─ ⁸ESS ─ 2 ─™∏╣⅛ ≈╩ ⁹ 

b) ─ │ ⁹ 

 

6.3.5  

 ꜠ⱬ  ꜟ /  

CounterSignature  

◌►fi♃  
  

╩ ∆╢    

SignatureTimestampהה  

♃▬ⱶ☻♃fiⱪ 
 RFC3161≢ ↕╣╢♃▬ⱶ☻♃fiⱪ3 

─⧵≤⌂◒כⱶⱴ▬♃הה ─    

 

 
3 ♃▬ⱶ☻♃fiⱪ╩ ⇔CAdES♦כ♃┼ ∆╢ ⁸ ┘⁸∕─♃▬ⱶ☻♃fiⱪ╩ ∆╢ ⅜

≢ ⌐ ↕╣≡™╢↓≤⅛╠⁸RFC3161♃▬ⱶ☻♃fiⱪ╩ ≤∆╢⁹ 
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. .  CAdES-A⌐ ∆╢  

CAdES-Aⱪ꜡ⱨ□▬ꜟ│⁸CAdES-T♦כ♃─ ≤⇔≡ ↕╣╢⁹CAdES-T♦כ♃─

⌐ ∆╢⁸CAdES≢ ↕╣√ │⁸ 6.3.6⌐ ∆ ꜠ⱬꜟ⌐ ℮⁹↓─ ⌐ ↕╣≡™⌂™

─ ꜠ⱬꜟ│" "≢№╢⁹⌂⅔⁸ArchiveTimestamp ─Ᵽכ☺ꜛfi⌐≈™≡│⁸ ⌐⅔↑

╢ ArchiveTimestamp V2 ⌐╟╢ ⌂ ╩ ∆╢√╘⁸ ꜠ⱬꜟ⌐≈™≡│⁸

ArchiveTimestampV2 ─ ╩ ≤⇔√ ≤⇔≡™╢⁹ArchiveTimestampV 3╩ ∆╢ │

2╩ ─ ∆╢ ⁹ 

 

6.3.6  

 ꜠ⱬ  ꜟ /  

CounterSignature  

◌►fi♃  
 a)  

Trusted time  

↕╣√  
  

SignatureTimeStampהה  

♃▬ⱶ☻♃fiⱪ 
 

RFC3161 ≢ ↕╣╢♃▬ⱶ☻

♃fiⱪ 

Time Mark or other method like archive timeהה -stamp as 

its replacement  

♃▬ⱶⱴכ◒⌂≥∕─ ─  

  

CompleteCertificateRef erences 

⌂  

 a) 

⌐ ⇔≡

│  

 

CompleteRevocationRef erences 

⌂  

 a) 

⌐ ⇔≡

│  

 

 CompleteRevRefs CRLהה

CRL ─  
  

 CompleteRevRefs OCSPהה

OCSP ─  
  

OtherRevRefsהה  

─ ─  
  

Attribute certificate references  

─  
  

Attribute revocation references  

─  
  

CertificateValues  

 
 a)  

CertificateValuesהה  

 
  

CAהה ⌐╟╢ ─    

RevocationValues  

 
 a)  

CertificateListהה  

CRL⌐╟╢  
  

 BasicOCSPResponseהה

OCSP  
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OtherRevValsהה  

─  
  

CAהה ⌐╟╢ ─    

CAdES-C-timestamp  

CAdES-C♦כ♃┼─♃▬ⱶ☻♃fiⱪ 
  

Time-stamped cert and crls reference  

♃▬ⱶ☻♃fiⱪ⅜ ↕╣√ ┘ ⌐ ∆╢

 

  

↨╪ ╩ ≤∆╢    

ArchiveTimestampV3הה  

Ⱪ♃▬ⱶ☻♃fiⱪ id-aa-ets-archiveTimestampV3▬◌כ▪  
  

ArchiveTimestampV2הה  

 Ⱪ♃▬ⱶ☻♃fiⱪ id-aa-48▬◌כ▪
 

RFC3161 ≢ ↕╣╢♃▬ⱶ☻

♃fiⱪ4 

ArchiveTimestampהה V1 

 Ⱪ♃▬ⱶ☻♃fiⱪ id-aa-27▬◌כ▪
 

ETSI/TS 101 733 v1.4.0 ╙⇔ↄ

│∕╣ ≢ ↕╣╢⁹ 

RFC3161 ≢ ↕╣╢♃▬ⱶ☻

♃fiⱪ4 

 Evidence Recordהה

 
 

RFC 4998≢ ↕╣╢ ─꜠

♪כ◖ ERS  

─⧵≤⌂◒כⱶⱴ▬♃הה ─    

a) ↓╣╠─♃▬ⱪ─♃▬ⱶ☻♃fiⱪ╩ ⇔√ │⁸ ╩ ⇔≡│⌂╠⌂™⁹ 

 

 
4 ♃▬ⱶ☻♃fiⱪ╩ ⇔CAdES♦כ♃┼ ∆╢ ⁸⅔╟┘⁸∕─♃▬ⱶ☻♃fiⱪ╩ ∆╢ ⅜

≢ ⌐ ↕╣≡™╢↓≤⅛╠⁸RFC3161♃▬ⱶ☻♃fiⱪ╩ ≤∆╢⁹ 
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. .  ─  

. . .  ContentInfo ◖fi♥fi♩ ─  

ContentTypeה ◖fi♥fi♩  

ⱷ♇☿כ☺─ ⁹↓╣│○Ⱪ☺▼◒♩ ≢№╡⁸↓─ ⱷ♇☿כ☺─ ╩ ⇔√ ⌐

╟∫≡ ╡ ≡╠╣√ ⌐ ╕╢ ≢№╢⁹ 

Contentה ◖fi♥fi♩ 

ⱷ♇☿כ☺─ ⁹↓─ │⁸◖fi♥fi♩ ⌐╟∫≡ ⌐ ╘╠╣╢⁹ 

 

. . .  SignedData ─♃כ♦⅝  

CMSVersionה ⱷ♇☿כ☺ ─  

─♃כ♦⅝ ─ ⁹ 

DigestAlgorithmIdentifiersה ♄▬☺▼☻♩▪ꜟ◗ꜞ☼ⱶ  

♄▬☺▼☻♩▪ꜟ◗ꜞ☼ⱶ─ ╕╡⁹ 

EncapsulatedContentInfoה ◌ⱪ☿ꜟ ↕╣√◖fi♥fi♩  

♃כ♦ ┘∕╣⌐ ∆╢ ⁹ 

eContentType eה ◖fi♥fi♩  

♃כ♦ ♃כ♦─ ╩ ⌐ ∆╢○Ⱪ☺▼◒♩ ⁹ 

eContent eה ◖fi♥fi♩ 

♃כ♦ ♩▬Ᵽ♃כ♦─ ╩ ∆╢⁹ ∆╢↓≤⌐╟∫≡⁸" "╩ ∆╢

↓≤⅜ ⌐⌂╢⁹ 

  CertificateSet (certificates)ה

─ ╕╡⁹ "│√╕"♩כꜟ"╢╣↕ ─ "⅛╠ ⌐ ╕╣╢∆═≡─

╕≢─ ╩ ╗↓≤⅜≢⅝╢⁹ 

(1)  

(2) 2  

(3) ∕─ ─  

↓─ ≢│⁸(1) ─╖╩ ≤∆╢⁹ 

  RevocationInfoChoices (crls)ה

ꜞ☻♩(CRL)─ ╕╡⁹ ⌐ ╕╣╢ ⅜ ⅛ ⅛╩ ∆╢√╘─ ╩ ╗

↓≤⅜≢⅝╢⁹ 

(1)  

(2) ∕─ ─  

  SignerInfosה

─ ╕╡⁹0 ╙ ╘≡⁸≥─╟℮⌂ ─ ╙ ╗↓≤⅜№╢⁹ 

 

. . .  SignerInfo ─  

☺כ☿♇CMSVersion ⱷה ─  

─ ─ ≢№╢⁹ ⅜ ┘◦ꜞ▪ꜟ ⌂╠┌⁸ │1≢⌂↑╣┌⌂╠

⌂™⁹ ⌂╠┌⁸ │ 3≢⌂↑╣┌⌂╠⌂™⁹ 

  SignerIdentifierה

─ ╩ ∆╢ ∕╣⌐╟∫≡ ─ ╙ ∆╢⁹⁹ ─ │⁸ ⅜

╩ ∆╢─⌐ ≢№╢⁹ ─ ╩ ∆╢√╘─ ≈─ ╩ ∆╢⁹ 

ꜟ▪ꜞ◦┘ IssuerAndSerialNumberה  

─ ╩⁸ ─ ┘ ─◦ꜞ▪ꜟ ⌐╟∫≡ ∆╢⁹ 

  SubjectKeyIdentifierה

─ ╩X.509 ─ ─ ⌐╟∫≡ ∆╢⁹ 
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DigestAlgorithmIdentifier ♄▬☺▼☻♩▪ꜟ◗ꜞ☼ⱶה  

⌐ ╦╣√ⱷ♇☿כ☺♄▬☺▼☻♩─▪ꜟ◗ꜞ☼ⱶ ┘ ∆╢Ɽꜝⱷכ♃╩ ∆╢⁹ⱷ♇☿כ

☺♄▬☺▼☻♩─▪ꜟ◗ꜞ☼ⱶ│⁸ ∆╢ ⱶ☼ꜞ◗ꜟ▪♩☻▼☺▬♄─♃כ♦⅝ ⌐

→╠╣≡™╢╙─≢⌂↑╣┌⌂╠⌂™⁹ 

  SignedAttributesה

↕╣╢ ─ ╕╡⁹ ≢№╢⅜⁸ ∆╢ │DER ≤⁸ ⌂ↄ≤╙◖fi♥fi♩

≤ⱷ♇☿כ☺♄▬☺▼☻♩─ ≈─ ╩ ╕⌂↑╣┌⌂╠⌂™⁹ 

SignatureAlgorithmIdentifier ▪ꜟ◗ꜞ☼ⱶה  

⌐ ╦╣√ⱷ♇☿כ☺♄▬☺▼☻♩─▪ꜟ◗ꜞ☼ⱶ ┘ ∆╢Ɽꜝⱷכ♃╩ ∆╢⁹ 

SignatureValueה  

─ ⁹ 

  UnsignedAttributesה

≤│⌂╠⌂™ ─ ╕╡⁹ 

 

. . .  Signed Attribute ≤⇔≡ ↕╣╢  

♩ContentType ◖fi♥fiה  

♃כ♦─♃כ♦ ─○Ⱪ☺▼◒♩ ╩ ∆╢⁹ ⅜ ∆╢ ⌐│ ∏ ╘⌂↑

╣┌⌂╠⌂™⁹ 

 ♩☻▼☺▬♄☺כ☿♇MessageDigest ⱷה

ꜙ◦♇Ɫ─♃כ♦ ╩ ∆╢⁹ ⅜ ∆╢ ⌐│ ∏ ╘⌂↑╣┌⌂╠⌂™⁹ 

─ SigningCertificateReferenceה  

╩ ∆╢ ─Ɫ♇◦ꜙ ╩ ∆╢⁹ 

│ ╩ ∆╢≤™℮ ⌐⅔™≡│ ≤ ∂≢№╢⅜⁸

│ ↕╣╢ⱨ▫⁸╘√™⌂│≢♪ꜟכ ↨╪↕╣≡╙∕─ ╩ ⌐ ∆╢↓≤

⅜≢⅝⌂™≤™℮ ╩ ℮↓≤⅜≢⅝╢⁹ 

(1) ESS ─  

(2) ESS ─ 2  

(3) ESS ─ ─  

◦ꜞSignaturePolicyIdentifier ⱳה  

ⱳꜞ◦╩ ∆╢√╘─ ╩ ∆╢⁹ ⱳꜞ◦│⁸ ≤ ─ ⅜ ╢═⅝ ─

⁹ 

  SigningTimeה

⅜⌂↕╣√ ╩ ∆╢⁹ ─ ↕│ ↕╣⌂™⁹ 

♩ContentReference ◖fi♥fiה  

─ ┼─ꜞfi◒╩ ∆╢⁹ 

♩ConentIdentifier ◖fi♥fiה  

─Ɫ♇◦ꜙ ⌂≥⁸◖fi♥fi♩╩ ⌐ ∆╢ ╩ ∆╢⁹ 

 ♩ContentHint ◖fi♥fi♩─ⱥfiה

⌐♩♇ⱴכ◊ⱨ♃כ♦─ ∆╢ ╩ ∆╢⁹ 

CommitmentTypeIdicationה ◖Ⱶ♇♩ⱷfi♩  

⅜≥─╟℮⌂ ╩ ∫≡ ⇔√⅛╩ ∆╢ ╩ ∆╢⁹ 

SignerLocationה  

─ ⌐⅔↑╢ ╩ ∆╢ ≢№╢⁹ ⌐╟∫≡∕─ ⅛↕⅜ ↕╣√╙─≢

│⌂ↄ⁸ ⅜ ⌐∕─ ⌐™√≤ ⇔≡™╢╙─≢№╢⁹ 

SignerAttributeה ─  

─ ╩ ∆╢⁹ ⌐│ ⅝ↄ ↑≡⁸ ⅜ ≢∕℮∞≤ ⇔≡

™╢ ≤⁸ ⅜∕℮≢№╢≤ ⅜ ⇔≡™╢ ─ ⅜№╡⁸ ⌐│∕─
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≥∟╠─ ╙ ∆╢↓≤⅜≢⅝╢⁹ 

ContentTimestampה ◖fi♥fi♩♃▬ⱶ☻♃fiⱪ 

⌐ ∆╢♃▬ⱶ☻♃fiⱪ⁹ ╟╡ ⌐ ∫≡⅔™√ ─ ≈╕╡

♃▬ⱶ☻♃fiⱪ ╩ ⌐♃כ♦ ╘√™ ⌐ ∆╢⁹ 

─⧵≤⌂◒כⱶⱴ▬♃ה ─  

⅜♃כ♦ ─ ⌐ ⇔√↓≤╩ ≥♃כ♦⁸─╘√∆ ─ ╩ ┘≈↑╢ ↕╣╢

⅛╠─ ─ ⁹ 

 

. . .  Unsigned Attribute ≤⇔≡ ↕╣╢  

CounterSignatureה ◌►fi♃  

⌐ ∆╢ ⁹ ⅜ ⌐ ∆╢ ⁸ ─ ⌐ ⅜№╢⁸╙⇔ↄ│ ╩ √∑

√™ ⌐ ™╢⁹ 

ה ╩ ∆╢  

⅜ ⇔√ ╩ ⌐∆╢√╘⌐⁸ ⌐ ↕╣╢♃▬ⱶ☻♃fiⱪ⌂≥─ ⁹ 

(1) ♃▬ⱶ☻♃fiⱪ 

(2) ♃▬ⱶⱴכ◒⌂≥∕─ ─  

 ♃▬ⱶⱴכ♦⁸│◒כ♃⅜ ─ ⌐ ⇔√↓≤╩ ≥♃כ♦⁸─╘√∆ ─ ╩

┘≈↑╢ ↕╣╢ ⅛╠─ ─ ⌂≥⁹ 

CompleteCertificateRefה erences ⌂  

⌐ ⌂⁸ ⅛╠ ─ ╕≢─ Ɽ☻ ─∆═≡─ ─ √

∞⇔ ─ ┼─ │ ╕⌂™ ⁹1 ⌐≈⅝ ≈∞↑ ∆╢⁹ 

⌂ CompleteRevocationReferencesה  

⌐ ⌂⁸ ⅛╠ ╕≢─ ⌐ ∆╢CRL №╢™│OCSP ─∆═≡─

⁹1 ⌐ ⇔≡ ≈∞↑ ∆╢⁹ 

(1) CRL ─  

(2) OCSP ─  

(3) ─ ─  

Attributה eCertificateReferences ─  

∆╢ ─ ╩ ∆╢⁹ 

─ AttributeRevocationReferencesה  

∆╢ ─ ACRL ╕√│OCSP꜠☻ⱳfi☻)─ ╩ ∆╢⁹ 

  CertificateValuesה

⌂ ⅜ ∆╢ ┘ ─ ╩ ∆╢⁹1 ⌐≈⅝ ≈∞↑ ∆

╢⁹ 

(1)  

(2) CA ⌐╟╢ ─  

RevocationValה ues  

⌂ ≢ ↕╣╢CRL≤OCSP ─ ╩ ∆╢⁹1 ⌐≈⅝ ≈∞↑ ∆╢⁹ 

(1) CRL ⌐╟╢  

(2) OCSP  

(3) ─  

(4) CA ⌐╟╢ ─  

CAdES-C timestamp CAdESה -C♦כ♃┼─♃▬ⱶ☻♃fiⱪ 

╩ ∆╢ ⅝ (CAdES-C) ⌐ ∆╢♃▬ⱶ☻♃fiⱪ⁹1 ⌐≈⅝

⁹ 

Timestamped cert and crls refernceה ♃▬ⱶ☻♃fiⱪ⅜ ↕╣√ ┘ ⌐ ∆╢
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┼─ꜞⱨ□꜠fi☻ ⌂ ┘ ⌂ ⌐ ∆╢♃▬ⱶ☻♃fi

ⱪ⁹ 

ה ↨╪ ╩ ≤∆╢  

 Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪ ArchiveTimestampה

↨╪ ╩ ⌐∆╢√╘⌐⁸ ┘ ╩ ╗ ⌐ ∆╢ ⌐ ↕╣╢♃▬ⱶ☻♃

fiⱪ⁹ 

 id-aa-ets-archiveTimestampV3 ⁸id-aa-48 ┘ id-aa-27 │∕╣∙╣⁸ETSI/EN 319 

122ð1 v1.1.1⁸ETSI TS 101 733 V1.7.3 ┘ETSI TS 101 733 V1.2.2 ≢ ↕╣≡™╢⁹ 

  Evidence Recordה

RFC 4998≢ ↕╣╢ ♪כ◖꜠─ ERS  

─⧵≤⌂◒כⱶⱴ▬♃ה ─  

⅜♃כ♦ ─ ⌐ ⇔√↓≤╩ ≥♃כ♦⁸─╘√∆ ─ ╩ ┘≈↑╢ ↕╣╢

⅛╠─ ─ ⌂≥⁹ 
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.  XAdES⌐ ∆╢  

. .   

XAdES ─ ┘ ⌐ ∆╢ ╩ ∆⁹ 

6.4.2 ⌐↓─ ≢ ∆╢ⱪ꜡ⱨ□▬ꜟ─ ╩⁸6.4.3 ⌐XAdES ─ ╩ ∆⁹6.4.4 ⌐ ꜠

ⱬꜟ─ ⁸6.4.5 6.4.7 ⌐ⱪ꜡ⱨ□▬ꜟ─ ╩ ⇔⁸6.4.8 ⌐ ─ ╩ ∆⁹ 

 

. .  ∆╢ ⱪ꜡ⱨ□▬  ꜟ

╩ ⌐╦√∫≡ ⌐∆╢√╘⌐│⁸ ⅜ ↕╣≡™╢↓≤─╒⅛⌐⁸

─ ⅜ ≢№╢↓≤⌐ ⅎ⁸ ┘ ╩ ╗ ⌐ ∆╢ ─ ↨╪ ⅜ ≢№

╢↓≤⅜ ≢№╢⁹↓─ ≢│⁸XAdES ⌐ ⇔≡⁸ ─ ≈─ⱪ꜡ⱨ□▬ꜟ╩ ∆╢↓≤⌐╟∫≡⁸

↓╣╠─ ╩ √∆⁹ 

1  XAdES-Tⱪ꜡ⱨ□▬  ꜟ

XAdES-T♦כ♃─ ┘ ⌐ ∆╢ⱪ꜡ⱨ□▬ꜟ⁹ 

2  XAdES-XL ⱪ꜡ⱨ□▬  ꜟ

XAdES-XL ─♃כ♦ ┘ ⌐ ∆╢ⱪ꜡ⱨ□▬ꜟ⁹ 

3  XAdES-Aⱪ꜡ⱨ□▬  ꜟ

XAdES-A♦כ♃─ ┘ ⌐ ∆╢ⱪ꜡ⱨ□▬ꜟ⁹ 

↓↓≢⁸XAdES-T♦⁸♃כXAdES-XL ⁸♃כ♦ ┘XAdES-A♦כ♃─ ╩ 6.4.1⌐ ∆⁹ 

 

 

 

6.4.1 XAdES-T♦⁸♃כXAdES-XL ⁸♃כ♦ ┘XAdES-A♦כ♃≤─  

 

. .  XAdES♦כ♃─  

XAdES ─♃כ♦ │⁸XML ─ ≤⇔≡ ↕╣╢⁹ 6.4.2⌐XAdES ─ ─ ╩ ∆⁹ 

 

XAdES-XL 

─♃כ♦  

XAdES-T 

─♃כ♦  

XAdES-T  
─♃כ♦  

XAdES-XL  

─♃כ♦  

XAdES-T 

 ♃כ♦
 ♃כ♦

2  Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪─

( ה ) 

( ) 

XAdES-XL 

 ♃כ♦

XAdES-A 

─♃כ♦  

XAdES-A  

─♃כ♦  

( ה ) 

XAdES-A 

 ♃כ♦
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6.4.2 XAdES ─  

 



 

© JAHIS 20 23 
45 

 

. .  ꜠ⱬꜟ─  

↓─ ≢│⁸XAdES-T♦⁸♃כXAdES-XL ♃כ♦ ┘XAdES-A♦כ♃╩ ∆╢ ⌐ ∆╢⁸

ⱪ꜡ⱨ□▬ꜟ≤⇔≡─ ꜠ⱬꜟ≤⇔≡⁸ ─ ╩ ∆╢⁹ 

1   

↓─ ꜠ⱬꜟ╩ ≈ │ ∏ ⇔⌂↑╣┌⌂╠⌂™⁹↓─ ꜠ⱬꜟ─ ⅜⁸ ≤⌂╢

╩ ≈ │⁸ ⌂ↄ≤╙∕─ ─ ≈╩ ⇔⌂↑╣┌⌂╠⌂™⁹╕√⁸↓─

꜠ⱬꜟ─ ⅜⁸ ─ ─ ≈≢№╢ │⁸∕─ ╩ ∆╢≤⅝│

↓─ ╙ ⇔⌂↑╣┌⌂╠⌂™⁹ 

2   

↓─ ꜠ⱬꜟ╩ ≈ ─ │ ≤∆╢⁹ 

3   

↓─ ꜠ⱬꜟ╩ ≈ ─ │ ≤∆╢⅜⁸ ⌐ ─ ╩ ≤⇔≡™╢√╘⁸

⇔⌂™↓≤╩ ∆╢⁹√∞⇔⁸ ≡™⅔⌐☻כ◔☻כꜚ─ ─ ⌐ ≠⅝⁸ ─

≢ ∆╢↓≤╩ →╢╙─≢│⌂™⁹ ∆╢ │∕─ ⌐ ⇔≡⁸ ⌐ ⌂ ╩

⇔⌂↑╣┌⌂╠⌂™⁹ 

4   

↓─ ꜠ⱬꜟ╩ ≈ ♃כ♦⁸│ ⌐ ╘≡│⌂╠⌂™⁹ │⁸∕─ ╩ ⇔≡╟™⁹ 



 

© JAHIS 20 23 
46 

 

. .  XAdES-T⌐ ∆╢  

 6.4.1  6.4.3⌐ ↕╣≡™⌂™ ─ ꜠ⱬꜟ│⁸ ≢№╢⁹ 

 

6.4.1 Signature  

/  ꜠ⱬ  ꜟ /  

ds:Signature ─ ID   a   

ds:SignedInfo  

⌐ ∆╢  
  

ds:CanonicalizationMethodהה  

◖fi♥fi♩─  
 

EXC-c14n ◖ⱷfi♩⌂⇔

│C14n11 

ds:SignatureMethodהה  

 
  

 ds:Referenceהה

◖fi♥fi♩┼─  
  

ds:Transformsהההה  

 
  

ds:DigestMethodהההה   

♄▬☺▼☻♩  
  

ds:DigestValueהההה  

♄▬☺▼☻♩  
  

ds:SignatureValue  

 
  

ds:KeyInfo  

 
 b)  

ds:Object 

○Ⱪ☺▼◒♩ 
  

a) XML ≢│Γ Δ≢№╢⅜⁸ETSI EN 319 1 32≢│Γ Δ≢№╢⁹ 

b) (ds:KeyInfo)⅛⁸╕√│ ─  (xs:SigningCertificate V2) 6.4.2 ─™∏╣⅛ ⅜

≢№╢⁹ ╩ ∆╢ ETSI TS 101 903 v1.1.1 ─ │ │⁸ ─ ╩ √∆ ⅜№╢⁹ 

ds:KeyInfoה ─ ⌐XML ≢ ↕╣√ ╩ ╗ds X509Data ╩ ╕⌂↑╣┌⌂╠⌂™⁹ 

⌂⅔⁸SigningCertificateV2 ╩ ⇔⌂™ │⁸X509Data │ ─╖≤⇔⌂↑╣┌⌂╠⌂™⁹ 

dsה SignedInfo ⌐│⁸ds KeyInfo ╩ ∆╢ds Reference ╩ ╕⌂↑╣┌⌂╠⌂™⁹ 

 

 

6.4.2 Object ⁸SignedSignature Properties  

 ꜠ⱬ  ꜟ /  

xs:QualifyingProperties  

╩ ∆╢ⱪ꜡Ɽ♥▫ 
 

⌐⁸ ─ ID

─ ╩ ╣╢ 

xs:SignedPropertiesהה  

ⱪ꜡Ɽ♥▫ 
  

xs:SignedSignaturePropertiesהההה  

─ ⱪ꜡Ɽ♥▫ 
  

xs:SigningTimeהההההה  

 
 a)  

xs: SigningCertificateV2הההההה  

─ ▪ꜟ◗ꜞ☼ⱶ  
 a) b)  
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xs: SigningCertificateהההההה  

─  
 a) c)  

xs: SignaturePolicyIdentifierהההההה  

ⱳꜞ◦  
  

xs: SignatureProductionPlaceV2הההההה  

▪ꜟ◗ꜞ☼ⱶ  
  

xs: SignatureProductionPlaceהההההה  

 
 d)  

xs: SignerRoleV2הההההה  

─ ⅝ ▪ꜟ◗ꜞ☼ⱶ  
  

 xs: SignerRoleהההההה

─ ⅝ 
 d)  

xs: SignedDataObjectPropertiesהההה  

 ▫♥Ⱪ☺▼◒♩─ⱪ꜡Ɽ○♃כ♦
  

xs: DataObjectFormatהההההה  

♩◒▼☺Ⱪ○♃כ♦  
 a)  

xs: Descriptionהההההההה  

♩◒▼☺Ⱪ○♃כ♦ ─  
  

xs: ObjectIdentifierהההההההה  

♩◒▼☺Ⱪ○♃כ♦ ─○Ⱪ☺▼◒♩  
  

xs: MimeTypeהההההההה  

♩◒▼☺Ⱪ○♃כ♦ ─MIME ♃▬ⱪ 
 a)  

 xs: Encodingהההההההה

♩◒▼☺Ⱪ○♃כ♦ ─◄fi◖כ♦▫fi◓  
  

xs: CommitmentTypeIndicationהההההה  

◖Ⱶ♇♩ⱷfi♩  
  

xs: AllDataObjectsTimeStampהההההה  

⌐♩◒▼☺Ⱪ○♃כ♦ ∆╢♃▬ⱶ☻♃fiⱪ 
  

xs: IndividualDataObjectהההההה sTimeStamp  

⌐♩◒▼☺Ⱪ○♃כ♦ ∆╢♃▬ⱶ☻♃fiⱪ 
  

a) ETSI EN 31 9 132-1 v1.1.1 Baseline Signature. ─ │ò ó≢№╢⁹ 

b) ─ (xs:SigningCerticicateV2 )⅛⁸╕√│ (ds:KeyInfo )( 6.4.1)─≥∟╠⅛ ⅜ ≢

∆⁹ 

c) ─ (xs:SigningCertificate) ⅛⁸╕√│ (ds:KeyInfo) ( 6.4.1 ─≥∟╠⅛ ⅜ ≢№

╢⁹ 

d) ─ ≤ETSI TS 101 903 v1.1.1 ┼ ─√╘⁹ 

 

6.4.3 Object ⁸Unsigned Signature Properties  

 ꜠ⱬ  ꜟ /  

xs: QualifyingProperties  

╩ ∆╢ⱪ꜡Ɽ♥▫ 
 

 

xs: UnsignedPropertiesהה  

ⱪ꜡Ɽ♥▫ 
 

 

xs:UnsignedSignaturePropertiesהההה  

─ ⱪ꜡Ɽ♥▫ 
 

 

xs:CounterSignatureהההההה  

◌►fi♃  
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הההההה ╩ ∆╢    

xs:SignatureTimeStampהההההה  

♃▬ⱶ☻♃fiⱪ 

 

ETSI EN 319 132 -1 v1.1.1 

Baseline Signature ─ │Γ

Δ≢№╢⁹ 

RFC3161≢ ↕╣╢♃▬ⱶ☻

♃fiⱪ5 

 other POE methodהההההה

∕─ ─  
 

 

xs: UnsignedDataObjectPropertiesהה  

 ▫♥Ⱪ☺▼◒♩─ⱪ꜡Ɽ○♃כ♦─
 

 

 

 
5 ♃▬ⱶ☻♃fiⱪ╩ ⇔XAdES ┼♃כ♦ ∆╢ ⁸⅔╟┘⁸∕─♃▬ⱶ☻♃fiⱪ╩ ∆╢ ⅜

≢ ⌐ ↕╣≡™╢↓≤⅛╠⁸RFC3161♃▬ⱶ☻♃fiⱪ╩ ≤∆╢⁹ 
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. .  XAdES-XL⌐ ∆╢  

 6.4.4⌐ ↕╣≡™⌂™ ─ ꜠ⱬꜟ│⁸ ≢№╢⁹ 

 

6.4.4 Unsigned Signature Properties  

 ꜠ⱬ  ꜟ /  

xs141: TimeStampValidationData  

♃▬ⱶ☻♃fiⱪ ⁸  
  

xs: CertificateValuesהה  

 
  

xs: RevocationValuesהה  

 
  

xs141: CompleteCertificateRefsV2  

▪ꜟ◗ꜞ☼ⱶ  
  

xs: CompleteCertificateRefs  

 
a)  

xs: CompleteRevocationRefs 

 
a)  

 xs: CRLRefהה

CRL ─  
  

 xs: OCSPRefהה

OCSP ─  
  

xs: OtherRefהה  

─  
  

xs141: AttributeCetrificateRefsV2  

▪ꜟ◗ꜞ☼ⱶ  
  

xs: AttributeCetrificateRefs  

 
  

xs: AttributeRevocationRefs  

 
  

xs141:SigAndRefsTimeStampV2  

┘ ⌐ ∆╢♃▬ⱶ☻♃fiⱪ ▪ꜟ◗ꜞ☼ⱶ

 

  

not distributed caseהה  

 
  

distributed caseהה  

 
  

xs: SigAndRefsTimeStamp  

┘ ⌐ ∆╢♃▬ⱶ☻♃fiⱪ 
  

xs141: RefsOnlyTimeStampV2  

⌐ ∆╢♃▬ⱶ☻♃fiⱪ ▪ꜟ◗ꜞ☼ⱶ  
  

not distributed caseהה  

 
  

distributed caseהה  

 
  

xs: RefsOnlyTimeStamp  

⌐ ∆╢♃▬ⱶ☻♃fiⱪ 
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xs: CertificateValues  

 
  

xs: EncapsulatedX509Certificateהה  

◌ⱪ☿ꜟ ↕╣√  
  

xs: OtherCertificateהה  

─  
  

הה CA ⌐╟╢ ─      

xs: RevocationValues  

 
  

xs: CRLValuesהה  

CRL ⌐╟╢  
  

 xs: OCSPValuesהה

OCSP ⌐╟╢  
  

xs: OtherValuesהה  

─  
  

הה CA ⌐╟╢ ─    

xs: AttrAuthoritiesCertValues  

 
  

xs: AttributeRevocationValues  

 
  

Any unsigned signature property defined in any other 

version of XAdES  

⌂╢ ─ ⱪ꜡Ɽ♥▫  

  

 a)  ─ ≤ETSI TS 101 903 v1.1.1 ┼ ─√╘⁹√∞⇔⁸↓╣╠─ │ ↕╣≡⅔╡⁸ ⇔™ ╩

∆╢√╘⌐ ∆╢↓≤│≢⅝∏⁸ ─√╘⌐─╖ ⇔╕∆⁹ 

 

. .  XAdES-A⌐ ∆╢  

XAdES-Aⱪ꜡ⱨ□▬ꜟ│⁸XAdES-T♦כ♃─ ≤⇔≡ ↕╣╢⁹XAdES ≢ ↕╣√ ─

ⱪ꜡Ɽ♥▫ ─ │⁸ 6.4.5 ⌐ ∆ ꜠ⱬꜟ⌐ ℮⁹↓─ ⌐ ↕╣≡™⌂™ ─

꜠ⱬꜟ│ó ó≢№╢⁹ 

 

6.4.5 UnsignedSignatureProperties  

 ꜠ⱬ  ꜟ /  

Archiving  

↨╪ ╩ ≤∆╢  
  

xs141:ArchiveTimeStampהה  

Ⱪ♃▬ⱶ☻♃fiⱪ(1.4.1▬◌כ▪ ) 
  

not distributed caseהה  

 
 

RFC3161 ≢ ↕╣╢♃▬ⱶ☻

♃fiⱪ 

distributed caseהה  

 
  

 Evidence Recordהההה

 
 

RFC 6283 ≢ ↕ ╣ ╢

XMLERS  

xs:ArchiveTimeStampהה  

Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪ ─Ᵽכ☺ꜛfi  
 a)  

Other methodהה  

₈ArchiveTimeStamp ₉⌐ ╦╢ ─  
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xs141: TimeStampValidationDataהה  

♃▬ⱶ☻♃fiⱪ ⁸  
 b)  

xs: CertificateValuesהההה  

 
  

xs: RevocationValuesהההה  

 
  

 xs141:RenewedDigestsהה

╩ ∆╢ ↕╣≡™⌂™ⱪ꜡Ɽ♥▫ 
 c)  

Any unsigned signature property defined in any other 

version of XAdES  

⌂╢ ─ ⱪ꜡Ɽ♥▫  

  

a) ─ ≤ETSI TS 101 903 v1.1.1 ┼ ─√╘⁹√∞⇔⁸↓╣╠─ │ ↕╣≡⅔╡⁸ ⇔™ ╩

∆╢√╘⌐ ∆╢↓≤│≢⅝∏⁸ ─√╘⌐─╖ ⇔╕∆⁹ 

b) ─♃▬ⱶ☻♃fiⱪ─ ⌐│⁸♩ꜝ☻♩▪fi◌╕≢─ ≤ ⅜ ≢№╢⁹ ♃▬ⱶ☻♃fiⱪ ♦

⁸TSA│⌐♃כ ♃▬ⱶ☻♃fiⱪ ⅛╠♩ꜝ☻♩▪fi◌ ┼─ Ɽ☻ ─ ≤⁸∕─╟℮⌂

⌐ ∆╢ ⅜ ≢№╢⁹♃▬ⱶ☻♃fiⱪ♩כ◒fi─ │⁸ISO 14533-2 B⌐ ℮╙─≤∆╢⁹ 

c) ⱴ♬ⱨ▼☻♩ ─√╘ 
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. .  ─  

. . .  ┘  

IDה  

⌐⅔↑╢ ID ⁹ ≢│ ⁹ 

ה ⌐ ∆╢  

╩ ∆╢ ─ ≤⌂╢ ⁹ 

─♩fi♥fi◖ה  

∂ ╩ ≈XML ⅜ⱦ♇♩ ≢ ∂ ─ ⌐⌂╢╟℮⌐∆╢ ─ ⁹ 

ה  

╩ ╕√│ ∆╢≤⅝─ ▪ꜟ◗ꜞ☼ⱶ⁹ 

─┼♩fi♥fi◖ה  

≤⌂╢ ─♃כ♦│√╕ ⁸ ┘∕─♄▬☺▼☻♩ ⌂≥╩ ∆╢⁹ ⅜

≤ ⇔√ detached ⁸ ⅜ ─ ≤⌂╢ enveloped ⁸ ┘

⅜ ─ ≤⌂╢ enveloping ⅜№╢⁹ 

 ⅜ ─ ≤⌂╢ ─ │⁸ ♃כ♦─ ⌐ ♃כ♦─ ╩

╖ ╗ ⅜№╢⁹ 

ה  

⌂≥─ ⁹ ═╠╣√ ─ ╡⌐ ⅜ ╦╣╢⁹ 

♩☻▼☺▬♄ה  

─♄▬☺▼☻♩─ ⁹ 

♩☻▼☺▬♄ה  

♄▬☺▼☻♩─ ⁹↓─ │Base64 ≢◄fi◖כ♪↕╣√╙─⅜ ↕╣╢⁹ 

ה  

─ ⁹ 

ה  

⌐ ↕╣╢ ⁹ ─ ⁸ ─ ⁸ ⌂≥⌐№╢ ─ ⁸X.509

⌂≥─⁸™∏╣⅛╩ ∆╢⁹ 

 ♩◒▼☺Ⱪ○ה

╩♃כ♦─ ╗↓≤⅜≢⅝╢ ⁹XML ⌐ ∆╢↓≤╙№╢⁹ 

 

. . .  ○Ⱪ☺▼◒♩ ⁸ ⱪ꜡Ɽ♥▫  

ה ╩ ∆╢ⱪ꜡Ɽ♥▫ 

⌐ ⌂ ─ⱪ꜡Ɽ♥▫⁹ 

ה ⱪ꜡Ɽ♥▫ 

≤⌂╢ⱪ꜡Ɽ♥▫⁹ ⌐ ∆╢ⱪ꜡Ɽ♥▫≤ ─ⱪ꜡Ɽ♥▫≤⅛╠ ╢⁹ ─

≤⌂╢╟℮⁸◖fi♥fi♩┼─ (6.4.8.1)≢ ↕╣╢⁹ 

ה ─ ⱪ꜡Ɽ♥▫ 

≤⌂╢ ⌐ ∆╢ⱪ꜡Ɽ♥▫⁹ 

ה  

⅜ ∆╢ ⁹ 

ⱶ☼ꜞ◗ꜟ▪ה ⇔√ ─  

─ ▪ꜟ◗ꜞ☼ⱶ ⁹ 

ה ─  

─ ⁹ 

ה ⱳꜞ◦  

ⱳꜞ◦╩ ∆╢√╘─ ⁹ 
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ה ▪ꜟ◗ꜞ☼ⱶ  

▪ꜟ◗ꜞ☼ⱶ ⇔√ ⅜ ↕╣√ ⁹ ⌐╟∫≡ ↕╣√╙─≢│⌂ↄ

⅜ ⇔≡™╢ ⁹ 

ה  

⅜ ↕╣√ ⁹ ⌐╟∫≡ ↕╣√╙─≢│⌂ↄ ⅜ ⇔≡™╢ ⁹ 

ה ─ ⅝ ▪ꜟ◗ꜞ☼ⱶ  

▪ꜟ◗ꜞ☼ⱶ ⇔√ ⅜ ∆╢ ─ ⅝⁸╕√│ ≢ ↕╣√

⅝⁹ 

ה ─ ⅝ 

⅜ ∆╢ ─ ⅝⁸╕√│ ≢ ↕╣√ ⅝⁹ 

ה  ▫♥Ⱪ☺▼◒♩─ⱪ꜡Ɽ○♃כ♦

♩◒▼☺Ⱪ○♃כ♦⁸─∟℮─ ⌐ ∆╢ⱪ꜡Ɽ♥▫⁹ 

♩◒▼☺Ⱪ○♃כ♦ה ♩◒▼☺Ⱪ○♃כ♦ ─ⱥfi♩⁹ ─ ─ ⌂ↄ≤╙1≈⅜

╕╣≡™╢ ⅜№╢⁹ 

a)♦כ♃○Ⱪ☺▼◒♩ ─  

⌐♩◒▼☺Ⱪ○♃כ♦√╣↕ ∆╢♥◐☻♩  

b)♦כ♃○Ⱪ☺▼◒♩ ─○Ⱪ☺▼◒♩  

─Ⱪ☺▼◒♩─♃▬ⱪ○♃כ♦√╣↕  

c)♦כ♃○Ⱪ☺▼◒♩ ─MIME ♃▬ⱪ 

─♩◒▼☺Ⱪ○♃כ♦√╣↕ ╩ ∆MIME ♃▬ⱪ (RFC2045≢ ) 

d)♦כ♃○Ⱪ☺▼◒♩ ─◄fi◖כ♦▫fi◓  

─◓fi▫♦כ◖Ⱪ☺▼◒♩─◄fi○ ♃כ♦√╣↕  

♩Ⱶ♇♩ⱷfi◖ה  

⅜≥─╟℮⌂ ╩ ∫≡ ⇔√⅛╩ ∆╢ ⁹ 

ה ⌐♩◒▼☺Ⱪ○♃כ♦ ∆╢♃▬ⱶ☻♃fiⱪ 

─ ⌐ ∆╢♃▬ⱶ☻♃fiⱪ⁹ 

ה ⌐♩◒▼☺Ⱪ○♃כ♦ ∆╢♃▬ⱶ☻♃fiⱪ 

─ ─ ⌐ ∆╢♃▬ⱶ☻♃fiⱪ⁹ 

 

. . .  ○Ⱪ☺▼◒♩ ⁸ ⱪ꜡Ɽ♥▫  

ה ╩ ∆╢ⱪ꜡Ɽ♥▫ 

⌐ ⌂ ─ⱪ꜡Ɽ♥▫⁹ 

ה ⱪ꜡Ɽ♥▫ 

≤│⌂╠⌂™ⱪ꜡Ɽ♥▫⁹ 

ה ─ ⱪ꜡Ɽ♥▫ 

─ ⌐ ∆╢ⱪ꜡Ɽ♥▫⁹ 

♃fi►◌ה  

⌐ ∆╢ ⁹ ⅜ ⌐ ∆╢≤⅝⁸ ─ ⌐ ⅜№╢ ⁸╕√│

╩ √∑√™ ⌐ ™╢⁹ 

ה ╩ ∆╢  

⅜ ⇔√ ╩ ⌐∆╢√╘⌐⁸ ⌐ ↕╣╢♃▬ⱶ☻♃fiⱪ⌂≥─ ⁹ 

(1) ♃▬ⱶ☻♃fiⱪ 

(2) ∕─ ─  

⅜♃כ♦  ─ ⌐ ⇔√↓≤╩ ≥♃כ♦⁸─╘√∆ ─ ╩ ┘≈↑

╢ ↕╣╢ ⅛╠─ ─ ⌂≥⁹ 

ה  ▫♥Ⱪ☺▼◒♩─ⱪ꜡Ɽ○♃כ♦─

♩◒▼☺Ⱪ○♃כ♦ ⌐ ∆╢ ≤│⌂╠⌂™ⱪ꜡Ɽ♥▫⁹ 
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. . .  XAdES-XL ⌐ ∆╢ ─ ⱪ꜡Ɽ♥▫  

ⱶ☻♃fiⱪ▬♃ה ⁸  

♃▬ⱶ☻♃fiⱪ⌐ ∆╢ ╩ ⁹ 

a)  

b)  

ה ▪ꜟ◗ꜞ☼ⱶ  

▪ꜟ◗ꜞ☼ⱶ ⇔√ ╩ ↄ ╩fiכ▼♅ ∆╢∆═≡─ ─⅛√╕╡⁹ 

ה  

╩ ↄ ╩fiכ▼♅ ∆╢∆═≡─ ─⅛√╕╡⁹ 

ה  

─ ─fiכ▼♅ ⌐ ⌂∆═≡─ ─⅛√╕╡⁹ 

a)CRL ─  

b)OCSP ─  

c) ─  

ה ▪ꜟ◗ꜞ☼ⱶ  

▪ꜟ◗ꜞ☼ⱶ ⇔√ ∆╢ ⌐ ∆╢ ─⅛√╕╡⁹ 

ה  

∆╢ ⌐ ∆╢ ─⅛√╕╡⁹ 

ה  

∆╢ ─ ⌐ ∆╢ ─⅛√╕╡⁹ 

ה ┘ ⌐ ∆╢♃▬ⱶ☻♃fiⱪ ▪ꜟ◗ꜞ☼ⱶ  

▪ꜟ◗ꜞ☼ⱶ ⇔√ ┘ ⌐ ∆╢♃▬ⱶ☻♃fiⱪ⁹ ≤ ⅜ ↕╣≡™

╢⁹ 

ה ┘ ⌐ ∆╢♃▬ⱶ☻♃fiⱪ 

┘ ⌐ ∆╢♃▬ⱶ☻♃fiⱪ⁹ ≤ ⅜ ↕╣≡™╢⁹ 

ה ⌐ ∆╢♃▬ⱶ☻♃fiⱪ ▪ꜟ◗ꜞ☼ⱶ  

▪ꜟ◗ꜞ☼ⱶ ⇔√ ⌐ ∆╢♃▬ⱶ☻♃fiⱪ⁹ ≤ ⅜ ↕╣≡™╢⁹ 

ה ⌐ ∆╢♃▬ⱶ☻♃fiⱪ 

⌐ ∆╢♃▬ⱶ☻♃fiⱪ⁹ ≤ ⅜ ↕╣≡™╢⁹ 

ה  

─ ╩fiכ▼♅ ∆╢∆═≡─ ─⅛√╕╡⁹ 

(1) ◌ⱪ☿ꜟ ↕╣√  

(2) ─  

(3) CA ⌐╟╢ ─  

ה  

─ fiכ▼♅ ⌐ ⌂∆═≡─ ─⅛√╕╡⁹ 

(1) CRL ⌐╟╢  

(2) OCSP⌐╟╢  

(3) ─  

(4) CA ⌐╟╢ ─  

ה  

∆╢ ─⅛√╕╡⁹ 

ה  

∆╢ ⌐ ∆╢ ─⅛√╕╡⁹ 

ה ⌂╢ ─ ─ ⱪ꜡Ɽ♥▫  

⌂╢ ─XAdES ≢ ↕╣√ ≤│⌂╠⌂™ ⱪ꜡Ɽ♥▫⁹ 
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. . .  XAdES-A⌐ ∆╢ ─ ⱪ꜡Ɽ♥▫  

ה ↨╪ ╩ ≤∆╢  

↨╪ ╩ ⌐∆╢√╘⌐⁸ ┘ ╩ ╗ ⌐ ∆╢ ⌐ ↕╣╢♃▬ⱶ☻♃fi

ⱪ⌂≥─ ⁹ 

Ⱪ♃▬ⱶ☻♃fiⱪ(1.4.1▬◌כ▪ (1) ) ≤ ⁸ (RFC 6283 ≢ ↕╣╢

XMLERS )⅜ ↕╣≡™╢⁹ 

Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪ (2) ─Ᵽכ☺ꜛfi  

(3) ₈ArchiveTimeStamp ₉⌐ ╦╢ ─  

(4) ♃▬ⱶ☻♃fiⱪ ⁸  

a)  

b)  

ה ╩ ∆╢ ↕╣≡™⌂™ⱪ꜡Ɽ♥▫ 

ⱴ♬ⱨ▼☻♩ ─√╘─ ╩ ∆╢ ─ ⱪ꜡Ɽ♥▫ 

ה ⌂╢ ─ ⱪ꜡Ɽ♥▫  

⌂╢ ─XAdES ≢ ↕╣√ ≤│⌂╠⌂™ ⱪ꜡Ɽ♥▫⁹ 
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.  PAdES⌐ ∆╢  

. .   

PAdES─ ┘ ⌐ ∆╢ ╩ ∆⁹ 

6.5.2 ⌐↓─ ≢ ∆╢ⱪ꜡ⱨ□▬ꜟ─ ╩ ∆⁹6.5.3 ⌐ ꜠ⱬꜟ─ ⁸6.5.4 6.5.7

⌐ⱪ꜡ⱨ□▬ꜟ─ ╩ ∆⁹ 

 

. .  ∆╢ ⱪ꜡ⱨ□▬  ꜟ

╩ ⌐╦√∫≡ ⌐∆╢√╘⌐│⁸ ⅜ ↕╣≡™╢↓≤─╒⅛⌐⁸

─ ⅜ ≢№╢↓≤⌐ ⅎ⁸ ┘ ╩ ╗ ⌐ ∆╢ ─ ↨╪ ⅜ ≢№

╢↓≤⅜ ≢№╢⁹↓─ ≢│⁸PAdES⌐ ⇔≡⁸ ─ ≈─ⱪ꜡ⱨ□▬ꜟ╩ ∆╢↓≤⌐╟∫≡⁸

↓─ ╩ √∆⁹ 

1  ES-T(PAdES-T)ⱪ꜡ⱨ□▬  ꜟ

♃▬ⱶ☻♃fiⱪ⅜ ↕╣√ ─♃כ♦ ┘ ⌐ ∆╢ⱪ꜡ⱨ□▬ꜟ⁹ 

2  ES-A(PAdES-Aⱪ꜡ⱨ□▬ )ꜟ 

⅜Ⱪ♃▬ⱶ☻♃fiⱪ▬◌כ▪ ↕╣√ ─♃כ♦ ┘ ⌐ ∆╢ⱪ꜡ⱨ□▬ꜟ⁹ 

↓↓≢⁸PAdES-T♦כ♃≤PAdES-A♦כ♃≤─ ╩ 6.5.1⌐ ∆⁹ 

 

 

( )

PAdES-T PAdES-T
PAdES-A 

PAdES-A

PAdES-T PAdES-A 

( )

 
6.5.1 PAdES-T♦כ♃≤PAdES-A♦כ♃≤─  



 

© JAHIS 20 23 
57 

 

. .  ꜠ⱬꜟ─  

↓─ ≢│⁸ⱪ꜡ⱨ□▬ꜟ≤⇔≡─ ꜠ⱬꜟ≤⇔≡⁸ ─ ╩ ∆╢⁹ 

1   

↓─ ꜠ⱬꜟ╩ ≈ │ ∏ ⇔⌂↑╣┌⌂╠⌂™⁹↓─ ꜠ⱬꜟ─ ⅜⁸ ≤⌂╢

╩ ≈ │⁸ ⌂ↄ≤╙∕─ ─ ≈╩ ⇔⌂↑╣┌⌂╠⌂™⁹╕√⁸↓─

꜠ⱬꜟ─ ⅜⁸ ─ ─ ≈≢№╢ │⁸∕─ ╩ ∆╢≤⅝│

↓─ ╙ ⇔⌂↑╣┌⌂╠⌂™⁹ 

2   

↓─ ꜠ⱬꜟ╩ ≈ ─ │ ≤∆╢⁹ 

3   

↓─ ꜠ⱬꜟ╩ ≈ ─ │ ≤∆╢⅜⁸ ⌐ ─ ╩ ≤⇔≡™╢√╘⁸

⇔⌂™↓≤╩ ∆╢⁹√∞⇔⁸ ≡™⅔⌐☻כ◔☻כꜚ─ ─ ⌐ ≠⅝⁸ ─

≢ ∆╢↓≤╩ →╢╙─≢│⌂™⁹ ∆╢ │∕─ ⌐ ⇔≡⁸ ⌐ ⌂ ╩

⇔⌂↑╣┌⌂╠⌂™⁹ 

4   

↓─ ꜠ⱬꜟ╩ ≈ ♃כ♦⁸│ ⌐ ╘≡│⌂╠⌂™⁹ │⁸∕─ ╩ ⇔≡╟™⁹ 

 

. .  PAdES-Tⱪ꜡ⱨ□▬ꜟ⌐ ∆╢  

PAdES-T│ ⅜∕╣ ⌐ ↄ♃▬ⱶ☻♃fiⱪ⌐╟∫≡ ↕╣⁸ ─ ⅜ ≤⌂╢ⱨ

ⱴ♇♩≢№╢⁹PAdESכ◊ ─ ≢│ PDF ─ ⌐ ⅜♃כ♦ ↕╣╢⁹

PAdES-T ⱪ꜡ⱨ□▬ꜟ│ ─♃כ♦ ─ ⌐ ♃▬ⱶ☻♃fiⱪ

(SignatureTimesta mp)⅜ ↕╣√╙─≢№╢⁹⌂⅔⁸ ─♃כ♦ │ CAdES ≤∆╢⁹

PAdES-Tⱪ꜡ⱨ□▬ꜟ─PDF ♃כ♦ ─▬ⱷכ☺ ╩ 6.5.2⌐ ∆⁹ 

 

 

 

%%EOF

♃כ♦

PAdES-T

♃▬ⱶ☻♃fiⱪ

 

6.5.2 PAdES-Tⱪ꜡ⱨ□▬ꜟ─PDF ♃כ♦ ─▬ⱷכ☺ 

 

PDF ⌐ ╩ ∆╢√╘─ ⌐ ∆╢ ╩ 6.5.1⌐ ∆⁹ 
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6.5.1 PAdES-Tⱪ꜡ⱨ□▬ꜟ─  

 ꜠ⱬ  ꜟ /  

Type  Sig 

Filter    

SubFilter   ETSI.CAdES.detached  

Contents   6.5.2╩  

ByteRange   

M  a)  

Cert    

Location    

Reason   

ContactInfo    

 a) ─ ─√╘⌐ ≤∆╢⁹√∞⇔⁸M ─ ⅜⌂™ ╩╣⧵⁸╙≡⇔≥√∫№≢♃כ♦ ≤⇔≡

≤⇔≡│⌂╠⌂™⁹╕√⁸M ─ ╩ ⌐⅔↑╢ ≤⇔≡ ™≡│⌂╠⌂™⁹ 

 

⌐ ↕╣╢CAdES ─ ╩ 6.5.2⅛╠ 6.5.5⌐ ∆⁹ 

 

6.5.2 ─Contents ⌐ ╢ContentInfo  

 ꜠ⱬ  ꜟ /  

ContentType   id-signedData  

Content   6.5.3╩  
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6.5.3 Content ⌐ ∆╢SignedData ⅝♦כ♃ 

 ꜠ⱬ  ꜟ

CMSVersion   

DigestAlgorithmIdentifiers   

EncapsulatedContentInfo   

- eContentType   

- eContent   

CertificateSet (Certificates)   

- Certificate  a) 

- AttributeCertificateV2   

- OtherCertificateFormat   

RevocationInfoChoices (crls)   

- CertificateList   

- OtherRevocationInfoFormat   

SignerInfos   b) 

- signerInfo   

 a) ─ ⅛╠ ⌂ↄ≤╙ ╩ ∆╢↓≤╩ ╘╢⁹ 

 b) SignerInfo │ ≈─╖⁹ №∫≡│⌂╠⌂™⁹ 

 

6.5.4 SignerInfo  

 ꜠ⱬ  ꜟ

CMSVersion   

SignerIdentifier   

- IssuerAndSerialNumber   

- SubjecKeytIdentifier   

DigestAlgorithmIdentifier   

SignedAttributes   

SignatureAlgorithmIdentifier   

SignatureValue   

UnsignedAttributes   

 

6.5.5 ┘ 6.5.6⌐ ↕╣≡™⌂™ ┘ ─ ꜠ⱬꜟ│" "≤

∆╢⁹ 
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6.5.5 SignedAttributes  

 ꜠ⱬ  ꜟ

ContentType   

MessageDigest  

SigningCertificateReference   

- ESS SigningCertificate   

- ESS SigningCertificateV2  a) 

- OtherSigningCertificate   

SignaturePolicyIdentifier  b) 

CommitmentType Indication  b) 

SignerIdentifier   

ContentTimestamp   

SigningTime   

ContentReference  

ContentIdentifier   

ContentHints   

Signer Attributes  c) 

SignerLocation  d) 

 a) PAdES using CAdES signatures ╩ √⌐ ∆╢ ⌐│⁸signingCertificateV2 ╩ ∆╢↓≤⁹ 

 b) ISO/DIS 32000 -2─12.8.3.4.4 ╩ ─↓≤⁹ 

 c) ISO/DIS 32000 -2─12.8.3.4.3 ╩ ─↓≤⁹ 

 d) SignerLocation ╕√│ ─Location ─™∏╣⅛ ╩ ∆╢↓≤⁹ 
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6.5.6  

 ꜠ⱬ  ꜟ

SignatureTimestamp   

CounterSignature   

CompleteCertificateRefs   

CertificateValues   

CompleteRevocatoinRefs  

RevocationValues   

CAdES-C timestamp   

Time-stamped cert and crls reference  

ArchiveTimestamp(v1/v2/v3)   

 

 

╕√⁸PDF ─┼♃כ♦ ⌐ ⇔≡ ╩ ≤∆╢⁹ 

 ̧ ≈─ PDF ♃כ♦ ⌐⁸ ─ ╩ ⇔≡╙╟™⁹ ╩ ╪∞ ─∕╣∙╣

│PDF ─ ⌐╟∫≡ ∆╢↓≤⁹ 

 ̧ PDF ♃כ♦ ⌐DSS(Document Security Store) ╩ ╪≢│⌂╠⌂™⁹ 

 ̧ PDF ♃כ♦ ⌐ ─ DocumentTimestamp ╩ ╪≢│⌂╠⌂™⁹ 
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. .  PAdES-A⌐ ∆╢  

PAdES-A ⱪ꜡ⱨ□▬ꜟ│⁸PAdES-T ─♃כ♦ ≤⇔≡ ↕╣╢⁹PAdES-A │ ⁸♃כ♦─

ⱶ☻♃fiⱪ⁸▬♃⁸♃כ♦ ♃כ♦ ┘♃▬ⱶ☻♃fiⱪ⌐ ∆╢ ╩ ∆╢ ≢№╢⁹

PAdES-A─PDF ♃כ♦ ─▬ⱷכ☺╩ 6.5.3⌐ ∆⁹ 

 

%%EOF

♃כ♦

PAdES-A

♃▬ⱶ☻♃fiⱪ

DSS/VRI

Certs/CRLs/OCSPs

♪◐ꜙⱷfi♩♃▬ⱶ☻
♃fiⱪ

%%EOF

%%EOF

 

6.5.3 PAdES-Aⱪ꜡ⱨ□▬ꜟ─PDF ♃כ♦ ─▬ⱷכ☺ 

 

 

PAdES-T⌐ ⇔≡ 6.5.7≢ ∆ ╩ ∆╢⁹ 

 

6.5.7 PAdES-Aⱪ꜡ⱨ□▬ꜟ≢ ∆╢  

 ꜠ⱬ  ꜟ

Document Security Store (DSS)   

Document timestamp   ( 6.5.8 ) 

 

DSS ┘⁸DSS ⅛╠ ↕╣╢VRI ─ │ ISO 32000-2⌐ ℮⁹DSS ⌐│⁸∕╣

⌐ ╕╣╢ ≡─ ─ⱶ☻♃fiⱪ▬♃≥♃כ♦ ⌐ ⌂ fi⁸כ▼♅ ╩ ∆╢⁹

DSS ╩ ⇔√ ⌐⁸♪◐ꜙⱷfi♩♃▬ⱶ☻♃fiⱪ Document Timestamp ╩ ∆╢↓≤≢⁸↓

╣╠─ ╩ ∆╢⁹ 
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6.5.8 Document Timestamp ─  

 ꜠ⱬ  ꜟ /  

Type  DocTimeStamp  

Filter    

SubFilter   ETSI.RFC3161  

Contents   TimeStampToken  a) 

ByteRange b)  

Reference   

Changes   

Name   

M   

Cert    

Location    

Reason   

ContactInfo    

R   

V  0 

Prop_Build    

Prop_AuthTime    

Prop_AuthType    

 a) RFC 3161─♃▬ⱶ☻♃fiⱪ╩ ∆╢⁹ 

 b) Ᵽ▬♩꜠fi☺│Contents ⱨ▫כꜟ♪╩ ™√PDFⱨ□▬ꜟ ╩ ╗ ╩ ≤∆╢⁹ 

 

♃כ♦ ┘♃▬ⱶ☻♃fiⱪ⁸ ─ ─√╘⌐ ↕╣√♪◐ꜙⱷfi♩♃▬ⱶ☻♃fiⱪ⌐

↕╣≡™╢ ─ ⅜ ╣╢ ⌐⁸ √⌂♪◐ꜙⱷfi♩♃▬ⱶ☻♃fiⱪ╩ ∆╢↓≤≢⁸

─ ╩ ℮↓≤⅜≢⅝╢(PAdES-A ─ )⁹PAdES-A ─ │ PDF ─ ╩ ™≡ ─ ≢

℮⁹ 

♪◐ꜙⱷfi♩♃▬ⱶ☻♃fiⱪ─ ⌐ ⌂ fiכ▼♅ ┘ ╩ PDF ⱶ○Ⱪכꜞ♩☻─

☺▼◒♩≤⇔≡ ⇔⁸∕╣╠─○Ⱪ☺▼◒♩⌐ ∆╢ ╩ ╪∞DSS╩ ∆╢⁹ 

≢ ⇔√ ╩ ∆╢ ≢⁸ √⌂♪◐ꜙⱷfi♩♃▬ⱶ☻♃fiⱪ╩ ∆╢⁹ 
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. .  ─  

. . .  PAdES-Tⱪ꜡ⱨ□▬ꜟ─  

Typeה  

─♃▬ⱪ⅜ ≢№╢↓≤╩ ∆╢⁹ 

Filterה  

╩ ∆╢≤⅝⌐ ⇔≡ ∆╢ Ɫfi♪ꜝ ⁹ 

SubFilterה  

─ כ◐≥ ─◄fi◖כ♦▫fi◓ ⁹ 

Contentsה  

⁹ 

ByteRangeה  

─Ᵽ▬♩ ⁹ 

Mה  

⅜⌂↕╣√ ╩ ∆╢⁹ ─ ↕│ ↕╣⌂™⁹ 

Certה  

⅔╟┘ ⌐ ∆╢ fi⁹⌂⅔⁸כ▼♅ ─ │ ╩ ∆╢⁹ 

Locationה  

⇔√ ⁹ 

Reasonה  

⇔√ ⁹ 

ContactInfoה  

⌐ ∆╢√╘─ ─ ⁹ 

 

. . .  ─Contents ⌐ ╢ContentInfo  

ContentTypeה  

ⱷ♇☿כ☺─ ⁹↓╣│○Ⱪ☺▼◒♩ ≢№╡⁸↓─ ⱷ♇☿כ☺─ ╩ ⇔√ ⌐

╟∫≡ ╡ ≡╠╣√ ⌐ ╕╢ ≢№╢⁹ 

Contentה  

ⱷ♇☿כ☺─ ⁹↓─ │⁸◖fi♥fi♩ ⌐╟∫≡ ⌐ ╘╠╣╢⁹ 

 

. . .  Content ⌐ ∆╢SignedData ⅝♦כ♃ 

CMSVersionה  

CMS─Ᵽכ☺ꜛfi⁹ 

DigestAlgorithmIdentifiersה  

♄▬☺▼☻♩▪ꜟ◗ꜞ☼ⱶ─ ╕╡⁹ 

EncapsulatedContentInfoה  

♃כ♦ ┘∕╣⌐ ∆╢ ⁹ 

eContentTypeה  

♃כ♦ ♃כ♦─ ╩ ⌐ ∆╢○Ⱪ☺▼◒♩ ⁹ 

eContentה  

♃כ♦ ♩▬Ᵽ♃כ♦─ ╩ ∆╢⁹ ∆╢↓≤⌐╟∫≡⁸" "╩ ∆╢

↓≤⅜ ⌐⌂╢⁹ 

CertificateSet (Certificates)ה   

─ ╕╡⁹ "│√╕"♩כꜟ"╢╣↕ ─ "⅛╠ ⌐ ╕╣╢∆═≡─

╕≢─ ╩ ╗↓≤⅜≢⅝╢⁹↓─ ≢│⁸(1) ─╖╩ ≤∆╢⁹ 
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(1) Certificate  

 

(2) AttributeCertificateV2  

2  

(3) OtherCertificateFormat  

∕─ ─  

  RevocationInfoChoices (crls)ה

ꜞ☻♩(CRL)─ ╕╡⁹ ⌐ ╕╣╢ ⅜ ⅛ ⅛╩ ∆╢√╘─ ╩ ╗

↓≤⅜≢⅝╢⁹ 

(1) CertificateList  

 

(2) OtherRevocationInfoFormat  

∕─ ─  

SignerInfosה  

─ ╕╡⁹0 ╙ ╘≡⁸≥─╟℮⌂ ─ ╙ ╗↓≤⅜№╢⁹ 

 

. . .  SignerInfo  

CMSVersionה  

─ ─ ≢№╢⁹ ⅜ ┘◦ꜞ▪ꜟ ⌂╠┌⁸ │1≢⌂↑╣┌⌂╠

⌂™⁹ ⌂╠┌⁸ │3≢⌂↑╣┌⌂╠⌂™⁹ 

SignerIdentifierה  

─ ╩ ∆╢ ∕╣⌐╟∫≡ ─ ╙ ∆╢⁹⁹ ─ │⁸ ⅜

╩ ∆╢─⌐ ≢№╢⁹ ─ ╩ ∆╢√╘─ ≈─ ╩ ∆╢⁹ 

IssuerAndSerialNumberה  

─ ╩⁸ ─ ┘ ─◦ꜞ▪ꜟ ⌐╟∫≡ ∆╢⁹ 

SubjecKeytIdentifierה  

─ ╩X.509 ─ ─ ⌐╟∫≡ ∆╢⁹ 

DigestAlgorithmIdentifierה  

⌐ ╦╣√ⱷ♇☿כ☺♄▬☺▼☻♩─▪ꜟ◗ꜞ☼ⱶ ┘ ∆╢Ɽꜝⱷכ♃╩ ∆╢⁹ⱷ♇☿כ

☺♄▬☺▼☻♩─▪ꜟ◗ꜞ☼ⱶ│⁸ ∆╢ ⱶ☼ꜞ◗ꜟ▪♩☻▼☺▬♄─♃כ♦⅝ ⌐

→╠╣≡™╢╙─≢⌂↑╣┌⌂╠⌂™⁹ 

SignedAttributesה  

↕╣╢ ─ ╕╡⁹ ≢№╢⅜⁸ ∆╢ │DER ≤⁸ ⌂ↄ≤╙◖fi♥fi♩

≤ⱷ♇☿כ☺♄▬☺▼☻♩─ ≈─ ╩ ╕⌂↑╣┌⌂╠⌂™⁹ 

SignatureAlgorithmIdentifierה  

⌐ ╦╣√ⱷ♇☿כ☺♄▬☺▼☻♩─▪ꜟ◗ꜞ☼ⱶ ┘ ∆╢Ɽꜝⱷכ♃╩ ∆╢⁹ 

SignatureValueה  

─ ⁹ 

UnsignedAttributesה  

≤│⌂╠⌂™ ─ ╕╡⁹ 

 

. . .  SignedAttributes  

ContentTypeה  

♃כ♦─♃כ♦ ─○Ⱪ☺▼◒♩ ╩ ∆╢⁹ ⅜ ∆╢ ⌐│ ∏ ╘⌂↑

╣┌⌂╠⌂™⁹ 

MessageDigestה  

ꜙ◦♇Ɫ─♃כ♦ ╩ ∆╢⁹ ⅜ ∆╢ ⌐│ ∏ ╘⌂↑╣┌⌂╠⌂™⁹ 
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SigningCertificateReferenceה  

╩ ∆╢ ─Ɫ♇◦ꜙ ╩ ∆╢⁹ 

│ ╩ ∆╢≤™℮ ⌐⅔™≡│ ≤ ∂≢№╢⅜⁸

│ ↕╣╢ⱨ▫⁸╘√™⌂│≢♪ꜟכ ↨╪↕╣≡╙∕─ ╩ ⌐ ∆╢↓≤

⅜≢⅝⌂™≤™℮ ╩ ℮↓≤⅜≢⅝╢⁹ 

(1) ESS SigningCertificate  

ESS ─  

(2) ESS SigningCertificateV2  

ESS ─ 2  

(3) OtherSigningCertificate  

ESS ─ ─  

SignaturePolicyIdentifierה  

ⱳꜞ◦╩ ∆╢√╘─ ╩ ∆╢⁹ ⱳꜞ◦│⁸ ≤ ─ ⅜ ╢═⅝ ─

⁹ 

CommitmentTypeIndicationה  

⅜≥─╟℮⌂ ╩ ∫≡ ⇔√⅛╩ ∆╢ ╩ ∆╢⁹ 

SignerIdentifierה  

─ ╩ ∆╢ ∕╣⌐╟∫≡ ─ ╙ ∆╢⁹⁹ ─ │⁸ ⅜

╩ ∆╢─⌐ ≢№╢⁹ ─ ╩ ∆╢√╘─ ≈─ ╩ ∆╢⁹ 

ContentTimestampה  

⌐ ∆╢♃▬ⱶ☻♃fiⱪ⁹ ╟╡ ⌐ ∫≡⅔™√ ─ ≈╕╡

♃▬ⱶ☻♃fiⱪ ╩ ⌐♃כ♦ ╘√™ ⌐ ∆╢⁹ 

SigningTimeה  

⅜⌂↕╣√ ╩ ∆╢⁹ ─ ↕│ ↕╣⌂™⁹ 

ContentReferenceה  

─ ┼─ꜞfi◒╩ ∆╢⁹ 

ContentIdentifierה  

─Ɫ♇◦ꜙ ⌂≥⁸◖fi♥fi♩╩ ⌐ ∆╢ ╩ ∆╢⁹ 

ContentHintsה  

⌐♩♇ⱴכ◊ⱨ♃כ♦─ ∆╢ ╩ ∆╢⁹ 

SignerAttributesה  

─ ╩ ∆╢⁹ ⌐│ ⅝ↄ ↑≡⁸ ⅜ ≢∕℮∞≤ ⇔≡

™╢ ≤⁸ ⅜∕℮≢№╢≤ ⅜ ⇔≡™╢ ─ ⅜№╡⁸ ⌐│∕─

≥∟╠─ ╙ ∆╢↓≤⅜≢⅝╢⁹ 

SignerLocationה  

─ ⌐⅔↑╢ ╩ ∆╢ ≢№╢⁹ ⌐╟∫≡∕─ ⅛↕⅜ ↕╣√╙─≢

│⌂ↄ⁸ ⅜ ⌐∕─ ⌐™√≤ ⇔≡™╢╙─≢№╢⁹ 

 

. . .   

SignatureTimestampה  

♃▬ⱶ☻♃fiⱪ⁹ 

CounterSignatureה  

⌐ ∆╢ ⁹ ⅜ ⌐ ∆╢ ⁸ ─ ⌐ ⅜№╢⁸╙⇔ↄ│ ╩ √∑

√™ ⌐ ™╢⁹ 

CompleteCertificateRefsה  

⌐ ⌂⁸ ⅛╠ ─ ╕≢─ Ɽ☻ ─∆═≡─ ─ √

∞⇔ ─ ┼─ │ ╕⌂™ ⁹1 ⌐≈⅝ ≈∞↑ ∆╢⁹ 




















































