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https-//www.mhlw.go.m/content/ 10808000/001221670.pdf
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https://www.mhlw.go.jp/content/000466966.pdf

JIS X 19790:2015 &= U T ¢ Hifi — B EY2— DXV T ¢ BRFEIHE

ISO/IEC 7816-4:2020 Identification cards — Integrated circuit cards — Part 4: Organization, security
and commands for interchange

ISO/IEC 7816-8:2021 Identification cards — Integrated circuit cards — Part 8 Commands and
mechanisms for security operations

ISOMEC 7816-15:2016 Identification cards — Integrated circuit cards — Part 15 Cryptographic
information application

PKCS#11V2.20 1

Crypto API
https:/learn.microsoft.com/ja-jp/windows/win32/seccrypto/cryptography-portal

Cryptography API: Next Generation (CNG)
https:/learn.microsoft.com/ja-jp/windows/win32/api/ncrypt/
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4.3.1. Fh B BRTFEHERE
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ThHY., AT, ARV E S IZROFTAE T VERT 5, FGREREIE. WRDEETHLIND
DFE~DT 7 AFE AR L2, (HPKI B4 HREERY o, HPKIFEREH (N) fEEARY o, HPKI
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%175, XIZIETF RFC 6712 X O'RFC 4210 [GEAEEE Y 0 hav) (> CTAHY TA v b TP o v
2 0, XIFRHRIZZ 272 TR L > T, MAFISSIZEENDS D T2, FEERIEA Y P VORAHE
TR XL BIIRARO I B —2 A L TWWRWZ EOFFANRTE 550 &4%, (HPKL E4 fHirHE
AU HPRILFGEH (N) FEHERY . HPKIGEREH GRER) FEAEARY v 6.1.2) Zoa, AkEh
TRESE, NEHERET 7 (v (EF) 12 hb,

IMAE ORATEN IC 71— RN TAER S D5ATEL. GENERATE ASYMMETRIC KEY PAIR =2~ K
\ZE 0 — RNTAER L, WEHEET 7 (v (IEF) 125, (ISOMEC 7816-8)

AR NNy v afliz A & LTEBAEREICER SR D,

4.3.2. NGISREIEAE R IFHRE

IMAE ORESEDFRRER TR SN2 5565 K ONC 1 — RN TAER SN DG EILTNEL L 72 HHRE TH 2,
NBARREEX WEF (T S 4L, ABIEORGERAZIT IC 7 — RobRiati S s,

A33. FAEBERRUVOARBELTY R7R— MERE (T2 a )

GENERATE ASYMMETRICKEY PAIR =<2 Ri2k v, IC h— RNTEAST 24 L, VST
HEMET 7 4L (IEF) (2D, £o. ABEREHELS CA F~E:KRT 572912 GENERATE
ASYMMETRIC KEY PAIR =i~ KiZL Y, BEC IC 71— RN TER S I-ABSICT 72235,
(ISO/TEC 7816-8), sEAROELHZ L 0 IMAZE ORAH IC /1— RNTOARKRZ KD HILHEATE. MH
DOHEEEE 725,

434 . FhEHRA R— MEEE (T aY)

IC 71— RN TTROAERDNZE T LUVWDBVETITZRV N, SN CHEAST 24 LTS3 E % TEF ~,
BRI EZ WEF ~1 >3 — 95, @REROEMHIZ L 0 INAE OFREHEDGERER CER SN D 5E1E
VIEDRSAE L 725,

4.3.5. \BASEEIBAE T H R AR— MgE

IC 71— RPNZERATE ST A B FAE T AR ORRED 72 OIEA4 IR S 555412 WEF 2157E
TaeHd,

4.3.6. ERHERE

PERFORM SECURITY OPERATION =t~ F®> COMPUTE DIGITAL SIGNATURE Uiz LY
FOUNELOHE LT
FRFHOTCHIT DHAREATE L, /> 2l 10 H— KA S5,
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4 . 3- 7 it FIIE*%

PERFORM SECURITY OPERATION =~ F® COMPUTE DIGITAL SIGNATURE Wiz kv,
F VB VBADREEAT,
BAFHEOT AT B AAREIEE L, T+ Lo VIR IC I— FICAN SRS,

4.3.8. A EBEE L BERE

ﬂﬁ%%%%&8®ﬁﬁ_ﬁﬁﬁé’kﬁf%éﬁ%_ﬁé’&%ﬁém(mmmm)kwb FARD
ST — 2 DNFRER CTAER SN DAL, TEE T — 2 DWINAEBIUZ 2 DNT-%IE, SRRV TESE

BITHEEL, RE LWL DET S, Fio, BALNIEHET —# 1L, R TED DAIVZHEIZHE Y,
IMAEIZ LV ERRIET DD LT D, FAEDOIEHEALT —&# ZIMAE N ERT 2551, FRaERTED
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A U TRDONTZ D% IC — ROFERET DiiAatal’s EMH D, KA K74 2 Tid, PIN FRAEIC
K AFNHETRED A ZHE L TV D,

INMAERHERDOR NHERD 2 DRI L B[R U b D& W 5E, BAREO/ Ny ¥ 2 ARSI T
vyl Va—RELTIC — RIZiEViATe L AR Aa— R E UTEL SNTENEEICET ST
LE D, 20, e L BAEIINT 72 U by, BLITASK, BLATHRNRICKH L CTHERLE
ML TBLETHHLOT, FOEOIIEBLIZR L TUINT, IMAZOEEHERDT- O DOMERE L TRVEHD
TEHALAT > 7% AN < TR B 720,

44. ICH—KDEx2") T 115

4.4.1. IE

IC 71— KK OVIC I — R EINT=T 7)) r—y a v 0eeMs 4.4.2 THBA L, IC h— KEOT 7Y
= a U EEEICHAT 57O >t 2 U 7 1 #EiE% 4.4.3 TillA3 %,
442. 7T ) r—avnkreH
1) fArE - R REE
M5 o 7Sz k> Th— RicHg Sz IC Fv 7 EOBESRAFRH#E L WD, BARIZIE, UTD XL 57
BRIAAT 5 T2 D OFE RIS R EE A 72k BRI L > TIRE L T B,
BEEZEHALTH— R oF v 72RO LT 5028 L <75
ICF v T EEREILT D Z LT Lo TS COBE A N5
BRI SN 2 L ERIT D R AR, B ERINT D LT — 2 BEET D EERNR
fiFT 2 R 235
ERETEET D AT 2T U A NEET D 2 LT HELAZ AT
Y HEESIRELEOEAIN S DT — 2 fRHT 2 b < Tosb, HEEIOH AR S A2 Y — 55N T 7 AT
%
2)  AIEfEFAREE
RER S « XA T — RH AW SHOMGRZ L > T, IEY%M% IC — ROWER LT=T 7 B A2 05
A SNDAHHAAEEF-> CWND, T/ ASIENL, 77— a VAL, 7 7 A VEALCERET D 2 EAVA]
HETC, me L« FAL « FHAZ 72 EOBYEZ LIZR/ 2 BT 7 B AMERRTET H T EDNATREL 72> TN 5,
GREE T « NAT — RB XU SHEHE, E25E CTE DDA T Z EOTERWERE LT IC 1—F
NTEEINDDT, I— FEESOEHE CTHo THORERFHIZ L > TEDEEAEUST 5 Z L1 T
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VY, BREE S « 7SAT— R D WIIRE SHEOHERX. 50> UORE S-S O IR AR ST 5 &
FEOFIT A HEICE L (FAZE) 5 2 LNHREAR DT, RIEARFIH AL K32 & b Ly A7
ZEfo T,

3) TV r— g stk

BEDT 7V r—2a B 1D IC 71— R RIAHET 2556, K42 DT7 7V r—a YN T 7 A R
X2 VT 4 BHIRNITH D, TDID, HHT TV r—a VINDT =X ~OEMENRRIDT 7)) -
—a VDT =R EEG52 52 L3R, Fi2, DT TV r—va VNORREERERIC L DR U T
SARREMN, BIOT 7 Ir—3 a A EMERND Z 1T, FDT, HDHT TV r— g U ~OERERN
BOT 7V r—a ATEEE G252 L3, ENENDOT T r—a U inb e bNi e 16 1—
RCdHh D L e - T-EFEESE D Z ENARETH 5,

A43. W—FRT7 TV r—2a VBRSNS X2 T 1 #EE

1) PORE (FMERERIEARE
%IJHﬂ SN DA DIE S M2 ANETRREOREAEIC X > CTHER T D1 URARIDNEEZ N> TS Z I L D
ROIEYVEZTERT D, Wzi\%ﬁﬁmmHMEﬂv/Pk ZhiZ#: < EXTERNAL
AUTHENTICATE =i~y R&EHT D, F 0 T A LA OMATRGE I LT, HEktden— 338
WCHFATE 5, ()

2) FIRHES
A) PIN OFAIZEY PIN 251> TWD Z LI K DFIEOMER, #121EX VERIFY =i~ Rafl+
éo
B) #z%-oTW5 FfoTW2) Z LIC X 2FIHEDMEGR, #1x1X. GET CHALLENGE =~ &,

ZiuZfi< EXTERNALAUTHENTICATE =~ R&EHT 5, (F)

3) EXaTAvE—TLT
v FROZDIVE ;xT L TED—MUIBEZRE AT L > TRET D720 DT5iE, 2~ FFTOL
é‘JJn SNDT—X &l iofﬁéé‘fé T — X DFZHERE & e T = v VT BERE A RO 2 L D3R D,
Ui AR & IC 71— R COMBE DR EMEDMRIE S 72 _ﬁﬁb\%ﬂZwJ B DL EMHERORE T D %, ()

4) PR

=8 (T7Vr—ay) OIESHARRIGEIET D120 OKIETH 5, HHRAIEEN L LN T
¥ L'>P%  INTERNALAUTHENTICATE =t~ RIZ & ¥ IC 7 — RPUTASII S TN D NSRS & 5
B Z ORI s A N T U, IC 1 — ROESMEEMGERT D, A2 T A R ORI ISH LT=5
By = IC I— ROIESMATERET D4R T& 5, (5

1 ARl D% K OSERIEREO A ALE AR OFPE CIE, R — 7 o RZE E 20, FIH L725E12iE
FEIEROIFIZ 72 D AMREMN 3 D = LI BT D EN D 5,
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5. HEERMHEEO-ODHE
5.1. HHEERMHER

5.1.1. HHEERM Z iR T HEH

KA BT A )N BEE L DA ASERMEOMER T, 572 5 HPKIZGRERMAFIT LI IC I — K2 AW T,
TIATV NDOELFELT TV r—a U BNEFBLDDVITEVGREE SATAREE 7562 LI2H b, X1
\ZZF O E T,

EWRIEw®T ) r—3a

HPKI T 7V r—va v

A—RY—%

7

FELB
PKI #— K

1 FHAEM O

O XD I EERMNE ARG 250, K2R T@Y 7 47 MIloY 7 s =7 ZLLF ORI
THRFT DN B 5,
1) HPKIT7 U/ —ya @
2) PKIMEEZIRUET 2L MLy =78
3) IC—FROAHNERETZNHIC H— R —F A L X —T =— A&
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mET Y r—a v

HPKI 77V r—va g
(Fl1lE . ETELEY 2—/L5%)

PKI X B =7 8 >
(%% 2 J& : PKCS#11, Crypto API %)

A—RU—=HA L ETx—R)E
(%% 3J& : PC/SC %)

J

H—RY =5

NH G TNNE 7 NN

ok (B
7816-3, 7816-12, 14443 %%
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No API 4 W

1 | C_GetFunctionlist BEERA 2 ) A NERST 5,

2 C_Initialize PKCS#11 714 77V 241195,

3 | C_Finalize PKCS#11 54 77 & 1755,

4 | C_Getlnfo TA 77 VIFRERST 5,

5 C_GetSlotList 2z M A NEBEET 5,

6 | C_GetSlotInfo 2wy MEHREBET 5,

7 | C_GetTokenInfo h—2 AFRE TGS 5,

8 C_GetMechanismlList YR—KMAB=X L (TNIV X)) BT 5,

9 | C_GetMechanismInfo A=A (T Y L) ERE T,
10 | C_OpenSession Yy a UEHENT D,

11 | C_CloseSession Ty va U EYIWT S,

12 | C_CloseAllSessions TR_RTCOY v g 2k 5,

13 | C_GetSessionInfo g REARET A,

14 | C_Login =2 v Eu A AREIZT D,

15 | C_Logout =2 Zu 7Ty MRREBIZT 5,
16 | C_FindObjectsInit FT7 V= NORBEERET D,

17 | C_FindObjects FTT 7 NOWRELTD,

18 | C_FindObjectsFinal FTV 7 NORBEEKTT D,

19 | C_GetAttributeValue FT7 V7 NORMEEBITT 5,
20 | C_SignlInit ELNBEL AT 5,

21 | C_Sign T—HIIBLEIT O,

YiR— M~ & APTOfERIILUT Ol Y L70d, 7eds, RV ER LUMERICB L Tid, PKCS#11 2%
oz &,

(1) C_GetFunctionList

API % C_GetFunctionList

L BSORA 2 U 2 MBS 5,

B >4 | CK_DEFINE_FUNCTION(CK_RV, C_GetFunctionList) (

Tr—2A CK_FUNCTION_LIST PTR_PTR ppFunctionList
)
RUfE | CK_RV(CKR_OK: ffxh Zofth: 55
il j1(e} I
51K CK_FUNCTION_LIST PTR_PTR | OUT | B&7 KL AU A RiRA %

(2 C_Initialize
API % C_Initialize
i PKCS#11 74 77 U 4t %,
Bk > # | CK_DEFINE_FUNCTION(CK_RYV, C_Initialize) (
7 r—A CK_VOID_PTR plnitArgs
)
ROfE | CKRV(CKR_OK: Ftth Zfh: 2k

i /0 N
5% CK _VOID _PTR IN | NULL RA & Z2455E
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(3) C_Finalize

API % C_Finalize
WL PKCS#11 74 77 V& T35,
BE# A1 > % | CK_ DEFINE_FUNCTION(CK_RV, C_Finalize) (
Tz —A CK_VOID_PTR pReserved
);
RO E CK_RV (CKR_OK: ff#h Zdfth: 550
il /O WS
5% CK_VOID_PTR IN | NULL &~ A 4% Z45E
(4) C_GetInfo
API 4 C_GetInfo
ML TA 77 VIEFRETISET 5,
B > % | CK_DEFINE_FUNCTION(CK_RYV, C_GetInfo) (
7z —A CK_INFO_PTR plnfo
)
RV E CK_RV (CKR_OK: f#) Zdfth: 550
il /O P
5% CK_INFO_PTR IN/OUT | 74 77 VIgFHRAA &
= BUSFATRE72 T4 77 UV IHFHRIFLL T O@E Y,

CK_INFO::cryptokiVersion:

PKCS #11 ik \— 3 1 2.20
CK _INFO::manufacturerID:

T4 77 ) EEEA:
CK_INFO:flags:

By 77700
CK_INFO::libraryDescription:

A4 77 Vidikse THPKI 3.0) *
CK_INFO:libraryVersion:

TATZIVNR—=T a3y

H IHRICKHIS L2 T A 77 U inbid THPKI2.0) 28RS0, BT AT DT T —L LianZ &,

(5) C_GetSlotList

API 4 C_GetSlotList
W Zuy MU A NEREET 5,
B 1 > % | CK_DEFINE_FUNCTION(CK_RV, C_GetSlotList) (
Tz —R CK BBOOL tokenPresent,
CK_SLOT_ID_PTR pSlotList,
CK_ULONG_PTR pulCount
);
ROfE | CK_RV(CKR_OK: j&zh Zofth: JH0
7 | 10 | A
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5%

CK_BBOOL IN TRUE: 71— FFYDAry MY X
k%359
FALSE: #ft SN TW5 7T X ThD
Ay hU A &R
CK_SLOT_ID_PTR IN/OUT | Az R ID U A haRA %
CK_ULONG_PTR IN/OUT | 2z FID U A M4k

(6 C_GetSlotInfo

API 4 C_GetSlotInfo
M 21y MERE BT 5,
B 1 >4 | CK_ DEFINE_FUNCTION(CK_RYV, C_GetSlotInfo) (
7z —A CK_SLOT_ID slotID,
CK_SLOT_INFO_PTR plnfo
)
RO | CK_ RV (CKR OK: it #ofih: 5
Al /O A
512K CK_SLOT _ID IN A M ID
CK_SLOT_INFO_PTR IN/OUT | A1y MEBRBA X
e BYSaTRE2 2 1 MEBITLLF oMY,

CK_SLOT_INFO::slotDescription:

Ay hFEil 3¢ PCISC V) — X 44 F5
CK_SLOT_INFO:manufacturerID:

2y MNEES: 721032 3 NOZEESCTS)
CK_SLOT_INFO:flags:

vy N7 77— RAE

(I— FHAHIUE CKF_TOKEN_PRESENT)

CK_SLOT_INFO:hardwareVersion:

Ay hoN—=KR =27 /3—25 0100
CK_SLOT _INFO:firmwareVersion:

Ay N7 7 =L 2T /N—2=a:100

(7) C_GetTokenInfo

API % C_GetTokenInfo
ML =2 A BT 5,
B 1 > % | CK_DEFINE_FUNCTION(CK_RYV, C_GetTokenInfo) (
e CK_SLOT_ID slotID,
CK_TOKEN_INFO_PTR pInfo
)
RUfE | CK_RV(CKR_OK: f§h Zofth: 55
7l /O N
51K CK_SLOT_ID IN 2w ID
CK_TOKEN_INFO_PTR OouUT =2 AGFHARA 2 F
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B AIREZR b—2 EHRIFLL T O v,
CK_TOKEN_INFO:label : T4, :
THPKI Application | : 71— RIZZ L0 D&
72382 /3 FDOZEFSLTH) - 1 — RIZT~VIE LDOGA
CK_TOKEN_INFO:model : 734 ZEF /L4,
SO 7816-15:2016] '*
CK_TOKEN_INFO:flags: v k757 :
HLEEREHA (CKF_RNG) |
a—4n /4 L B(CKF_LOGIN_REQUIRED) |
=—% PIN Ok 47(CKF_USER_PIN_INITIALIZED)
CK_TOKEN_INFO:ulMaxPinLen : PIN O KE :

16
CK_TOKEN_INFO::ulMinPinLen : PIN O#f/NE -
4
EIX, MHEEB ORISR A AW 5506 Th 5,
o HRRUCHS L2 4 77 Ui [JISX6320-15:2006), [TSO 7816-15:2004) 72NESAVLDH 73,
DT DT T —L LignZ &,
(8) C_GetMechanismList
API %4 | C_GetMechanismList
A PR—= R AD =X LT N XL BT 5,
B4 1 > | CK_ DEFINE_FUNCTION(CK RV, C_GetMechanismlList) (
BT x— CK_SLOT_ID slotID,
A CK_MECHANISM_TYPE_PTR pMechanismList,
CK ULONG_PTR pulCount
)
ROME | CK_RV (CKR_OK: i&xh Zofih: I
Al /O N
5% | CK_SLOT ID IN Ay 1D
CK_MECHANISM_TYPE_PTR | OUT ANNZ ARG A THRA K
CK_ULONG_PTR IN/OUT | AH=ALHZ A THEL
fiis | BUSAEe e AR — M A D =X NILLFOEY
Sign H: CKM_RSA_PKCS

(9) C_GetMechanismInfo

API £ C_GetMechanismInfo
M AH=RN(T T X L) ERE KT,
% > | CK_ DEFINE_FUNCTION(CK_RYV, C_GetMechanismInfo) (
BT x— CK_SLOT _ID slotID,
= CK_MECHANISM_TYPE type,
CK_MECHANISM_INFO_PTR plnfo
)
ROfE | CK_RV(CKR OK: i) Zofh: 5440
i) IO N
5% | CK_SLOT ID IN 2w kD
CK_MECHANISM._TYPE IN AN=ZANEA T
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CK_MECHANISM_INFO_PTR | IN/OUT | A% =X AL v &

(S

RET HIERIZLLTOHEY
type = CKM_RSA_PKCS 04
CK_MECHANISM_INFO::ulMinKeySize : fx/|Mi: 2048
CK_MECHANISM_INFO::ulMaxKeySize : fzR#tRE: 2048
CK_MECHANISM_INFO:flags: £ h7Z 7 :
C_SignInit FIfl FTAE(CKF_SIGN)
., FfHEE B OMEGIZ W55 06 Th s, HEE : 4096 )

(10) C_OpenSession

API4 | C_OpenSession
ME | EyvarErT 5,
B > | CK_DEFINE_FUNCTION(CK_RYV, C_OpenSession) (
AT z— CK_SLOT_ID slotlD,
A CK FLAGS flags,
CK_VOID_PTR pApplication,
CK_NOTIFY Notify,
CK_SESSION_HANDLE_PTR  phSession
)
ROfE | CK_RV(CKR_OK: & Zofth: S
il /o A
515 CK_SLOT 1D IN Zmy hID
CK_FLAGS IN CKF_SERIAL_SESSION %f5
iE
CK_VOID_PTR IN NULL KA > Z Z457E
CK_NOTIFY IN NULL 7RA > Z ZF57E
CK_SESSION_HANDLE PTR | IN/OUT | &> 3/ KVRA 4

(11) C_CloseSession

API 4 C_CloseSession
ML v ia a2t 5,
B A >4 | CK_DEFINE_FUNCTION(CK_RYV, C_CloseSession) (
7 =2 CK_SESSION _HANDLE hSession
)
RUfE | CKRV(CKR_OK: JiftEh Zfh: 4k
il /O N
5145 CK _SESSION HANDLE IN | By g R
(12) C_CloseAllSessions
API % C_CloseAllSessions
MR TRTCOE Y g 22U 5,
Bk > % | CK_DEFINE_FUNCTION(CK_RV, C_CloseAllSessions) (
S CK SLOT ID slotID
)
RUfE | CKRV(CKR_OK: JiEh Zfh: 2k)
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7 10 Nz

5%k CK_SLOT_ID IN | Ar> ~ID

(13) C_GetSessionInfo

API £ C_GetSessionInfo

i A vy a REEEIST 5,

B 1 > # | CK_DEFINE_FUNCTION(CK_RV, C_GetSessionInfo) (
PZE= 7S CK_SESSION_HANDLE hSession,
CK_SESSION_INFO_PTR pInfo
);

RO | CK_RV(CKR OK: idh Zfth: S0

7 70 N

GIE CK_SESSION_HANDLE IN N VPRV i

CK_SESSION_INFO_PTR | OUT g RREARA 4

%5 LUF OREA KT,

074 LT e x: CKS_RO_PUBLIC_SESSION
(CKS_RW_PUBLIC_SESSION T#%1])

074 LTW5 & &: CKS_ RO_USER_FUNCTIONS
(CKS_RW_USER_FUNCTIONS Tt 7))

(14) C_Login

API% | C_Login

L b= A ARREICT D,

Bk ( > % | CK_DEFINE_FUNCTION(CK_RV, C_Login) (

e CK _SESSION HANDLE hSession,
CK USER_TYPE userType,
CK_UTF8CHAR_PTR pPin,

CK ULONG ulPinLen

)

R0 E CK_RV (CKR_OK: ) Zofh: KR

7l /O A
GlE CK_SESSION_HANDLE IN |EyiarnrRL
CK_USER TYPE IN | CKU_USER ##57%&
CK_UTFS8CHAR_PTR IN | SAU— RXCFFIRA 5, CFFNE,
ASCII &%,
CK_ULONG IN | /7RAU— FCFHIE

(15) C_Logout

API 4 C_Logout

MR =2 a7 Ty MREEICT D,

A > # | CK_DEFINE_FUNCTION(CK_RYV, C_Logout) (
T x—2A CK_SESSION_HANDLE hSession
)

R0 CK_RV (CKR_OK: % =it Jeih)
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7 10 P

5%k CK_SESSION_HANDLE IN | Byvainr i

(16) C_FindObjectsInit

API 4 C_FindObjectsInit

GiHEES F7 V=l FOWRERMGT %,

B (> % | CK_DEFINE_FUNCTION(CK_RV, C_FindObjectsInit) (

7Tz —A CK SESSION HANDLE hSession,
CK _ATTRIBUTE_PTR pTemplate,
CK ULONG ulCount

)

RO | CK_RV (CKR OK: i) Zofli: K0

i /O A
513K CK_SESSION_HANDLE IN |Eyiarnr i
CK_ATTRIBUTE_PTR IN | BT —7 VR A v #
CK_ULONG IN | BT —7 1

15 LU FDJEMEIC K D15R 21T 9,
CKA _CLASS CKO_CERTIFICATE %7-i% CKO_PRIVATE_KEY

CKA_TOKEN True

CKA_LABEL AFAEOLRT £7203 FERROLR]
CKA_ID AEAEOE S Fioid AROEFS
CKA_CERTIFICATE_TYPE CKC_X_509

CKA_VALUE AFBED(E

CKA_KEY_TYPE CKK_RSA

CKA_MODULUS UNE N

CKA_PUBLIC_EXPONENT INBABED E

(17) C_FindObjects

API 4 C_FindObjects

e F7 V= NOMEREAT D,

fi% A >~ | CK_ DEFINE_FUNCTION(CK RV, C_FindObjects) (

e CK_SESSION_HANDLE hSession,
CK_OBJECT _HANDLE_PTR phObject,
CK_ULONG ulMaxObjectCount,
CK_ULONG_PTR pulObjectCount
);
ROfE | CK_RV (CKR_OK: % Zofth: S0
i) 1/0 A
GIE='e CK_SESSION_HANDLE IN Tyaranr R
CK_OBJECT _HANDLE _PTR | IN/OUT | A7 Y7 2 RIVARA 4
CK_ULONG IN RAT V=7 MK
CK_ULONG_PTR IN/OUT | A7 2=/ MERA o H

(18) C_FindObjectsFinal

API % C_FindObjectsFinal

ML FT7V =l FOBREK T %,
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Bk > % | CK_DEFINE_FUNCTION(CK_RV, C_FindObjectsFinal) (
Tr—2R CK_SESSION_HANDLE hSession
);
R i CK_RV (CKR_OK: & Zofth: k)
il /O NE
5 %% CK_SESSION_HANDLE IN gLy Kb

(19) C_GetAttributeValue

API 4 C_GetAttributeValue
WL I 7TV S OJEMHEE BT D,
B 1 > % | CK_DEFINE_FUNCTION(CK_RV, C_GetAttributeValue) (
Tz —A CK_SESSION_HANDLE hSession,
CK_OBJECT_HANDLE hObject,
CK_ATTRIBUTE_PTR pTemplate,
CK_ULONG ulCount
)
RUfE | CK_RV(CKR_OK: &5 Zofth: 0
Al /O A
Gl CK_SESSION_HANDLE IN NI NI I
CK_OBJECT_HANDLE IN R AVES/S VAV V¥
CK_ATTRIBUTE_PTR ouT JEMET — T NVIRA A
CK_ULONG IN BT — 7 VK
iE3 LUF D kT DB S FTRETd 5,
CKA_CLASS CKO_CERTIFICATE #7-/% CKO_PRIVATE_KEY
CKA_TOKEN True
CKA_PRIVATE #3 A7V NEM RS,
CKA_LABEL #£3 A7Vx7 NEtE—EEMH,
CKA_ID #x3 A7V N BB
CKA_CERTIFICATE_TYPE CKC_X 509
CKA_VALUE #£3 A7Vx7 NEtE—EEMH,
CKA_ISSUER #3 A7V NEM RS,
CKA_SERIAL_NUMBER #£3 A7V NEtE—EEMH,
CKA_SUBJECT #3 A7V NEM RS,
CKA_KEY_TYPE CKK_RSA
CKA_SIGN True
CKA_EXTRACTABLE False
CKA_ALWAYS_AUTHENTICATE
#3 A7V MNatk—EEH,
CKA_MODULUS #£3 A7Vl NEtt—EEMH
CKA_PUBLIC_EXPONENT #£3 AT7V=s MNEMEESR,
X, MEEB OREEEEZ W55 06 Th 5,
£3 A7V MNEMEE
FAVET/AN B4 JEMEAE
SN i CKA_PRIVATE True
CKA_LABEL Private key of HPKI
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CKA_ID

17H

CKA_ALWAYS_AUTHENTICATE

EFPrKD ND
CommonObjectAttributes.userConsent DfED X
TEINTWAEETrue, userConsent A1 False

CKA_MODULUS

TV RZUT 4T 4 OFEAEN SIS L7

CKA_PUBLIC_EXPONENT

TV R T 4T 4 OFEAEN SIS L7AE

2| = R 7
{7 1 Dk
=B

=

CKA_PRIVATE False

CKA_LABEL HPKI END ENTITY CERTIFICATE

CKA_ID 17H

CKA_VALUE TV R T 4T 4 OREHEDE

CKA_ISSUER EFCD W= R v T 47 4 DFEHED

X509CertificateAttributes.issuer DfE, issuer A%
i NULL i~ A > %Z

CKA_SERIAL_NUMBER

EFCD WO~ R o5 47 4 DiFHED
X509CertificateAttributes. serialNumber
serialNumber E IR NULL RA %

CKA_SUBJECT EFCD WO x> R v 7 47 4 OFEWHED
X509CertificateAttributes.subject MfiE, subject
BEEF L NULL ARA > 4
3| E5%4E D CA| CKA_PRIVATE False
AR CKA_LABEL MHILW CA CERTIFICATE
CKA_ID 19H
CKA_VALUE JE5574 O CA FEHEDAE
CKA_ISSUER EF.CD NDJE5748 D CA ZEHED
X509CertificateAttributes.issuer DfE, issuer &
BEEF L NULL AR A > 4
CKA_SERIAL_NUMBER EF.CD NDJE5748 D CA ZEHED
X509CertificateAttributes. serialNumber D1,
serialNumber H & X NULL A1 > %
CKA_SUBJECT EF.CD NDJE5748 D CA ZEHED
X509CertificateAttributes.subject DfE., subject
AR X NULL A A >4
4 | % F ¥ #H © | CKA_PRIVATE False
CA FiFHZE CKA_LABEL HPKI ROOT CA CERTIFICATE
CKA_ID 1AH
CKA_VALUE FHIEHE D CAFFHEDIE
CKA_ISSUER EF.CD NO&FZ# O CA GEHED

X509CertificateAttributes.issuer DfE. issuer &
W& % NULL AR A > &

CKA_SERIAL_NUMBER

EF.CD NOAHSEE D CA GEED
X509CertificateAttributes. serialNumber Df#.,
serialNumber A HEHE L NULL A > %

CKA_SUBJECT

EF.CD W45 5235 O CA RERED
X509CertificateAttributes.subject DfE, subject
AWERHE NULL R A ¥
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HHEHADOF

fi] CA GIEWTE

CKA_PRIVATE False

CKA_LABEL HPKI CA CERTIFICATE

CKA_ID 1BH

CKA_VALUE BHFEHOTH CA FEHEOE
CKA_ISSUER EF.CD W& F28 o HE CA SEBED

X509CertificateAttributes.issuer OfE. issuer &
W&HR X NULL AR A ¥

CKA_SERIAL_NUMBER

EF.CD NO&FHEEOHE CA FEFED
X509CertificateAttributes. serialNumber Df.,
serialNumber E &R NULL :RA > %

CKA_SUBJECT

EF.CD W& O H CA FEIED
X509CertificateAttributes.subject DfE, subject
ARG NULL AR A %

e

i, MEEB OEG A2 AW a OB THh 5,

(20) C_SignInit

API % C_SignInit
R BB AT 5,
Bk 1 > % | CK_DEFINE_FUNCTION(CK_RYV, C_SignlInit) (

T xz—A CK_SESSION_HANDLE hSession,
CK_MECHANISM_PTR pMechanism,
CK_OBJECT_HANDLE hKey

)
RO E CK_RV (CKR_OK: ff#h Zdfth: 550
il /O A
5% CK_SESSION_HANDLE IN | Eyvar v R
CK_MECHANISM_PTR IN | A=A LERARA o H
mechanism:
CKM_RSA_PKCS OAfEER]
CK_OBJECT_HANDLE IN | A7 V=7 b v Rv
(21) C_Sign
API 4 C_Sign
WL T—RICEBAEIT D,
B 1 > % | CK_DEFINE_FUNCTION(CK_RYV, C_Sign) (
7Tz —RA CK_SESSION_HANDLEhSession,
CK BYTE_PTR pData,
CK_ULONG ulDatalen,
CK BYTE_PTR pSignature,
CK_ULONG_PTR pulSignaturelLen
);
RU{E | CK RV (CKR_OK: i) ZDfh: 40
il /O WNEF
513 CK_SESSION_HANDLE IN Byvarnr v
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CK_BYTE_PTR IN T—HRA L
CK_ULONG IN T4
CK_BYTE_PTR IN/OUT | BT —F WA o H
CK_ULONG_PTR IN/OUT | BAT —HERA

#F4 PKCS#11 »HI—¥

NO A4, L

1 CK_INFO PKCS#11 741 77 U i
CK_INFO_PTR

2 CK_SLOT_ID 21 ~ 1D
CK_SLOT_ID_PTR

3 CK_SLOT_INFO 2u -y MEH
CK_SLOT_INFO_PTR

4 CK_TOKEN_INFO k=2 LR
CK_TOKEN_INFO_PTR

5 CK_SESSION_HANDLE SR Y
CK_SESSION_HANDLE_PTR

6 CK_USER_TYPE 2—FH AT

7 CK_SESSION_INFO Y ioa R
CK_SESSION_INFO_PTR

8 CK_OBJECT HANDLE FT T b RV
CK_OBJECT HANDLE_PTR

9 CK_ATTRIBUTE B2 ATl RSEZETHER
CK_ATTRIBUTE_PTR

10 | CK_MECHANISM_TYPE AN=ZANHEA T
CK_MECHANISM_TYPE_PTR

11 | CK_ MECHANISM ANZAREA ToETe, AD=ALE T i
CK_MECHANISM_PTR AN

12 | CK_ MECHANISM_INFO A T3 =X L
CK_MECHANISM_INFO_PTR

13 | CK RV TATZ7 VDR E

14 CK NOTIFY a— )y 7 [EH

15 | CK_FUNCTION_LIST PKCS #11 5A4 75 VD A—T g0, BORA
CK_FUNCTION_LIST PTR B e E TSR
CK_FUNCTION_LIST PTR_PTR

5.2.3.Crypto APl £ 27 x—X
KITA RZA4 Tt Crypto API OV AR — M _REEHEDO—E 2K 5 1T~ T,

#5 CryptoAPI
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No API 4 WL

1 | CryptAcquireContext o T O RVEARRT D

2 | CryptReleaseContext Yo LT F DN RIVERRR T 5,

3 | CryptGetProvParam CSP O/37 A—5 DIz BTG 5,

4 | CryptSetProvParam CSP O/37 A—H DIEZEFRET D,

5 | CryptDestroyKey PEDRFEZT 5,

6 | CryptGetKeyParam DT A—H DIEZTUGT 5,

7 | CryptGetUserKey fo T FTNOF N RVEREST 5,

8 | CryptCreateHash Nyt TVl NOEREIT,

9 | CryptDestroyHash Nt TVl NOWEERTT I,
10 | CryptSetHashParam N YA TV NDIRT A =B ERET D,
11 | CryptSignHash Ny Y afBICEBAEAT D,

PAR— F & API OHARIZLL T O Y & 725, 728, RV E, #&ERIL. CryptoAPI Oft#k%E2 SO =
é: o

(1) CryptAcquireContext
API 4 | CryptAcquireContext
WE | #ar T TN RAVERERT D
BEEA > | CryptAcquireContext(
# 7 x— | HCRYPTPROV* phProv,

A LPCTSTR pszContainer,
LPCTSTR pszProvider,
DWORD dwProvType,

DWORD dwFlags
);
RY{E BOOL (TRUE:f%%h FALSE: 20

GetLastError |2 T 7 —{F#HI IS T 5,

il /O A
GIE's HCRYPTPROV* OUT | v RIUEHBEITOARA %
LPCTSTR IN NULL XF T, T+ D7 4K
NULL Z#5%ET 5 Z &,
LPCTSTR IN NULL CFTHT9% CSP 4FCTho

T, B1E4AMH CSP 72 b X"HPKI
Crypto Service Provider for Non
Repudiation", FET#AEH CSP 72 51X
"HPKI Crypto Service Provider for
Authentication" ThfiF % XA A E
T5, 2

2 CSP 04 #ri%. "HPKI Crypto Service Provider for Non Repudiation ABC"4%: 7 12 /31 #—H3MEfhd~%
LD TH D, BURTHE—DAFRNTT HHIEITZ20O T, BENLETHD,
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DWORD IN Tusq 2217 PROV_RSA_AES,
PROV_RSA _FULL & %\ N
PROV_RSA _SIG #&»ET 52 &,

DWORD IN BT 23T A—4 0: FIHAEFEY]
& NIARA R CRIE T .

(G

dwFlags |2 0 Z45%E L7, 7 SAU— N AJEHNFR SND,
CRYPT_SILENT Z#%iE L= G —A ¥ 7 = — A TERRENRVD T,
CryptSetProvParam C PP_SIGNATURE_PIN %#57E L T PIN OfF#HRZ S
ﬂ\%ﬁﬁ &) é o

(2) CryptReleaseContext

API# | CryptReleaseContext
BEE | a7 oy BVERT S
BEEL 1 > | CryptReleaseContext(
BT x— HCRYPTPROV phProv,
A DWORD dwFlags
);
RUME | BOOL (TRUE:Y) FALSE: )
GetLastError |2 T 7 —{HFH IS TE 5,
i /O IFA
51K HCRYPTPROV IN CryptAcquireContext THUfS L7=/\> K
Jb
DWORD IN BWEIZREIT /3T A—% 0&RETDHZ
Lo

(3) CryptGetProvParam

API 4 | CryptGetProvParam
W2 | CSP O/3T A — X D& 5,
Bk 1 > | CryptGetProvParam(
%7 x— | HCRYPTPROV hProv,
A DWORD dwParam,
BYTE* pbData,
DWORD* pdwDatalen,
DWORD dwFlags
);
RUfE | BOOL (TRUE:%%) FALSE: %)
GetLastError |2 T 7 —{EHWAEETE 5,
i} /0 W
51 HCRYPTPROV IN CryptAcquireContext THUS L 7=/~
%
DWORD IN HEBUFT D720D/RT A—4 FR—
N OEEZ R 6 IR T
BYTE * ouT BEEMNT DN 77 DRA X
NULL Z487%E L 7= HME DR AA S
13717, pdwDatalen (ZAEDFEHAIC
VBN R SPERESIND,
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DWORD*

IN/OUT

EOESERFFT D3y 7 7 ~DRA
VB BPEOM LRI, pbData 23
T7IZED B THENT AT A X%
RIET Do BHEGE TRATIL, EORMAIC

VBT R SHRESND,

DWORD IN TREICEIT 23T A—# 0 ZiRET D
Z &,

#6 CryptGetProvParam @ dwParam CH¥"— hJ 51

for Authentication" %1% 9,

# | fE A
1 | PP_IMPTYPE CSP »3&L5% 4 DWORD # Tl d,
2 | PP_NAME CSP 4 #7% CHAR %0 NULL # — X r— R U551 Tl

B B4 M CSP 72 & X"HPKI Crypto Service Provider for Non
Repudiation", &4l CSP 72 51X"HPKI Crypto Service Provider

3 | PP_VERSION

CSP O»/3X— = % DWORD M Tikd,

4 | PP_PROVTYPE

CSP O7'm 1 X% A 7% DWORD I Cilk 9,

5 | PP_CERTCHAIN

CSPIZ&aEnd CA DFtHE (F=A ) ZHUFT %,

7 : CA DIFHEDT = A  DNERITFHHE L

CAD7 33—~ ME, ASN.1 T a— RREhi-

SET OF Certificate ;

-— X.509 certificates

5 b LT D,
(4) CryptSetProvParam
API 4 | CryptSetProvParam
B | CSP D/3F7 A—H DIEEFRET D,
BEEA{ | CryptGetProvParam(
>~ Z7 | HCRYPTPROV hProy,
=—2A | DWORD dwParam,
const BYTE* pbData,
DWORD dwFlags
)i
RV fE | BOOL (TRUE:%) FALSE:JS%)
GetLastError |2 T 7 —{EHWAEETE 5,
il /O WNEF
5% | HCRYPTPROV IN CryptAcquireContext THUfS L
AV A%
DWORD IN EEZESET 720D/ T A —%
YR— T DEER TITRT
const BYTE * IN EZMEANT D/ 7 7 DRA
4, FESHIAEZ R ET D,
DWORD IN EWEIZRET D/ 3T A—% 0 &%
ETHZ L,

# 7 CryptSetProvParam @ dwParam TH7AR— b3 5fH
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{[2 A

1 | PP_SIGNATUER_PIN | CSP #&4 CHIHT%7-9® PIN ##&ET 5, pbData (ZiZ,
NULL T#i>5 ASCIL SCFHI 5T,

CryptAquireContext ¢ CRYPT_SILENT % %€ L7-%46. PP_SIGNATURE_PIN %##57E L T PIN OfF
WAEPETVENH D, FEELRWEEIZIE, CSP ND=2—H A ¥ 7 2—RZ LT PIN O ALMESH
Do

(5) CryptDestroyKey

API4 | CryptDestroyKey

WL FEOMFEZT D,
B 1 > | CryptDestroyKey(
BT x— HCRYPTKEY hKey
A )i

RY{E | BOOL (TRUE:%Y) FALSE:JH0)

GetLastError |2 T 7 —{EHWAEFTX 5,
2Rl /O P

5% | HCRYPTKEY IN WIS DD N R

(6) CryptGetKeyParam
API 4 | CryptGetKeyParam
W PED/T A—H DEZFEFT 5, (C I— RS- FIAEEAZDER &
N EIET, )
Bt > | CryptGetKeyParam(
#7x— | HCRYPTKEY hKey,

A DWORD dwParam,
BYTE* pbData,
DWORD* pdwDatalLen,
DWORD dwFlags

);
=V fHE BOOL (TRUE:%%) FALSE:20)
GetLastError (2 C= 7 — 5B EUSTE 5,

il /0 R
5% HCRYPTKEY IN % B B8N KL
DWORD IN W x2 RE 4T 587 X2 =X

KP_CERTIFICATE: IC 71— NIk
ST A AR E A KT,

BYTE* ouT BEEHT DNy 77 ORA X
NULL ##57E L7z ME DA AR
17T, pdwDataLen (A OFEANIZ
MBI RIDEE SIS,
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DWORD* IN/OUT | EOE S &ERFFT DNy 7 7 ~DRA
VA BEEOREON LIRFIZIE, pbData 73 >
T7IZE L TCoNTE AT A X%
RIET D, PIERE THFIZIZ, EORINT
WL R SONGRTE S NS,

DWORD IN BECEET 5T A =% 0 ZRETD
Z &,

(7) CryptGetUserKey

API 4 CryptGetUserKey

G o T FNOH N RVERTST 5

BE1 > | CryptGetUserKey(
#7x— | HCRYPTPROV hProv,

A DWORD dwKeySpec,
HCRYPTKEY* phUserKey
)i

=V AE BOOL (TRUE:f%%) FALSE: 2<%
GetLastError (2 C= 7 —fFHB UGS TE 5,

il /O A
513 HCRYPTPROV IN CryptAcquireContext THUfSG L7=/ "> K
V%
DWORD IN fDOFEFE AT SIGNATURE: E4, A ##
ERETHZ &,
HCRYPTKEY* ouT gy NV Ea—7 5y 7 7DT R
LA

(8) CryptCreateHash

API4 | CryptCreateHash

G N ad TV NOERKREFT,

B 1 > | CryptCreateHash(

BT x— HCRYPTPROV hProv,
= ALG.ID Algid,

HCRYPTKEY hKey,

DWORD dwFlags,

HCRYPTHASH* phHash

)i

R A BOOL (TRUE:%%) FALSE:2<l%)
GetLastError i T T —{HFRVPEUSTE 3,

il /O WNEF
51 HCRYPTPROV IN CryptAcquireContext THUSF L7=/\> K
V%
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ALG_ID IN CALG SHA1: SHA-1 712U R AHE
CALG_SHA 256: SHA-256 7 /L= Y X
UN

CALG_SHA 384: SHA-384 7 /L= Y X
IN
CALG_SHA 512: SHA-512 7 /L= Y X
IN

HCRYPTKEY IN F— Ry Vo DBRAEDH AN LV 0%
HFETHZ L, K CSP TliEx— Ry
v alIYAR— kL7

DWORD IN ERICEIT 2T A= 0&RETDHZ
&
HCRYPTHASH* OuT R LTy v ad 7V RO R

/I/%::' =95y T 7 DIRA K
E: SHA-1 73V X AT TEFEIFICBT 2EDT-OICSHT & E0 U 2 ~ (CRYPTREC K7
U2 R) | TIDEREEHREES Y 2 MBS TWAO T, BHMEERLISO BB TORFIIHER ST
WVRICEET DM ERS D,

(9) CryptDestroyHash
API4 | CryptDestroyHash
W Ny aX Ty NOEEEIT,
BS%1 > | CryptDestroyHash(
BT x— HCRYPTHASH hHash
A )i
RY{E | BOOL (TRUE:%Y) FALSE: S
GetLastError |2 C=7 —{EHNEUGTX 5,

L /O A
5% HCRYPTHASH IN WHA DNy 2t Ty O R
V%
(10) CryptSetHashParam

API4 | CryptSetHashParam

W NV aF TV NIRRT AR EFIET D,
B 1 > | CryptSetHashParam(
BT z— HCRYPTHASH hHash,

A DWORD dwParam,
const BYTE* pbData,
DWORD dwFlags

);
=0 fE BOOL (TRUE:H) FALSE:2H0)
GetLastError (2 C= T —{FHRBEUSTE 5,

Pl 1/0 N
5% HCRYPTHASH IN INTGRA—RERET DN a2t TV x
AN YAV VI
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DWORD IN RET H/NT A —% HP_HASHVAL:
pbData /3> 7 7 TR S VT Z /N
Valit LTy at 7V MR
ET D,
const BYTE* IN INTA—=BINTHET DT — X DRA 4
DWORD IN BWEICRIT DT A—% 0&ETHZ
B
(11)CryptSignHash
API#4 | CryptSignHash
W Ny Y aBICEBAEIT,
B 1 > | CryptSignHash(
# 7 x— | HCRYPTHASH hHash,
A DWORD dwKeySpec,
LPCTSTR sDescription,
DWORD dwFlags,
BYTE* pbSignature,
DWORD* pdwSigLen
);
RYfiE | BOOL (TRUE:Y) FALSE: &)
GetLastError |2 T= 7 —{FH G T 5,
il /O A
513 HCRYPTHASH IN BAEATO N Y ad TVl RO/
%
DWORD IN geoofEra B4 e AT_SIGNATURE
WETDHI L,
LPCTSTR IN Ny Y2 OREBEZ DWW T NULL #—
I3 — FCFFI NULL 3% Ed 52 &
DWORD IN BAWREDT 7 0 ZakiET DI &,
BYTE* ouT BT — R EANT D T 7 DRA
% NULL #4657 LI AidEOE XA
I 71T, pdwSigLen (ZAEDEHNIZ
MBI R EDERESIND,
DWORD* IN/OUT | BAT — X DEIEHRET L3y 7 7 ~
DRA 5 FEEFEFOH LRFIZ
pbSignature /N> 7 7 (2D %4 T 62}%7”_
ATV YA REBET D, BIEGE TR
X, BAT — X OB R S D3R
ESND,

5.2.4. Cryptography API: Next Generation 4 >3 7 1 —X

AHA RZ A Tld, Cryptography API: Next Generation (UL F CNG) OH7R— M I &HEpED—

K B8ITTRT,
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#8 CNG

No API 4 W
1 | NCryptOpenStorageProvider KSP % =— R Ly %,
2 | NCryptOpenKey KSP IZIHET D80 RV EEET 5,
3 | NCryptGetProperty KSP 71/ "7 1 Oz %,
4 | NCryptSetProperty KSP O7' 1 /_7 ¢ DfEZFRET D,
5 | NCryptFreeObject KSP OA7 V=7 NafRicd 5,
6 | NCryptFreeBuffer NCryptEnumAlgorithms 7>5HUS L7= A€ U & fif
B2,
NCryptIsAlgSupported TNFY ZLAOYR— MR E TGS 5,
8 | NCryptEnumAlgorithms PR— 5703V XLAO—EETIFT 5,
9 | NCryptExportKey a7 AR— M5,
10 | NCryptSignHash Ny 2 BIZEBLEIT ),

PR— b E API OfARIILA T OmEY L7225, 70k, RO, #ERIT. CNG OftFkESRo = &,

(1) NCryptOpenStorageProvider

API#4 | NCryptOpenStorageProvider
S KSP %z u— R LAk %,
BEEA1 > | NCryptOpenStorageProvider(
#7x— | NCRYPT PROV_HANDLE *phProvider,
A LPCWSTR pszProviderName,
DWORD dwFlags
);
BV {E | SECURITY_STATUS (ERROR_SUCCESS:2 ZDf: I
it} /O A
F%% | NCRYPT_PROV_HAN | OUT | 7'&2/3 Zy RIUEIREGIT O R A 2 %
DLE *
LPCWSTR IN NULL 3CFTH 79 % Unicode 355
DTN XL TH- T, BEELH
7' NA F 75 IIX“HPKI Key Storage
Provider for Non Repudiation”, & 758
AEH 7w S o X7 5 X “HPKIL Key
Storage Provider for Authentication”C
WRE DTN ERET D, 8
DWORD IN BWEICRIS 237 A—% 0 i ET 2.
(2 NCryptOpenKey
API4 | NCryptOpenKey
W2 | KSPICAHET D8O RLVETGT 5,

3 g F0LFNE, “HPKI Key Storage Provider for Non Repudiation ABC” 257" 11/31 & )3 it
THHDOTHD, BURTHE—DAFNTT HHIEIZRVDO T, BEESUETH D,
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BEEA > | NCryptOpenKey(
#7x— | NCRYPT PROV_HANDLE hProvider,
2 NCRYPT_KEY_HANDLE *phKey,
LPCWSTR pszKeyName,
DWORD dwLegacyKeySpec,
DWORD dwFlags
);
ROE | SECURITY_STATUS (ERROR_SUCCESS i) & dfth: 20
i) /O IFa
513K NCRYPT _PROV_HAN IN NCryptOpenStorageProvider THf L
DLE 7o Rv
NCRYPT_KEY_HAND ouT BN RSN O ARA 2
LE *
LPCWSTR IN NULL 357 TH T35 Unicode 3C55]
DFEDLLTA
“Private key of HPKI” &3 5,
DWORD IN CSP & O HANED 7= O ff 3 B gD Ff
A
AT SIGNATURE %7213 0 5% ET %,
DWORD IN EEICBET 5/ T A—4
0: MEGE L Ta—HP A L F T =—A
R
NCRYPT _SILENT FLAG: =—%1 >
BT = — A TR SEIRD
(3 NCryptGetProperty
API 4 | NCryptGetProperty
WE | KSP 07 v T ¢ OEZTFIET 2,
BEEL A > | NCryptGetProperty(
# 7 x=— | NCRYPT HANDLE hObject,
A LPCWSTR pszProperty,
PBYTE pbOutput,
DWORD cbOutput,
DWORD *pcbResult,
DWORD dwFlags
);
JRY{E | SECURITY_STATUS (ERROR_SUCCESS:}Z ZDf: I
it} /O WNEF
GIE='e NCRYPT_HANDLE IN TaSA X ETNTHEO N RV
LPCWSTR IN NULL 3CF TR T4 % Unicode SCF51
DT VIST  DAFF, PR— T D%
FZ9ITRT,
PBYTE OUT | 7'a 37 4 DIEOKMGHTORA 4,
KRN o A ZE RS D851
NULL ##%Ed 5,
DWORD IN pbOutput %A X

© JAHIS 2024

31




DWORD * OUT | 7u X7 4 DEDOYA X

DWORD IN BYEIZEST 5 /37 A—%

0: MBS U Ca—H A o H T =2 —A
ot AN

NCRYPT SILENT FLAG: m=—#%1
BT 2— A FoR SN

#% 9 NCryptGetProperty ™ pszProperty CTH 7R — b3 51E

# fiE AP

1 | NCRYPT NAME_PROPERTY TN, ZETNIRBOLE T,

2 | NCRYPT _VERSION_PROPERTY TN BEONN— g U HIKT,

3 | NCRYPT ALGORITHM_GROUP_PROPERTY | NCRYPT RSA ALGORITHM_GROUP % &
7

4 | NCRYPT ALGORITHM_PROPERTY NCRYPT RSA ALGORITHM % i3,

5 | NCRYPT CERTIFICATE PROPERTY S Z BT < FEIEZBUST 5,

6 | NCRYPT _LENGTH_PROPERTY FaoDd bit $a BiS3 5,

7 | NCRYPT _PROVIDER_HANDLE_PROPERTY | {EE Sz > KD T a1 XN RvE
BS54 2,

8 | NCRYPT WINDOW_HANDLE_PROPERTY NCryptSetProperty TaxiE 4172 Window />

N ZBUGT 5,

(4 NCryptSetProperty
API#4 | NCryptSetProperty
W | KSP 07085 ¢ OIEEHRET 5,
B84~ > | NCryptSetProperty(
%7 x— | NCRYPT HANDLE hObject,

A LPCWSTR pszProperty,
PBYTE pbInput,
DWORD cblnput,
DWORD dwFlags

);
RY{E SECURITY_STATUS (ERROR_SUCCESS:f%) # DAt 240

s} /O N
Gkx's NCRYPT_HANDLE IN T HEIFHRRON RV

LPCWSTR IN NULL 3 TH T3 % Unicode 3055
DT sST  DAFR, YiR— M HfE%
#1017~ 7,

PBYTE IN RET DT 13T ¢ DfE

DWORD IN pblnput O A X (/34 K)

DWORD IN BEIZBET 53T A —& (SR E R

NCRYPT _PERSIST ONLY_FLAG: =
— IR SND T 03T f DB EFRIE
T5,

NCRYPT SILENT FLAG: z=—# 4
BTz — AR FRSEIRN
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# 10 NCryptGetProperty @ pszProperty CTH 74— 9" 5{H

i WRE
1 | NCRYPT WINDOW_HANDLE PROPERTY HAT a7 hFzKorT HEEOH Window D/~
v NVERET A,
2 | NCRYPT _PIN_PROPERTY AT 27200 PIN 2R ET 5,

dwFlags |~ NCRYPT_SILENT FLAGS
DNRRTE SNT-BIE 2BV C PIN A28 L4
DA RO NT 4 DFRE ST
LT =272, RYfEE LT
NTE_SILENT CONTEXT 78K %,

(5) NCryptFreeObject
API 4 | NCryptFreeObject
s KSP A7y =7 s &R %,
B 1 > | NCryptFreeObject(
%7 x— | NCRYPT _HANDLE hObject

A );
=B SECURITY_STATUS (ERROR_SUCCESS: 55 # D20
il /O NZS
5% NCRYPT HANDLE IN T ZEITRO N RV

(6) NCryptFreeBuffer
API4 | NCryptFreeBuffer
s NCryptEnumAlgorithms 75 BfS L7z A€V Zfi#hcd 5,
BEEA1 > | NCryptFreeBuffer(
47 =— | PVOID pvInput

A )
RUfEE | SECURITY_STATUS (ERROR_SUCCESS:i&H) & Dt 25150
7 10 P
5% PVOID IN R B AEY DT FLA

(7) NCryptIsAlgSupported
API4 | NCryptlsAlgSupported

B | 7Y XA HR— MRIEBUFT 5,
BEEL1 > | NCryptIsAlgSupported(

#7x— | NCRYPT PROV_HANDLE hProvider,
A LPCWSTR pszAlgld,

DWORD dwFlags
);
BV {E | SECURITY _STATUS (ERROR_SUCCESS:i) £ Dfth: Sk

i) /0 I

51 NCRYPT PROV_HAN IN NCryptOpenStorageProvider THS L
DLE ey Rov
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®

©)

LPCWSTR IN NULL 7T T3 % Unicode SCF5
DT T Y X LGHRIH- D4 FR
NCRYPT _RSA_ALGORITHM 73 A %)
av villes
DWORD IN BEICEIT 53T A—4
0 MEE L TCa—H A v H T = —2R
e SN
NCRYPT _SILENT FLAG: —%1 >
BT = — R FoR SR
NCryptEnumAlgorithms
API# | NCryptEnumAlgorithms
A PR—= b T257 0T ALO—EETET 5,
B 1 > | NCryptEnumAlgorithms(
# 7 =— | NCRYPT _PROV_HANDLE hProvider,
A DWORD dwAlgOperations,
DWORD *pdwAlgCount,
NCryptAlgorithmName **ppAlgList,
DWORD dwFlags
);
RYOE | SECURITY_STATUS (ERROR_SUCCESS: %) % Ofth: 40
Al /O A
513 NCRYPT_PROV_HAN IN NCryptOpenStorageProvider THUS L
DLE 7o~ RV
DWORD IN —BERUGT D7 Y X LOFER]
DWORD * ouT T T X LI DRA A
NCryptAlgorithmNam OUT | 73U XAO—EHHEHN S D HEER
e ¥ DHRA L BZDT KA
TNAY XDk S I AE Y
IZ NCryptFreeBuffer ZffH L CH#A
Do
DWORD IN BEICRET 5/ T A—%
0 MEIJS L TCa—P A L F Tz —2X
ZFOR
NCRYPT _SILENT FLAG: =—%1 >
BT = — A TR SEIRN
NCryptExportKey
API4 | NCryptExportKey
R e A S N )
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LE

B8%1 > | NCryptExportKey(
%7 x— | NCRYPT_KEY_HANDLEhKey,
A NCRYPT_KEY_HANDLE hExportKey,
LPCWSTR pszBlobType,
NCryptBufferDesc *pParameterList,
PBYTE pbOutput,
DWORD cbOutput,
DWORD *pcbResult,
DWORD dwFlags
);
BOE | SECURITY_STATUS (ERROR_SUCCESS i) Z dfth: 240
7 10 P
513 NCRYPT_KEY_HAND IN T AR— M D8N RV

NCRYPT_KEY_HAND
LE

IN T AR— N HEERE AT AT 0D
LAV A%
NULL %#5%E7 5,

LPCWSTR

IN NULL 3 TH T3 % Unicode 3055
DTy Z— 3% BLOB # 17
BCRYPT _PUBLIC_KEY_BLOB:
BCRYPT RSAKEY BLOB ##i&EiRE L
TAREE =7 ZAR— N5,
BCRYPT_RSAPUBLIC_BLOB:
BCRYPT RSAKEY BLOB ##i&EiRE L
T RSA ORXBEE —~ 7 AR— ~ 45,
LEGACY_RSAPUBLIC_BLOB:
CryptoAPI TA > A— FA[gEZ2 D
RSA ARz =7 AR— 15,

NCryptBufferDesc *

IN HED/RT A — 5
NULL Z%ET 5,

PBYTE

T AR— N RO DR A
v

T AR— N BEEOV A XEFHETH
BAIZIZNULL 23%E1 5,

ouT

DWORD

IN pbOutput D31 X

DWORD *

OUT | =7 AR— hJ 28DV A X

DWORD

IN BEICRET 53T A—%

0: MBS LCa—H A X T z—R
e AN

NCRYPT SILENT FLAG: ==—#1
BT 2 —AZFoRSHERN

(10) NCryptSignHash

API 4

NCryptSignHash

B

Ny ¥ allllELLEATD
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B (> | NCryptSignHash(
%7 x— | NCRYPT_KEY_HANDLEhKey,
A VOID *pPaddingInfo,
PBYTE pbHashValue,
DWORD cbHashValue,
PBYTE pbSignature,
DWORD cbSignature,
DWORD *pcbResult,
DWORD dwFlags
);
BOE | SECURITY_STATUS (ERROR_SUCCESS i) Z dfth: 240
i) 1/0 P
513 NCRYPT _KEY_HAND IN NCryptOpenKey THUfS L7z~ KL
LE
VOID * IN T 4 T EFRORGERDRA 4
dwFlags (ZHE L7/ ™7 ¢ o 7 TERITIG
U7 s A R ES b,
PBYTE IN BB O Ny V2l
DWORD IN BAXNRDN Y ¥ afEOY A RO 1)
PBYTE ouT BANEREATT DARA 2 5
BAMEOY A X3 HET 255121
NULL #&&E7T 5,
DWORD IN pbSignature M1 A
DWORD * OUT | BAHEOYA X
DWORD IN BEICRIT 5/ T A—%
BCRYPT PAD_PKCS1: PKCS #1 /7
4 T &HH7 5, pPaddinglnfo (213
BCRYPT_PKCS1_PADDING_INFO %
BRIET Do
BCRYPT_PAD_PSS: PSS /7 (v 7%
£ 4 % . pPaddinglnfo (2 %
BCRYPT_PSS_PADDING_INFO % %
ET D
NCRYPT _SILENT FLAG: —+1 >
BT = — A TR SEIRN
iz pPaddingInfo (ZFXET 53T « v 7 THROMEERD X 7\ pszAlgld (ZITLLT
DOWTNIPDOT LAY ALEFRET D,
BCRYPT _SHA256_ALGORITHM: SHA-256
BCRYPT _SHA384 ALGORITHM: SHA-384
BCRYPT _SHA512_ALGORITHM: SHA-512

53. PKI 77— 3 o DiE&
5.3.1. EXHEE

PKI 1 — K77V or— g o OF — A FEEIT
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ZOHRERAT AL L L, TOBMEAHT S, KW 70 r— a3 L OEORIE | fEE Bl
%‘a‘o

ISO/IEC 7816-15 I, IC 71— RO B 2T 5 7o b O, FEE AT 2B OHARZ EH T
W5, RSA EX =2 U7 ¢ D SHEREOIENEL L TRET L7z PKCS #15 22— L LT, FDL 57
AT Y =7 M3, B—FRADOEZIZHY . EDOXIRT 7B AKTI > T DONEFLRTE D
kL 725 T D, FARN G2 4 17T,

7 7)4r—3>0r DF

EEA T IOEERDTALIM)IEER
EF.ClAInfo | —
EEODCIL) { EROT LI IER
IEF  |eo_-_] L —
< EFPIKD o= 11|
pra NEHBEDOTALIR)IER
----- EF.PUKD
e ErCD | |t ] aBIBREBEOTL oMM
EF -1 EFAOD | :4 BEEIEHRD T LY

4  ISO/IEC 7816-15 D HAKERL

G SEROT L7 N UERETIR L= 7 7 A /L EFOD 1%, &AMt 7Y =7 vOF 4 L7 kU
WA~DY 7 (BHEHR) ZRFFL TN, %@Fﬁﬁ%@%bt%ﬁEﬁﬁﬁfylab@?4v7%)
THREEUT L, B lmA 7Y = 7 NOFE, FIFGHE (X V7 @) ZREZEUGL, Ky
HA 7 =7 NeFIHTHZ LT 5,

532. BFELAPKI h—F7 T H5r— 3 0 EEFEREEEA PKI h— K7 7Y)

F—avDOHE

BB HAT 7V r—ya L EBFRGERAT 7Y r—a Ak, B d AID Lo GBS S DF (B
— K77V Ir—a ) [TEHESnD, TNEHMNLO EF.CIAInfo ZFF>, MNi7efiiid s U CFEET 5,
HPKI THWHNA I — Riid, BEFELHPKL 77 r—a v A WEETREH PKL 77U 77—
a2 DOWVTNN LD, HDOWEE SO PKL 77 ) r— g UHMEH SN D alsen s 5, i PKI 770 7
— 3 VN — RIS SN A ORSER X 5 1R T,
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- )

E&RH—FT7T)r—azor DF FREEAA—F 77— azor DF
EF.CIAInfo EF.CIAInfo
EF.OD('11°) EF.OD('11)
IEF  fe---- IEF  fe----]
EF.PrKD EF.PrKD
IEF [*----1 EF.PUKD IEF [ 777 EF.PuKD
WEE  b----1 EF.CD 4 WEF  |----- EF.CD st
e B EFAOD R oo EFAOD R

S =/

X 5ZBLHT Y r— a9 LEGEERAT 7 r—3 g RN LTS E OS]

533. 77— a vhRET HIGENEBEEIA

FEEIND IC 1— N2V, BEEDZENE U D AN H 5, FHTGHREET v RAVOR L, #— R
(2 Ko THAGREET v /L LR — b L CORWGEDGAET D, ED72D, 1— REFIHT 5 HPKL 7
TV r—vaAk, BARI— T 7V r—a CERREAA— RT Y r—3 a3 U3RI L — R RIS
THEAITIE, B FBELEEDE T35 E CHMHEAIT 5 72 &, FIHY—7 v RAREDE TR0 L H AL
T DMEND D,

54. PKI 7)) r—S3>m0av Yy Rtk
54.1. ¥E

5.3.1 Tt L7= ISO/MEC 7816-15 (233 F—H EF NNOKIREAERA 7 V= 7 b G, FFES)
ZRIHT B0 — Ra< KL, ISOMEC 7816-4, ISOMEC 7816-8 |12k -> THIE S5, AHITIE.
FDawy ROMEIZOWTIHIAT 5,

542. % ELgHavUk

B BLHIIVEL R HEFEOFITICEEST 2 IC I — RiZxtd 5 2~ KL, ISO/MEC 78164 &
ISO/IEC 7816-8 IZ L » THESN TS, £ 1L IIHNEL LD a~vy RO—EEd, Ko~ ROFEMIC
SN, MtEE ClcRtld %,

K11 AHAERMERERICREE R av K

aw R HIE S HIENE
SELECT ISO/TIEC 7816-4
VERIFY ISO/TEC 7816-4
READ BINARY ISO/IEC 7816-4
MANAGE SECURITY ENVIRONMENT ISO/IEC 7816-4
PERFORM SECURITY OPERATION ISO/TEC 7816-8
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5.4.3. a7 FIZxd 5EIE

ZDOHA 7 A > O &N O BEMAM 2R T D7D L 72 5% a~ > FIGEDHIR & LT
PIF&EZF5
X T A= I HER L
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MEEA (B3%) PKIA—F7FU45—oa A —T 2R
Al BE

BL D —4r o AT, ISOMNEC 7816-8 DMfffEEA D —4 L ZIZHEH D T4, AfEETIEZ, A2 T
I —4 o AT ARHESE AR L, A8 12— R~V TR —4 o Zfil% . A4 12 PKCS #11
A BT 2—ADRIA—4 2 2%, A5 I CryptoAPI ORI —4 2 2 f5lZ, A.6 12 CNG OFIfT—
o A ERT, AMBECTRT U AKOMEIL, HETHITHY . FEEOFREFEEDHITT 5
J1— ROFMHDEED > —4 v A TMEIZ—E T D Z & ZRGET D O TIERV, FEEEDO A — FE U — R
EHENTT 7Y r—ra D OFIICS -5 TR, FFHEEOI— REOT 7Y r—a AR ##fikah
5T N =T Y a— VORI TEWER R T D BN H 5,

A2 FRI—7 U RIZEAT SEHREHER VIR

A21 FHREH

J1— R L~YLTORIFL—4 A, PKCS#11. CAPI 8L OCNG OFIHIZHE—TITe <, EEdET 5
ZENTED, A3, A4, A5, HUA6 TlE, IROFKMEERHEE LTV,

1) SRR

SR 1 B IC A— RU —# 1 a0 s, 1IC — R 1A S D,

2) H—FLEOHPKIA—R7FYor—av

1 %D H— RN EIZiZ, 1 >0EFBLH HPKIL i— K77 r—ya o E -3 1 >OE R HPKI
— K77V r—rar, HHINE LD — R EZH— K77V r—ya R 1 o7 o8 S T05D
DT 5, EEOETESLH HPKIL 71— K770 r—y 3 v RO OE 8 HPKL 77 7 —v 3
UM SN CW D EIIAEE LRy,

3) #£7

1 2OPKL T 7V r—a AL, 1 2ORE#EE | ZHUSxs L7c 1O HEFERE R ST
HHDET D, FAEHHATEH TS PIN (X1 2HETLHH0 L35, 1250 PKI 77— a 85K
OFLASE, ORI FFZEAE, B850 PIN 36 AEAITEE L,

4)  _HfFEEAEOR

TEFAEICOWTIE, PRI 77 7 —3 3 > 1 D1Zb— b CA KO CA Z & T 1 10> FATZF-AEN
BENTWAEDET D, 120 PKL 77U 7r—3 g AATEEHO FATFFHEMEM SN TV A EEETIR
E LRV,

5) _HEEAEOXSH]

FIHT5 PRI h— R7 7V —3 3 VIHIC EMERZERKEH SN TWAEES. EHED
BasicConstraints.cA 72 EZ L > CRIAFFFIAE & OB AFEIZ 72 > TNA H D &5,

6) T4 V7 FUERKOARESEREDT 7 & X

ISOMEC 7816-15 (ZHt > 727 4 V7 N VIFEHRL OABSEEEO G LIL, FGREL7e< & HA[RETH D
LD ETDH, T4 V7 N UERSE OVABREHEO BUSH FRRENS M AT E L2V,

A22 BEIWA23 1T FER 2 2D — RFHO > —0  ZAOig Z~7T, A3, A4, A5 KTNA6 T
X, A2.2 DI —rr o R b ST-8EOFMY —/7r v A% wT,

A22 ISO/IEC 7816-15 [T > 1=FIAL—7 VO R DEE

KHA RTA ANt T-PKL 1— RT7 7Y ir— 3 4%, ISOAEC 7816-15 (25t~ T 5, FD1-w,
Flzdi=z>T, B— KWN® ISOAEC 7816-15 (Xt~ 7-— K77V ir—y a VBRI T 52— o ATHE
STHRAERET A LN TE S, ZO5A, UTOFMOTTH—RPKI 7Y r—ya U 2RET 52
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Lk,

O PKI #— F7 7V r— a0, ISOMEC 7816 (Xt~ 7= AID AMt5-ShTnb, J72bhh, ISOMEC
7816-15 THEENS RID “E8 28 BD 08 OF” THAE Dz 16 /31 D AID &72%,

@ H— R, %0 ISONEC 7816-15 IZHEL L 7= h— K7 7 r—y a v (BFELRAI— KT 7V 7
—Ya BRI — R U = a V) S STV D RTREMN B B,

® HPKI (xS L2 PKI 71— R7 7Y r—3 3 o ThHDENT. BAHNZITAFIEL2 IS L CeER+
%R

PLEOSHZHED & FALIES TR — 7 A THRIATH 2 L L7 D,

“E8 28 BD 08 OF ” & /3—<
- v /LEE L= DF OER

PEKERS
REBI > 2

X A.1 ISOAEC 7816-15 (25t~ 7- PKI 71— R 7 7V /r—3 3 L OER L FH

A23 WREFTBEH—K7TUH—2 32D AD #HWNV=FIRS—7 D RAOHE
H—RETFY r—a b Z2BRT 550 bERE AID 24656 L CGRIRL72IE D DSIERN BV, Sh3LL

Towmh LD,

O PKI #— K77V r— 3 9%, ISOAEC 7816-15 IZHit~7- AID M58 TwW5%, %£7-. HPKI &
TBLARR OB R — R 7 7Y r— 3 %, JE95A0EE LT- AID 285,

@ H— R, #5o ISONEC 781615 Dh— K7 7V /r—ray (ETEBLHAT ) r—yar b&ET
PRRER T ) r— 3 V) DB STV D RIREMER S D,

@ HPKI 2k L7= PRI 77U 77— g o THANENE, BT HPKL 77 r—a v H D0
WIERERT 7'V r— g UHEFIAE R EUS L ChER T 5,

LULEDSRIHED & A2 IR T RIS — 7 o R TR 2 Z & & 72 %,
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“E8 28 BD 08 OF ” Thh£ 5 PKI 77V
r—3a 0 AID Z$RFE L7 DF OER

APRBERER B O %

—

T 7 —LE g 5 B

X A2 AID #EFHEEL- PRI 77U r—3 3 L OER & FIH

A3 ICH—FDRAD—T R
IC 71— FIZRH % 2 o RLoYVTOFIFL, BLFOL—5 2 ATRE D,

A31 7TV Hr— a3 s8R
1) 77U 47— 3 /DF OER

SELECT FILE

- “E8 28 BD 08 OF” 7»b4h% 5 AID % DF 4 & L THRE L GEING 5,

- (1) = F
CLA “00“
INS “A4“=SELECT
P1 “04“=DF 4121
P2 “00“= METITME—D T 7 A ViR
Lc “KX4= F—H 7 4 —/L ROREX
F—% | “E8 28 BD 08 0FXX XX XX XX XX XX XX XX XX XX XX XX“ (7F)
Le “00“=FCI 2% TH 5

F: PKI TV r— g Al Lo THREINAEZRET D,
(2) VARV A

B FSAUS
F—4 | 5~20 | FCI(TAG="84"
“6F” L1
“84“L2 XX XX XX XX XX XX XX (xx [T 16 /31 )
SW1
SW2
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A32 EEAEDFHAHL
T IC I — FROSFED HPKL 77 ) r—3 5  OFEIEE T %,
1) 77U r—3i a »/DF OER

SELECT FILE
AT SV —a VEMERLTEY , #RT D DF ITFANCHON>TWNDHHD L35,
(1) 2w R
CLA “00“
INS “A4“=SELECT
P1 “04“=DF 4131
P2 “00“=DF &R
Lc KRX“= F—FT7 4 — L ROESEE 16 31 1)
F—4 | “E8 28 BD 08 OF XX XX XX XX*
Le “00“=FCI Z%\TH 5
(2) VAR A
ES LS
T—4 | 5~20 | FCI(TAG=“84)7 7L — |
SW1 1
SW2 1

2) EF.CIAInfo O/ L
READ BINARY (EF #5!+="12)

(1) 2= K

CLA “00“

INS “B0“=READ BINARY

P1 “92“ = s EF skl +45 7€

P2 “00“= A7t v k

Le “00“= @it LNA RE(256 /XA REAND 7 7 A L DFED E£T)
(2) LARSZ

Ex ER

F—H | 1~256 | T—H

SW1 1

SW2 1

3) EF.OD OFis L
READ BINARY (EF #5!+=11%)

(1) =2~ K
CLA “00“
INS “B0“=READ BINARY
P1 “91“ = J#fE EF #5 -faE
P2 “V0“= 7tk
Le “00“= FeH LA 5256 /31 RLAIND 7 7 A L DF& D £0)

(2) VARV A

k& oS

T—F | 1~256 | T—X
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SW1

SW2

4) EFCD @Al

READ BINARY (EF #5l=“15%)

(1) 2w K
CLA “00“
INS “B0“=READ BINARY
P1 “95“ =45t EF #kpIF57E
P2 “0“= 7k vk
Le “00“= et L3A 1256 /31 RLIND 7 7 A L DF& 1) £0)
(2) VAR A
ES LS
F—H | 1~256 | T—H
SW1 1
SW2 1
5) aEAERAH L
READ BINARY (EF #5/+=189)
(1) a~<> R
CLA “00“
INS “B0“=READ BINARY
P1 “98“ = fiiffi EF f51E
P2 “0“= 7k b
Le “00 00 00“ = FiArt L3A h(65536 /31 REAND 7 7 A LD £ C)
(2) VAR A
ES =US
F—X | 1~65536 | T—H
SW1 1
SW2 1

YR Lefle Z U AR— FLTCWRW IC B— RET, 77 A NVOKI ) FTHAH L TWORWEAIC

READ BINARY D=~ Rzl THITL, 7 7 A VO ) £ THAT,

(3) a<wr K

CLA “00“

INS “B0“=READ BINARY

P1 “01“= L FEFFRE. A7y b (15 By b )

P2 “V0“= A7y bk A5EY hO L8 E Y |)

Le “00“ = FiArH L3A 1256 /XA REAND T 7 A LDFE D E£T)
(4) VAR A

£ FEUS

T4 | 1~2566 | T4

SW1 1

SW2 1

QU&7 7 A NDKDVICET HE T, 471y haE 272055 READ BINARY =~ R&fiT
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THITT D)

READ BINARY (EF #5/+=“19%

(1) <R
CLA “00¢
INS “B0“=READ BINARY
P1 “09“= 435 EF 5B e
P2 “00“=A7& v bk
Le “00 00 00“= FEIrH LS M (65536 /A FLAND 7 7 A LDFE D £T)
(2) LRAKRUA
EX LS
F=5 |1 ~| 74
65536
SW1 1
SW2 1

READ BINARY (EF #5I+=“1A%)

(1) a~<wr K
CLA “00¢
INS “B0“=READ BINARY
P1 “QA“ =4 EF ikl +H87E
P2 “00“= A7k
Le “00 00 00 = FiAr LA R (65536 /3 FLAND 7 7 A LD £7T)
(2) LRKRA
FE& ER
T2 |1 o~ | TH
65536
SW1 1
SW2 1

(READ BINARY (EF #ll--="1B%)

(1) Zz~v K
CLA “00¢
INS “B0“=READ BINARY
P1 “OB“= JEffE EF ##5 FH57E
P2 “00“= 7t k
Le “00 00 00 = FEArH LA R (65536 /3 FLAND 7 7 A L DFE D £7T)
(2) VARV A
E& SIS
T=H |1~ | TF
65536
SW1 1
SW2 1
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A33 ERFH
1 IC H— FROKED HPKIL 77V 7r—3 g v OFREHEC L > TELABE TS, FRICEFHE) G
T, DF ABEEAICTH D Z LD,
1) 77U — 3 »/DF OER
SELECT FILE
- BIRT 2 DF IFFHANCDD > TND b0 LT 5, GEFEZMERE L Tx5il 722 DF 13 TH 5),

(1) 2w R
CLA “00“
INS “A4“=SELECT
P1 “04“=DF 44138R
P2 “00“=DF &R
Le “RKX“= F—=H T 4 — )L ROESHE 16 /31 1)
F—%4 | “E8 28 BD 08 OF XX XX XX XX XX XX*
Le “00“=FCI Z%TH 5
(2) VARV A
X F=AUS
F—% | 5~20 | FCI(TAG=84)7 > 71—k
SW1 1
SW2 1

2) EF.CIAlInfo D&/ L
READ BINARY(EF #3!+=“12)

(1) o~ K

CLA “00“

INS “B0“=READ BINARY

P1 “92“ = s EF #0145 E

P2 “00“= 7k bk

Le “00“= Fidr L 3o (256 /31 RLAND 7 7 A L DFE D) £ 0)
(2) LRAKRA

RS HIk

T—4 | 1~256 | T—X

SW1 1

SW2 1

3) EFOD 0L
READ BINARY (EF #517=“11%)

(1) 2= R
CLA “00¢
INS “B0“=READ BINARY
P1 “91“= 4 EF sk 4671
P2 “V0“= A7t k
Le “00“= FtArt LoxA RE256 /XA FUIND 7 7 A L DFEY) £70)

2) VARV A

ESEE
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F—H | 1~256 | T—X
SW1 1
SW2 1

4) EFAOD OFis L
READ BINARY (EF #531=“13%)

(1) a~=v R
CLA | “00“
INS “B0“=READ BINARY
P1 “93“= i EF afh/ 57
P2 “00“= A7t b
Le “00“ = FeAAH LA (256 /31 REAND 7 7 A L DFED £7T)
2) LARVA
k& IR
T4 | 1~2566 | T4
SW1 1
SW2 1

5) EFPrKD #iAti L
READ BINARY (EF #5!+="14)

(1) 2= K

CLA “00“
INS “B0“=READ BINARY
P1 “04“= 45 EF sn | Hae
P2 “0“= 7k b
Le “00“= FiAH LA R(256 /XA RLAIND 7 7 A )LOFE Y £0)

2) LARVA

X Bk

F—H | 1~256 | T—H
SW1 1
SW2 1

6) B4

VERIFY (EF i#51=16) (="

(1) a~v>FK

CLA “00“
INS “20“=VERIFY
P1 “00“
P2 “96“ = 4t EF sl 467
Lc “XX“=PIN Df &
F—X4 | “31323334“=PIN 57—

2) VARV A

SW1

k& LS
1

SW2
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MANAGE SECURITY ENVIRONMENT
SET DST (P1P2=41 B6“) +7—% @#t~DV 77 L > A: EF #5/=“0017%)

(1) =a~w» R
CLA “00*
INS “22“ = MANAGE SECURITY ENVIRONMENT
P1 “41¢= A
P2 “B6“= FEH R
Le “V4“= T—H 7 4 —)L RDEX
T—X4 | “81 0200 17“= EL kD IEF 5
2) VARV A
EX LS
SW1 1
SW2 1

PERFORM SECURITY OPERATION
P1P2="9E 9A“+7—% (T 4 7 Liz/ vy 2ff)

(1) <>k
CLA “00“
INS “2A“= PERFORM SECURITY OPERATION
P1 “OE“= B4 RHH
P2 “GA“= T—H T 4—)L RDOT—HX T84
Lc “VOXXXX4= F—H 74— )L FDOEX
T—HF | BELTDH Ny aT—H
Le “00 00“= BAFERDE X(65536 /31 KNLIY)
2) VARV A
Ex ER
F—=H |1~ | BARE
65536
SW1 1
SW2 1

iR Le/Le 29 AR— R L CQWRWIC H— R T, T—% 7 4 —/L ROEIN 255 3 b &z 5, HDH
I B FREROR S 256 3 M ABZ HAICIE, a~y REgHA WS,

A4 PKCS#1M FRADI—7 X

(A) #HE
[ 9477 Vou—F | % B4R FRabTPKCS #11 7 79V 2R — K9 %, |
C_GetFunctionList BN A 2 /i ~ DOEUE:
ppFunctionList : API 7 KL ARA &
| C_Initialize | PKCS#11 71 i“? V ORI
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pInitArgs : NULL_PTR

(B) #&THH

C_Finalize

PKCS#11 71 77 U OF& TR
pReserved : NULL_PTR

l

| 9477 V07 u—F

| BB MGEFRATPRKCS#11 74 77 ) & 70— F¥ 5,

© FrHERE

B

| (AR

l

C_GetSlotList

2u -y bU A MO
tokenPresent : CK_TRUE
pSlotList : NULL_PTR

pulCount : A1 NMEHEHNT N LA

IC 7— FNOHPKL 7 7Y r—ar e zay b D ZxbSEAMEERH 5, FDT-9DIZI,

B4 G £ RAEID

“E8 28 BD 08 OF XX XX ... XX XX” # DF 4 & L T L TR,
!

C_GetSlotList

Zwy MU A FOET

tokenPresent : CK_ TRUE

pSlotList : A1 R U A MEIHT KA
pulCount : A1 MIHEHHT FL-X

l

C_OpenSession

TV r—vard b= 0ty a O

slotID : C_GetSlotList THfFL72Amy FU A~ 1 FH
(pSlotList[0])

flags : CKF_SERIAL_SESSION

pApplication : NULL_PTR

Notify : NULL_PTR

phSession : v g Ny RIUVET RLA

A2.2 DI —/r A THEN, IC 1— RO T 7Y r—3 3 bR TOFHAER ST,

l

C_FindObjectsInit

AEHERCR B EO YRR E

hSession : C_OpenSession CHUSL7=/ > Kb

pTemplate : LA FOEMEATEE

(1) type=CKA_CLASS
value=CKO_CERTIFICATE

(2) type=CKA_TOKEN
value=CK_TRUE

ulCount : FET 2 EME(2)

l

C_FindObjects

AEAEORR
hSession : C_OpenSession THS L7z~ Kb
phObject : 47 =2 by R/UEHIRT R LA
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ulMaxObjectCount : 472 =7 ko ROV NGEIEE(4)
pulObjectCount : R UL7=A7 V=7 MIEHT KL

!

N—= @O (pulObjectCount-1)F T/L—=
oo &%), PHEEZ 0 L9%)
l
C_GetAttributeValue AEHEY A ADOEHS:

hSession : C_OpenSession CTHUSL7=/ > Kb
hObject : C_FindObjects THUSG L7247 =2 k> KLY A b
?® j 7% H (phObjectlj])
pTemplate : LU N D@2 +EE
(1) type=CKA_LABEL(¥%1)
value=NULL PTR
ulValueLen=11 Zt&HHaElk T N 1A
(2) type=CKA_VALUE(%2)
value=NULL_PTR
ulValueLen=11 Zt&HHaElk T N 1A
ulCount : FET D EMEEQ)

!

C_GetAttributeValue

AEHE O RS

hSession : C_OpenSession THf& L7z~ Kb

hObject : C_FindObjects THUSG L7=A4~7 =7 ko o KLU & b

@ j 7 H (phObject(j])

pTemplate : LL FOJEMEEFEE

(1) type=CKA_LABEL(%1)
value=7 ~JUEHRT R LA
ulValueLen=f&Hgn 1 X

(2) type=CKA_VALUE(>%2)
value=RIEEANT K 1A
ulValueLen=f&Hgn 1 X

ulCount : FET 2 EME(Q)

l

FEREOTF = v 7

FYLERD) F TG ECK2) 2 VT, RO D AEEx. = K
TUT AT A DREEER) Th DA HIET D,

Kb DAFAE L — UL, ksttde,

KDODFEAEL —BL2TIUL, hor# % 1 IR L TOIZE
2o

l

C_FindObjectsFinal

AEHERCR B EORE T ILER
hSession : C_OpenSession TH& L7z~ Kb

l

C_CloseSession
BEES
C_CloseAllSessions

v g Uk

C_CloseSession D55

hSession : C_OpenSession CHUSL7=/ > Kb
C_CloseAllSessions D&

slotID : C_OpenSession (Z+5& L7z A1~ b ID
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l
T | (B 1B

(D) BAARUIHE
BB FIAEN T, nimodulus) & e(publicExponent))> 5295, M7=, FHANIT T TOFEH
EERF L, TUVEITEAET =212 L > TROTODFEHENGEHE L T MLERH 5,

Bz | QOISR |
!
C_GetSlotList 20y MY A NEOEGE

tokenPresent : CK_TRUE
pSlotList : NULL_PTR
pulCount : A1 NEHEHNT N LA
IC — RNOHPKL 77’V r—ya b Aay ND 2RSS 0ERH D, EDT=DITiE,
BB HETRGERID “E828 BD 08 OF XX XX ... XX XX” %Z DF 44 & L CTH@ L GEIR,
l
C_GetSlotList Ay U A NOES
tokenPresent : CK_ TRUE
pSlotList : A1 R U A MEIHT KA
pulCount : A ™ MIHEHHNT FL-X
!
C_OpenSession TV r—varé b= ROy v a O
slotID : C_GetSlotList TH#&L7=Awy U X+ 1%&H
(pSlotList[0])
flags : CKF_SERIAL_SESSION
pApplication : NULL_PTR
Notify : NULL_PTR
phSession : v a L\ RAVEINT K LA
!
C_FindObjectsInit AERA SR E O W IIRRE
hSession : C_OpenSession CTHUS L7z > KL
pTemplate : LL FOJEMEEFEE
(1) type=CKA_CLASS
value=CKO_CERTIFICATE
(2) type=CKA_TOKEN
value=CK _TRUE
ulCount : FET 2 EMHE(2)
A22 D= L RIZHEN, IC — FRDT 7Y r— a U b COIBAZERHAH T,
|

C_FindObjects AEAEORR

hSession : C_OpenSession THUS L7/~ KL

phObject : 47 =7 by RIVEEHNT R LA

ulMaxObjectCount : 472 =7 ko ROVESREE(4)

pulObjectCount : ¥H. L7=4 7Y =7 M7 FL-A
!
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=" @O (pulObjectCount-1) % T/L—7
oo &%), PHEE 0 L9°%)
l
C_GetAttributeValue AEHEY A ADOEHS:

hSession : C_OpenSession CTHUSL7=/ > Kb
hObject : C_FindObjects THUSG L7247 =2 k> KLY A b
? j 7% H (phObjectlj])
pTemplate : LI T D@2 F5E
(1) type=CKA_LABEL(¥%1)
value=NULL, PTR
ulValueLen=% 1 A#EAHEE T K 1A
(2) type=CKA_VALUE(%2)
value=NULL_PTR
ulValueLen="1 Zt&HHaElk 7 N 1A
ulCount : FET D EMEEQ)

!

C_GetAttributeValue

AEHE O RS

hSession : C_OpenSession THfS L7z~ Kb

hObject : C_FindObjects THUSG L7=4~7 =7 ko KLU & K

® j 7 H (phObject(j])

pTemplate : LA TN O EMEEFEE

(1) type=CKA_LABEL(¥%1)
value=7 U&7 R LA
ulValueLen=f&Hgnk 1 X

(2) type=CKA_VALUE(>%2)
value=REEANT K 1A
ulValueLen=f&Hgn 1 X

ulCount : F&ET 2 EME(Q)

l

FEREOTF = v 7

T YLD EITREHECK) ZAWT, = R T 4 T« OilE
BHETHLINEHTET S,

Kb DAFAE L — UL, ktkde,

RO DFEHEE —E L2t u, ooy %2 1 AL TOIZRE
Do

l

C_FindObjectsFinal

A ERCR B EORE T ILER
hSession : C_OpenSession THS L7z~ Kb

l

| E & N oRg | £y Rz T 4 T 4 OFEHED HARHO E & N &S
!

C_Login = v ~pu A

hSession : C_OpenSession THf5 L7=/~> Kb
userType : CKU_USER

pPin : /XA U — R3CFH|

ulPinLen : /SA U — RXCFHIE
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A.3.3 DPIN BA%1TH, PIN AL, BAGRERNIIKLEL RDGENH 5,

!

C_FindObjectsInit

R SR SRR E ORI E

hSession : C_OpenSession CTHUfS L7=/ > KL

pTemplate : UL N D@2 +EE

(1) type=CKA_CLASS
value=CKO_PRIVATE_KEY

(2) type=CKA_TOKEN
value=CK TRUE

(3) type=CKA_MODULUS
value=/ABH#ED N

(4) type=CKA_PUBLIC_EXPONENT
value=/ABH#ED E

ulCount : FET D @M@

l

C_FindObjects

AAFEORR

hSession : C_OpenSession THf& L7z~ KoL
phObject : 7T =7 b2 RAEHNT R 1L-A
ulMaxObjectCount : 47 =7 ko y RAURSHREEE(1)
pulObjectCount : FR L7cA7 ¥ =7 MEEEGHINT FL-A

l

C_FindObjectsFinal

TG SRR EORE T ILER
hSession : C_OpenSession CHf5 L7/ > KL

l

| 54 V=2 MEDASK

BARBT —ZDFA V= A Mz

l

‘ DigestInfo OFERL

‘ XA YA MEZMER LT DigestInfo Z1Fik

l

C_SignInit

BB DA E

hSession : C_OpenSession CTH(S L7/ > KL
pMechanism : CKM_RSA_PKCS

hKey : C_FindObjects TEfS L7=A4 7Y =2 b Rb

l

C_Sign

BAERIUT

hSession : C_OpenSession THf5 L7=/~> KL
pData : DigestInfo

ulDatalen : DigestInfo D7 —4 £
pSignature : NULL_PTR

pulSignatureLen : EA ERHANT L2

l

C_Sign

B

hSession : C_OpenSession CHUSL7=/ > Kb
pData : DigestInfo

ulDatalen : DigestInfo D5 — % &
pSignature : BAEFANT N LA
pulSignatureLen : BAERFNT N L2
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ZIT AB3 Dy v aDRE, BAGTROBEREZIATT D8 ENH D, PIN OMEILZ ZTfT
STHEUY,
!

C_Logout =2 vmboua 77w b
hSession : C_OpenSession CHUSL7=/ > Kb

l
L CELEITHOHR) (1 A4 432 C_Login~C_Logout Z# 0 <7,
R L CIT O 5ATE 1 RloE4#Z C_Login~C_Logout
DOIED IR TV T2, )

!
C_CloseSession Ty a ok
BEES C_CloseSession D54
C_CloseAllSessions hSession : C_OpenSession CTHf5 L7/ > KL
C_CloseAllSessions D&
slotID : C_OpenSession (Zf5E L7=A v > K ID

!
T | (B TIuB R

i

(it

]

[

A5 CAPIFIRDY—r2 A

A7 o A THEE LTS SREIILL F i@ v
(1) TETEL4HCSP), METHEREA CSP) Mo RIZSGE, 2o PRI 1— R7 7V ir—3 3 ATkt
LT, IC H—RRNIZT 74V barTF (BFELHH D WIXE 1R8O RSA #-7 K ORI HAERE
HE) 231 25T 5,

Q)  FIRETEAERGSE

CryptAcquireContext RN XL a T ERELT, TR Xy RVERTE

T5,

phProv : 7w/ A Z\ RV DA,

szContainer : =17 14 NULL 3% ET 5 (T 74/ harTF),

szProvider : 7 01 /NA XA HFRIET D,
B4 A CSP 72 5 1X"HPKI Crypto Service Provider for Non
Repudiation", #E{F8aEH CSP 72 5 (X"HPKI Crypto Service
Provider for Authentication" 45X E 9D,

wMWWW 7mA4&&47PMWR&xMB% HET D,

dwFlags : RIET D,
|
CryptGetUserKey AT S ORFFT 5 RSA T DO RV ZREGT %,

hProv : CryptAcquireContext CHUfS L7=7" 1 /31 X/~ KL
dwKeySpec : #fi@3] & L C AT SIGNATURE % $57E,
phUserKey : ##/ > R/LVER D AE,

!
CryptGetKeyParam N RIWARET ARIRE I E T — 2 OF — 2 B2 BS1 %,
hKey : CryptGetUserKey THUS: L7z~ L,
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dwParam : U595 5 — 4 f@5| & LC, KP_CERTIFICATE %4571,
pbData : Bf§7 —H# RV /Ny 7 7 & LT NULL Z457E
pdwDatalen : 7 —4 2 0 fH,

dwFlags : 0 Z+57E,

l

CryptGetKeyParam

N RVTAHET 2RI RENET — % OF7 — 2 i1 5,
hKey : CryptGetUserKey THUfS L7-8 > /L,

dwParam : 5925 —#ffi% & LT, KP_CERTIFICATE % f§7E,
pbData : If57 —Z RO AE/ > 7 7, BB CRTeT — 2 R D/ Sy 7
7 AR L, £DT FLALHRIE,

pdwDataLen : 7—% £, HIRTRI-T—Z RAHEE

dwFlags : 0 Z+57E,

X FEAETF = A VOBREEI OV T MBI U THERERT 5,

!

CryptDestroyKey

BN RVERRHET D,
hKey : CryptGetUserKey CTHH7-E > R,

!

CryptReleaseContext

TR BN RIVERRCT D,
hProv : 7'/ 3A ZN2 RL,
dwFlags : 0 Z457E,

B)  EhuE

CryptAcquireContext

W7 a A e a T EELT, g 2y RVERTG
T%,
phProv : 70/ 3A 2N RV i,
szContainer : =127 14 NULL #iXET 5 (T 74/ harTF),
szProvider, : 7' 0 /NA X4 B RET D,
184 f CSP 72 5 3"HPKI Crypto Service Provider for Non
Repudiation", FE158AEA CSP 72 513"HPKI Crypto Service
Provider for Authentication" % 3% EJ 5,
dwProvType, : 7' 12/31 X % A 7 PROV_RSA AES Z#ET D,
dwFlags : 0 ZF%ET 5,

l

CryptGetUserKey

2T T ORFFS 5 RSA #ET O BVERITT D,
hProv : CryptAcquireContext CTHUfF L7 7 1/ 3A N KL
dwKeySpec : ##fifi] & LT AT SIGNATURE %#57E,
phUserKey : ##~2 RV Y fE,

l

CryptGetKeyParam

s~ RV T 2FIRERERE T — % 07 — 2 RE2EUST 5,
hKey : CryptGetUserKey THUfS L7z~ KL,

dwParam : Bf59% 5 — 4% ffi5 & LT, KP_CERTIFICATE % f§7E,
pbData : Bf§7 —#FEVfE/Sy 7 7 & LTNULL &5
pdwDatalen : 77— EF U fi,

dwFlags : 0 Z+457F,
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l

CryptGetKeyParam

B RUSHES 2RIAERERET — % OF — % #5515,
hKey : CryptGetUserKey TS L7882 L,

dwParam : Bf§3 %7 —# @5 & L, KP_CERTIFICATE #4571,
pbData : ST — X R OB/ N> 7 7, BB CRT=T — X B0y 7
7 ERER L, DT RUAZRIE,

pdwDataLen : 7—%# &, Wi THR-T—% BEHEE,

dwFlags : 0 Z457E,

X EFAETF A L OREHIOWTIL, BEIZN U TR ER T 5,

l

CryptCreateHash

N2t TV FOARK

hProv : 7'/ XNV RVEFRIE,

Algid : /Ny 27 LAY R CALG SHA 256 Z4E7E,
hKey : NULL Z+57E,

dwFlags : 0 Z+57E,

phHash : 7~ > 2 > RIVER DA,

!

Ny afBDARL

BAKIGT —H D/~ Y 2 fBR R

l

CryptSetHashParam

NV aF TV NDOINT A —H EERTE

hHash : 7~ > 2N KL,

dwParam : /v 3 2 fERRED 7= HP._ HASHVAL Z457E,
pbData : FRET 5Ny ¥ =l

dwFlags : 0 Z+457E,

l

CryptSignHash

N 2 BB AT TSRO T — 2 RETGT 5,
hHash : /N 3 2N KL

dwKeySpec : BT H8EOFL | & L

C AT _SIGNATURE % f87E,

szDescription : NULL Zf57E,

dwFlags : 0 Z+57E,

pbSignature : NULL Zf57E,

pdwSigLen : E4 KRV A,

l

CryptSetProvParam

B4 8D PIN 7% ET 5,

hProv : 7'/ 3A Z N R,

dwParam : B4 88/ D PIN fi£ & L C PP_SIGNATURE PIN #$57E,
pbData : =— PIN fH,

dwFlags : 0 Z+57E,

¥ ZTPIN ZFRELRVES. IRD CryptSignHash T CSP {2k
> TPIN ANFA TR THRERIND,

l

CryptSignHash

Ny Y a BB EAT S TR A UG T 5,
hHash : /Ny v = > Kb

dwKeySpec : B4 T DHEOFER & L
C AT _SIGNATURE % f57E,
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szDescription : NULL Zf57E,

dwFlags : 0 Z457E,

pbSignature : FiBt CHI2T —# B0\ 7 7 ZhER L, £D7T KL
R EARIE,

pdwSigLen : BB T3/ 7 — 2 RAHRIE,

l

CryptDestroyHash Ny VAR TV MEFE
hHash : /N oA 7 V=7 RO/ N RV

l

CryptDestroyKey BNy RLVETREET A,
hKey : CryptGetUserKey Tz~ R/L,

l

CryptReleaseContext TN BN BIVEIRICY %,
hProv : 7'B/ 3 XN R,
dwFlags : 0 Z+57E,

A6 CNGRHHDL—7 R

Q) FIRETEAERSE

NCryptOpenStorageProvider PASPAS B E %< - A U QNI A= Pa ¥ (F PRV Vi L

phProvider: 7 \1/3A XNy RASHAFIARA &
pszProviderName: 7' 1/3A X4,
dwFlags: 0

l

NCryptOpenKey g FVERST 5,

hProvider: NCryptOpenStorageProvider THfS L 7=/~ R/b
phKey: $ > RARIHHARA ¥

pszKeyName: “Private key of HPKI”

dwLegacyKeySpec: 0

dwFlags: 0

l

NCryptGetProperty AEHEY A X2 BT 5,

hObject: NCryptOpenKey CHufts L7z~ Fv
pszProperty: NCRYPT_CERTIFICATE_PROPERTY

pbOutput: NULL
cbOutput: 0
pcbResult: VA ZE&HIFHARA > 4
dwFlags: 0
|
| NCryptGetProperty B
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hObject: NCryptOpenKey THUS L7c/ > KL
pszProperty: NCRYPT CERTIFICATE PROPERTY
pbOutput: FEHFEHEHAI AR A &

cbOutput: FEAAFEE A X

pebResult: A kAR A > &

dwFlags: 0

!

NCryptFreeObject

HEN BIVERIT D,

hObject: NCryptOpenKey THUfS L7/~ Rb

l

NCryptFreeObject

T EoN RVERT S,

hObject: NCryptOpenStorageProvider THUfS L72/~> Kb

B)  EhuE

NCryptOpenStorageProvider

TN, BLEFRE LT, a3 Zoy RVERET 5,

phProvider: 7" v/3A Zn2 RSINIARA &
pszProviderName: 7' ®1/3A X4,
dwFlags: 0

l

NCryptOpenKey

BN BVERUST D,

hProvider: NCryptOpenStorageProvider CTHUS L7z~ Kb
phKey: $8/ N> RAASIIHRA > &

pszKeyName: “Private key of HPKI”

dwLegacyKeySpec: 0

dwFlags: 0

l

NCryptSetProperty

HA T 17 FRAO Window /> RVERET S,

hObject: NCryptOpenKey THUfS L7/~ v
pszProperty: NCRYPT WINDOW_ HANDLE PROPERTY
pbInput: Window /~> K/L

cbinput: Window /~> K/LDHA X (/31 |)

dwFlags: 0

l

Ny 2 fBEDARL

BAKGT —H D~y ¥ 2 fBE AT D, (SHA-256)

l

NCryptSignHash

FAEOTA XTI 5,

hKey: NCryptOpenKey TH(F L7=/> /1
pPaddingInfo: LU FDIENERIE S A7z
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BCRYPT PKCS1 PADDING INFO ##i& (A% 51
pszAlgld=BCRYPT SHA256 ALGORITHM

pbHashValue: 7~ 2 = fE

cbHashValue: 7~ 3 2 fHDOHA X

pbSignature: NULL

cbSignature: 0

pcbResult: VA ZEEAIFAA 4

dwFlags: BCRYPT PAD PKCSI

l

NCryptSignHash

B I D,

hKey: NCryptOpenKey THUS: L7722 Kb

pPaddingInfo: LA OEANFRE S 4072

BCRYPT PKCSI PADDING INFO #itA % H57E
pszAlgld=BCRYPT SHA256 ALGORITHM

pbHashValue: 7~ 3 =

cbHashValue: /> > 2 fHOPA X

pbSignature: EA AR A &

cbSignature: FHAEDOY A X

pebResult: A Rk&HIHARA > &

dwFlags: BCRYPT PAD PKCS1

!

NCryptFreeObject

N VBRI D,

hObject: NCryptOpenKey THUS L7c/ > KL

l

NCryptFreeObject

TR BN RIVERIT 5,

hObject: NCryptOpenStorageProvider THUfS L7z~ Kb
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MEEB (%) PKI7 T s—2 a3 UOEEH

B.1 #=

B OFHELEN HPKL FGEROER 21T 5 Z L #RHEIZ, I— R Ens PKI h— K77 U r—v
2 AZBALT, LR OSEHO T T, HHAERMEMROMERZ R 5,
- & HPKI AR E OB — RE53177 5,
FEAENL. EEEEESZEDOT R T 4T ¢ OFEFAE L GEROGEAE L 725,
- HPKI CE4 HRFAEZFIH LB EEICIX, BAE1T ) 72N PIN OERSE L35,
T AU, av s R U R EHEIED
B2 U TRTDIT—HITh-> T, EEOFEETORKITT D — RO — R =77 r—
3 VORGSR D, FEERO— REO— R ST 7Y r— a VORRICS - -> T, &5
HEEOH— REOT 7V r—ya AR kS5 V7 N U = T E Y 2 — VORI TEMEZ R
DVEND D,

B2 J7AIiEE
DF/7 7V Ar—3 g OS2 X B.1 2R,

DF/7 7V r—va

CIAInfo(12)

EF.0OD(11)

L S

T
4

EF.PrK(14)

EF.CD(15)

o
I

: LA

| 3\
WEF(18) — —— FEAEQ) )
| BS54 DL —

WEF(19) <———: FEHIE(2) > MBIy KTy
r T AT 4 DFEHA
WEF(14A) [ — -7 GEHEQ)
T, HET

WEF(IB)  [¢——" fEM#@4) )

IEF(16) <«

|
|
I
!
EFAOD(13) .:. ........ |
:
i
|
|
|

IEF(17) <

B.1  ISOAEC 7816-15 |[ZHEHL L 7= 7 7 A /LA S
L) BMOEEAOFEAZEICE L TL, BB LTV,
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H2) J1y aNOETXX)IE, FfE BF #8574,
H3) H— RNICEROT 7 r—3 g W MHAET A4 TH. EEDIR IIFELR VLD LT3

B3 PKI7FU/r— 3>l (AD)

ISO/IEC 7816-15 1279, RID 1%, ISOAEC 7816-15 Tkt HNAHDT, HBIT 7V r—3 =3 L iknl+
(PIX)&l%y 24 HPKI SBGERNED S ID &9°5,

E8 28 BD 08 OF XX XX XX XX XX XX XX XX XX XX XX

— _/
v

7816-15 ® RID RiFRNOEH5E 2 5N 50K 16 734 1)

) XX OfEd, EAGBE N EET D, BETRAR16 /3 b,

B4 % EF ORR

B4.1 =
ISO/IEC 7816-15 |Zit» THIET 5, 9T, & EF 52 5, £ B.1I—flZzrd, BEEER
O—Fl% B.4.2, B.4.3. B.4.4, B4.5 % 1XB.4.6 1T~

#B1 MNELRLZTFANL—E

77 AN | JEkE EF %5 EF #5111 Ty ANEAT N
%
CIAInfo | ‘12’ (ISO/IEC | ‘5032 ISO/IEC | i%i# B4.2: B— NE#HR
7816-15)THg | 7816-15 $51E)
7E)
OD ‘11’ ISO/IEC | ‘5031’ (ISO/IEC | i%if4 B4.3: A7V =/ MER
7816-15 Tff | 7816-15 THEE)
7E)
AOD 13 (f) FEENEDD | Hil BA44 : kA7 Y = 7 MER
PrKD ‘14 () FEENEDD | B B.4.5 : FLA SRR
CD ‘15 () FEENEDD | Bl B.4.6 : FERAENH
IEF ‘16 () HIEHWED D PIN #%#4 (VERIFY )
IEF 17 () FEENEDD FASEHEN B4 H)
WEF ‘18 () FEENEDD | Hi AEAERAN =T 4 T 1)
WEF 19 () FEENEDD | Bl 15 #85 J O FE B 3 #5 fh (HPKI
ROOT #&iERD H B4 FEHE)
WEF A () HEENEDD | Bk TATERGE R~ DRI EHRSAA
WEF 1B () FEENEDD | B MGEERER~OFEAE BN
B.4.2 EFCIAInfo
CIAInfo :={
version v2,

label “HPKI Application” ,-- A7 3
cardflags { authRequired, prnGeneration } - BFS{EEICFIFATREENE, EE4ERD Y
}
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B4.3 EF.OD
authObjects : -- EFAOD ~D/3 R
path : {
efidOrPath '98'H -- EFAOD D3 EF #551F "13’
I3
privateKeys : -- EFEPrKD ~0D/3X
path : {
efidOrPath 'A0'H -- EF.PrKD D%5## EF #5517 *14’
%
certificates : -- EF.CD ~M/3&
path : {
efidOrPath 'A8'H - EF.CD D%E#E EF #%5+ 15
}

B.44 EF.AOD
pwd:{ - RRU—F
commonObjectAttributes {
label "PIN ", -- 7T a v
flags { modifiable}, - A7 3 EEFRRE
%,
classAttributes {
authld '16'H— #5135 72%D ID
%,
typeAttributes {
pwdFlags {
case-sensitive, -
local, - ZDT7 7Y — a/DF WTOHRER
initialized - FHEMLEI N TWVB
%,
pwdType utf8, - UTF8 XFt v bik CryptAPI D&z kv, ASCII ¢725
minLength 4, - B/ DX
storedLength 16, - #&HDE &
maxLength 16, - HKDEX
pwdReference ‘96 H-- Verify =< KD P2 /35 2—#(7 7V E#H D PIN)
IEF 0%k EF #3351+ '16'

B.4.5 EF.PrKD
privateRSAKey : {
commonObjectAttributes {
label "Private key of HPKI",
flags { private }, - FIFICFREEALEE
authld 16 H— #%E L7225 A0D = LV
userConsent 1 — FERUZ X > TBAZMINT ABRIC, BERREZ1TH (BT84 PKI 41—
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TV — a VOBRIINE, ETREEAOEEITIINERY)
accessControlRules {
{

accessMode { execute }, - FIT
securityCondition: {
authld : '16'H, -- pointer to the AOD-entry

}
}
}
}
classAttributes {
iD'17H, - #RID7=HD ID (EF #AITZFIA L, FEIE L LRIZTD)
usage { nonRepudiation}, _(EFSEREHDEHAIZIL sign)
2
typeAttributes {
value {
efidOrPath 'B8H -- IEF D% EF #5117 '17
5,
modulusLength 2048
}
}
B46 EF.CD
x509Certificate : {
commonObjectAttributes {
label "HPKI END ENTITY CERTIFICATE",
}
classAttributes {
iD"17TH -#307-H D ID FLAREILEIZT D)
3,
typeAttributes {
value indirect :
path : {
efidOrPath 'CO'H -- ¥ X7z WEF DO%E#E EF #%5/1 7 '18'
}
}
3,
x509Certificate : {
commonObjectAttributes {
label " MHLW CA CERTIFICATE ", --E}%&® CAFEHE
}
classAttributes {
iD "19'H -#BI07- DD ID (EF #3ITFELFL LT3)
authority TRUE -- CA OFEHE
3,
typeAttributes {
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value indirect :
path : {
efidOrPath 'C8H -- ¥ X 7= WEF D%E#E EF #5117 '19'
}
}
}
x509Certificate : {
commonObjectAttributes {
label "HPKIROOT CA CERTIFICATE", --&FH#£¥#® CA

}
classAttributes {
iD"1AH #8507 D ID (EF #HIFLRETC &3 3)
authority TRUE — 354 OIEAE
%
typeAttributes {
value indirect :
path : {
efidOrPath 'DO'H — ##1 X317 WEF 0%&4E EF #5511+ "1A'
}
}

}

I CA DMHET DAL 9 125 X509 47V =7 R &iBIIT S
x509Certificate : {
commonObjectAttributes {
label " HPKI CA CERTIFICATE ", --&FE3¥£#HOHE CA

}
classAttributes {
iD '1BH #5507 D ID (EF #3FERT L T5)
authority TRUE — H[# CA DFEEAZE
%
typeAttributes {
value indirect :
path : {
efidOrPath 'D8H — ¥ E 7= WEF D%&#E EF #5117 '1B'
}
}

ffiREC (%) PKI7F)r—avFADa<TU R

C1 avyvk—%E
KHA RTA Tl LIFO a2y RIeo il T & BSR4 7T 5,
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SELECT FILE (ISO/IEC 7816-4)
VERIFY (ISO/IEC 7816-4)
READ BINARY (ISO/IEC 7816 -4)
MANAGE SECURITY ENVIRONMENT (ISO/IEC 7816-4)
PERFOM SECURITY OPERATION (ISO/IEC 7816-8)
C2 THKa~Y RO &Ik E2r~d, AT —% 20— KL, REWRFITH-T, I— KD
FEHEIZ)S U CISOMEC 7816-4 THE SN AMD AT —H AU — RERUNZHTI L TH LUy,

C.2 SELECT

C21 &t
77— 9 DF O3—2 )bt L7 RASATRE
FCLIZCEIRESNT=T 7'V /r—3 2 /DF @ AID 23Hf5 Al HE

C22 avw FRAvb—v

DF &R
CLA INS P1 P2 Le T—H Le
“00” “A4” KX | XX
) ) ) ) ) (1~16) (Oor1)
EF &R
CLA INS P1 P2 Le T4
“00” “A4” KX | XX (EF #5111
(1) (1) o) (1) o) ()
IRT A=K R& S fiii#
P1 1 BEUHAET-
P2 1 R4 7 = v
Le 1 77 A NGB or 7 7 A NVAHDES
T—H 1~16 | 7 7 A /VillBlFor 7 7 A V4
Le 1 FCL 7 —% D34 &
Pla—7 27

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl | Ehk

ol 0| 0|0 0] 0] x| x |Z774VIDICEDER
- - - - - - ZL> b DFE RO EF
Ol 0| 0| 0] O 1 0 | 0 | DF 4R

—
S

P2 a—F 7
b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl | EhE
ojlo|o0|O0O|O0O]oO - - |FCI1AF Y arT o7 L— MNE&
o0 0|0 1]1 - | FCI %7 L(EF #5112 & 2358 R0)
0| 0|0/ O 0 | BHIEITHE—DT7 7 AL
0| 0| 0] O 1 | 0 | kRZ7A4 (=% /L DF AEER)
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C23 LARUVARAE—

L AR A APDU
| F—4 | sw1 | sw2 |
1) ) )
IRT A=K e =US iz
T—H 5~30 | FCI(TAG="84")7 > 71—k TAG="84" :DF %
SW1 1
SW2 1

) VAR AD SW1 KUNSW2 7390 00"LISNDEGE DT — 2 RlE, 0 L7825

T—HER
“6F | B | ‘80 | RX \ DF 4 \
) 6)) 6)) ) (1~16)
C24 RART—HRAT—FR
SW1 SW2 AT —H AT — ROEM
“90” “00° | IEFHET
“62” “g3” | BIREN 7= DF HZ< LT %
R SN7Z EF OB DF 3B LT
“67" “00” | LeBXULe 7 1 —/V RARES T4,
APDU OE S)3[EiE- T\ 5,
“68” “817 | FEE SNIZRERT ¥ RNVE R L DT 7B AREA TR L 720
“82” | CLAA FTHRESNI-EX 27 A vt — 0 FHfe a4t L e
“6A” “81” | HERE MRS LR
“QY" | T U R AKRIRE T 7 A NHIRN
“86” | P1 P2 OfEAIELL 720
“87 | Le DENAPLIP2 EFJELTW5
C.3 VERIFY
C3.1 &t

JEi EF @0y CO%EAT

C32 avw s RKAyb—¥

CLA INS P1 P2 Le T—X
“00” “20” XX XX
o) (0 (1) 6] (lor 72L) | (AIZ or 72L)
IRT A=K RS JEUS i
P1 2L CO0”[EE)
P2 ST — X OIRGE
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Lc lor 72L
F—H A% or 7oL | BET—X
P2a—7 27
BS | b7 | b6 | b5 | b4 | b3 | b2 | bl | Elk
1 FEDZWT—X
o|lo|lo| O] O] O] O]|H#LhEF
1 0 0 X X X x | %54E EF #5+ ("1111172441)

C33 LARS ARXAYE—
L 2R A2 APDU

| swi | sw2 |

)

)

INTA—=H

k&

ol
b
=
I

SW1

SW2

C34 AT—HRAU—F

SW1 SW2 AT —H AT — ROEM
“90” “00° | IEHHET
“63” “00° | BMER—EET2%
“CX | BEA—HIX 2L - T, FY ORI TARERER0-15) 27~ 7]
“67” “00” | LeBXWLe 7 4 —/L RANES T4,
APDU O F &)3\HiE-> T\ 5D,
“68” “817 | FEE SNIZRERT ¥ RNVE R L BT 7B AREA TR L 7220
“82” | CLANA FTTHRESNI-EX 2T A vt —U 0 FHRea Rt Lan
“69” “817 | T AIUEEL TG LIcaw s R
“83” | WAIEITEA ST 720
“84” | BIRENTZIEF MFHZL LTW5
“6A” “81” | HERE MRS LR
“82” | JEHE EF #51-CHE L7- IEF 23720
“86” | P1 P2 OfEMAIELL Z2u
“87 | Le DENPLIP2 EFJELTW5
“88” | BRI NIZHENIE L < FRIE SHUTUZRW

C.4 READ BINARY

C4l ZfIF
it BF @01 COFAT

C42 avr FAyE—Y

| ctA | INs | P1 P2 Lc
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or [ Be | X0 | XX

) 1) ) ) (1)
IRT A=K EX Hk S
P1-P2 &1 weH L8t EF i1
WIEBHD A F U T =X DA~
Ty b
Le lor3
P1-P2 a—F 47
P1 P2 FEUS
B8 | b7 | b6 | b5 | b4 | b3 | b2 | bl
0 v b EF &€
0 X X X X X X x | xx | 7y M5 EY M)
0| O 0 v b EF$5E
0| o0 e EF anl 1 ("111117240)
01| 0 xx | A7y M8 E Y H)
C43 LVARVARAYTE—
L AR A APDU
| F—4 | swi | sw2 |
(A1) ) 6))
INT A=K e =US g
T4 A | SRS T —#
SW1 1
SW2 1
C44 AT—HAU—NR
SW1 SW2 AT —H AT — ROEM
“90” “00 | IEFRT
“62” “83” | DF 23 =< LTWnD
“67” “00” | LeBXVLe 7 1 —/V R REL&ES T 5,
APDU OFE S)3\HiE-> T\ D,
“68” “817 | FEE SN T ¥ RNVEFIC L D7 7B AR A TR L 220
“82” | CLA A M THESNI- X a7 A v —I 0 FHREA 1R L7
“69” “|I7 | TrAUMEEETFE LT av R
“83” | RRENEEZITAHT 720
“6A” “81” | HEREDMRL S L
“82” | JEME EF - CHE L= 7 7 A Ah3 a0
“86” | P1P2 OfEDIEL < 720>
“87 | Le DfENAPLIP2 EFJELTW5
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C.5 MANAGE SECURITY ENVIRONMENT

C5.1 4t
BLBEOFEE
Ch2 avw s RKAyk—
CLA INS P1 P2 Lec F—4
“00” “Q” “XX” “XX”
6)) 1) 6)) 1) 6)) (A1)
INT RA—H Es RS e
P1 “41”: SET
P2 P1723SET »5\NE GETCRT o | “B6” (E+24 M CRT)
BEZ. TS L— RS
Lc 1 T
F—H Tag="81", Len="02" , EF 7§73l +

Cbh3 LARSARAYE—Y
L AR A APDU

| sw1 | sw2 |

)

)

INTA—=H

k& LS (i)

SW1

SW2

Chd4 AT—HARATU—F

SW1 SW2 AT —H AT — ROEE
“90” “007 | IEFRT
“62” “83” | DF 3HZ< LCW% (L b SEFIHTE 20
“67” “00” | Le3BX U Le 7 4 —/V R REL&ES TV 5,
APDU O S)3\EhE-> T\ 5,
“68” “817 | FEE SNIZRERT ¥ RNVE R L BT 7B AREA TR L 7220
“82” | CLA A M THRESNI-EF 27 A v —U 0 ZHREAIR L L 22
“69” “82” | BX 2 U T 4 AT —H AWML SR
“85” | A~ ROMEHSEDHE SHL7R0
“6A” “U’ | F—F T 4 —/L ROZ TINIELL 20
“85” | Le DfEA, TLV #&EZFJE LT\ D
“86” | P1 P2 OEMNIELL 720

C.6 PERFORM SECURITY OPERATION

C.6.1 &

© JAHIS 2024

69




FIASECOB T B STHEOFAT
INT A TFI— FATATH

C62 a~vwrRAvE—¥

CLA INS P1 P2 Le T—H Le
“00” “2A” XX’ “XX”
) 6)) 6)) 6)) 6)) (RT2%) (Lor3)

NG A—H RS =S fii#
P1 1 OE” (T VX NEL) Encipher #UH
P2 1 A" (T =5 7 4 —/L RI3EA)
Lec lor3 | 7—4E&

T—H QIS B INDT —H

Le lor2

C63 LVARVARAE—Y

L AR A APDU
| F—4 | sw1 | sw2 |
(A1) o) oy
NG A—H RS LS i
F—4 Wk | BrEAT S
SW1 1
SW2 1

C64 AT—HATU—F

SW1 SW2 AT —H AT — ROEE
“90” “00” | IEFRT
“62” “83” | DF 3HZ< LCW% (WL b SEFIHATE 20
“67” “00” | Le3BX U Le 7 4 —/V R fEL&ES TV 5,
APDU O F &)3\HiE-> T\ D,
“68” “81” BIE SNZiB T v RNVE T L DT 7 B AREEATRUE L 720
“82” | CLANA FTTHRESNI-tX a7 A vt —U 0 FHiea it Lan
“69” “Qor | BX o T 4 ATF—H ANEL AR
“85” | A~ RSN AR
“6A” “U’ | F—F T 4 —/L ROZ TINIELL 20
“85” | Le DfEA, TLV #&EZFJE LT\ D
“86” | P1 P2 OfEMAIELL Z2u
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MEED (B%H) ICHh—F)—FS53/42LEDA 08T —2R

ICH—RV—=HFITAZLDALET2—RL LTI Ty N7+ =AMLV LLTFO DM HAET 5,

1) PC/SC  (MS-Windows IZBFAA & 7 = —2R)
2) PCSC-Lite( LINUX <°Mac OS 72 & UNIX 2D OS (2B 5 A 2 7 =—R)

IC — R U =54 %M, PC 72 1T S D WERIA % 7 = —A1Z1%, RS-232C, PCMCIA, USB
NG D, PCISC R PCSCrLite X, = 5 LTEWHIIA ¥ 7 =—ADEN, BIpDH X —DIC I— K
V=T A %O 72 A v B 7 2 —ADHFEDENSBWIL L, IC H— RV —FFA X DT 7V fr—a
Wk LT IC — RU—& T4 Z~OPLHNIZ: APl 242925, HPKI Al IC 71— RHA R A A28 T
b FFED IC 1 — R U =X T A 2 ~DIEA %A NRIZT 5720129 %72, PC/SC X° PCSC-Lite &5
727 L= U—7 FCEWET D Z L AHEEL CQvD, Z 2 Tld, PC/SC. PCSC-Lite, #(Z, USB A 4%~
2—A%FO IC H— RV —F T4 XIZBTD KT A OEHTH 5 USB CCID(Chip/Smart Card
Interface Devices) |2 CHRL 5,

OPCISC  (Personal Computer/Smart Card)

PC/SC (%, N H—F4piliEd 25 IC — K, IC h— RV —XF 4 %% Windows E&5% - CHH A H
TEXDLENCT DDA Z 72— AR E LT, KkvA 7y 7 MEEHPLE LTEEROR 2 =00
72% PCISC UV—2 I N—IZ X > TED HAL, 1997 412 A1 3= 2 10 Y U—AZf, 2005 4 6
AL, 2017 FBAEDREI CH D /3= 2 201 U Y —2EZN TN 5,

PC/SC 1ZBWTIE, IC h— RV —=HF A4 XD #—3, PC/ISCIZHEMLLT-, fix DIC 1— K —%&
TABZD RTA NS HER G D,

ICH—RV—=F3A4 2077V r— a2 HPKIHIC 71— RHA 7 A AZBWTIEL, PKCS#11 72 L
O PKI #SREZARMLT 2 Kvw = 7) 1%, PC/ISC ® API ZFIf+ 5 Z Lick v, 3D IC A—KRY
—HTABDRITANEEHE N RY o THT . RTA 2 NDBINE LTSN FTREIZ /2 > TN D,

Windows EEEClx, <~ 7 v Y7 Mto WHQL(Windows Hardware Quality Labs)7y, IC 71— KV —
BIGAZDE I =R 72T & RTANRDBEEATH>TND, ICH— RV —=FTF7A X E Wit DRI A
ANZEAL T PC/SC ITHEILL 7272 CD WHQL ORBEIM T TR Y . i ZeE L-8EEZLT 5 B AL
2L IRFEIN TN D,

OPCSC-Lite

PCSC-Lite (%, LINUX <°Mac OS 72 £ UNIX %&®D 0S |28\ T, PC/ISC & [AED B D= I A
ek s, A—7 =27 by =7 & LTRSS TV D, PCSC-Lite 1%, {AEAIZIZ, PC/ISC D7
Ty FTHHH, LINUX 72 & UNIX %D OS TOIERTEE/R AR L 7o > TD, PCISC [FlkR, o4
—IC H— RV =54 ZZFATH7-0I11E, FDIC HH— R —FF A ZDT-D KT A 3% PCSC-Lite
ITHAAAND Z 212725, 7272 L, PCSC-Lite IZ3W\WTiE, ~A 7 vV 7 MO L 5 ZadiEklEWHQL 1
L DRENIFEE T, £, ZL<DHA, IC H— RV —F « T4 ZXUE =T, RTASZRHEL T
W, oo T, A—7 >V —2a I 2=F 1), PCSC-Lite ¥l L 7=, IC H— R U —FFA ZD KT A %
LD, T, HFEE T, PCSC-Lite TEWESHSZ LD TES IC 1— KU —FF A X,
PC/ISC 1ZE %< 1F72v, FIFIZ Y 7->Tid, SEOHEIPIIEETHMENRH D,
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OUSB CCID  (Chip/Smart Card Interface Devices)

IC 17— RV —XFA ZOWEA % 7 = — A2, USB 033EFICE < FIl S hvoodH 5, USB O#EL
A 2T 2—=ADIC H— RV —=FF 4 ZDA B 7 x—ADMEEE LT, USB CCID (Chip/Smart Card
Interface Devices)?3& %, USB CCID Oft#£i%. USB working group (24 ¥ 2001 4 3 H1Z Revl.0, 2005
H4 HIZRevl.1 NV U—RAINTND,

PC/SC IZ#ElL L 7= Windows 77 v b 74 —2AD USB CCID @ KT A /NZ, =4 71 Y7 MIL Vit
EhTWb, F72. PCSC-Lite #LL 72 USB CCID ® RF A NZ, A—TF vV —2a3Ia=F 412k V2
kX Cnd, Z07-, USBCCID (ZHEHLL 72 IC 1— RV —X T4 ZDiGE, 1C — R —X 54 X[
HD RTASOEMEELT O MBENR 720, 29 L2 b, HTLWUSBOIC 1— KV —4Z 1 %1%, USB
CCID [ ZHEfL L 7= BN 20,
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f18&—1. BEHE

ISO 17090-3 Health informatics — Public key infrastructure — Part 3: Policy management of certification
authority

PC/SC Specifications https://www.peseworkgroup.com/specifications/download/

BITHFICB T AW EDOE-DICEBEM T N X2 0 U % (CRIPTREC g 2V =2 k)
https!/lwww.cryptrec.go.jp/list.html
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fT—2. FRiER%E

YRR (A T35 IE)

fity 774 KT LU A

DUCH JAKUB T T4 T LU AR

% —H# HNTT 77— %

FHOE 1 Sy 77 m—

PRIl ZEA BELT7A N LA AT T

5% #h— (D PRAEER AL e 28 B A R 2 (HISPRO)
BIR —ZEFEISIR

KW SEERA LT A AT a VAT AR

e SEEWA T A A3 VAT AR

BAH 255 Y =—
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