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HIMSS23 OShNE (T 4/18 EADEFST 35,000 AL E#EEERLTHD, INIEVEED HIMSS22
D 21.5%BEVIEFIEEITY ., 4/19 (LFSBICEF ADFIBHRIAFNZEOIEROT, IO0F18
BID HIMSS19 @ 45,000 ABICIFELRUFBAN, 232310 8R1ICRDEIEVSENRIC
ZATWFEUIZ,
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Business Guiding health leaders toward financial sustainability and
operational excellence.

-Digital Transformation Strategies; Digital Leadership; Ethics
-Innovative Business Models

-Logistics and Supply Chain Logistics

-Operations, Process Improvements, & Revenue Cycle Management
-Price Transparency

-Reimbursement

-Volume to Value

Data And Information Securing and streamlining health information to
improve care delivery.

-Artificial Intelligence and Machine Learning
+Clinical Informatics

-Clinical Trials

-Data & Information Security; Cybersecurity
-HIPAA Breach Mitigation for System Administrators
-Patient Generated Health Data

-Social Determinants of Health / Health Equity

Employee Engagement & Retention Preparing people and organizations to
tackle what’s next in health and wellness.

-Career Development or Workforce Development



-Employee Retention, Burnout and Wellbeing (Clinician, Nurses, PT, etc.)

-Equity and Inclusion

-User Experience, Usability, User-Centered Design

Organizational Governance Empowering health leaders to inspire change
and lead strategically.

-Center of Excellence

-Data Governance
-Leadership and Management
-Maturity Models

-Strategic Planning

Personalized Care Equipping caregivers with tools to keep patients and
populations healthy.

-Aging Population & Long-Term Care
-Alternative Care Delivery Models
-Behavioral Health

-Patient Experience

-Personalized Medicine Using Genomics
-Population Health

-Precision Health and Medicine

Policy Addressing the core issues of digital health with advocacy and public
policy.

-Healthcare Reform

-Information Blocking

-Legislation

-Medicare

-Policies That Affect Providers (Payment Rates for Settings of Care, etc.)
-Regulation

Process & Operations Addressing a set of interrelated or interacting
activities which transform inputs into outputs.

-Change & Project Management



-Integration concepts, components, and myths
-Optimizing Clinical Workflows & Performance

-Patient automation for healthcare admissions efficiency

Technology Examining digital solutions that improve care delivery and
health management.

-Digital Health Technologies

-Emerging Technologies

-Interoperability

-Technology Innovation Education for System Group Purchasers
-User Experience

-Virtual Reality
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“Solving global healthcare challenges
will require a multi-faceted approach
that involves various stakeholders from
government, healthcare providers,
patients, and technological innovators.”
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BAN\—tF1Y71(& HIMSS TEEERNEYIZDVEDTT,
4/17 [CRfESNTZ cybersecurity forum Oty a>zHLSEGREVE T,

Cybersecurity Forum EfIiEi&E

HA8E (L. Cybersecurity and Infrastructure Security Agency (CISAKEELTZER
BEEYAN—tF1)71 - 1> I5ANIFrF1)74TRIRE® Nitin Natarajan KICLZEDTU

I,
CISA BEERADIFZEHAN-BRNSTFRLHITFELTVBDT, BIEEALTELLETE-IL

ZUTWEUIZ. LT >COEFBENSDIRETI

HEALTHCARE CYBERSECURITY
FORUM

KEYNOTE

Hacking Healthcare — How the
Cybersecurity and Infrastructure
Security Agency is Here to Help

NIEWN NATARAJAN
Das

Ady Dvacion, Cybenecuity ard Inhosmuctae Secusty Agerey

g
U Dwpariment of Homelond Security

HIMSS®

X 3.2-1 cybersecurity forum EEEEDRT
[Hi88]Session#CYB02 Cybersecurity Forum: Forum Keynote: Hacking Healthcare - How the Cybersecurity

and Infrastructure Security Agency is Here to Help
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Secure by Default, Secure by Design

Nitin Natarajan (& Secure by Default, Secure by Design OEEMZ#FALTVELE.
BEZEE (L secure by design Z{ToTIELWVEDIE, FEETERPENS F 1T ZHHAHAD secure
by design ([FEATELENDDDHNEITH, secure by default EVSISEEHEDRUHHHHFE
Ao

Secure by Default

Secure by default &(&. DEEEBEMIZEBAL. AICIRELTV2ONZIBAETERLIIC, X—
H—PHERB IO EEEZEINETHD. BAORTF1IVT B ERVINSRGR(CHMAEN B
AR BN OEBENRIINSIBHOTVARETHDIEVWSIEZISNDLSTY, €2LTISecure by
Default (KERDEFDOEIF-ZBI THHTTONZRENHD. JERRTOELUS,
HEBEETRNANISIT1ADHEE

Rakres=ts (CEO) t&EIEHRET1IVT(EEE (CISO)LDBRICOVT. BUFOLS (T
NTWFUIZ,

[CNETOHAN-NEDOFZE T, RS CEO DEEAL UAIZIBEELTHED, IT BLUIE
wrFUFO)—-4F -1 BAN-EF1)TAADIHEDBHE M ZFTDIADKE (TR oIz, ULHU.
CEO (F5RTZ CISO OAHDLEENDN O TR,

BAN=CF VT DORINT 971 Z(F IT BPPIEFDED TIIRL, MBS ARICRIEINEEENDD.
CEO & CISO [FFEOERIFIEZ0H T, ARHBIREHIFIDIBIMENZANTZIT1 A HBLT. &
BICRECIIEMNINETHD] o

Department of Health & Human Services (HHS) 405(d) 2’0954 ver2.0
Nitin Natarajan K551 (4/17)  HHS CRERERAZA) NHEECHIIEERT N\-t+
1)TAEERICEATZHAIVADEE 2 fREV)—-AUTCeZIREL. ZDHNS TS 3 MmN UELR.
-Knowledge on Demand

BAN—tF1)FT1OEHZMm LS B, REMES LU AREEKE CENOY(\-t+1Y
T4 N =2 % BHIZFUVWAL S OBETSvRIA— LA

-Health Industry Cybersecurity Practices (HICP) 2023 Edition

BAN—tF1)71 VRIS 2R ZZD. AAN T5974 %850, HPH (Healthcare and
Public Health) ZPINROLBEEEEHOSVBAN-tEF1VT1BRIZERI DIHDEERTENT
R B EUTEREN R AR .

-Hospital Cyber Resiliency Initiative Landscape Analysis

ERREFROYA N\ —tF1UF ADBIDOIRIRICBITBLR— b, CNIC(E. HICP 2023 PEIIIEHE
AR AN\ —tF1U571 JL—LT—7 (NIST CSF) REDZFERBRHAN—-tzF+1V7¢ HA
RIAUBRBU TN FY— NS IRROLE1-HEFEN S,

Nitin Natarajan K(d. CISA (C(d 600 ALLEDOEKENNT, CISA ER#ELTVSIZ1 =71 TH!
FATE30T. BOERULTELL, FEEOZIEDIDIC CISA (FFIELTWVS Liih{KDFEUE.
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Establishing Effective Cybersecurity Governance in Healthcare £L\Stv2a>Tldk, h(Y
—/)\—=XX>70 Eric Liederman K& Steve Frank KIC&3FEERNHHFELI,

X 3.2-2 Establishing Effective Cybersecurity Governance in Healthcare ¥+
BEAAID Eric Liederman KEEEII-T EEIBHRFD Director THD, £l Steve
Frank K(& CISO T3, h/T—/{-YX> T TIEERHEPILIBIREIPIEN TSI LI/ T MK
FINZNREY(CHEBEL TV EVODRERABTCURL BIEZRBNTULET,
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CISO ¢ EREEDINT YA
CISO tEEREEBEDEZE R AROEWVZLUL T ORI TERAL. NFUAZEDENEBE THHLBATVE
Ufz.

The Balancing Act

Care Delivery Extreme

CISO Extreme

[¥7% 3.2-3 The Balancing Act CISO vs Care Delivery
[H#8] Session#CYB04 Establishing Effective Cybersecurity Governance in Healthcare
Eric Liederman Director of Medical Informatics The Permanente Medical Group,

Steve Frank Interim Chief Information Security Officer Kaiser Permanente

CISO FBRICERZH T, FZitiFE T, I-JEUFTPBEOURIZEBHCLTTEYMN-UR%

TERRIFNRBLSBRA ST TMEK, #WEoT CISO RICHDIEDL. T7DISFICRDLIRE

ERTON, ERIRINEEBILICBDET,

—7A T EERRHEAR. BREERT, LEM - I-PHRRICEONHD. tF1UT1ZBHICLTT

BRI -FEUT1ZEURDZEIA DTS TATHEK T TEFRIRMBERAICTDIEZL. &7

ORI IEZE I E2BNINBED. AN -URIICHBEREIBMEZISN TUEILILRDET,
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Governance Model

Privacy & Sacunity Technical Compiance Executive (Co-Chair), Technical Risk Strategy Executive

T Operations Executive, Chief Digital Officer, Human Resourcas, Medical Group leads for Privacy, Security, and

Informatics, GISO, Human Rescurces, IT Finance, Care Delivery Technology Services, Market Operations

X% 3.2-4 Governance Model
[H#8] Session#CYB04 Establishing Effective Cybersecurity Governance in Healthcare

Eric Liederman Director of Medical Informatics The Permanente Medical Group,

Steve Frank Interim Chief Information Security Officer Kaiser Permanente

ATTV) 2971 &0 L OF EAICZAR A =TI —TMIEIIFSN TV smIFEIRR\NE A TUR .
[YAN—FIVFTAADMIEIC(E, MEEENTHERIZHHOTNDANBBRAL, JEWIIRENRE R
(SHRISLELTZ,
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HHEEERIE, EFEOEX 21U T4 URIUBOEDHICREINHEICLZER LOREZERT 5,

MEEOT—r 70— IcHEE 5, EERICKELEEEEALEEDND LI WBE, EXa T g
DRBEED 7 4 — Fy 7%, COEERNVRERT S,

A N—1E REDHEE
CISO (G&&) HE o,y
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MK 3.2-5 MREBEER
[H88] Session#CYB04 Establishing Effective Cybersecurity Governance in Healthcare
Eric Liederman Director of Medical Informatics The Permanente Medical Group,

Steve Frank Interim Chief Information Security Officer Kaiser Permanente %&#:R
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X% 3.2-6 HEHET7IO-FOFI=
[H#8] Session#CYB04 Establishing Effective Cybersecurity Governance in Healthcare
Eric Liederman Director of Medical Informatics The Permanente Medical Group,

Steve Frank Interim Chief Information Security Officer Kaiser Permanente %&#:iR

ERRORETFINRDELVPODEDATON TV EE Z ADREENSIBREI RHIENTEFRULN,
MBI AN Y =2y T DT T, 1BIREBF I ERIR AP IO AN - 552 ERDE T, mEDN
52 R%ED, BETTDIRVARSZI DDA N-URIZHIFITETLNS ELVSERTUR.
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OpenText Cybersecurity $t® Kevin E. Greene K(&. Don’t Bug Me to Death (3E&hIEE
AEHRERRBOT 1) EWVIFvyF—RIANLTHEBLUELZ. HTH4 NLIE. Why Software
Security is Essential for Cyber and Mission Resiliency? (REYIRII7-F+1)F71(EHA
N=E292 32 DEIEN(CARTRBON?) TY,

CDFEEDPT, Kevin E. Greene K(FHAN—tF1)71IFEEDEE. YN\ -tF1)7<(CHT3
BERDRHAH> ADFREADE . BEXIDOY I NITT D55 0iEsS 0 IEHRZ ER T 22 THA N -INE
HBOEIENZRIETEDRLVDEZ LT OLIBRN TIRARF LI,

mE - E¥1V71 - ZLHORR
REORVWI-T4>I NI LEEF17RI-FT1JEGRSBRVW, €+17RI-F1>2 73w dE
RERI-T1IITRINERSBVELT TEF1VT1ONT INRECEEERET L, Flt+
IYTAONT 1ETEF1YTA(CREEBELRVWT IORANRRMEICERE2 522 ziRALE
LTz,

Quality, Security and Safety Relationship

but secure coding should

Quality code may not always adhere to secure coding practices,

always result in quality code

The security of the syviems (s shility to
roskst attack) it 8 complas property that
cannot be emily me. o, Atacks may be

Security bugs can directly
impact code quality

deuised that wwe not saticipeted by the
witem duilgners snd 1o may dedent bultin

sategrards

Source: sommervilie, Software Engloeering

Security bugs that
result in poor quality
have a direct impact on
safety

Non-security bugs that
are quality related
have a direct impact
on safety

Sofety h alvimately odoue preventisg @ natem
from rechlng dangerovs stetes, It i deemed 03

reliable pad sofe to wse. 1 refincss the system »
wbiiy to oparate, notmally of absarmally, Sowrce: Sommerville, Scitware Englneering

HlMSS@ withowt danges of comlag human injury or death.

M 3.2-7 @mE-tF1U71 - 22 HOREF
[H#8] Session#CYBO5 Cybersecurity Forum: Don’t Bug Me to Death - Why Software Security is Essential
for Cyber and Mission Resiliency Kevin E. Greene Public Sector Chief Technology Officer OpenText

Cybersecurity &b
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YIMII7 DS R-ESEE->tFIVT1BE
e VINIITONTBEDTE RNBRASNZEMIZENEZ0. tFIVTREOBRNEFNSL

WIXN=Z LEBITRL.
———_
Enumeration and Exposures

A condition = saftwere neh Al
b, that # cxploped, fOul mpass
valneradiley in st

gy w——

Déferent types of valserabidties impacting emis sdod

J
software systems, DUhers « ode esOuice

Condtions in 4 yoftware product wiveh does nof
et e nded and docurmetted softwade

mardgement, code Irgection, Inpyt valdation
teguitamant 07 et user o pe ROt

improper acceys contiol and informatian expasure

M 3.2-8 FRDEEMESSE
[H#8] Session#CYBO5 Cybersecurity Forum: Don’t Bug Me to Death - Why Software Security is Essential
for Cyber and Mission Resiliency Kevin E. Greene Public Sector Chief Technology Officer OpenText

Cybersecurity &b

HBOSFERZINEITZETHBEOMRSEMENREIND EVLWIRT Common Weakness
Enumeration #H@AES5MHES1 T (CWE)E Common Vulnerability Exposures $Hi@AEI5 4
B F(CVE)EDEEFRZEREALELU.

Enumeration and Exposures

Common Weakness Common. :
Enumeration (CWE) Vulnerability

Exposures (CVE)

MK 3.2-9 HBOHROEZ>HIBOMESSE
[H#8] Session#CYBO5 Cybersecurity Forum: Don’t Bug Me to Death - Why Software Security is Essential
for Cyber and Mission Resiliency Kevin E. Greene Public Sector Chief Technology Officer OpenText
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VINII7EFIVFT1TAMCHFS CWE CVE DiER
CWE ¥ CVE Z2YJhIr7e+1V574TANTER I 3EN BRI THEIEZUA T OLIICHFEL TER

BALZEUL.
XD TWBEWSCEZFIDTWD D ET « CVE ZiEAT 2
85812 +v> . Software Composition Analysis : YIRNII7- IR 3> f@4T (SCA)

ZE BIRI OIS ENDIIRZELD

FBRBVNEWSTEZHHO TS IEF : CWE X CVE Z/ERHEI
BEAND CWE EERD CVE ZBAUIHS CWE ZE#RIARMT, J—RLE1—. BIRIRRATRLE

TRRHEU. YINIIT7IAVR—2> NI BRI R 21T,
HNBRNCETBENSRVDET : CCTld CVE. CWE OSER(FEILL,

FHALRBVT =032 H LT =AW TSI F AN TN, EO-TAIEMKIZSS

Do the Right Thing (IELW\Z¢%EPN )
B&E. )7 U-HEE - BIA - EZFEHIBRE Do the Right Thing INS5IAULIESA MLD

AFART, VINIITIDO S Z 70 ENEEEEDEE BTG I 2LLE(1C. YINIITHREITOTAORE N
ESPE (&Ml) TtFiVTouds zBaAD Shift Left (AN, WL IHA(/N\—[E1{EH%
B LI 2L CWE ° CVE ZERULEAENSO 7 TO-FHEIDEETHZ LmdALEL,

Final Thoughts
Spike Lee said.. “Do The Right Thing”
Bugs do more than bite . s
Saf%ware engineer is fundamental in ensuring better quality and security in software to
tial safety hazards
L il f possible vulnerabilities, and

Manufactures must expand their tool chains to coverage o

increase fidelity
shift left is good, put pushing from the right is even better for threat context to bolster

cyber resiliency against attacks

Build security-in is more than a catchy phrase
Poorly developed software = higher maintenance = increase safety risk

Bugs are inevitable — build a comprehensive software security program
The more you borrow; the more risk you take on

Do it early, Do it often
Poor design and code leads to accumulation of technical debt

HIMSS @
MK 3.2-10 Oty 3a>nFED

[H#8] Session#CYBO5 Cybersecurity Forum: Don’t Bug Me to Death - Why Software Security is Essential

for Cyber and Mission Resiliency Kevin E. Greene Public Sector Chief Technology Officer OpenText
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National Cybersecurity Center of Excellence(NCCoE)T9» NCCoE (& National Institute
of Standards and Technology KEIEIRERAHAFTPR (NIST) MEETZH/(—t+1)
TAOMBRARELOHI—TT, IT ARZITIFEHRMAILA Information Technology
Laboratory(ITL) OHRICAIEDIFSNET . NST @ Ronald Pulivart k& NCCoE @ Sue Wang
KO 2 &lCL558ETUR
NIST [FHAN—tF 1T REN M REUTTFEEDL IR RF 1A MERERML TVET,

NIST SP 1800-1 EHR

NIST SP 1800-8 WIP (fEfFzfEorzEmmin> )

NIST SP 1800-24 PACS

NIST SP 1800-30 RPM (=fREEE=Y)
CDIN)-ZXDOHF T, FIARERIR(CBVWTOEREH A R2HFEFRTHD. 74 ML(E. Mitigating
Cybersecurity Risk in Telehealth Smart Home Integration (SHI)[EPRERE%Z AN — NR—
LARIBTH AT RO N -+ 1UT1YRIDER ] CORFEHOEIEH A ROBMAHDEL,

D

o
~a

&

HIMSS @
X7 3.2-11 NCCoE D’EENpELS,
[H#8] Session#79 Mitigating Cybersecurity Risk in Telehealth Smart Home
Ronald Pulivart ,Healthcare Program Manager, National Cybersecurity Center of Excellence (NCCoE), National
Institute of Standards and Technology (NIST). Sue Wang ,Principal Cybersecurity Engineer NCCoE / MITRE
&h
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Telehealth Smart Home Integration (SHI) Ecosystem

Patient Home : Cloud Service Provider : Healthcare Technology : HDO
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[HE8] Session#79 Mitigating Cybersecurity Risk in Telehealth Smart Home
Ronald Pulivart ,Healthcare Program Manager, National Cybersecurity Center of Excellence (NCCoE), National
Institute of Standards and Technology (NIST). Sue Wang ,Principal Cybersecurity Engineer NCCoE / MITRE
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Telehealth Smart Home Integration Scenarios
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[H#8] Session#79 Mitigating Cybersecurity Risk in Telehealth Smart Home
Ronald Pulivart ,Healthcare Program Manager, National Cybersecurity Center of Excellence (NCCoE), National
Institute of Standards and Technology (NIST). Sue Wang ,Principal Cybersecurity Engineer NCCoE / MITRE
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[H#8] Session#79 Mitigating Cybersecurity Risk in Telehealth Smart Home
Ronald Pulivart ,Healthcare Program Manager, National Cybersecurity Center of Excellence (NCCoE), National
Institute of Standards and Technology (NIST). Sue Wang ,Principal Cybersecurity Engineer NCCoE / MITRE
ZRICEBNREIFRK.

FAANYS3Y
Sue Wang KIE[SIEOSNEEERRT ANy a2 %LU\ EEDT,
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Sue Wang K3 A¥—RAE-D—ZEIRINIIZAT7H—ER{F TV AN ? JERVNMIEL
e SBHSIEFEN ENDFEATUR.
BRET)I(COWTIE, Sue Wang RNSTEBRET) I (FHAHF A TOWTELL, IRIZCEDLIIC
BAINELOD, EDLOIRBHIZEXFERCRINZRETUTVBECA T, JEDFENDD.
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BERERMIRIEINTENBRERNDD. 1257074 T A1 RICLIZW, ILIBEZEESITVE
Uz,

23



Sue Wang K& tF1)71 DA TENA TERFIZ ITNULLVEWIDIFTEODRN, FF D
AN —NR—LDFEE T (HAIMEDN AN FEEEELL SHDBICVBLSIBERLZ BRDEFDHF 2. X
F=IRIA-D5OUT7 I BERZFOBEE V., [BEREZEVERATVELUR,

24



3.3 Interoperability & HIE Forum

il TEFCA OE15

HIMSS23 OHFIETH 4/17 (&, Health Tech fRIZOZEFE(CEREZ 5313 TH Forum N
N, BFRCLZERFBEL. HEBLCLZT AWy aoMRBEDILITA NELLZ. £2EE
Interoperability and HIE Forum (CE0L. KECHFZEREFIROEB L. HEERMEOHER
(CrAFTAESRICOVT, AFZITVEL,

KECHWTIE HL7, DICOM, THE &L WTARHER FIRZ AU, s EREIEHEEOBECD
WT. ONC ZHDNCEZRAESREL TEDHTVEI M, 2022 & 1 BICHTIC TEFCA EVVSFTULMER
WEHLEL,

[TEFCA. ONC H4/N]
https://www.healthit.gov/topic/interoperability/policy/trusted-exchange-framework-and-
common-agreement—tefca

ONC B4 hDEREAICEDE. TEFCA (FERICHIFREEER RO OE BN ZEE %15
(73, CEZzBIEELTHED. [Common Agreement (FEBEER) (3. ERZRVNI-IHWTWVS
FIRAECHU. EORYRNI=ICBLTVTE, HBICEBENIEFPIL-ILOT T, HEICZE(C
BEARNREZEBEREZHBIZHD. 1V ISETNPLER Y IO F 2L TDETHD. &5IC
Trusted Exchange Framework (&, HIN B0EHRAIBOIEE I DEFTRIS —EZDEIEKD
20, R D ORVHIBEOERREANZEERL TLD, [EFRBALTVET,

Interoperability and HIE Forum T(FEZD&ERFIBEIRICOVT. HBVEKECHIFS TEFCA &
FDIRIRCONT, HBEZITVEL,

Opening BA58i& : KEICH TS HIE DIRE TEFCA DEE
Forum @ Opening &E3f&&E(L. Civitas Network for Health ® CEO T#?% Lisa Bari Kh'
EBUEUR, (& Civitas HMEIBLTWS HDU (Health Data Utilities) O#EEZEEHIC,

TEFCA. ZUTIFR®D Interoperability & HIE (CDWT, RAN HITECH BFAADERLEEZU T DL
SICEBhEULR.,
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Lisa Bari, MBA, MPH
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Civitas Networks for Health
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[HE]] Session#INTO02 Interoperability and HIE Forum: Opening Keynote: Health Data Utilities: Furthering

Interoperability and Exchange in a Post-HITECH World
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Industry progress and remaining
barriers to deep interoperability

oabry Progresn tewerd Ucap (ntersparakility, Competition between healthcare
Sairve 2039 entities, misalignoed incentives,
poorly enforced requirements, and
unwillingness or inability to chango
_workflows are some of the mos
significant remaining baL
calth data interopera
positive impacts on care through
access to the n(gr?‘t data at the right
ime.

Technology and standards exist, but
changing the culture of
interoperabllity requires trust,
arca, and truly aligned

incentives;
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MR 3.3-2 EFROERETKDEEE
[Hi88] Session#INT02 Interoperability and HIE Forum: Opening Keynote: Health Data Utilities: Furthering

Interoperability and Exchange in a Post-HITECH World
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Questions with TEFCA’s planned
rollout and HL7® FHIR® roadmap
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[HH#8] Session#INTO02 Interoperability and HIE Forum: Opening Keynote: Health Data Utilities: Furthering

Interoperability and Exchange in a Post-HITECH World
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NI HIE2.0 TERL £<BIMITT . FHA(FX)—-F> RIND Health Care Commission &3(C,
® HDU Framework 1> Maturity model Z24{&L THDE I, TEFCA D15 _EIFICHHTE. 8
Lithig, M HIE 2RI 2. #ilzi HDU OBEZNMEII D EZREOTVE T,
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Civitas' Emerging Definition
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X% 3.3-4 HDU (DT
[HH#8] Session#INTO02 Interoperability and HIE Forum: Opening Keynote: Health Data Utilities: Furthering

Interoperability and Exchange in a Post-HITECH World
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Mergers, Partnerships, and the
Evolving Healthcare Market
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Cures. TEFCA. Information Blocking
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Driving Interoperability in 2023:
CURES, TEFCA, and Information
Blocking
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A Deep Dive into Digital Front Door
and Patient Access
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RIBRADT —A%Z5F5. JEAINTVEIN EREELEBEOMOIZ 1= —2a (I REREEE NS
DFEI . WAOERNINETT,

COVID-19 REDIFEBRETICHVTE, BEMFE M2z INREHOBEMSIELTLEVEL
2o TOLIIPREEICHH UESBE PP EERE (LI IHEBEZEZ TN ? 97532 E =BT
HeEHEEZINMBUNERA. Veterans Health Administration Tld. VA eBenefits H—Ex%
BRLTENET ., NI >T—RY N EDOREDNIVRT 7S AT LATY , H5DZEEHDEEIBIRNA
AT =HELT—TAbeNE T, ALl BTN RDT—IAT ST M fE- TRBMENE T, 7—HF 1 "4
DI AT MEFLTHST . WEFOURIEEE TEET ALATT7OHE. #B5. #HE, E50OTK
HAROEENTEINZH AL (LERLTVET,

HEERMIC LS EROL TR
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ZDtwsa> Tl UC Davis Health #ET HIE & SI #2230 Michael Marchant KICL 38
REBENTHNE#E . EMI Advisors LLC Founder 3 CEO @ Evelyn Gallego K.
Coppersmith Brockelman PLC @ Melissa Soliz K. AdventHealth /& CLO Tl&#xiziiE
20 Ammon Filmore KZINX Tz 4 2O/ RUZANIERT 1 ANy arMThnELR,

Advancing Health Equity Through
Interoperability

e 6)

[ 4

EVELYN GALLEGO MEUSEA SOLIZ AMMON E
sunidee and Ol Exo2ulive OINcer Parre Grociale Soal
EMI Adyisors LT Coppessmilh drockelman FLC

KK 3.3-8 4 ZDNRKUVANELDTA AN A

%9 Michael Marchant KO Health Equity (CRII2BERNEZELDHFT . ETOACE—D
AERIEE5X% Equality () & 2TOANERKCAETETERRIEZS5X5 Equity ()
(FECREBRDFT, Health Equity OFEZE(E. 2 TOANREENTERIREE THAM AT 2/
RRICED AT ZZFRREEZER T DL TT . COEZXD—EPIC SDOH (ZROHEHE
R) WNEZRSINET. LFEN. BS. Fin, MESTEEVIEN. BEOKIEVNELSIETT,
KECHFZ HHS DEE SDOH (CFBSEMEN DD, cNzET—FTIISATLAELTRZZIETDIEN
FECY, KL OT—)LE HHS eEAOEBSIN7SO—F%, SDOH #5LICFTL., Health Equity
ZRHETBZETT ., COERICAITTRETEMIN TV IIEERISEZHV\SCE T, HEERM
ZHE5. A RERT YIS AT LAZREETEE T, ONC [FCOER(CHD. Policy (58t) .
Implement (#8238 A) . Infrastructure (/>J78#8) . Standard and Data (FRZEFIAS
ET—4) O 4 DERMTEEZLEL, IRTE. LKOQDTFIVT(E TOREEIHOEI N, BHZEIC
BEMEATVET,

Health Equity and Related Initiatives

Dot A (rite

Al Health

X3 3.3-9 Health Equity #B2E(CAVSN TV IIRERE

[Hi88] Session#INTO06 Interoperability and HIE Forum: Advancing Health Equity Through Interoperability
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SlEmE. NRNTAANYS I ORBEELHET , SDOH T—HIISXFTAICDWTIE. Public
Health SEIRICHVTHHEEERMICLZT—FEROBENKERBIIFERDELZ, COVID19 R
PR BEOMIX T2y 1R— RTHESRL. FIiH TN TED T, T RS —&£LT. SDOH
DERRTAI) -2 %332 T MEMRIST I 21NN M EXCBHILEBVET,

HEER MRS, USCDIZFBVTHED., 2OHDEFE CHdAETYN (Terminology) 6
B—ENTVET, INCZ. TSN FHEDERTY, [BRZIREI A, COIISRTLICT -
ZRETEZAYIHDET, ONC (FIREHALNT-II0-%ZE LTI AT LZELTHI.
ZLORIANC DA SEBZUIDFUIZ. HEERMOMERZBE ST TR COLHEHD
1-RT-R%EZ(ERVHSTT,

St T-IMBEVIEIRT(E, ENEERICBRIDTULON ? EmH D ETY, £lcttFaU74
HORBEOIEZ O TVEITH CNICOVTIFEZRMIERBEEL TOMRESBOHEERO>TBTLLI,

Closing Bifi@i# : RRADIIE AHERBOISKEZHZBELLVHRNBENOZRET

Forum Z##H<<3 Closing E:A:&&(. Carelourney ttfKT#»3% Aneesh Chopra KH&E1E
LEUR. RESFERBOEME Al GPT-4 Z35|E&VC ANLRIERIEZENZTEN D IBEHRIBITORHM
ZI R, TOXRIMRIFERNS VBC 7N Z2EIRI3/29HIC Bulk FHIR (C&2RYNI—IEBAT -4
POCANERICRDTULD. EDMUELR. Z2ICEFTERTEOBAT B EOEE ZFIEU. R
ERCMIFTHLITENINETHD. E1-E7ZRZIINSEBOFEUI,

UTFCTEBENBOMEZFEDHFT

[¥Z 3.3-10 Aneesh Chopra K
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RR(ETBoE, YO8 7-A%2RIz\ | ITT, $HDITLFEHEL T BERIEZFERIBLEDH
SYTVRREBER THoTH. BCICRBZEHERUZVANERIRICZ O, EWSFENDDEUI, FRkE
Al GPT-4 (FBRIULCUICRICBAREIEZRL TNEITH . INNEERET—Y8EB TN, F2(C
FBEOEHNMINIFTY, £RDE. ERMEL Al DEFEHERRRIC. COREFTEXTARBAILRIE
#Z#EFEND Fiduciaries (IBIHRIRIT) 7. ROBFRITKROSNBZE(CRDET, BIDFABEICLSE.
H—RRFHIREE S VBC ETIIVORMNERE TIELDROESNTVEIH, TDTERDIEIRIC
DWT AR BERFTYIRZECERIRUIZIR, EBZTODANERIICZ WL (89%) 5T,

TARH, CMS (Centers for Medicare & Medicaid Services) (&. 2030 £(C VBC 7
D 100%ERIRZBRICIEX . TOERERDIEREBOBEZSVTVET, VBC rvNI-J3HHE
ERAMADERZIBET D TULI. ONC TIIBEERMHERDS. RERISAENLD API Fa5kE
MOBEIOISLEBELTHDET, 2023 F 4 ADKFEAT, 267 ORBMREINTHD., 5
HHEFEVSEA TR THISCH TOET, COIEHRIE HealthIT.gov TABHINTHN.
FECAHEII-MEEER MR FRDIEZIROTVREEZET . TIHEREI TN THD, CMS 1
CDC. VA BIE8HHEE 1> I50eEzE V. HHEERMHRCEITES AT AMERCEVTVET,

VBC Networks (Should) Drive Demand for Interop

M mmsnumumwssmuzmmmmmm
X NN ESTMENTPROURAM Aftrbule 6 CA Gats 5 5. Frepdmi aod CEDof i Nsvonsd Assostabon 61 A00S
E 2598
Dosh, Feewury 24 2% of raspomlunts wuy thoy will not b ready te
I Bt v ropart oCQNIs or nro un;:r- If thoy can rapart wCanMs
o MMAK 1025
The 419 blfion beatd ihormasicn wchacieqy (17) cberizud tow Asras Sacrers

ol Resrmaman A5 (ARBA) poprospess « besdiac sppenasioy & piove bewth care. b ceasadaring
b st e gt o i ppertaaty, s el s umdoovtand T b treat B [T vt
pragie i a pare echiclogy pbamantuig (i i © elSaivey rranses i3 fdore, 1T s ot
mape {o G sberach of prvder puyment seborm and care delivery ibiutin, 4 Ui vy
e saling 119 5006 02 HIT ehoptius i) prodaciog o g weal hevafe. Firorer,
Seot b 3 Clote pach 2 sy’

~ B g yovid Sacolekg e HIT g vy 4k HIT a2omeen wed feesd (oo 1)
_ of prpaletioc et =l

e ool b Y WIR yaur ACO ba roady
= ¥ we v o FIT hercstnes 1= calalyom » “virtce eyeis” af (1) prowder puymend oo, (2] ta wpert aOML by FE
o deliveny lesyraoon, red (1) AT cdpin

* Thon the HIT imvecnseet ¢xs Inerally s bestk care 21 w2 ke o Ve = thy = Unise

“l ow HIT odoplion cripples the abilify to pursue

provider payment referm..."

(%= 3.3-11 VBC Ry M)W EHEER M ZIIRSES
[Hi88] Session#INTO07 Interoperability and HIE Forum: Closing Keynote: Accelerating the Future: Optimizing

Public / Private Collaboration to Scale What Works

NIV REQERIBIREEZS — AL AICEHINL TEFCA O7t. Bulk FHIR RyhJ—%
OEBEMEATHENET INFTHABER., EREE@TOT —I7ICANEREINTOELIN
WEWERY D= IEEOT -7 I AN RSN DL TEFLZ, Z1—3 -7 Mt.Sinai Ox
yhD—=JT(d, VBC EFINCTITIC 363 BADFBET—HIOWVT 6.7 24D FHIR ATZ17h0D
EEERENHDFY , RS 1.5 ¥A 90 8500 ATZ1IKT, fooflz 33T

UDUBHS, CORECHHOTIIEEFC(CADREB RO RBREEIASTHFETLLD, USCDI
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(FHDEINIHKETRIEBOBHFTINT, FIZ1=TA TREBRBHZEINT B LENETT, —
7T NCQA Tld Bulk FHIR TOF—4mREDIBFEEBIEL. 5913 2022 £ 10 A(C FHIR ([CDL)
TOERIRHTIOI 25 EIFFEUIZ. COLIBRBUFHENSDIBEIRIEMA®, ITIC FHIR BAZR
BRL TUV\BHEER(ET{EAHDET . BIF Bulk FHIR 7 —4iEHE(C BT 24FER. XNk, SRE. 2OMhAR
AXEREHBLDD FRICEN O TE THIERL TOEEL L.

¥z 3.3-12 USCDI (FEREZEHTHOTETT(EAL)
[Hi#8] Session#INT07 Interoperability and HIE Forum: Closing Keynote: Accelerating the Future: Optimizing

Public / Private Collaboration to Scale What Works
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3.4 TEFCA

HEYIIVCBVWTETEFCAICE T2y a> BN KONARENTHED, BN RIBRRZRDIT
D, TEFCAOBIR PSRBT BBIRESID, IHIENTEFUR, BELYZaV(OVT, BRZF
EHTIRELET

ONC TEFCA Update from the RCE
ONCI(ZRCE Cooperative Agreement Program(c8D, TEFCADREFE%ZSequoia Project&

HESHTHNET , TEFCALIE—DOAREBMEZTHD. ZEFUETEHDER A DRITFIET 2D
OHIEJZ1ZFOEADMES. TOYIIZ1=F7(RITOHIEZABER I 312, TNHZAEEERTD
TeDDIRZEN RFNETHDQHINSZEBLE T . QHINSIFRIBICEKT1ID060ZHEET. Sl
B3I 1-TADIFHEPEBIC LS T, EEDQHINSH BN BT EAIBTEL THENET . TNBEEK
FIE9 2QHINSEZENENBEIZREEE I 2/cHDIL—)L %, RCENEE T 22IENRER 7 SO—-FL
UTQHINS(CIRHLE T . RCEFONCHESIRIS —PEKRBIACRKV. COBR7IO—-F2E(H
UEY, COLIHEIDBIZDQHINSZE AL TL\B e, SEFTRQHINSHEIZBUIZEL TE.
RCEDOEIEMER(CUIN O TQHINSHE NN, ERIIBRHIEMRZH#RF TE3LVSBIETY,

How will exchange work under TEFCA?

—
< Tl n.‘ -— deﬂn S OVE: ” pO”C‘y a d
Tre O ' I oo o
The Dice of the Hatesal Doordinaler \ ONCI & vera n

Hez it Information Technalogy
oy
«———— RCE provides oversight and
goveming appreach for QHINS.

: Qualified Health Information
Networks (QHINS) connect
directly to each other to facilitate
nationwide interoperability.

Each GHIN connects Participants,
which connect Subparticipants.

UGN N 0

ERAE AR A

Subparticipants [ }:

4z 3.4-1 TEFCA O

[H82] Session#46 ONC TEFCA Update From the RCE
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TEFCAI(ZIE. @Trusted Exchange Framework. @Common Agreement. @Standard
Operating Procedures. @QHIN Technical Framework. ®QHIN Onboarding. ®
Metrics. @Governing Approach. ®720%3 (Components) h'$h. E(RERIEDLFIE
MBI THL ZOBIEDEE. HIVWIEFHIIERESZH T, ONCOAS ISR TH—H
REBYIO-F2y NCIRHULET ., COTYIa> TEFENENOFHRIC OV TIEERBAE T, Bli&
TEFCADOYA NETHIRIT DL IRIEL TVWELIZ,

TEFCA Components

P

~ ' B

Trusted Standard QHIN QHIN Metrios Goverri
Exchangs Agresment Operating Technical Onboand e ng
Framework Fracedures Framework ring APpIRach

XX 3.4-2 TEFCAD 7 Ex
[H8]] Session#46 ONC TEFCA Update From the RCE

TEFCAIZONCICF o TE RIEEDS A LT H7RENTHED, 2023FQ4CIFIERICERZHMIA
9BEBELTVET IEFDOFHIRTOEE = - XDEEDNS. FHIR-basedDFIELZA TS &
3TY, I CTICQHINDEFEAWebY A MNIERZZY— M THD, SIHBLOMZCIZI1 =T EIE
HR(E, BBEEIA— Al B IBFRZ L (KREZ T DENTEET, BHFFIA—ARUVKONDER]S
EHICEIELTIKT7T— AT ZORNBZRCEZER(ICTEHMID £ bE R DOWTEBIC
FI5EHEZL TUVKRNITIEOTVET,

https://rce.sequoiaproject.org/ghin-process/

TEFCA Facilitated FHIR Implementation Guide

IR7E (2023%F48) . &/#EFHIR IG (Implementation Guide) hF&iTaNEUlz. CNIIHE
F10ANSOBEHET— RN\wI%ZFTOXEEIEL. 2023F3HADIHEIRIFY>TO/\(OY b
FTAMEEREL TOBIENRIRENTVET , BHRET— RN\YITR17RZEBEALD1300TA> ~
WHFEUIZ. Z<HEREERRI 0~ (CBE I 25 B BN T COMFEHDORREICEZE T X MEHD
TUI,

INEZFTRITEIN/\(OY MGl QHIN Patient Discovery &N I RiRkA > MeiR
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9, LBARE(EL. ZDEEBAEELTIZRS256, ES256, ES384, RS38470MJILOBMR—hE,
X.5095EBAZE(C(& RS256, ES256, ES384, RS384NMNEICRDFT . FIZQHINS Patient
Discovery(d3E&ZAATIELL T, AATREBHEBOANEREZFFEIND, EHDFT .

3RO/ \MO0YRTAME, EROERPEEZEHMLU CFHIRTOT — 53N TEINZIREL T HH
BT, D217/ DhEE%. STHIEE. IASTO/NF—%EL TUDAPICTR{HUEN TEZ N ES 31
L—bhUT#H&EUIZ, Draft IGFEITER60EH DHARZHERL. SHNE(CERFERDD1> ROZAELT
IRV TR ERBR(CITOTHEIUL. TAEDIGICON T, BZTDI(— R\ AR
UIRBODICIOTVET,

Future Use Cases: Public Health

FERICEITRIR I - AT —AEL T, TEFCARRFEEMIFEESOPYIMRZ2023F5H AT
ITFET. BRENSDBHREEDTVHLIETY,

Public Health Exchange Standard Operating Procedure

= Collect stakeholder input to inform the first version of the TEF(?A Public Health
Exchange Purpose Implementation SOP to be published by mid 2023

= Timeline

K 3.4-3 Public Health Exchange SOP fR&EXT>1-)
[H8]] Session#46 ONC TEFCA Update From the RCE

Z0fth. TEFCA MS(ES TIAR L BRXEPLT -2 2 1-)VE2HULTVWEIDT, TNHES
ZCUTLIZEW,
https://rce.sequoiaproject.org/tefca-and-rce-resources/
https://www.helthit.gov/tefca
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Securing TEFCA: Security Practices Promoting Nationwide Health
Information Exchange

TEFCAD7EZRIODOVTIE, tF1)T10E=NS5BEIUTHD. OBNERZ. QoM RiEL. @
EHTER. ORRAKER. OLL1—. @QTFIVFTAYRIAI M EETIHTEZFT . OBH
E&EICBVTE. TN 1R, tF+1YU7¢ (CIARRI) R, t—I7{EED 3BMTEZE.
QLD TO-FICOWVWTIE, EARRICEAZZKICA (Common Agreement) (CHEL). QHINs
PZOSHNER(EFEHIEINE T, CAEHHERRE (Governing Council) #3175 E(F. CAYPQTF,
SOP%ZLE1—U. RCECHERIY-AZMHEULET . T —FEHERIATE 1 F R ERBITHRIC L IR
ZREHUET., —75. 577228 (Cooperative Agreement) (CEDZE. ONC(E CAICHII2HRTE
FIECOVWTHAE T 2128, FF(CIREINERCEDIEZEZRFOTVEY  RCEF CADHEIE D
T(C CybersecurityfBi#iz HEL. H/N\—tF2UFT4ADURVFHTIE FrameworkZ2#(CE D<)
AINDMFTEENEITVET . CybersecurityfBiiD:RR (SR A> /N —SDEZFE TN, RCE
M CISO (Chief Information Security Officer) (C&DfEERENZET . QHINSICHWTH
CISOM:&EI—ILE CybersecurityfBffiX > /- U TOSINEDSN TLET . Cybersecurity
#8##(Z RCEDCISODUIIANTAREG4HAACIOlI=ZEZRMEL. @RI DRENHDIZEEZ
DAV -EED TEmULET .

CAIZIE SecurityZHDEENABRINTHD. UTOIN—IADEINKETT,

HIPPA Security Rule : QHINSESNNDHIE

Cybersecurity Coverage : Cybersecurity Coverage SOPED#{EAH
Cybersecurity Certification : 25 =E#BI(CLD T2 T4 7> AHERDREDEUS. BH
Annual Security Assessment : 55 = BRI (CLIFRETZZ . ERZRCEMER
Other Security Flow-down Requirements : f$3RSOPICGENIENIZEHADIT G
Security Resource Support to Participants : TEFCA. RCENSDBIEIEFRODIRMHE
CISO : RCE CISON'®IREEHN. QHINSEEE FORY NI —ItF1)74(CEEEIFD

E=EWBACLZRETDY LDV TIE. RCEDTFIUTA BHICERLIZED T, NIST
Cybersecurity Framework (CSF) @ NIST 800-17102h570UNEENET . BEEBDIRIC(E
NIST 800-53%&5(CEHEULET . £fc. QHIN’s HIPAA Analysis (§164.308(a)(1)(ii)(A)%Z
Z) [CTLEa—-UEY,

R (BRIERMHENTVSRETOI S LOUZA MMERZENTVET.

https://rce.sequoiaproject.org/ghin-cybersecurity-certification

FEREB(OVT(F. RIEF1IEOEEER%E QHINICKRHZED T, SH=EHEEDRTEIOIS
LEBRROEEECINZ. 1 >49—3w NELOFEBRERZ 1SS HIRENE. SRRy NJ—IDRMES5 4R
B, CALPRCENEDIEF VT BHADEREAR., #1TVET . TOEMFIEEAEENO :
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116-321[CEEREINILBDCHEVET

Z0fth, TEFCAT(IHR L2 REF 1) BEDEREPERZARLTCVEYT (TR OT. cns%
SECRERHIEDRMZ QHINOSHIE(CBFEVLTVWET,

=
Sk
)
i3
1

X5k 3.4-5 TEFCA BRI +1UT/EEEY-I. 1B
[H8]] Session#46 ONC TEFCA Update From the RCE
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3.5 FHIR

HL7 FHIR (DWWTIE. EENMEELULEER Y0 TH—D-RELTEBLTHD, KECHIF
BPEANRBT —FIRFIEEL T, EENMEATVBENMAZFT . il DiBD TEFCA (CBVTH
2023 F Q4 [CEFTERBRICEIT B Hm%Z1ToTLBH T, FHIR Based D7 —43ZHACDNTE
HRICEATVDERALTVET,

212, Interoperability & HIE Forum T® Lisa Bari KK(c&% Opening EAFEETHIESNT
WedSIC, KEICBWTIEI TICEEXE% CCDA (&3 XML FZXICTIE#E{EL. IHE @ XDS.b
TOTPAINCTT =3I ARNEBL TVWET . ERRCEZBORAT. KECT HIE 1273518
FTRIBHEIINADIO ST (GEEZREVZECS. P(ED CCDA (C&2EBEEHZD(C. BE FHIR %
—S(CHRRHEITINENDDION ? EREEIRRLTVBRLITT ., BIFD CCDA XEO FHIR {b&L
SERICHUTIE FARAARIOEFA-23> ENHOTHEST, 2024 FICERIFEILBZIN ? £V
RISTURZ. 5. FHIR O R (EEFRESBOTLKDON. BINBEERVAR T,

Bulk FHIR: Measuring Global Organizational Performance
Interoperability & HIE Forum T® Aneesh Chopra Klck? Closing EAEET(E Bulk
FHIR OSERACOVWTIBNTENTVEUN, 2Oty a> TRZOREL. FEABHICOVNTLONR
HanTLEL,.

FHIR (C&3T—A77LRIOVTIE, BEVERNME < DERFIEHRZEUS I 2L, ERI7ItE
A (Individual Access) &. REESHNEEY-EX0ME LCAEIFTLEEBIRZINET 245
B EMYItA (Population Access) H'&DE T, BENSEIDT—YTHD Bulk FHIR D-Z—X
([CDFET,

ANYKERFE(CED HITEC JAICED. 190 BRILDA>ISEFBEEMEUSNIZCLICLD. EERL
(FTINIRATRIZT DT —HUEELE SRANDIGANINRL TVWET . COMBKICKEKEML TN
SMART (& 2009 EENSEBNZRIIAL. IRTETIE Google. Amazon. Microsoft &5 R4
EHRIRIBERIRHIBZLICTARDELZ. ONC A 2010 £(C SMART on FHIR (CHEURCET, API
OEEMNIDLERL. TS9N T —IDMEN RSN EUIZ, MO TOMREICXE TENMIARERBRE
ZBEHEL, STERERBRDIITPRITHONMDPILIR—- R NET ., SMART API ZfEX(E. E/NA
W T39H . 723> WThEEMELE T,

EHR ORYNI—JHERKEMTEAFHEHEUIN ., ERIOZBEADEREERIC, T—5%ZZ2E
BOZIA\WSERATIMEMEZITVET ., UNU. SRBISVSFEEFST—4 (Bulk data) N
FHIR THRE(LEIN TS AT LANSBHIENBET ANVARED D HT(CHEREN3LIICRD, B
ZLR—ROEENS, T —FBIEDNFTA LS TR ZEFEENFEFT, SMART (L&D Bulk
FHIR Access API (JEX(C 2017 F&D 3 FEEENMNFHEINTVET,
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SMART Bulk FHIR Access API

=

|

Wiktizctdng Papultion MaiaUse
wilh SKART™ Aidk FHIR Arcess
LY A aee

EiR m:.-dnlov l‘fﬂl.ﬁto
[N

December 2017 Enhancing FHIR fo support Bulk Data access
November 2017 Use Cases Across Federal Agencies
September 2022 Multi-solving Population Data Use A

% 3.5-1 SMART Bulk FHIR Access API

[Hi#8] Session#154 Bulk FHIR: Measuring Global Organizational Performance

API OJERICEHOTIE. MEBEEMH%Z BAA. SLA. DUA EDENEHEV GEEARFERD DL
HEETY, U7IF4 L FHIR REST APL &illiiTUCHIAATEE I L. BET—HDMATIO. HER
F—AZHBEIEET T, UUTANE FHIR REST (CXU “/$export” ZRE(CDIFBETITRZET.
BIZ (L, BZHEBEY-ILTTHNIL. "[FHIR Server Base]/patient/$export” T, /{5
A—AH(3T4)LH—ELT _since. _type. _typeFilter. _eleents @ 4 F&EFEHNHD. E£5TFHD View
EHAEENTVET ., 9TIC Bulk FHIR (#MRIRFEKRMEIFICRLE(LEN. TEFCA. eCQM. MACRA.
MIPS. CMMI (CTGERAINTVEY,

BCH & ACO (c&D. Bulk FHIR TYRELIT—A%TERA I3 DY— LR MHEN TVE T, Bl
[CIRBUIAERZRTRITLI TR, FIXEHZEEO—EDT —INBIFRDIRI % RI Fv— e
RUIED. IIR— R Fr—NCEEDIED, ELDY—IUNSEAEENTUET,

21 HEFI7ETE BRI AT LAOREASA GRERSZROTVET , COFTRECHITD
BET-HIOHEEERMUZER I DILOOEET —IBENERINELIL, USCDI vl T9, —7A
T SMART FHIR Bulk Data (3/\wFE—R API TEXT—4H . AN)-Z>JH H%ERTEECU.
ETL A&, BiEtr+1UT (SRR nIMEBEDIRME, T—FEFIIS IS BEFED FHIR
A>T = )LOFIFANEIEETT . IOU THAENTT A& SBRIRRFFERADHENAA>TU
Tzh'. USCDI v1 EDEESMHHERICLD. SEE 2 RIBE TOERANBFINEI L. EER(CBoston
Children’s SMART team T(& ONC ¢H(CS AT ARFECEDFHATVE T,
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US Core Data for /nteroperab///g/ (i U.S' CD/ V7)

« Common data set

o Part of APl rules

» Standards Version 'h‘:dm#::md Q t:bomuy Pm"zmco:‘ﬂl.’w“ ®
A\l Al
Advancement Process il Vi e S
Care Toam Members 5.5,
am“nuwm @ piiiatane & Smoking Status =]
. ] + Mt
-m»rmvmn, il Unlgue Device [dantifleds) fora T
‘""x Hiakd Fatlant i Pativat's Imptantable x)
ke IOl B Vil igns
+ e gyl bt ; e 8 : + Iy ’
« Wecatip is: « v hame » Silcicly 0 },“ o P fietry
. MN:":' ; ¥ me«::e . 'a vy x . m »Mlﬂwo\aw E
Gonld p (el M-bm'um s Bl * Pl Vo) S+
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v S ’ A Ll 11
HelthConcorns @9 Problems % - s, -m’;":m
Procedures e

SERHD < L pewrs sk

% 3.5-2 USCDI v1 7—451Ei&

[H8]] Session#154 Bulk FHIR: Measuring Global Organizational Performance

Bulk FHIR JERICHZFEEMNETY , HIPAA #HLD FHIR BRI 77T ALBUTERVCE, T—
HEZF2RTOMEES (RIEE. EEMERSE) ISR ZFEFEZIL. SLA MATHIE.
BERBNMVETHDL. Rt DA NN ERIETT UHU. ENSICEBRALT FHIR IJ
ST VBRI BEIHHEATLEY , Da Vinci Project Z(EUsHE IS, HL7 Accelerator 0%
SLE. BTICDITFREAEENBIAF > TL\EY . CMS. Epic X Cerner. 73 RRIAREEREELT
WET, JFURICT FHIR T—=4%IRSET. EVIT—AELTOERNEAFCEE T, Bulk FHIR (36
B53AI57 RERFNENSC. AT 42 RY—-ILBIFEENETLSHNS T,

Z3EZBE HL7V2 hBiaFE1e7—9DiEA(E Bulk FHIR TOEWEAAZEIRFIERORFAIC
ZAULFT, SMART P2OMERLZ BY =L TOWET . ALZT—FERICET TE TR mzHI T
1TEFXLLD,
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SIMART Developer ToOIS tupdated tov2 with ONC support]

+  Bulk Data Tester / Inferno Community Edition
« Server Reference Implementation

« Client Reference Implementation
e Interactive Client Tutorial

e Data Census Tool

by

frpapiancgg
t

Imss@
Xz 3.5-3 SMART HEREY-IL

[Hi#8] Session#154 Bulk FHIR: Measuring Global Organizational Performance

MedMorph: FHIRing Up Automated Data Exchange
Z0Otzy23>TlE MedMorph TOEREIEIRA > IZ0EEEENCHLT FHIR R4 1 Bulk FHIR Z
SEAUSEHIBITE, ZORRRICOVWTHAZL TEFEL,

MedMorph tIFERIERSBOIDD T —F7IF v T, —REZE TCOEELRIZ AV TETFT
—AOE] M ZSREL. BEMEZBULLR-T1>) 0EIEZ 8T 3I2HDEDTY, HL7 FHIR %
T=HETIAT—FEEEICERAL. FHIR R4 1> Bulk FHIR API ZAJLZ IT SREDEMHLICERBAL
TLWEY . MedMorph S8B7—-377Fv 1G Z@EU. #BE0—RN1-AT-2A0O7T0-FFE%
RUTWET, ZNICED. T EERRIZANMERLT X ZEERH ORIEERE . RES
nizc EHR EN7—AY—-R x93, 1—-AT =AW ISUTUR BT -7 7 A% ] 8RICLE T,
FHIR ZR—R(CFBILT. Hi—MRBT—HET ). PIERZAREICLTVET,

MedMorph Tl& (IHE (ERRIC) SATLDMEREZRITHF—L. TDRIDIS YIS TT—4
JO-DOFFEAEZITOTED IRESDOI-RAT-ANEFNTVET . CORFECHIOTIE.
Technical Expert Panel (TEP) (CEFFEHM%. AR IT BIFE. EBMEERENS 100 R EOE
FIRNSHIL THDET . TEP TIET—UJ)—T WG ZHERRL THD. 1-AT—XA WG TlE1—-RT—
A& IPLO AT —F7)Fv—WG T(ERAMEHZIRFTU. 5Hl WG (CTENSZFHEREELT7—
FF)FvRFEO— Ry T2 FEDBARFNCBOTVEFET
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X 3.5-4 MedMorph O79459—-ERNS YD 3>
[Hi#8] Session#231 MedMorph: FHIRing Up Automated Data Exchange

TEP TRFFTRERNRI-AT—ABIHEV, TIHSEHERZIRCLTELLIE LT, 201-
AT -2ANEENEGERHEUFT . COBRCT—IEEPT —IZHELT FHIR 2E#ULET . 25U
T T=AY-ZNMEIRRA Y METOT —FZHEL THRIBHRBEHZ2EEEHLUUHRMHLET .
FHIR 23 TR< USCDI &L VorzthDiE BERMEOSmNS OEERATEERLE S . NS0 API
(FA-T>Y-2VIRI17 (HIZ(E, Health Data Exchange App: HDEA) (CTRIFELEY.

FHIR (CEEMMRERDIERD IG NMphFEIH, INSOBIMRIEZEIBL THEUR, SBIUAT
DORZ RAKENOFEEDAAENEEZEZTVEET,
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K% 3.5-5 FHIR (BT IG DEEFRMA
[Hi#8] Session#231 MedMorph: FHIRing Up Automated Data Exchange

® USCDI : KENTOHEEERMZMHSHIEZBELUL. EET—/8&ET9 . MedMorphT
(FUSCDI%Z#k 4 B TOS T MBS DA NI T —FDT —FREEEL TR # R4 REFRT —
AT EM(C—T b THDIRWVET

® FHIR US Core : USCDIOA—XTHHD, FHIR RESTfubB{S(cHFBFHIRUY —XiEi&
DOE/NEHELT, BEIBIRICTICATEET,

® FHIR US Public Health Libraries : US Corelc(dF/EHEMHAFNTOERAN, < BN
TIYINNZ1—R T —ZDBHHIRDETS , MedMorph& Electronic Case Reporting

(eCR) RANMEEDI—-RT—R%ZHR—RNLTHD. US CorelcFEAUTFHIRIOI7 1)L %

RHUBSHTVET,

® Minimum Common Oncology Data Elements (mCODE) : A>10>—EHRICHF
BPEAT-AYNT. £ETONAVEBEBENSHAFREZ ST —FOESZBIELTLET,

® Standard Terminologies (SNOMED, LONC, ICD-10 etc.) : &3ReHsnid> S
NS TERESN - RABOIBAHENE TY . FHIROT—AILA> NI FFEDRIETH
WSN3I—-RIATLZEVEEREINZI-ROY R THD" Value set"ZS8BUFET .

LEEEEWCERENDD. ZNENOHN-EH(ZERDET,
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Content Building Blocks & Initial MedMorph Use Cases

FHIR’ US
Public Health
Library

Standard

IMCODE Terminologies

FHIR" US (
Core*

X X X
X X X X
X X X X

Research Data-
Exchange X X i &

*USCDI & FHIR® US Core are the primary content building blocks ‘
PP Y
X% 3.5-6

[H82] Session#231 MedMorph: FHIRing Up Automated Data Exchange

MedMorph TEEB7—-379Fv 1G 2RBRICE AL TREES 21200/ 0y O 17 MeiEsD
THNFEY, FHIR R4 {2 Bulk FHIR API ZFA\\ ¥k 4 BT —FY - AT —FZEENST —FZHS
FUADEENHEHNIE L — AT —AZREEL TVWE T, HDEA OiX{EZZDIHTTEL. IG OTFv 1
7vI#LUTWEY, HDEA (& MedMorph S8B7—379FvD/\wI 1> RELTHILHIBFIETT,
HDEA (37 —49XEROI7AT7—-I9A4-IDEICA>AM=)LEN. Knowledge Artifacts
Repository (KAR) %f#£>T. EHR F0D7T—AYV—-ANSERT —F%RZRL. BUIRT—5Z(E
BOEEUFT . TORZEEUNSOISE B ZZIIEDFET . /\(Oy NEEFIOREEMSFELT
& A TFOBONHHET,

® FHIR RANEEINTLS

® MedMorph IGPEHAHLE1-ZL TS

e (WERS) Bulk FHIRIVAR-IIE EASTVS

® (SHETEZBMFMEPLXELDEmNMEER ENOTUVS

® T HXEDHDIEFITERFEL TS

o IREHRIZLEFIUFTTORILIMIOTLS

ZOLET/NAOY A T OFNETIIS LIFET,

STEP1 : HDEA ZA>AR=)LU. 1-RT—-ADT—-AEEIGIRZO-RI3

STEP2 : SZAIRIRERERERA N> MIFRAEUIZBR(C. HDEA (CEENBAIT XYY REEEN TS

STEP3 : HDEA & FHIR API {0\, 5 —AERK(CE T —%2&ED. SnXFLR— AT

STEP4 : SFR]SNEFvRIVCTT —AZEBICLIR—MN2IX(GT D

STEPS : ZEEAITLR—NZENERBICITARLS. ZEBJSEFEN % HDEA ([GRT

CORNTSI—NM—A, 0T 9-LTOEEERD. Ml ZEMBLUELUZ, 23— M —-LT(E
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C BFF RO —-RZBEL. LIR-MRET—IOXZECOVT. BIFOFEE FHIR +
MedMorph Z87—+7IFvOFIEE TR UFUZ. FHBIERLL T JAMERADRIE, T—
SmE. SR7-FTI)FvOu] At REI—SLUT1ZARFILEL,

‘MedMorph Evaluation Overview

bl Lang-term Evaluation Plan
..... o becames part of Roadinap.
K3 3.5-7 MedMorph sHliDOEIE
[H82] Session#231 MedMorph: FHIRing Up Automated Data Exchange

IREEEMEOFER . 13RD MedMorph OEE(CMAF T, AREEDOHSEL. T5v> 17y (CAEIFT EHR
RIFP EOS AT AN ATV B EFEMEERBREDSNIZHEEL. SH/(- M —2FREUEINRN
EBZTVET, o RGBS (CH0lc BE B EZ RHAICHEERL THTENMET T AR LI
FARERELFIN FERIRERT — YAV 1- AT —ATIHMEMTEFE A, HDEA BENTND
I-RT—ATEHNINBDT. BERTT . AREEFEAMTAIY TN RVINRIERER TITONSLE
BEEINZOT, Y2217 EEORAMYR— MAFIOSRIENBETY . Y217 IWUTDVWTHRERKIM
WRICHDRTEIAYIZI— M A RO, FIYIUZAMABIBRE. TRIBBZTULD, I2fitId7—
AIOOVWTIFRRICGERO L. TAZFTHEEERTY AU — 512y MoFHElIC(3EX
FIMN UPII=ILROT —HCEERTIRFENHDET . HDEA ADTFIUTAREDPSR T —+77Fv
ZAESILT —EEA DRI T ADHESR(C(SE 4~6 B, ACLOTREELBINSIEE, FHaTE
BFCEEL THELELWTLLD.
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3.6 EDfttottyS3>

HIMSS 23 T(3ZDftiiR 42 BEE Y a oM ABINTOEULEN, ZO3B5LDOMFEIREYS
IVCDOVT, UFICEBS = FEHFET,

Data Science: Explaining the Unexplainable'

Al B 3UI-JTHHAMMFEZOEBRETIVE [ y= BIx1+ B2x2 + £ JTERIN. x1. x2 (IF

BICLDAEEENET, LODJETJWJ‘j]fﬁ'J LIEGERD, FBEMEVIR T E TERMBYIMZREICE
ESICRDFET, TR0O5, BEM TR 1 DO7ITVALNMFES DD TIIRVH. TOHIKHE
EARIRBW ITIVIRYIR IEEDNZFRLLTY , Explainable Al (XAI) (34t 23 % Mt 5 23
TFHAITBET, ESOTHRZE VTV ONZEEHUET . Tl LIME & SHAP D 2 DDY—
WERBNTUET,

LIME (Local Interpretable Model-agnostic Explanations) (I##FZEETILN, EOER/INS
A=HRIGUTHRZZLEERN BRNIA-F2TOZLESCEDET. [E/80H{/ 37T
KL TNET,

T80, SRk ) o Gusi 1 41, W'MIMMW
m.%m [y and Dot ke g.

X 3.6-1 LIME b“ﬁ(%?}b@%?%?@')‘ﬁ?

[Hi#8] Session#163 Data Science: Explaining the Unexplainable!

SHAP (SHapley Additive exPlanations) (37— A%z HVT. #RFENEEH UERI D
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EREZUN-RETILEOHREZHRALET . ETINIEVHD FRIFERICHL, ERFBIACTHLT
ENEIOENRFEZSZATVINZETBLET . WDDZByh—Jr ot 1 - L2 RIBEL TEDRE R
OIV—DBUCA SN\ BRI RETAA-STY,

BIRE NSZIEHREBFEOET NI (BIZEHERBTAR) (CESLTBE. LIME [FHEERIR
RETHD. LTI EMFBETNIOVWTFICEEZSAHENREF (RERRE) O
ENRENIEDZIEL. J5MELET. —F T, SHAP (33 BENHEFRRER THD. EFIMA
SNIHZEIC, ENHBADEFORZEON 2 ST BIEN TEFT .

Using SHAP Values to Explain Chronic Hiness
Predictions

Utilizing SHAP's force plots, we can quickly and easily understand individual predictions
Red indicates fealures that are positively impacting ihe prediction
Blue indicates features that are negatively impaciing the prediclion

» The individual predictions can be expressed differently (ex: waterfall plot).

Force Plot Waterfall Plot
e
i s . ' Gonn T
g — e : e Tire , o

—- Grmm « B3 e Ut P o et « 15 o - &

o ‘ odrray .
= - - -— cumont priecsn D
= —— —— = = v ... 1
Xovtetimen §oetl
ewpinian | 101

XK 3.6-2 SHAP h&E\eH 2 ERAZ BHIM TORELESRI ST

[Hi#8] Session#163 Data Science: Explaining the Unexplainable!

SHAP (&5 < DS RO/ ER F Bz EH T EELZORTFOMED 2 R TIOY
RNCE BRORTFIRIRZENTI ML TZLETEET INSIE LIME (GEWMETSIRIZECE
HATEET,

LIME & SHAP (JEHSERATOMRFE BT )VCHBIC TEE T, BUR LOETICRAU N BolzdhvE
IR TENTEE T, 2L, NSOV -V EZET IV ORER T2 RUEI N EFIVHIELLD
EODDHIRTETEE R A o, RFTFEFINENENSHZD T, VBTN ETY, HIZ(E SHAP (&
EFINEZTHUME L DFERZHFTLT. ENSZEHNTEEIN, SHERRNIRETI, —AT
LINE (FETINZDEDODFHERDT, ERICHTEES, SEIEID 2 Y-ILZBTUEUEN, N
PINBY—-IUEHDD T, ENSOFTHEEMHETUL.
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Semantic Interoperability: What, Why and the Technical Essentials

HEERNIEEERZ IEHECERITODCHEBRELZT. LA 1 BEEBE. LA 2 J4—
vk AL 3 Semantic EIK. LA 4 EZRHEED 4 LA TOEBIUETYI ., Semantic O
HEERMERUWDDZ TSI T RILANREIROEREZAIEEICIZ—ER T REBRVIVET—H
ZA9>0-RINFESICSERI2ENHIRF TEET . INEA L CREBRMBEEZIRHEIZL
ZAJREICLET . EEIFREZORANEN R EROIRMICEND, ELfTEY)RIBERIREL TV
BLlCEB. HIMZRZERAT 50%LTWV3. LT —FBHDET .

T(EESDT Semantic DAEEER 2RI NIELVDTULS ? KEICHV T, D70 ViEHsE
ELT USCDI, EWtiEA LT HL7 FHIR. Semantic 2Z2#4££L T SNOMED-CT. LOINC. RxNorm.
UCUM (Unified for Core Units of Measure) H'&%0DF3 . FHIR TEVY—-RAILAYOEZEELT,
ED Semantic FREZFRVINEESD TVET, FIZIREBRIEB(L LOINC ZHVBIETHRIRL
&9, LIEVZ, LOINC RIRICER—RBROFRIRFENEE G OIDIT DT, FENMETT, Fz.
FHIR (C[EeXEADILTE (Extension) HEZRSNTHED. COFEVSCOVWTERZDFFELELI, J21
ZFALANILTED FHIR 0774 )2 FVSHEERDRS, 7RV —)UIEREZERDLIICU. TORRER
PRI THIGZCIE I 2EN. EIRADIETY . IN% Interoperability Ecosystem EEZELET .

Iﬂ‘llﬂﬂ
.qmm- Prasmre RIS, ol et csmflt‘J‘llON ‘ omc-mm
el T oo | (1
o . >

INTEROPERABILITY ECO SYSTEM

muaauu. RON nﬁ'r-\umnsmr IR TERY AL rURRIASD
AMLCATDANE ASFLLANOKS

& EEE & BB
Witen erroa nnzwaLL | 8 R L L ol ——

X5k 3.6-3 Interoperability Ecosystem
[Hi#8] Session#10 Semantic Interoperability: What, Why and the Technical Essentials

CCICEBICF EERAICLDAEPIS TV IR ME. T2 27 (L3 HL7 FHIR 2EDHL
EIROIRML. BERYIENRIL — LD, BENA T4 I OREERNINETT . EFEEIC
(FUVDTZVIELWT —AEMTRB O, ENEFEIETIET DN ZDT —HIDZIREfEIN, ZE2IFHR T
FLL\ EBERR Semantic HHEERM(E 30 H%Zi#BZ3 FHIR JOJ71/ )L THEKRENZILICRDT
L&S. COIs. SEENTZEBE N R INDILERT T . BEEDEVEBZREDNSERREZLTVEFLLD,
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10 BIC LOINC EEREENARCY O ThHEINE T . REICT> M_A - ioT4hEE-IE
EEX 2D, [BREDHBRS, FIWECRBE, FitIZOR ], [BERINE(G, VEEEZDITT
B, (U35 T072070) BREFCOEEDIBRESZZDINCHHOTEN., ENHEREE5Z3
0)7—:“0 J

How Provider-Payer Collaboration Maximizes Value-Based Performance Reporting

RER T B UTAR BB AN AR I L L DT mE. BEDAT—IRIVINEZER I
Uy OHNCKREFE(CHE ST EERIBIRICH T DHEEERAMOER%E HL7 Da Vinci JOZ 17N TIBL
e [EOWTZDY2a> TRIBImRABLTVET.

FIHEERMEROILDICIEI-AT—ROEIENNET, IRTE HL7 BBZSVRLBF—LA
NCDI&ETZEITOTVET, Da Vinci JOPTIMIEEE. EHR N\>4, ZOMMOEEMEZ . EES X
TLNYY  TIMRIRE . DR D THER4 BHRENBAND. INS% HIMSS. HL7. CNCQA (The
National Committee for Healthcare Assurance) H'sziEU CTEEIL TLE T, Da Vinci TO1—X
T—23Hd. E2EIEHREE. mELUR). BICIRNRCHIZERMEE SRR, RETIEZRD 478
B TENTNEDTHNET,

Overview of the Da Vinci Use Cases

Gaverange, Transparancy & Burdun Redugtion

Chinlcal Sata Exchanpe

— Fagt Do
B wrgs 1O Darhiadgen IO &
. Fromdaty % 1o M DTTnn & s ]
5 Timandesy PUT &
> X\
s Dhsly Swrramy; f \padmord
: u (RAI

w0 Dl Ay

XX 3.6-4 Da Vinci 1—X4—253 A58,

[Hi#8] Session#26 How Provider-Payer Collaboration Maximizes Value-Based Performance Reporting

KECHFP Value Based 77,/ LiR—MOZ—XDFESE (L, 2008 & HIPPA SENSIAED.
2009 £ HITECH 3%, 2010 £ ACA (Affordable Care Act) j%&. 2011 & CMMI (Center for
Medicare and Medicaid Innovation) MDF%iZ. 2015 £ MACRA (Medicare Access and CHIP

(Children's Health Insurance Program) Reauthorization) A& Quality Payment Program

(QPP) M3EZ%=. 2016 £ 21 tHid Cure J&. 2020 £ 21 tH#d Cure SEOSmIZRAIL. CMS
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Interoperability and Patient Access AREIDTEZ. €L T 2021 £ CMS J&f Interoperability £52
ERBMEAS OSBRI A O TE R LBV TVET,

2022 FELIP#(E VBPR (Value Based Performance Report) 1—25—XD%xi5 EF, &
FENtss £ STINRIRE I DZEFHESECBRU . S50 2MMEZIENN T DR AHEFHATVET , INET
KRR RGNS IA—Y NENINTIOT —INFEL TV CNEFIEETENLT E
RS ADIER LM — MAERLL TLWELT, IR LR— MER TOT - B0t EH 215 L IF51
OHOFHEZEITOIECD. FRBIFEM TI- AT —ADLAND DN ETUZ. ZOEZECHIOTIE.
SEHIBRAROT —FTLR—KU. SAEBTDI S ATHD L. RETOFREENEIFERE. IRURITHD
CE D 1IG (AFFEULRVCENBIHR TUIZ. FRAD - T35 EDARERST | St 3 (FEEFZERE TZAE
RBIEREFAICHGS. VBPR OTJ1—X1 (STU1) EUT. STIMRRERINIERETA—IYNTT —
AUNEEL . BENESTUIE . 2T A—YYNTOD VBPR ZEBE(OXETERL. ELFEU, 11
(CIEEEANMRRECIBIR7ITEAIZI0-(CIDFETT .

EEIRIGOT —YEENSRIKRNERIERIEB ZIREHL THDE. EDLVKOME FHIRYY—-X
ADIL XY NEHREVTERSNTWELR. . 1FiRIEE%Z 5 DOXRSRIEHRATIVZFLNC 2 BE
[ETHIETERIONTIVEEZLONMEITVELIZ,

’roposed Desjgn Categories

‘Financial Ferdormance

troct Deltult Prpitation PoX Funding R o i oy (AR A ciisimean farolngs

et 3 Toraaf ICungnl 4 Iangal |Fosment strasmsy
2 Quality
annicend Pesfamorice Fargs Mo
‘ Atnal
N T St | J
A b ROl Inang I Féclrinanco | by
Tangec
dicalices ~ = F g1 Shix
4 A Rato % t Cualty Qolg VAT
ceher Medics: 1 6os Fatlo | Bk pduntmoant
ANAThels fara ot - — RS [

(%% 3.6-5 VBPR 07 —%IEBHITIVDFEDERE

[Hi#8] Session#26 How Provider-Payer Collaboration Maximizes Value-Based Performance Reporting

HEFIBIRIEBZ FHIR DILANIXYESIT3I200 1G OREfRE APl DRIFELRNF T, IRTE
Draft IG T545¢ 5 BIC HL7 FHIR Connectathon h'FfEEN., CCTREMREIZITVELUZ, 5.
STU1 IG % 2024 & Q1 (CF17L. Q3,4 T STU2 D Ballot ZF¢®HBFETI . 7 BICIE HL7 Da
Vinci Testing Event ', 9 B(CH HL7 Connectathon h'BESNE T . RIFSIETHREIZEL,
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Da Vinci JO>17 MDEENCDOVTIE. VBPR1 OEHIE:ET®. Exhibition Floor @ HL7 Da Vinci
Project J—2ATHRIELTVEITDTRIESHLIZE,

Robotic Assistants: Experience Integrating Cobots With the EMR

ZDtzw23a>T (& ChristianaCare & lc CRAZFTAFEZED T\ D2 E 2B ONY M Cobot JOEAR
T REITSROFMAFEETEICOVWTIBIRIEBL TVET,

Cobot (FEEERT 7 DZEEFZSEDN. EE(CA—N=D—=I%BVSN D EEMDEFRZ IR T D0y
hC. BEEREBZENTEIIANHIZ. —BUIBEHRNEADERZITOTVET, o, B&
TPIOVWTHEFRTSEEZIRZFRLTVET. ChristianaCare %k Cld Cobot OJ7> RDIZE E
(FE) A0y MNERADZS S 21T\, Cobot % 2 B8 A, L4427 —0OF3IL— MEE THIKE
BziTV\ELR. BTN EMR ED:EEZBIELTUVE Y, Cobot SERETEIELTIE. Step1 (CTHEI—
AT —ATHIHMETHD. Step2 ([CTHEREZIRARL TIEVEZIL D, LD 2 BfEZEZTVET,

Cobot [FATHEEZFHSBERDRYIT. ABTEBVWTINARUIZIRZLTVET  &iE
T —ERRERIRTA AT LA DRy NP = A, BEERE S TF 1UTARYIRZRA TVE T . &l
BIRERDEL TS, BAEBEIZY MOBESADETSY). IGTHREBFID CD. IRFEERTOUNTSE, /)\
BIDEFE#RZ . BEGAREYECRNET . Cobot (FE(CHIDBIIFT TR BULEPHELEIALE
9, BIZ(TBEHERAIYIICEBRRADN I >Z8 oD, L1 >7—0F3I— MR DU TR
MERHTVEFT . ANSO—TFHBREVMNITIFTEL, Cobot (FERDEBSID LED TA AT A TREIE
FRIANTE, BIONF X T RX05E2 T DENTEET, B8, Cobot 1w MEREE 15 3 (EFEDET A
HMETAEISEIRETT,

What Can a ’
Cobot Do? L e

HIMSS

XX 3.6-6 Cobot DHEEEEAA
[HiE8] Session#284 Robotic Assistants: Experience Integrating Cobots With the EMR
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ERR(C Cobot DEMBEAECOVWTEREIEE N —XF3E, 2022 £ 4 H~23 &£ 1 BOHMT
11,041 [B], EEEOSITRIBELT 5,844 BEREIDHIRICEENDFUR . AL ZROBRN 75%% &5
HTVET, BT TRBETIN, FANARERA BIRIRICFEEIL TLE T, Cobot (FBEHDTE
ENOJREREIE AT v L CESYY TEERRUE T . 1T0/cCEDHDIBATTEI TRSRRIBR R TR B nI A8
RIBE. BIEZBEMCEZUTERMUTVEFT, E5(C Cobot [EDV1/ V7L BEREET. D
Cobot LIBIRIBURD. Kiosk WRFIEHE. V39 RS —CREEEULDTEE S, KBNS FE)
DOR7(IFFEEAN, BEIRVDAECHGREZCIBUET  S5ICEBEAIYINZILZAF>UT
YAERHUIED, ILNA—ZIZIELID, EMR. B\ 7VEEIEL CEBRELIERIEBULET.

Cobot DEZRE(HREVD T, BAFHATAUIDRENIC, EEHITINEEHDNEFFA. 1-X
T—AMBZZZET. HBETE 95%NIREIRLEBROTLET . Cobot ZIBAINE A ITNULES(CHEES
F° 1 -2 —ZAMEPEFY , IRTEARADEMICOVWTEFTEIRTIU. FlcR sz RICINZN
(FEBHCREEFZIEIEUET . T-ILEVHNC Cobot OIREZERZZVIREE(CHEFIZNTY,
Cobot EEADERD Playbook ZiREFETI DT, ftEs%EADIRICIZIITTIELWLTT,

Cobot NDEMMKFAEETFHILTNETEET , AF9YIH Kiosk (CAT<RFREIZHIIH T DDICEEZF
9, HL7. FHIR EVWDIAZRERAZDRZENLIND APLL Xyt —0X)—)LiBAINTEE Y, D-0J0-6
RBL Cobot I-ILETOD 4 DOFNEZHK. A—FHHIZFRICESIC Cobot (CAFEZETEFT

Cobot BEA (L& BMEDEHTEZL THD. BAFERNSDT1—R/\yIX> Cobot HET—IDHE.
ZNBEAVIATTEEIEEIZ 8D FEUZ. TNE T Cobot 2 RIRICFEATHERUTRARCER. 24
HOFIH, Top10 ZFEHFEUI, LIIDFATLTIERCEIERTEINT CE T, FAIRERBACEDIEYD, BEE
FEVWSCEZFNDFEUR, 5IEHREEEHRRMZEDSELT Cobot DRIEEMZSIEHUVERBVET,

+ Autonomy is a journey
« Out of the lab and into reality = new challenges
« Cobot behaviors need to be explained

+ How to enculturate the use of this technology into
clinical care

« Education and messaging is critically important for

TOp Ten utilization and acceptance
Lessons « Facial expressions are appreciated by staff
+ Facilitates engagement
Learned - Exploit a popular use case or two before expanding to
(5o far) new ones

+ Continually overcommunicate internally, and be
prepared for external interest (Communication Plan)

+ Assimilate the IT team as technical advisors and
integrators (early in our journey with considerable
designing as we go)

HIMSS 0

Xz 3.6-7 Cobot TEARZEMNT 10
[HiE8] Session#284 Robotic Assistants: Experience Integrating Cobots With the EMR
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3.7 Closing Keynote

4/21 &=#2BHO closing keynote (&. F7IH 2 Ty2a>, 4 1 tv3a>0 3 Ty23>Tll,.

NIVAT 7 ERDEFFRBEL

a0 1 28O0 keynote (FLA—T1—XTFFUT1IADF-IIT/ZANTHD Mark Zandi KIC
260 TUR,

RKENVATTEEDOEEER S

Mark Zandi (&, KETEEANREBOAEMENE LU TVBDICEEART, NVAT VEZEEEE
AEBRUTES T FryTHLNDTOBRERATVELI,
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XX 3.7-1 Mark Zandi KEEFEEOHETS
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[HH#8]Session# 292 Keynote Resilience in the Face of Uncertainty by Ben Nemti

Ben Nemtin Co-Founder, The Buried Life movement &&LD
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4. Hettva>—E

4.1 FREYORFELEYS I HR

TOPIC SUB TOPIC Number of Sessions
1 |Digital Transformation Strategies; Digital Leadership; Ethics 5
2 |Innovative Business Models 4
Business GUiding health leaders toward financial 3 |Operations, Process Improvements, & Revenue Cycle Management 4
sustainability and operational excellence. 4 _|Price Transparency 1
5 |Vvolume to Value 3
17
6 |Artificial Intelligence and Machine Learning 18
7 |Clinial Informatics 12
Data And Information Securing and streamlining health 8 |Clinical Trials 1
. . i . 9 |Data & Information Security; Cybersecurity 16
information to improve care delivery 70 |Pationt Generated Health Data >
11 |Social Determinants of Health / Health Equity 14
63
12 |Career Development or Workforce Development 4
Employee Engagement & RetentionErepa ring people and 13 Employee Retention, Burnout and Wellbeing (Clinician, 5

Nurses, PT, etc.)

organizations to tackle what's next in health and wellness. - — -
14 |User Experience, Usability, User- Centered Design

11
15 |[Center of Excellence 1
Organizational Governance Empowering health leaders to |16 |Pata Govemance 3
A . . 17 |Leadership and Management 6
inspire change and lead strategically. 18 [Strategic Planning 5
15
19 |Alternative Care Delivery Models 5
Personalized Care Equipping caregivers with tools to keep | 20_|Personalized Medicine Using Genormics 1
R . 21 |Precision Health and Medicine 2
patients and populations healthy. 22 [Population Health 7
8
23 |Health and Wellness 3
Personalized Care Models 24 |Patient Experience 3
6
Policy Addressing the core issues of digital health with 25 |Healthcare Reform L
. . 26 |Regulation 3
advocacy and public policy 7
27 |Change & Project Management 3
Process & Operations Addressing a set of interrelated or 28 |Integration concepts, components, and myths 2
interacting activities which transform inputs into outputs. |29 |Optimizing Clinical Workflows & Performance 13
18
30 |Digital Health Technologies 20
Technology Examining digital solutions that improve care |31 |Emerging Technologies 10
. 32 |Interoperability 21
delivery and health management. 33 |User Experience 7
58
Total 207

HIMSS23 t\yt/a\/ngD9‘0)5_“_/;D\Bﬁ*ﬁbtgﬂgt‘yt/ﬂ\/—%fagabijo
H&4.11 BEwyIL—E

REvI 3 %EELTIE. 2.Data And Information Securing and streamlining health
information to improve care delivery H* 63 fF&—#&%<. 9.Technology Examining
digital solutions that improve care delivery and health management.® 58 4.
8.Process & Operations Addressing a set of interrelated or interacting activities
which transform inputs into outputs.® 18 {4¢#tE£9,
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BT REYIT(&. 32.Interoperability @ 21 4. Digital Health Technologies ® 20 .
6.Artificial Intelligence and Machine Learning ® 18 {4&feE%9,

4.2 HIMS19 L DL

HIMSS23 YA MDRT T 17— TIEE YV 217 HHEEINTVET . Ty arhs
OJDEER 207 HFEDEED 10 42 NEYI 3 FEEUEX L. BIRIFARUR HIMSS19 Oty 3>
LEEERUTHEUI,

N f| N f]
No. SUB TOPIC umberoff SUB TOPIC umber o
Sessions Sessions|
1 Improving Quality Outcomes Through Health 42
4 Digital Transformation Strategies; Digital 5 Information and Technology
Leadership; Ethics
2 |Consumerization of Health 17
2 |Innovative Business Models 4| 3 |Innovation, Entrepreneurship & Venture Investment 47
3 Operations, Process Improvements, & Revenue 4
Cycle Management
4 |Price Transparency 1
5 |Volume to Value 3
Data Science/Analytics/Clinical & Business
6 |Artificial Intelligence and Machine Learning 18| 4 . /Analytics/ 58
Intelligence
7 |Clinial Informatics 12| 5 |Clinical Informatics & Clinician Engagement 30
Clinical Trials
8 1
6 |Cybersecurity, Privacy, and Security 39
9 |Data & Information Security; Cybersecurity 16
7 Safe Information and Technology Practices for 4
Patient Care
10 |Patient Generated Health Data 2
14| 8 |Culture of Care & Care Coordination 8
. . 5 Social, Psychosocial & Behavioral Determinants of
11 |Social Determinants of Health / Health Equity 9 4 4
Health
10 |Grand Societal Challenges 3
Health Informatics Education, Career/Workforce
12 |Career Development or Workforce Development 4 11 R 18
Development and Academia
Employee Retention, Burnout and Wellbeing
13 |(Clinician, 5
Nurses, PT, etc.)
14 |User Experience, Usability, User- Centered Design 2| 12 |User Experience, Usability, & User-Centered Design 6
15 |Center of Excellence 1
16 |Data Governance 3
17 |Leadership and Management 6| 13 |Public Policy, Reporting, and Risk Management 4
18 |Strategic Planning 5| 14 |Leadership, Governance, Strategic Planning 28
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HIMSS23 HIMSS19

No. SUB TOPIC Number of| ;. SUB TOPIC HERErE
Sessions Sessions
Healthcare Applications and Technologies Enablin
19 |Alternative Care Delivery Models 5| 15 ) PP 9 9 18
Care Delivery
20 |Personalized Medicine Using Genomics 1
16 Precision Medicine and Genomics 17
21 |Precision Health and Medicine 2
22 |Population Health 7| 17 |Population Health Management and Public Health 26
23 |Health and Wellness 3| 18 |Healthy Aging and Technology 7
24 |Patient Experience 3
25 |Healthcare Reform 1
Regulation
26 3
27 |Change & Project Management 3
28 |Integration concepts, components, and myths 2
Process Improvement, Workflow, Change
29 |Optimizing Clinical Workflows & Performance 13| 19 P 9 23
Management
20 Consumer, Patient Engagement & Digital/Connected 39
Health
30 |Digital Health Technologies 20| 21 |Clinically Integrated Supply Chain 9
22 |Telehealth 13
31 |Emerging Technologies 10| 23 |Disruptive Care Model 3

Interoperability Health Information Exchange, Interoperability &
32 21| 24 . 36
Data Integration and Standards

User Experience

33 7
34 |zofs (REyOX35ERL) 10| 25 |Z0ft (FEYORDFERL) 72
EH 217 At 571
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BIREYIB TOLEBRICOVTIE. X OMMAZ . BINEE. NEDERVVRETEILERETEEE
AN FTERT—XEL TR ABETRRUMEICH#SZIAETIV(HIMSS23 No.5 volume to
value)>, EEZFORZARSEREE N—>7IMHIMSS23 No.13)h%m0hET, N->7IMNE
HIMSS19 BFInSAIEEED L IFBNTVELIZAY HIMSS23 TEBTREWIELTT—YDUEDIC
BOlESTY,
HIMSS19 MSKiaoleT—YeLTIE Telehealth(HIMSS19 @ No.22)h'&%0DE T, xFEEIR(C(E.
HIMSS23 @ No.30 Digital Health Technologies ((3%2HF2ELEUA. ITFOY T REWIICE
Telehealth DRBNEENTVET,

HIMSS23 No.1 Digital Transformation Strategies; Digital Leadership; Ethics

HIMSS23 No.9 Data & Information Security; Cybersecurity

HIMSS23 No.29 Optimizing Clinical Workflows & Performance

HIMSS23 No.31 Emerging Technologies
JOHET Telehealth H—A%EI(CAD. Telehealth DD LSNZER=NE YT NEVIICEIDIRS
NTWREEZANET,

4.3 HIMS23 2’095 A

HIMSS23 027045 AETEE URL @ himss23-final-pocket-guide.pdf #ZS8B{ZE 0N,
https://www.himss.org/sites/hde/files/2023-04/himss23-final-pocket-guide.pdf

4.4 ®WEHED—EH

PIEEDUAMNEITEE URL O HIMSS23 Full Speaker List ZZS B2,
https://www.himss.org/global-conference/program-speakers-full-list
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