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Business - Guiding health leaders toward financial sustainability and operational
excellence.
e Clinically Integrated Supply Chain, Operations, and Logistics
* Financial Management
* Innovation, Entrepreneurship, and Start-ups
* Product, Program, and Portfolio Management

Care - Equipping caregivers with tools to keep patients and populations healthy.
e Alternative Care Delivery Models

* Behavioral Health

* Home-based Care

* Life Sciences

* Long Term Post Acute Care (LTPAC)

* Patient Experience

* Patient Safety and Quality Management

» Patient Voice/Stories

* Personalized Medicine and Genomics

* Public Health and Population Health

* Virtual Care: Telehealth, Remote Monitoring

Data and Information - Securing and streamlining health information to improve care
delivery.

* Artificial Inteligence/Machine Learning

e Clinical Informatics

* Clinical Research

» Cybersecurity, Privacy, and Security

* Data Science

* Health Information Exchange

* Interoperability and Standards



Health Equity — Technology that ensures everyone has a fair and equitable opportunity to
attain their highest level of health.

* Access to Care

* Barriers to Care Delivery, e.g., Low- and Middle-Income Country (LMIC)

* Digital Literacy

* Health Disparities and Inequities

* Social Determinants of Health

Organizational Governance - Empowering health leaders to inspire change and lead
strategically.

* Climate Impact, Risk, and Sustainability

* Data Governance

 Digital Maturity

* Ethics

* Leadership

* Organizational Management

* Strategic Planning

Process Analysis and Redesign - Addressing a set of interrelated or interacting activities
which transform inputs into outputs.

* Change Management and Process Improvement

* Project Management

* Robotic/Business Process Automation (RPA/BPA)

* User Experience, Usability, and User-Centered Design

Public Policy - Addressing the core issues of digital health with advocacy and public policy.
* Global Health Policy

* Healthcare Reform

* Legislation and Regulation



Technology - Examining digital solutions that improve care delivery and health
management.

e Core/Foundational Systems
* Digital Health Technologies
* Digital Health Transformation
* Digital Therapeutics

* Emerging Technologies

Workforce - Preparing people and organizations to tackle what's next in health and
wellness.

* Professional Development
« Staffing, Retention, and Employee Wellness
* Workforce of the Future

[LHE#8] himss24-topic-categories-xa.pdf &b
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3.2 Interoperability & HIE Forum
TEFCA [C&3 2K TOERBRIERBOMEN TR

MEED HIMSS23 TH. E£&(3 Interoperability and HIE Forum (CEh0L. KEICHIIZEEIBEHROIELEL.
HEEERAMORRICEGTAERICOVT, AEZVLEUR. FEOIRSE(CE. [Fl& TEFCA OFHZ [\
A1MLT, 2K ONC ([C&BKRENOEEERMERDLODOE RN ZE R ZIBEI DLHOH—HNFTATHD
TEFCA ([OOWTIREZLTENE T, IRERIBZIHRAL. EFRIBIROBEERNFEREL TLWSEBDNTULKEC
HOTH. ERZFHMTEMLUTOSHIE HIN (EFEBRRYNI—)) BZHENICRISEEEIRCZUN e
H* COVID-19 ORI FEREDIRICIASNERD, ZORBICH LI RSN BER(TIRDET

9TIC 2022 F 1 BICAHSNICOEEZ(E, VEEFEDORFRTE, TOHNFT >R L OFHES(CEDIEEOBANTSR
DEEZITV ERRCHREBOIHIFEIEHRCXT I 2> IV 71> 70188, 1B OigESHREOR TOEMAN
R THD QHINS DEED. TOEEA > H—J1—AOFFE. BRI 2SR I2Y — I BF IR Z1ToT
HDFELIZ, 2023 FORE Forum TlE 20 TEFCA ZRWCERFHME T ORI — R ERIGREEOEMCNID
HAfFEEBIC, RERCRHOEDDIONTRATEERBICOVWTGEREZ I 2y hidube iR TOELIZ,

FI(FVEFDIBFIROBIBICRDFI N, LUFD URL (CT, TEFCA ([CEI2EANRIERZISDIENTEET,
[TEFCA. ONC B N]
https://www.healthit.gov/topic/interoperability/policy/trusted-exchange-framework-and-common-agreement-
tefca

2024 F 0 Interoperability & HIE Forum T(d. Z0 TEFCA (CL3% 1 SDithisy HIN RDIEFN. LEL&
2023 £F 12 BICFEEUER. EVWOFRENMRENFUIZ. ONC D7t TID TEFCA M HIN EADEIEY, HIN (CX39
BHR R RZIBEENEEIRIIE->TEON, The Sequoia Project EVVSHEETT
[The Sequoia Project 1 ~]
https://sequoiaproject.org/

Forum T(& The Sequoia Project NIEERTHS. Mariann Yeager KOEFEEZRZUINC. EBED
TEFCA #@IG(CED s MFEREFRE ORIy a2, EOPRTHVSNICKEORART -ty b THD
USCDI [OOWTOERIBHROIHEFBITHNELR,

3.2.1 BifER  HEEREDEL. BAXSEZICWT, ZZTHZRLU

I=Dh?
Forum ssf)OERFEE(L. The Sequoia Project DIEERTHD Mariann Yeager RN EIBULEU, B
(& The Sequoia Project (CBII2ERERYRERAAL . #5¢ ONC. 2UTEER(C HINs Z#8220L TL% Carequality

EVSHREN, MHEERMOELCEFEDLSEB 21TV, ERRCAAZEMF/UTELON. TUTSEEDLSRE
BN HIDN. [CDOVWTERRLEUR.

15



[}Z% 3.2.1-1 Mariann Yeager K. CEO at The Sequoia Project
(i8] HIMSS 24 h—AR—SHOBEEETOI—ILLD

The Sequoia project @ Vision (&I EBENERBAULICHITZINTONREZBIEL. WIS - BRI TOEL)
RIBRADOO]FAMZHERT D IE(CHD. Connected We Stand. FLEFENHTWS. REEF TREIE TH
Sequoia (&, B¥ELTKIMCZOIRZEMICIEBAENEIETEIDECBE DENM K. &, BB OAEN
Vision 206N THdEZFALEL.

&5(C. The Sequoia Project O1&ENE. EEFCBAFICIU T, EFEHIIRIIULHERKREL T, H5ENEN
MMEFDZYIAY . HINFOR ANy T, FBAARSIZBAE X 2. BRI I U ERDIAAHE 2B I 2L, LEERE
LTWEUIZ. WHDZERIDIEZED0RRICKT TRES K AT(E R &XKARETOREER T 1UT DR
ZERIR T2 VEZZ2IF DOIFEFEMEL TEEIL COSHEREICRDFET .

Our Vision

: & 5 ) :.
3.2.1-2 Sequoia Project @ Vision

[HiE2] Session#INT-1: Keynote: Interoperability Evolution - Where Are We and How Did We Get Here BE&EHRILD

KET(E 2006 FLEKDZEZROT IIIAEIAED. BIFFO EHR B8N THNL, 2011-17 FORMICHK
BriBIRS AT AFFERZLELUZ, TNEHR(C, RRETOBHRAE - X8 X HIN MEE4LIZ1=71248RkL T
UKES(CRRDFEUS. BIZ(E Carequality (F—R%EI5—ELTDIL—LT—IT 2014 F(ZEIEN., IRTTDHEKT
£02%<? HINs Z18BEL TEEUI,

ECANCD HIN 7zt 9 03B TIEM T, IFR(CEADBERZVIBLHE I 3D —%, The
Sequoia Project (FEEMER DB TONCFTES — MU TGEIRI Z S X ANMMEERICEE ZF T . TNIIERERAlTED
BWEATHD. TIANS—HREV O IEREADF LR TEHNET . SHICHHEERAMZBER T BCHIHOTOKRSE
RF-J-RLT, BRBAETOT -5, AHIMA IG OIEHNEELRDFT,
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Interoperability Matters

& Interoperabllity

¥ MATTERS

& &
=X LN [ ci— | Sy

htips://sequoicproject.org/inferoparability-matiers,

ey

3.2.1-3 HHEERMORE

[HiE2] Session#INT-1: Keynote: Interoperability Evolution - Where Are We and How Did We Get Here &EEHRILD

Carequality (& 10 FERITIL—AT—IEL TOIBHRA > MR TEEUI, IL—AD-2EE T MIT,
IRVERIRER T —F IR BINEN M REME EXFT . Building Blocks (JOv % #EH LIF5L3(0) I
—L©\ID—DERBEIT BT TORAI-T2ERILANETILFR7I0-F 20 HEICLET . Carequality (F2K0D 8
EOEFHITZIERL. 5.6 BIFO2FEIRE . 2EEZIDEERRL RIGETHALTVET,

ONC DEEtDOHIC(E. TEFCA ([CLREARGRICE D Ry NI—IRHEHROHOEMEMS QHINS DORFE
ALELD T, D2 EHIER 2T ET DENBAEEEN TWE Y, TEFCA (dF2(C Building Blocks T#Hh. €ZICTE
FEIND 7 DOIVR—F NIAEL, AR LIFIEFER. DULNC 2023 & 12 BIC TEFCA (C&3TIL—AT-90
BEINEIRUEU | TEFCA (FFRICEIFTH. 542021 =7(EDIEHRHEB(CAEITF. HAVEHBRICTERF TS
SRREABRCET . UERFITUOOENTY, IRITO V1.1 HMB3EBIC FHIR A—2DiEEICLS V2 ORfxFEL
TVWEY,

Common Agreement Versions At-AElance

1
(v ) Y i) I - )

The Common Agreement
version 1 was the indial

The Comman Agrezment

The Common Agreement

version 1.1 included changes version 2 wil inciude
varsion of the Commar requirad by HHS prot 1o TEFCA nbhancaments and tndatos §
Agreement and reflactod uxchange going five. This i= the requUITe SU i HIF

policins davelopoed with
extensive public nput

Rstaed GTF ‘derver 1
Retruit (44N Roasmag \wosaw

Ve in oparsdion as of the
afficial launch of TEFCA
exchange

basad trans

3.2.1-4 TEFCA OD)\=>32(F V1.1 5 V2 A

[HiE#2] Session#INT-1: Keynote: Interoperability Evolution - Where Are We and How Did We Get Here
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AU TERBRORY NI—INEKOIRTOI AT LZDRLIET, 1-AT—ABH X (FEAICLDIERERZ
AJEE(CLE T, The Sequoia Project T(ECNSZRIEECT BIeHDEB DI —RT —A I IETERLIRIERARE
DIRIFEEIRMAITIRE, FRABRY-2AZ2ABURHLTVET, 91451 ETF 2024Q1 (C TEFCA V2 OUY-X
ZFELTVET, Carequality bIHEERMZHEARUIBIREBRIL - AD-I(CREUEFZEZITVER AL

TEFCA (& THE R—=D1—RT—APIRIEDERIRIRICK T DIRBNS DT — RN\wI%ZER. LOEREZET
LKZETULD,

3.2.2 QHIN ORI SHHUKS : F—U—F—DBHXDIVRAI—H=E

ZDtw>3a> Tl TEFCA OFENICERL. ERRIRS T QHIN ZE{iL. eNICLIhH> THEEEEZEIRUILK
DH® HINs OF—)—F—(CEBLTHESL) ZORERPLIRE(OVTRBOSHIE L TIEREEMTOHNEL
fz. E5L—4T#H% MyDirectives. Senior Vice President ® Maria Moen & (LUF. M) H&IBHSOER]
ZEELDD. ENTNOEBE (U TEOERIZIRD DT 82 SNITEENENCERZFETEITLUTVWERLU. £
NZTNOERRZEELFAN ST -5 —Z(F MedAllies Inc. CEO ® John Blair, MK (BAF. J) . Epic.
Director of Interoperability ® Rob Klootwyk & (B{F. R) . eHealth Exchange. Vice President of
Interoperability Adoption @ Kathryn Bingman K (B{F. K) . Health Gorilla. CMO @ Steven Lane
K (LUF.S) ®4%&T, BE8FER-R Laura Mccrary K(FEFE TRE TUIRR.

TEFCA ORFBHFHENS. QHIN OEFEFIBZIBU. TNENDEVVEEDLIICERDBMITON. £z, ZOROE
FHHKEETL—INBIEHITINEBRDEUR,

HIMSS @ +

DECODING THE QHIN MAZE: AMASTERCLASS +
WITH KEY LEADERS

.
1t
»

JOHN BLAIR, W

LALRA NX
Pressdect

3.2.2-1 6 ZHOINRUANCELZT1 AN a> 1ok (Laura K-EHS 3 ABEARTE)
[HHE8] Session#INT-2: Decoding the QHIN Maze: A Masterclass with Key Leaders :&E&ERILD
M 1 F A (FERZIDHEVNHDDH T, QHIN ZfES>TESPOTHAL TLfzDN ? &, COtYSa> TERED_EFTITE
F9.
M : ENTE, FIhEERANFAMEZERIOIRTS (CEIF T, TEFCA (CBEF2IA bz,
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3 BAREFAIARYNY - NZZELTOWFIN, BEI-RT - ANOHEDIREFS AT LD — AL ABE
B ELURRRULET .
R : TEFCA (3 2025 FICIAEERMEORHRNEE SN TUKEHELTVET.

M : &, TEFCA Z{ESDTULD ?

N

K: ECBYR-MINBVRTERTY. /UTVIDRRTHOTH, HL (FHHEZRE. fFRICEZI DN
TEFUI
S : IHE [FIBEFRIMA(CEanZ e CLFELIN, TEFCA [FTNZEEEELTOWT, ZAPIVERBVET,

: E52T QHINs Z HIE (WL TL—IUELIZDOTIH ?

S : ATAMBEEEME . JS1 =T BROEBEMXKIT. CareQuality (3Z<DhEE%ICEANITVELI, E5(C
HUSDSELAUATRICUTH . EARGHIHAITIL— IV 2 RDDELERBVET,

] BEBEMFIND QHINS %z, EWLVSZETULLD. TEFCA (HEH4ZS 6. TREEEFYVI MR RDHSND. £
(CIOSRTLDKEETT,

S : CareQuality NMEELUT. HERI—-RT—A%ZE{HL. CNS° CDC LHiEET 5, PHATESAHZEINT,
TNCEN'BEMRATY,

: QHINS (38327 -9\ T EL THBIERENT — 52 IRVF TN BICHBEMTEBETE ?

R : HENC TEFCA DURIEZLDHERHNHDD. EVWSTETULD. e, T—-IREZEZNEEFRFEDAUY NI
DEVWEENET,

S : TEFCA Ver.l 15 2 ([CRBELECZBBHIIN DA RT —FZIRIENT—IUBO TVET , T—HDBEI
LB TEEDEAHI T TIEEFOTVEFT

: EIFASEET Mariann Yeager K(3. TEFCA IR TOEZEZEIBRICTURFE THAN(CZ7ITATERLICT
. EERLTWEUT.
: FADT—HEBIEINTUVADIC. I TEFCA (J3Eft 37 N RFADNESNEROTULS ?

K : BAICKBIERNAD T ICAZIRIEEIHNS T NI\ —EBENIAREVNENRETT,

S : BEE EMRATIEALFIU. FHIR THoZT —FUNENTIEECIRBZ NS TLLD. TEFCA (7 —DHFE
EPTIAN—REERERIT RIS —EEHTVET, FFRICHAFULVTT,

R : TEFCA (CI3HEERMEN D, QHINS (FHUFE R — )L TI ., PHATELAIVIEARULES .

1)\ IDBT—9%BI0D. H5023T—INSH2mWMEBIOFRRZUZDIIRE. [BREBEEQLIO>TVE
9. BEERIEEFT WO = IBRELTRESETT,

: QHIN ([CHAERIDFREEHDEI N EDOLIITESARHAMEZRHBTLOTIN ?

S X —-JEEH THBEHBTEIRBESLVIZIZT(Z L EERFUFLIZ. HNF2ZANLonbL TV
FETEFHTEET,

) MREMEZIRE T IDICHK R IR IRETT . RYNI-INSZEY BEY-LROBITET, 74
DOILE, F—HDHFLZEIRIEELL.

K : ZNENDEVZEEH I 3128, 5B TEFADNMEEHE(E TEFCA ZBULSRETLLD.

R: S5 (Trust) &FRS. BU T A BHOfEE. EFCA (B TUED. £KIE T 0$Hd TEFCA ZFRWTEHA
MREZEWOEELISELTVET . &6, S HIF TEFCA ZH 2RO TLIZEL,
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3.2.3 HEERMTDOHANDEEZENT D

Dty 3>rTl& Carequality OJL—AD—I%EBRIAEEERLU TLVZEGENEIEL. Carequality (C&?
ERIEHREZEDOIIR®, TEFCA OFAICLISROERIBIRIEBOHDS OV TRIGZOSINEICHU TIEHRE
BEITVEUR. MedAllies. Chief Medical Officer T#3 Holly Miller & (AT, H) BEFTL—FERD. D 4
ZOEBCHIZEEMZITVN. TAANYSAD2EHTVEXLZ. 4 ZOEEFENEN. CareQuality.
Executive Director ® Alan Swenson & (I{F. A) . Civitas Networks for Health. CEO O Lisa Bari
K (LUF.L) . DirectTrust. President and CEO O Scott Stuewe & (BLF. S) . The Sequoia Project.
Policy Director @ Zoe Barber 5 (BIF. Z) @4 &TY, Lisa Bari K(IVEEDRE Forum OEFEE=ZLL
AT,

HIMSS @

| ITY & MIE EOR UL
NAVIGATING THE SHIFTING LAN

DSCAP
INTEROPERABILITY 1

L _“‘

-

Holly Miller Alan Swenson Liss Bani Scott Stuows
of Medi Officer Executive Director Chief Executive Presud ang Chied

Loe Barber
Policy Directar
aroquality Officer

3.2.3-1 EFL—4¢ 4 BOINFRVANCEBT1 ANV
[HE8] session#INT-3: Navigating the Shifting Landscape of Interoperability &E&#ILD

H : ZNTIE. 559 CareQuality &(Eah . SENEEHEICERBBLTESXEIH ?
S | ERIERESEZERCEIBEZ IRy M-I THD. HMHVREHEIEEN ESH>TIAS AT L%ZIEHRT
eI 2RMILERVET,
A : F4 CareQuality FEEXZEOHB X IBIARERIL-LAT-IREBRUTES . HNF RS~
DEREHAROLIBEDTY,
Z : |BERIHASBIFEN S — P BREEORDDRE, EHERORZER TORBEIENNET, E5OTIL-A
T—IDT7—FF)FrEEITINEFIRT DN

H: Tl BNEI-AT—REFESWVSEDTULIN ?
Z . ER2HRORYNI-ITEZSL. TREANSOT7IEIEZO—D2TI L. ERFFERI-AT—XICDWVT
HEENENEFNDDE T, RERIKCHNTE. SRR CETDILRENMDETLLD,.
A HEEBAMEVSCETEXR 1-RT—AMBLEGRZZNETY, CareQuality (34552 T0I S LATIRL
VSRR 8RO TVET , FHIR PZOAMDIEREDT — 73 AR EHAL. Z<XOBNZERLTVET, N
(FBAFDALEITEEIRTERVTULD,
S : 1-AT—RAFIRNTEERMN-ZXTHD. FiT/8%8Z{EL. Meaningful Use [CETRFCINETT ., M
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B COBREREBRADA NI NeEZ DL HEPBETOREEDRY NI —IHEEE(C[IF Tz Solution Z{EXANET
ER

H : 5 FBOFRFEDORY RNI—=IEESROTLBTLLD ?
Z : MR BRI ENENERRZFEREZES. 2DIL—LAT—IFERD1-AT—ACEh> TEDDTL
&3, JefZ. The Sequoia Project (F 1 DD#EHE. 1 DD Solution [CEIFERTDIL—LT—ITxT S, RKKD
HHEH IR T 2OMED T . SERIEEERMEZ. 251057 —IHE%,

H:ZnczBEsnTcIn?
S FECEBOI-RT AL TE, T—AHBURS N 2B ROIEBWVET . EFIO HIE (02124
23V BREBEZFS. TNTNRAULOSBRRORIZEZERUTWET, TEFCA (FFS(CEDOTEDILRZT S
IZHDEDTLLD,
Z : TEFCA (£ 20%<5V\DIBEE T, BHUROERDKE] BRJEZRIERL7Sv /I BIISZIRHELFT .
TEFCA V2 (FE5(CRINEFHIBI T M eiFE, RRBESKIAETIVERBBANDY—EXIRME, 7Y~
AR MRIBORMZEELET.
A : TEFCA 1 CareQuality ZZZ TLKTULLD, XEIFIRD. #iciE. DICOM Bk, kv hI—I@EBADRT
Ji&. ZNSH TEFCA & QHINS ZEDE 2SR\ FESENBEBOARR. EBDEZTLLI. N\ —(IHEEE
A4zBiELTtEZ23250H#TY,

H : SEAEU TERCHTIMISEEDLSBREDNHDTLLD ?
L : A0, ZEIRCIEZRNHDEIU. FIZ1Z71(FENENDEE (CEN BT BB DIEMEBHNIHDFET .
ZERRBRXERRENDD. INSZEIBVELTR—IIBT —IHBPEN LA EFTOD, T4 bFECI-X
T—-ADRBEULZITOTVET,

H : B&&IC. AT —IMILAC T ZBENDZIEDL T (CHMAZEIARETLLS ?
L : EERDEIESKXAETNEEZDIETLLS,
S : AJAMRERBVET, 22, ILKIARTISHUTTERL SOURS NICERHCRIENH AN TEHDFEE Ao
EHR (F3ZEVERKICXT I 2RI AMETHD., EERMANTMEREEAFLVORROBIAMETULLS, MRIFIBZE, E
WEJEETL&D,
A J-)UE 1 DOIBFETENIATOT —H%F5NDE B ALWLWBD., IRNDEIEHRT —9Z28RUN>TE
9, 10 FHIFEDLIBAT IR EVERATUR,
Z B TNENORECHUTT —9%FE>TVE S, TEFCA (FZSV\oIER AL 920 v MIRREI %15
F9, BRARIGE CHA (FREEZARL TVWEIN, BEDIIZTEZDE, TEIRETOBEREFZHENHDIN. &
VWORIWESHDET . ESEFN%EL TLKH, TEFCA. ONC h'#%ERL TN TLLD.
L : ANFREEETIN, FBRICEIITSEERRICOFEDORITEULD,

3.2.4 USCDI [CXBFT—Hu A& BT : 2 DOMIm

ZDtw>3>TIE. The Sequoia Project Vice President, Informatics, Conformance &
Interoperability @ Didi Davis . ONC Director, Standards Division ® Matthew Rahn K(C&%. USCDI
(CEATRIBEHREBEMTONEL. ENENDIIIHT USCDI (CXF 287502 TVELIZD T, AT (CENZFEDHF T,
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3.2.4-1 2 BOEEICLZILE T3>
[HH88] Session#INT-4: USCDI Data Usability & Certification: A Dual Perspective :&E&ERLD

5£9(& Matthew Rahn K&D. USCDI (CBI9 2L R ERER N ThNE U,

USCDI 0EARBEN (& DNV IT THVWASNZEEZERGOIVT -ty e EER. QTOMOI1-AT 27—
AERIBRDEDZSEDHD. QNFMAIOCAZBU TSEEILATS. D3 DT, USCDI (& ONC (L3 21 tHig+
175ET 2020 £E(C V1 iEFESN. HTI-1 (Health data Technology, and Interoperability) (C&DV3 %
R EREALUTERINELUL, V3 [ 2026 FICEREEHLENET, I TIC C-CDA  FHIR US Core
API TD (USHIM) FREETOYSATRIABHELTHAHAFN TLET . ONC (F ONDEC (ONC New Data
Element and Class) &8> A7 L%ZFRU. USCDI ADEBIIEFHEKRZ AT I TOET,

FHIR US Core T® USCDI MEZ(E, I TICHTLS USCDI V3 (CxUT. 2023 &0 1 AIC US Core
Ballot i#fEa&Nn 5 A(C 6.0.0 NMFEITENTVET, AifTLT USCDI HLEENEH. 2023 & 7 BETIC V4,
2024 &7 BICV5 (FE) HU-R&NF 9, US Core BIRRCNIGEREL CEBHEDFETI . USCDI DEX
TEVEZEFXRETE (B10)) THEHEHTWET ., 1 AIC ONC H Draft 235U, —fEhSOER%Z7t(C. 7 BICIE
R ZFEITUET . 7 BBBITTREIN 23> DR 29— M. B4 1 A(C Draft Z2F3 %/ N T,

3.2.4-2 FHIR US Core A® USCDI EADZEE
[HHEE] Session#INT-4: USCDI Data Usability & Certification: A Dual Perspective i&E&ERILD
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USCDI OEESEZZEDE. V1 (FF17ERTERBLSN, 2R SEAERL /NENA NP1 ICR T BIEIRIE
BNERINFLL, V2 (CEEBRAIEOHRLD, MRIPHSZER(CHRS 22 IBENNENMEN. V3 TEERSIALE.
EEASZ O ARBERBIROBEERMEADMIGEFT 24 IHEMENMERDEUZ. COREN 2026 £F 1
A 1 BICEHENET . 20E&. V4 TRTINI-I. EREM. SEREINOREE. BB A fFEULEER
BRPISEISBEVOIIEENENSN. V5 TIERERERRIER. 2EBN TOMREIRR. RELKRRLVOR
13 7 5IEEZRETELCVET.

Matthew Rahn EKN5(EERA(C V5 ADBNIEZRY. ENZSHRIBRIEENAS( R LTREN, TLESF

—23aVFTULEUIZ,

3.2.4-3 USCDI V5 ([CmFfe LAY hanEDn
[HH8E] Session#INT-4: USCDI Data Usability & Certification: A Dual Perspective i&E&ERILD

5|Z#tE. Didi Davis K& The Sequoia Project (CB1F27T —AB] HMEMIBEKICDOWVT, AHIMA LEHELTO
SEENOWT, EEMTONFLU.

The Sequoia Project D&% & (FE2 KL NI TOEREBFHRITHAUCKT I DEFESN. IRIZUTRAZ I DIETT,
4 (%2014 £F(C The Sequoia Project ELTOEENIZFAIEL 2019 FFFTIC ONC TEFCA RCE EUTHEYIRE
N#EURZ. 2020 FLUFE. Data Usability (SEAL. ENZFEIODREEO—DELTHNE T . Interoperability
Matters ZAZEELL TRKIAN TEROERIBEIRIRAEEA IR /RABRRT-INIICEB5T 25T
Fo L AVN-DMEERUTERRR. PEEE, Ty | BB CRRRZHRICEZTVEET,

CNeEIRI38. B4 (&7 D20I31=7¢ (Workgroup) ZFRUL. BEFREDZERE. HEHADELTUKIGE
LTWET ., CNEWh3 Sequoia DIRZAX—SUTHED. COERZUONMIEE T I THPREZREE TS
CENTEREEZTVEY , 20— DEL T, Data Usability Workgroup h'&hEd,

23



Y |
3.2.4-4 Interoperability Matters @ 7 J31=7« (Data Usability (3&£H5 2 DH)
[HE8E] Session#INT-4: USCDI Data Usability & Certification: A Dual Perspective i&E&ERILD

TOEEF. T-ImBELOAMORERE. BIRLANILDI-ZT—ACBMIETE, 18 v ALUNTHE TE2LS
72 1 D0 Implementation guidance ZFEEE3d2E. ELTWVE T, The Sequoia Project Tl Workgroup
NDSNIZILCEEL TVWEI U, COICENTEEICTER LI HAH% Web Y1 NCREBLTWEY, I/TE. 3914
fil. 488 ZOSNENED. TOEBEHE IEERGNSIO D7 BAFBURETRILVAMNIEFOTVET,

S5(C. AHIMA ZHERR Y —(G0Z, Data Usability iR (Root) Z&DSEEIREDCT BIENTEEURE,
AHIMA THIEMRIZ1-7/EENTHS. Taking Root Movement i THNTHN. Implements Guidance
DEfEEI{TOTVEY, The Sequoia Project ® Workgroup RID;EENE . SEMBEI(GEEELIS DR EY)Z LD
FHTWIBZHAIINCABENRAFEINTVET,

&T. Workgroup [CT#eEsIZ V1.0 Implementation guidance (3. IRIBTOERBOBEFENNTVET,
BEIOSTI NS 3(ChIo T, &R — ML ZBAMEEL. TOS 10 Motz [EHICIEIRL . tiE%
BORIFOTTO—F2F 345, SN TVET, Data Usability (FCNSIATOEICBVTENOTEFT . E
BRICESBICHIOTIE guidance DEEEHBIALITTRL ENENORRICENETIRB DESD 5 EZDR—ADFH
BHANE(CIROTEET ., 5ICE, Data Usability HSEERGES TETVINEIREET 275y NA—-LAZFRELTH
NFEI,
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3.2.4-5 Data Usability OI&EES5y b JA— L
[HH8E] Session#INT-4: USCDI Data Usability & Certification: A Dual Perspective i&E&ERILD

AHIMA @ Data Usability Taking Root Tl&. ZEM&(CHLT 3 EFEOESLANINEZRITTED, ENEN
Supporter, Implementer. Sponsor ODLAJUTRDTWEY . Supporter (& Data Usability JZ1=7 /&0
TEELUTENUESINIETY .. Implementer (& Data Usability Guidance V1.0 % EUEABIAN TER
([CHBEE I BCLEEILE Y. Sponsor (& Taking Room Summit DAR Y —ELTERIRMBEEITVET, TNT
N, EVWUEABICEIL TR EREBZITV. EHSNILEEENOSINZITVES . ENEN. Supporter 1 43 #
f#. Implementer H* 11 #B##. Sponsor (& 2 fAEEFRENTVET, 8. Implementer £LTERHSNDI8H
(Z(&. Technical Assistance O ANE. Community of Practice AOSHN. 2L TT YR IA—LY—EZD
IREED 3 BERNMNEICRDET,

Exf&(C Didi Davis K350 Data Usability OE{@RT>1—-)Z2RUEUIZ. 2024 &F(C FHIR 24250
V2 Implementation guidance (CHE3RU. Implementer ELTH 3 BERZLDERUPICITIIRIEZEER.,
2025 FE(L(FENESAIEAZ T, Taking Root Movement £4{&% V2 0 guidance ZSALCRRERIE 2%
BRICLTVWSLSTT,

3.2.4-6 Data Usability 2fin0— RvvS
[HE2] Session#INT-4: USCDI Data Usability & Certification: A Dual Perspective &&E&E#ILD
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3.3 Virtual Care Forum
3.3.1 Streamlining Emergency Care with Virtual Video

Telemedicine A Stanford Health Care Case Study

A2 TA— RS —EANRE P IR TIRIBE T A A2 R X T 2F TORBICOVTERIAL TVET , RF> T4
—REY—EXDOE R, COVID-19 /T2y IR ZRALIZEIE. RSAT—S AT AARETF A b
NwIDERETOTR, EMESNIERLIER . BEOKIR, EREERY VT -3 %R 2 OIFRO5T
E(COWTERBAL TWET . BERRA > NIE, PPE OERZE/\RICHIZ31290T7./02—-0iER. BIER K
WEBEOTTOEAL. FFEREEABTHARIOEHE, mEIRIROMRS. ERTAD- 7y A RREE R LD
EERE, FREF LSO -RT - ADRF BENHDET

3.3.1-1 R TH— RS — EX2ER

BEEE 2D IA— RRZOMBEFRBIE THIY A -Sv /08 R -LAOIICIT1ITTLII-TH BN
MIR-ZTU-TT EBSBNMUEUR. B5F RF>2TA— FEEY-ER(COWT, ZOFRTERE, 2019 FOFiRk
ORAER. BEE (2019 F(F 107,000 N). ITRYRZT—HZPLAN 1 IMEEIH-LLTORERE, HIE
ZERBALFEUL . BB DR BHEN TVBICENMNDS T 25> T4— RO (FBEDFET. 1 HFH 800
ADBENHFELTVET,
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3.3.1-2 fSRUFSEXRIET

COVID-19 HDN—Fv)Lahk DEh#

COVID-19 MI\>F2wI(CdD, RF>TA— K& PPE OERZE/I\RICHIZS757ELL TN—FvILehRZARETLE
Ulz. FLLIREBFI[C(RFREREEEN DD E LN, BEEMDIISRVNMBETUR. IT F-ARICICYII->
1 ZFFEL. PPE ZRBLEF(CRELVE-NTIZ1ZT—330%EDTEN TERLIICLELUIZ. BHEEBICEN
—RZERAUTOWELIZA, &IC Zoom HEEZfBAIC iPad 110 BZIRMHU. A ORTRENME-NTSITERL
SICLFLIZ,

RSATAN— SAFALEETIFAN FNSYIDRE

A5>TA—RE COVID-19 REBRDRIATAN— SRTLZBALFUZ. COSATATR BENNT %%
7. 2% BN TEMCLIERBERZRERIDILICRDET COSATAICLD, 12 BFfETH 300 A
DBREEZRI DN TEFEU, CORERZEC, EBOE-(TREERE (ESI LN 4 BLU 5) AR
BI7AL MY IRERRLEUZ, CNICIE. BRODNAS . FAE. AR ZRACERERI-MEINFT. E
EEEROATAANSVE- NCBEZZRBIVETETEISY. FERROHEBNEEINE T,
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3.3.1-3 COVID-19 #JEAiEEROU—=T

PRESTNTATION TITLE [To catil ol et > paoy e rochs > Bt oater Teal = Apply o A1, 2

stanford “Drive-Through”
coVviD Model

Devalopment of an efficient drive
through ED COVID screening model
during pandemic utilizing our gurage
space combined with felemedicing

allowed for management of high
volumes of patients seeking COVID

testing

HIMSS @

) —
(M 3.3.1-4 COVID-198BRADRSATRIL— X5 LA

28



iR, R, BEAR

N=Fv)l TJrAN "oWIT(E, FREMNRRERELEERU T, RVNSEME TOREE AN RHTEARN 30 ~
33% iE#EcNE LIz, New England Journal of Catalyst (C#8#FINATR T, BEIKR— I M-ILL
BIS, INBOBEEMBIERIMEREINEUIZ, 72 KEREUAONDSZN\WIRREDREBIBRE. N1 FADFEE
ZZFFBATUR, HEEREM TAESNCEBEBARERZ7 (& N=FvIL TrAN MvIDFHFHXA>0IEHRILD
tERbEUR,

Designing our ED Virtual Fast Track Program

EDs commonly create Fast
ED patients are Track programs deliver
prioritized for bed | timely care. In 2019,
availability by acuity proposal to convert adult
(ESI), leading o : and pediatric EDs o o
® R longer wait times for ! Virtual Fast Track program.,
less urgent neads.
Program goals included &, Leveraged Health [T
Q ED length of stay : rﬁf\l resources fo create novel
‘ reduction (throughput) 4. 4 processes that allows for
o and overcrawding. - AP extension of physician
Infection control and | resources and multi-site
PPE usage were aiso | pce
important outcomes. | :

| &
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Virtual fast track zone in ED lobby
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3.3.2 From Disparate to Seamless Transforming Services for

Optimal Patient Care
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Evaluating the Return on Investment with Virtual Care

Video Visit ROl analysis

Costs Assumptions Year 1 Year 2-5/year Total
. 0.5 FTE incremental office staff effort for patient scheduling and

Operational Costs support: Monihly licensing fee ($100/month)* $39,100 $39.100 $195,500

Technology . .

e 2 iPads for clinic $2,000 $0 $2.,000

s G None because vendor provides servers and cybersecurity 0 $0 $0

measures
Benefits
Direct Biling Revenue No incremental decrease or increase in reimbursement per visit 50 $0 $0

because same number of patients are seen

Improved Outcomes Equal outcomes between video visits and in-person visits $0 $0 $0

0.33 FIE in-person medical assistant effort is reallocated to record
Increased Efficiency collection, 2 more patients seen per clinic because video visit $35,600 $35,600 $178,000
clinic has fewer no-shows?

No difference in downstream revenue between in-person and
Downstream Revenue  video visit, but increase in downstream revenue due to 2 $31,900 $31,200 $159,500
addifional patients per week?®

"Assumes $60,000 annual salary with a 30% benefit rate
=Assumes $60,000 annual salary with a 30% benefit rate, 2 additional patients per week at $100 per patient
2Assumes a 30/70 split of new to returning patient. 29 new patients with downstream revenue of $5.500 at a 20% contribution margin NPV =5$114,417 $140,000

HIMSS

3.3.3-1 FHZEERPETAZERIO ROI DA

[HHE8]Virtual Care Forum: Evaluating the Return on Investment with Virtual Care EE&ERILD
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PROBFREIE)Y — 22 LDZADFHE(CEINE TRENTERHTI . COZEFTCIIETAZRDIBENNE(C$100.
KIBARIRIRECEC$1,100 ZHRENEL TZIFEDE T,
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[{HE2]Virtual Care Forum: Evaluating the Return on Investment with Virtual Care :E&E&ERILD
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3.3.3-3 FrybRyNEARD ROI 4

[HEE2]Virtual Care Forum: Evaluating the Return on Investment with Virtual Care EEZERILD
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3.3.4 Redistributing Care across Rural Hospitals with

Telenephrology and TeleStroke Programs
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UNIVERSITY OF ALABAMA AT BIRMINGHAM

» 1600 Physicians

« 1.7 Million Clinic Visits a Year

» 1295 Hospital Beds

» Ranked in 8 US News and World Report Specialties
« Only Quaternary Referral Center

THE UNIVERSITY OF
ALABAMA AT BIRMINGHAM
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ECONOMIC RESULTS

« Telehealth increases the number of patients that can stay in the rural hospitals
and thus increases the total number of DRG's billed

- It increases community confidence in the hospitals as well.
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Generate 10 HPIs
per script using
basic prompt

Update prompt and
generate new set of
HPIs

Human vs. Generated Medical Histories

“Read the following patient interview
and write an HPI. Do not use abbreviations
or acronyms.”

“Read the following patient interview and write
an HPI. Use standard medical terminology and
language that is typically found in medical notes.
Do not use abbreviations or acronyms."”

Update prompt to
final format and
generate new set
of HPIs

“Read the following patient interview and write
an HPI. Use standard medical terminology and
language that is typically found in medical notes.
Only include information that is explicitly stated
by the patient. Do not include information about
age or gender unless explicitly stated. Do not use
abbreviations or acronyms."

e (TR
llhGhERGRRGG

Liﬂiﬂiﬁj

Select one HPI per script and add
to set with resident-written HPIs

Mean No. of Acceptance
errors per HPI rate, %
2.03 10.0

1.87 33

0.73 43.3

Physicians 61% accurate distinguishing HPIs written by Medical Residents vs. Chatbot

HIMSS

https://jamanetwork.com/journals/jamainternalmedicine/article-abstract/2806981
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Example: Confabulation / Hallucination

Pravide references to explain how opioids improve mortality in heart failure

| apologize for any confusion earlier, but it is not accurate to state that opioids have been

shown to improve mortality in heart failure. In fact, the use of opioids in heart failure

patients is generally discouraged due to the potential risks and lack of clear evidence for

their benefits.

While opioids may be used in some cases to manage pain or dyspnea in heart failure

patients, their use should be carefully considered and monitored closely due to the potential

for side effects such as respiratory depression, sedation, and constipation. There is limited

evidence to suggest that opioids may have a beneficial effect on mortality in heart failure

patients, and any potential benefits must be weighed against the risks of use

Here are a few references that discuss the use of opioids in heart failure patients:

1. O'Connor CM, Fiuzat M. Pharmacotherapy for heart failure with reduced ejection fraction:

current and future directions. JACC Heart Fail. 2014 Dec;2(6):497-505. doi:

P

Samsky MD, Patel CB, DeWald TA, et al. Cardiovascular medications and their impact on

mortality in chronic heart failure. Heart Fail Rev. 2018 Jan;23(1):65-83. doi:

10.1007/510741-017-9652-
-

1
1
1
1 10.1016/}jchf.2014.05.006. PMID: 25456941,
1
1
1

3. PMID: 28785830.

X 3.4.2-4 HOLESLLEE DI

56



[SENBELTHRRINTZED (RRIRA EEIBE) FERCEHEE5LLDTIN, IAT, BEFELIA NS
ZOREFEDE. RIRICEFEULRVESEZIRILC, WNIHEEEESUUERRLTVET . 1EERBAL. [ETHRBIRT
9. JEEBELELE.

EERb vsAI
[EZFHR QA (CXTF D GPT DIEMEMFEAEA UP LTVWET, |

Advancing Medical Q§A Accuracy
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Base GPT-4: no fine-tuning, no chain of thought, Base Ggg': Q"Edg""”" 2
1 API call, random few shots : ’
80 /
= Med-PalLM 2: fine-tuned on benchmark datasets,
ol chain of thought, 44 ensembled API calls,
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< _-"61.2
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260 P
g ,”"60.2
= 7’
I BioMedLM///
= 50 DRAGON __-~®
o BioLinkBERT P 50.3
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27 451
40 PubMedBER/T, ’
GPT-Neo _-~ oy https://twitter.com/HarshaNori/status
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po
33.3
https://arxiv.org/abs/2303.13375

Dec 20 Sep 21 Mar 22 Oct 22 Dec 22 Dec 22 Dec 22 Mar 23 hitps-//aniv.ora/abs/2305.09617

30

HIMSS Figure 1 | Med-PaLM 2 performance on MultiMedQA

3.4.2-5 EFM QA ([CX19D GPT D1EME

Chatbot vs. Medical Student Clinical Reasoning
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Eric Strong, MD'; Alicia DiGiammarino, MSZ, Yingjie Weng, MHS®; Andre Kumar, MD, MEd™;
Poonam Hosamani, MD?; Jason Hom, MD'; Jonathan H. Chen, MD, PRD'#5
H I MSS = Author Affiliations | Article Information

JAMA Intern Med. Published online July 17, 2023. doi:10,1001/jamainternmed.2023.2909
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LEHOTVFEEAN ? IERIVNNFTE Jonathan Chen Kld. ES5EZ30ONIFICEVNRWVNES T, |
& Fry M RDESHABOEENLDEIEHETH DOHRDED LV EZEZ T<NELE,

Bot vs. Human Empathy?

., Chatbots outperformed doctors -"W‘
+ in answering patient questions & J

with accuracy and empathy: HUMAN T°“°‘ =
JAMA study T PREFERED ] ‘

\..4\ 5’5) ' zoz;-im;
l 3 4 2 7 ?VWI\‘IW I\(BUKJ:DBIEEE’CML,\’(‘JDD\@ZD
M2, £DZAD N4 K 0My bh51EHRZISDCEZIAFLTVET . IRy MIFERICEBN TSN, A+ TESD
DEEA. JERRT, SB(C BUDDHD (?) Fry bRy bOBIBIEEL TN ELUZ,
ROERAEZ B\ SRR TROF 1—-JOF iz 2NENEINMA TVDRANICKT T EF vy My hDEIZ
_C‘g_o

High-Stakes Conversations

“Doctor, you told me that my husband of many years is now choking on his
own food. That's why he has pneumonia now. | know he's been having
worsening dementia over the years. | don't think he would have wanted to
live like this, but the other doctors have talked about putting a permanent
feeding tube in him. If we don't do that, we'd be leaving him to starve to
death. What choice is there?”

Chatbot: | understand this is a really hard time for you. Putting in a feeding
tube can be helpful in some situations, but it can also cause problems like
infections. With your husband's dementia, he might not even feel hunger
the way we do. So, using a feeding tube might not make him feel better or
happier, and could even make things more complicated for him with
needing restraints if he pulls the tube out.
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“l can't give up on him. He would never give up on me. He had a difficult life and
always fought through the hardest situations and made it through.”

Chatbot: Your feelings are totally understandable. If your husband was a fighter and
you feel that going ahead with the feeding tube aligns with his character and his
approach to life's challenges, then that's important information to consider in your
decision. Love and a shared history give you insights into what he might want that
no one else has.

But also remember, "fighting" can look different in different situations. Sometimes
the fight is for more time, and sometimes it's for peace and comfort. Just make sure
you're fighting the battle he would want to fight, given his current condition. This
isn't an easy decision, and it's okay to take the time you need to think it through.

X 3.4.2-8 EERESE
PUFHIEBRLF S,
[P, REENTOEINS BN OBAYEMRSGGEESETVRESLPWEUR. ZORDEFIRIEMAE BT
W3 & N CTEERINEZBLSETOBLEFRO>TVET . FKIESARBUCESIRHIDIZEBVEIH, 1l
DOERNBIIECKAREF 1-J 2 ANBEOVTELEITVET . BOURINIE, #ZEHSEEE22ECRDFE
9, EDFIIMEREN DD TULIN ? ]

FrybRyb: SERSCRERIFIALERVET ., REF1-TEZANBIEFIRRICIOTIR(CIISFIN, B
FREREDRIEZS I SECIPIREHEEHNET . HROKEBEBRMERD T, FAEEDLSCZEERRSZRUBLNEL
NFEA. 2O REF1-TJTZERALTE, BMOK[ID D RN, FER(TBNITBINDITRLL F1-T&tk
CHARNMEICRZRE, RN LD CR DRI REMESZAHDET .

[FAFEDEZFDBEN TEER A, HERLTUTHIVEZFTDHBLRFULBNTULD, MIFEE R ANEZED, H(C
EROEEPIATIERIV TNZROBX TEEUI, |

FrybRyb: HRIEOTIFEELNDNMFET . HRIZOXMERIRTHD REF1—-TZ2HIFDENMFE OIS A
FORACTITRHD 7 TO-FICEDITVBERUZDTHNIE, TNUELHRIDRIFICHVTE B INESEERER
TY, BEHBINELE. OO TORV., FEMEIZEATOINOVWTDRREZSZ TNET.

2120, TERW (FIRTC IO TER B EDICRBDRIBE N SHDEBRZITHNWTIZEV,, BRI DIERDIZHTH
PIEEEHNE. FHERDORH THIHEDHNET .. FORTOIREZEFBL T, MHILOEVEHRRTTH
TVBRDONEINZIERRL TIZEW CNIFRFERNREITEHDFR AN, BREIZMNI TUADEZTEARLKTY,
CORBREZ(CFUT, Jonathan Chen Kl TAl LEREDESE 1EVSFHIEiZLERA TUR.
[ARIETVEI-FEDPDEDDVONEFERTENELDEVEB (CRNZDOTIIRVERIN ? JERREUR,
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AI BERBICEOTHDZ D ?

Replacements?

Any doctor that
COULD be replaeed by a computer,
SHOULD be replaced by a computer.
— Warner Slack

3.4.2-9 ALl i'EERICEOTHMNBDON?-1
IA>E1-ACESZSN B PR OH D ERM(FIIE1-HICESHRSNBINEL, |
[COSEZZADAEEERELTVET, \KBIVE1-ADTTVT -2 MBENTOWTEEMCEE MR B LI TEE

BhA. |

While Al'is NOT going to replace docftors,
those that learn how to use Al
are likely to replace those who do not.
— Curt Langlotz

3.4.2-10 AI NERBICESTHINDZON ? -2
[IDE1-5EFEO7SRIVRTT,
FIYE1-IREMCEHOTHRDZNEFTERVA, IDE1-IDEVSZZALERNEITIBRVERICEOTHND
AJREMN S VWIE WS EEZSIALT. Al B[EER. EEINEUCGRERL TV RIY M HIETIVERDODLANE LT

BIENTED EVWOIEBERZTBNRFUL.

HIMSS

Oy a> TIHENDNEFRATULN, J\DRPINIIChatGPT OFEAERYA1 L]
EVSEIRRVERINGDDFEUDOTHEL THEET
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ChatGPT EDREEVHZED NPT ERRLTNTVET .

100% f Wow. ChatGPT is able to Ready now. Now | understand @
answer all my questions. It where the real value of ChatGPT
C h a t G P T quickly generates very elaborated resides. It can definitely give my
answers that are credible and productivity a boost, but it's

coherent. Finally a chatbot that important to recognize when it
behaves like a super human. gets things completely wrong.

Utility
Hype
Cycle

Wait a minute. ChatGPT is
powered by a Large Language Model
(LLM) which is ultimately a statistical
tool used to predict language without
understanding it and produce
“statistically plausible” answers.

Confidence level
in ChatGPT

Damn. This means that
ChatGPT will occasionally *
generate incorrect answers by
0% unintentionally stitching wrong
snippet of information together.

i

Got it. ChatGPT is great when there :
isn't a precise “right answer”. But it
cannot be trusted when the answer
must be “perfect” to be reliably useful.

—a
Etﬁzlsfj/:gﬁz;wm/ No knowledge Knowledge of Enough knowledge
163134721336764g261 (Delieve the hype) ChatGPT (understand the reality)

3.4.2-11 ChatGPT OFBEARERTA1I)

1&EEh(E ChatGPT (W IIEEDLAIL : BERELZELSHEZIEHETD
HtEd(E ChatGPT Z{E3EI LA

@ H-92V ! RANIFEARERZEENIASOTUES,

Q@L4EF T
LLM (FS5BZIBARE I (SHRETHICEEEBLVWE R ERK I 2Ty — IS,

@K% !
ChatGPT (FERoIBiZBRIE I DREENE TGROLBEAZEEHI N DS,

@nhor!
ChatGPT (FIEFERIIELVEZ INMBRVGEICEINIL. UNUER(IEIIDHIC TERE X INMERIGEME
FHTERN,

® %R OK 12,
ChatGPT DAEENECICHZDMN DT, BIEWRFLADEEZM LSRN MEZ2TRICER A MICE
UZENHD. TOEZRM I DENBEL,

[cotr2a>0RFROT #]Session#Al-1 Al and Healthcare: Bridging the Gap Between Magic and Illusion Jonathan H Chen MD
PhD F&/ELD
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3.4.3 NILAGT 7 Al DiEfL : RInoO—RkYYv >’

Oty a>TlE. HMD #EEUILEED Harvey Castro BEMET L —5%2558H.

Informatica fEONVAT 7 & SA THA IO AIBHF-TASTIANTHS Richard Cramer K

Atlantic Health System OREFEHROLUTIINEREE. REIEHREFIUT(EFEEOD Sunil Dadlani K.
Penn Medicine #1775 —23>8LUF 9NN RIBHEI/T RO Anna Schoenbaum KO 3 &(C&3/WR)L
TAAhvSarpThniEUz,.

Harvay Castro Richard Cramer

Sunil Dadlani Anna Schoenbaum
Chief buecutive Officer at Medica Chief Strategist, Hezlthcare & Lz famation f Dt : iy . ’
“hief Informisticn & Digits me Fresident, Apolicativre =

rezligencs Ups . .
[= Weenr Chisf Irdarmatian Seoarte Liigital Health at Fer dic

lis T Arlaatic Heakh 5

3.4.3-1 Atyiao0EERS
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AL TEIHERIOTVNSIDTIH ?

A Richard Cramer K

- - TAL ZESERITECVFINT —HDERMEN ERETT

P RO AT AL TOET . W EIREI 8L CRBA T AR A (LR B3R S B TE A
nTunEy,

R AT (FLOHESRSREITY . R Al OFFFREIEEMEL SR BA P REIEIRYI TS . CTHNESELTA T |

F=HENVSR=3IAVICOOVNTEARRIEN BDFTH ?

A Richard Cramer Kl(&.

: - [F-AOZBERENRFNEERL TRV FR A ERMNGNE, bRIOERCERTERVNG
Y LNBODBREOCEREET BILETEET BRI NEH R AEET 3L TEE A, |
ET—HDEFEECOVTRREL,

Sunil Dadlani X

‘ [BE—(C 7AW T. BEEBIATLADNTA—XAFT-ANREIGUTELLET . L
TT—AY—-AZBIIT 2L T —ADMEBEME TUET .. ZORDHICHRGERIRIL - T TER 2RI DNE
NH0DET . T—INENZEFEZL/NTA—NDAEZENZDTY,

B(C MOV,

HERE(C AL VT3 —ERAENNETY, 2O TRIFNET-IDEE. T—-FDRED. T—IDBTERESN. ZILTVX LA
NEDEIIHERET DN ZIRART D LS X TEF R Ao 1ET —AERBIEICOVWTIRARFLIZ,

Anna Schoenbaum (3.

SOEEIATLAECNNSDERS AT AEDEENNE T T, IS TINENHDIZ1=571
ATOT—IN—BMHNKRDENE T, NS —ZIBE T IEE (T -IHNNF O ADEEIHETT,
HNEDT AT ICATEDN ? T—AIMREENTOVIDONREZEBRICEER I DANBEELDT

ETY. |
EMBIAZ T =T DEHEL N TV RCOWTRRZFLUL,
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*ALANVAT7OFIRBEIAMONT

Richard Cramer K

[J0)\15—-DE5EIAE 1 (C6 2 (CBIANERTIN, 20TONAF—(EdH3 AL X100y N
TWET ., DD AL ([FIZ MR DRNBETONAF —HEBERL TLDEWSTETT . DX (FEAMI(C
DA NHIREES T, #IIRAVRHIKINRRD, 12559232 DIAMMEKIRDET

BRARDE T BEDREDEEZEVEXRTHBIL. BHIRERA. MAPLFHCERIZENTEET, JAMA
I TR RDE CTHI&(CIIEF T .

BEDETE. TONAF-DN =TI MR, XEEHE., 1N\ 20y MEIB(SERU CHIE(bZRIZENTEF
9, ]

COY2a> TR TONAT = (ENVRT T -EXTONAG - (fER-EEY —ERIRME) OTEEBLTVED,

Anna Schoenbaum K

[Al (FERAREEREBORER - F=&E(RIHOTVET,

JONA9-8BICE 600 BHFDAN\ Ry htvt—2 (EELEE%'EODEP(J)XW‘G D) MNEBNTET
WET o CNUTBENREZETT  AROA—DHR—MZFTAVE - )2 ET DY - IV ERFUEL
Jzo COY—IUIE 15%DBFREI TERINTOETH. CNUCLHTTONF-DEFRINETRISNE T, Xwvtz—> > JehE
(CIEFREENY - HDFE T,

NI T RTEREER RF X MNRETOS T MEESH TVET , FAfeBEDT—F —([FLDTURIC/EZEZITL LB
XEEITICENTEFT . RIRM(C, BEDERIFZNETENE. JANHIKTEFT ., |

&/

Richard Cramer K

[EEBZIELLIETDELNZ DT 7HRHENDILTRD, JAMNMEINNULET . &REOYT 7 (3 &1
TEI&HOFEE A
BAHRN— M —BOIIZATLINNETT, iSEEERNERECGGRETT, BF07/./0°
—ZT7YI T —RIB(EZDIHENNETT,
IA=TFA XNV TIRET 2EE(E RINOREZSBRIFEL THBENMBRETT, D-IJ0—-%IBfEL TLR
WERSAREIOBRBZARR TE S (CHR— MIDBRIMEZ 3 LN HDET

‘AL OFEELRIBETI D ?

Richard Cramer K

[T =R A NOBEAENEELINT T, RFEE AL FBBIR—RD MY\WII S RTIThN

THED. RBTET RROBBLEIERF A TAEEZRBELTTOTVR(GBEET . AEM
BEEEARLDTY,

[CDFT—AFETHBRZDON ? AZZBRLTVDON ? ADAERAN(ECETICEDLICIRE-FTEENZON ? ]

EVOBRICEITZRA - - - JEUNEZBNBUVTULD, FaldIN%Z"weasel words” (EBBRREE. Wiy L) &IF

ATWVET, |
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Sunil Dadlani KK
[MAlZUTeBEVDNMNODSRBOTVWERB AN ?

AINSHRHEIEL TV DN BRFER B EBERZ R DR ENHDE T, HBBROINTOANELCA >

E1-%1T0\ SBAIBCETY . I 7F— L. BA. R, TSV RER 77/00- 28N

EIRBATORBNINETT B CRUEBZARULSETDEBNNERDTY.
Al NSRS TERER(CHONMDTDINELNERAN, BLICHESH T (AIEBMETI DENEE T, KEHHEL
FRIE TRDEHMEHIFETT, |

Anna Schoenbaum K

[T B (3B RIR(CED DD L DANT VAT N~ THRBETY , FAeBICFTXEADANT
SATN=Th&OFITN. A2 (FEDTIN—TATHELVDIEINZHENHDET, UHMU. T745./0
S—-7EIBU. BRL. HEFIICEAMIKRETT, ABEEREVOM#EZ B T 2HENHDD

Richard Cramer KK
[JRANARECDWT, FERULESEL TV BIBEDMEZIEAZL . MIBCEDVWTEYCIRET S
Eo BRINURH OIS S ICHRUEZ HIRF I B(CIFEOIX M RIRE(CRNE T, |

Sunil Dadlani KK

\ [Z274—T-23TXOEERS|IALE T, [stay hungry, stay foolish : J\>JU—-THOEF. BH

THOREV, 1DFD, IRTZFOTVBLIFEDRNCL  BICF U DIRREICHDRREV, EWVDTE
_C\g-c _I

Anna Schoenbaum K
(7905 -hESTHO>TBAEDDIRNDZEZNTIEWFER A, |

EABADIEF Ty av 3 T LRI
=4, B B 77/ OEHERE AT MAFRED, Al (CPR5T DX (CRARIDEDEZDREICEALT 1 AN

w232 UM,

[COtErza>DRFOH EE]Session#AI-2 The Healthcare Al Evolution A Roadmap for Success &D
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3.4.4 ALANLVATPICBFBURI EF LS

HBOWTEDHT -)IN—RFTLD, Eric Liederman EKHEHEL., AL ANVATT(CBIIBVRIEFvLODICDWTDE
EMTHNFEURE.

SPEAKERS

Eric Liederman
National Leader, Privacy, Security
and IT Infrastructure at Kaiser

Permanente

3.4.4-1 8893 Eric Liederman K

SEID HIMSS24 Z@EUTE. Al OURTOBEIRMECEE I BENSEHDELIN, Ky a> hEoL bEER
BRNMEDAFNTOERROET,

JE{EHE
Al DEFEM IR T ESRIERLL T UTOMEYINRBTENFUL,

NLSx—23> (B&EEnizr—49v518-VY-X)

2023 £ Michael Cohen KA FHIPRITIREUIZERN,
AL TEESNABDEI A%, K153 F5TDI5(0%E
2TCWeZe BB MU ELUZ,

e 2023 FEOIY-TF2R-JUZvIICLBmX TS,
ChatGPT TEMSNIEENIOSEXBD 30%MEES
NTVWBEDTHBEZRUFLIZ,

3.4.4-2 Michael Cohen X D¥RiERR{G
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ReetEIS—
2023 F 4 AOREOHAFTTE. ChatGPT "AEBEDOIEY—RMSOIEER I#ERIZZEIO 60%%Z R Tl
HHIBALEL.

F—HRAZ =Y
ZAZOF— LA, 60 1-DHALMBEEENTE Web 51 MFBAL. 550 SO EE0— RLELEN, IA
TS TDSALREBNTU T, LLM A& TEERUELR,

12 KA YOF — BTN N 7A S 194 BT B AT FORBOMBEL, TOYTNSBRBILIETS,
LLM DB A EDORE S 2SN BIELRAELELT.

NLTPR
J\A{72Z (bias) &(F. MEDIMRRITHEAB IREZERL, RMOEAOROZRIRIZEELLTEDNTIN,
Al (OOVWTEEBRDRONMFELE T

BFREOBIRVRAVZTFRFTBT7INIVZALCENT, BAMRECHUL T BEARREDOSLZ 2 BOSEET, 3Ro
EHEZLTLEVEL, FTS D PURAME, BIRAER AL CBVTE BAONBA  BLUBA BFZIIA
THREDRRENGDDEIRUF UL,

“Nazi era German soldiers”: <5(C Google O IZ=H, FFAEDEFEIRI TOOT MU, FSTAPE
ANZ2EDEBZRUZEVLT. —RY—ERZELEURCEFRERZI-RAERDFE
ij::o

3.4.4-3 BREBINIEMYE

PHI(Protected Health Information)& PII (Personally identifiable information)

Al (T—EBDIBEERNSZDAMID PHI/PII ZFATRENTETCLEVE T, EREENS(E 72%DHERTEIEN R
Z % (Nature Scientific Reports11(100)2021). S FRERHI S (EEET(91%). 45 (99.9%). ATE
(91%)72E% (3 Am Coll Radiol 2022 Oct; 19(10):1151-1161). #HRERNS(E. 89%DFEE TIHR!Z 5
B TEDESTY,

ARRERZILENINBOIEFRNS. PHI/PII NBABRTETLEI L. RERVRIEEZFT .
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YRI(CHT B3R
Y2 a>OFEIC, Eric KIZINSD AL MFOENTNDOURIICHU AT D 7 M1 > heUTEITEUR .

1.Al OfERERAZERL. T2 2RI 312 AL ANF DR %ZRET 2.

2. ISIRENAGRENTC Al ZIEZEE (RH TS,

3EERENTZ Al P EEEFE L IBIRIAER T RIS —2/ERKR T 5.

4.LLM 079 TyNE BOWEVWRFIDITRIT U TRV, FERRUIZEDICEEEZRF OLIMEB(CTRINAZT

50
5. 54N\ —tF1VFBHEEELHZ DU, TSI IREOTOVI®, $IFITHM LI 2EAZRM I DD NEEE
NDHEBZITI,

6. 585D AL FIFRIC DLW TEEZHE I D,
7 . BUFRAMR -4 — L300, SRR HIOrRHOOE —E8h 21T,

Al OEFEMEDRH/IFRDOVNTIE, HextyavICBRAY ., SEID HIMSS24 THEARERT—IER>TWELE, Al
FMOERZBFER(CENDCNETARAIBETHOECENBIEEERZ—A T, TOREEVS(CDVWTOMREIHINF>
ADVWTIFRIRZENNELDVTHES T SEBOHESICBVWTERIRE -ERALTEDH TUK LT, ASREETH
BEEZEOTY,

[CotIa>nORFOH B Session#Al-4: Risks and Challenges with Al in Healthcares :&/&E&D

3.4.5 NIVRAT TP DYU—H— HHIEGIC Al OIFPRIRBEZHEX (TR

dD10DE>

[AI ORFPRIRTE | EVSERZEWVIA ML TIRF 2D tzy>av (3, J\=/{-RX®D Brian R. Spisak KIC&DEEN
IThNnFL.

Y23 (SEERIC Al OFFIRIRH(ICRI I 3EAZBNTL. TNZEET DD 10 O Tips HIU Al DRFEZAI
BIcHD 3 DOILMR, FAL(C Al DFEREZ RIESZHD 5 DOBRIMBTENELI.
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Al Tlm%Bg mib a8 &

AT FFpRISRH
Brian (L&, Al ORFIRIEH(FIBLICMRFE U TV BLRAF U, ZDOLKONDHBHFOVTRR THSNEUIZ,

The Washington Post

Air Canada chatbot promised a discount.
Now the airline has to pay it.

A Canada argued the chatbal wias a senarals legal entity "responsble far ils awn aslions” a Canadan ribunal sais

Ehe New JJork Times

A Wellness Chatbot Is Offline After Its
‘Harmful’ Focus on Weight Loss

The artificial intelligence tool, named Tessa, was presented by the
National Eating Disorders Association as a way to discover
coping skills. But activists say it instead veered into problematic

weight-loss advice.
3.4.5-2 The New York Times TOFEE (Brian Kty a>&RnSn051MA)

IT7HFATOF vy Ry NS AL MESF(CAESIEHIREL TLFOID, ERIEBEREBEERANESIRMUIZRERE
T5Fry Ry b TR EREZEOHD AU, BERT RARZLTULEIREDBHINFEELTVBEENET,

RFEZEETSI2HD 10 D Tips
Z3UTz Al OBRSBRIFEHMER T IBNIRVELD, Brian K(FHEEICHEESNS 10 O Tips ZHBTULEUIZ,
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1. EPAMEEHRATTREZEE TS | BIRMORV I IUXLERARIRERERZIRM TS Al ST A, FEl
BARIREREREIRME T D Al S AT LRERTE,

2. BERT-IANFOAOEAN : BRETESHRENHD. EREICINIATEINLT -INEETHD.

3. eI AR CORIHE | MIENHA RS POREIEZRIIIERUBICSE 5L T, EERBIANE
E=AIE BEREN BRI DN TES.

4. FEEIIRL -3 OfRE : FERN7TO-FCLOBFEEIN Al Y-IUE ERNNDMBIRN T, BEPO
DEDERD,

5. IGRMCAHEERMOHR . ALY BIFOER IT AT AL —ALAITHATEDLIISGRETENHN
ETHD. BIFOER IT JRATAES—LALVAITHATESLIITHETIN. RS EFIEERE THHLERAJAET
BENERSR,

6. HGEHREBIEADIRE : RGN E LN —Z I (EEITRIET. RFYIN Al ZRISERL. T
D7 INTY IR TR RERICEIVEREBREEITAZLICRD.

7. BERLOVIO-F2HFEID : BEIDS-IX MEHD Al 25HL. ERIEHOMEREZED, 2R
BEZATHARCRIESERNIE,

8. NIA—NIALFEEMGNCEZI—TD 1 EBEEZREDI(—R)/\WIDLDDAN_XLZRFET D, Bk
BOZ-RELDMIZITeoHIC, AL Y—)LOF R IR RZBIHEICT D

9. PAMERSHBAE(EOEHZHIITS : Al OIRZRIITUTONIERIREIOVT, BRELRSRIAEEEZE
& -ARECTBIE,

10. fRHREYR Al XAbZfREET S : Al ORIECEIISZMERML. BEEDD Al OFIRZIEET 5. IATOF
ERFREOEALCRRBULERREZITI.

AI ORFAEZABTEHD 3 DDIEIE
Brian R(EUT D 3 DOERRT. EOIZETOMRMIC AL ERORENHZONMZRLELE.
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1 BN -4 1 BRRAUE#IIRERT - FEOLIIREL T
W2 (BIZ(E HIRFIRERS AT LAOREEFAE, V-5 - F—LA,
TOERXINTHT —FERENELT AL (CRHSUIRT 7SUBICERRL TLWBC
e CZHEERIBIHIC 10 O KPI ZRFEUZ, BE)

2. EEHD AL : BREAUIRIE AT OIBRYHA RS> Z2HEZLTO)
50

3. REREA : AU Al 22T LAORRERT A NARIE
ZBELTWS. Al AT LADOEEERTAMARGEZ BT, BEL SN
(SRR T BTz D T — R\ I DAL HZHETZL TLS. (BRI
, BIOEERSZATLAOREMREEFAR. LLM ZRZR(CE AT DHDIMBEHY
B7TO-F=RFELL. BRE)

3.4.5-3 Al ORREZAIB8HD 3 DDIEAE

Al DFSRZRBESHD 5 DDEH
Al ORAFE - Y —-ERRMHCHNT, ZLNBEFITBHOBERIEL T, Brian KIFLTO 5 DOBRZEBTUELL.

1. 2OV1-23aYBHEFETAINOEDOERBECHZON ? SHBATEFIN ? TEVAN 23U TEFIN ?
B3N\T—RA > DT> F—23>TIN ?

2. BRI ? EOLSICBHZERT DN ?

3. EDLITHEREL . IZ T 20N SREEFLUERBBMEN ? EOLS(CHRBTDORZFE 2 FEDRFMRIC. TN
ZERBALEIN ?

4. ZOY1-33(E REOTONAF - B TEAFLETANENLIENHDFEIH ? EEOTON(S 1T
1 AN 2 N EBROBERED AT NERBIENTEEIN ?

5. MIHCREDISBIBURBPBOETIN ? HEtLd ? HRORBOFFEIL ? [AHESDH ?

Brian Ky a>ORE(C. 77 /0 -0REMEXEINDOHIVESD Al ARCEEZRSINL,
[Leadership First, Tech Last!] EVSEERKL. COYIaozEIFEUR.

[Ccotr2a>0RFROT #]Session#Al-5: Healthcare Leaders! Beware of Hidden Dangers 10 Essential Tips to Avoid Planting Al

Time Bombs in Your Organization &ELD
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3.5 ®ofiotyv>3a>
3.5.1 Data to Delivery Generative AI's Role in Global Healthcare

Innovation

ERICHITHIATIHEE (AI) £ AL E5I)VOERICET 3R

BN EERIEYIIRDEBD T,
1. ERERSEEOENHZEIEL. BET7ZWNEL. RARSEIREFZRSL.
EFNEEZHD Al OuJEENE.
2. EEMEBEDZREHE. BRIRXTZEMKL. BECRATES
Al 2ZAF7L0OF4T TEZAN~23>,
3. Al SAFTLICLBAEDREBDME) L. 2RI OIEHE BEIVANRIIVADME LZRY
J1-X 2 OMFHER,
4. SFIFLEFRIRT Al SATLAOBRMAZRIET B2HIC, 5,000 ADFBEZITRELE
KAUER) O—)VLERFTDFHE
5. TIHIRRE . ETFREREHER (EHR) SAFL. TOMORAA>ISZANSIFvHb
MIZUTENEI D Al SXTLDEEN.
6. GPT-3.5 ¥ GPT-4 REDOAIRSBETIIOE(LE. #Em. FIBARR, &M T(T 17 DIEROBIEEM,
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Phase 4 - largest global trial of Ambier

Largest study of Ambient Al in healthcare
(5000 pts)

Across All Hospital / EHR types

“ All Ai & governance costs supported

E

é 15/12 project - need focused commitment

with NHSe - create 8 CQUIN to scale
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Generative Al can

predict personalized
care for plans every
patient

The next fronfier for healthcare Al

DR bullds upon Indusiry foundations to

giva teams pradictive, personalzed
care plons thot improve individuol

pulicomes

® Comprahemive patien! profies

® Priodired 'tk criven

® Priomized cinicol nex! sleps

® Medcal haiory

® Prodc! prelsrences ond fethoog 1o
engoge

® And mora
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[Ccotra>nRZFOE #]Session#6: Data to Delivery: Generative Al's Role in Global Healthcare Innovation :&/&E&D
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Dr. GPT Will See You Now
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ACCESS EXTERNAL DATA BY COLLABORATING

Governed, privacy-preserving collaboration for every scenario

o 00 O = e
Share Across Your ® ® Tk s Discover or Distribute via
Business Ecosystem _ Snowflake Marketplace
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T |
1 1
1 1
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AT B @ WS T rd
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I )
1 1
1 1
" 1
1
Share with Companies Your Account Analyze Data without
Not Yet on Snowflake - Exposing It via

Data Clean Rooms

Live, ready-to-use data products and Snowflake Native Apps, cross-cloud and cross-region. No ETL.
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MEDICAL IMAGING Al - NVIDIA MONAI 3D SEGMENTATION
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- Integration Model Infer SERVICE
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¥Dr;||:\t\ 5] A100 : e  Unstructured Data Support
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Snowake Contatmers : e  On-Prem Storage
ot e : Integration
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Services

e  GPU Compute Pools
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Al USE-CASES ACROSS HEALTHCARE AND LIFE SCIENCES

& 1k

Life Sciences Provider Health / LS Tech

A New Drug C: i Prior Auth Automation ED Patient Flow Prediction Coding Copilots

: Discharge / Patient Instr. Assistance

Scientific Study Summarization ; Fraud Detection

! Product Training / Adoption

Regulatory Doc. Assistance Member Experience Research Study Summarization

Coding Accuracy & Risk

. Reimbursements Customer Churn Prediction

Demand Forecasting i Digital Pathology & Radiology

Member/Provider Contact Center
i Transformation

Patient Chatbot, Experience Employee Churn Prediction

HCP Segmentation Accelerate Payer Admin tasks Employee Churn Prediction Documentation Chat

Individualized Content & Action

: ide Generation for Annual SKO
Recommendation

Medical Management Coding Automation & Rev Integrity
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CONSIDERATIONS
TRUST

DATA MOVES AT THE SPEED
OF TRUST
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Deloitte.

Trustworthy AI Framework
Al carries significant risks and ethical consideration

qesklifng & Educainy

agesut!

Technology
Trust Ethics
Framework

ERIEGER

The framework can be leveraged for all technologies including Al, data,
Non-Fungible Token (NFT), Metaverse, 5G, Quantum computing etc.

Deloitte.

SETED A 7L—LT7—7
ALICREARLY R 7 ERENEBIHFVET

Ar PR Edurany;
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Private
Generative Al systems that are trained on
all openly available data may have
significant risks of copyright infringement and/or
privacy concerns. Systems should comply with
all applicable data protection and privacy
regulations, using minimal data for each
use case
Legal risks: copyright infringement, lack of
copyright protection, GDPR compliance, personal
data misuse, and the risk of a data privacy
breach

Accountable
There should be human in the loop
with sufficient understanding of generative Al
to challenge and override its outputs. Roles and
responsibilities should be clear for the decisions
made with AL
Legal risks: SM&CR, Risks that contracts do
not enable compliance with current or future
regulatory requirements or protect the business
against potential IP infringements, data privacy
or confidentiality breaches

Transparent & E
Generative Al does not produce explanations
out of the box. Users should understand how
technology is being leveraged. The models must
be reproducible, auditable, and explainable.
Legal risks: risk of litigation

Fair & Impartial
Generative Al can embed discriminatory
or harmful biases. The technology should be
designed and operated inclusively for equitable
application, access, and outcomes. It should
account for group under/over-representation.
Legal risks: risk of discrimination

Responsible
The technology should be created and operated
in a socially responsible manner, aligned to the
organisation’s ethical values and societal
objectives.
Legal risks: Iabour displacement and workforce
reduction, with corresponding legal risks
and potential for claims

EMYRI: =0 RS

Robust & Reliable
Generative Al can have significant accuracy
and performance issues ("hallucination™) and
unable to quantify its uncertainty. Outputs
should be consistent and accurate and robust
against disruptions or misuse. Data and model
protocols should be considered.
Legal risks: Risk of claims being brought in
relation to any inaccurate information generated
by the GenAlI solution (e.g. claims for breach of
contract, negligence)

Safe & Secure
Generative Al can lead to harm,
e.g. misinformation, environmental impact, and
cybersecurity breaches. All risks of physical,
emotional, environmental, and/or digital harm
should be sufficiently mitigated.
Legal risks: Risk of claims being brought in
relation to a potential breach of the terms of
the licence for the GenAl tool, cybersecurity risk

#ER)
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Deloitte

End-to-end governance of a "trustworthy"” generative Al requires an alighment in
people, process, and technology

Conduct employee training on both 1) appropriats
usage of generative Al, e.g. ensuring no confidential
data is passed into 3™ party models, and 2)
appropriate development practices for generative Al

Define clear roles and responsibilities in development
and oversight, with escalation pathways to the
appropriate level of seniority. This should be aligned
to Senior Manager & Certification Regime (SMCR)
requirements.

Define controls to detect and mitigate risks. Deloitte Embed appropriate contractual obligations
has developed a Generative AI Controls Library in agreements with third party generative Al
aligned to the Trustworthy Al Framework that can be providers

used as a starting point to enable its safe usage and

development

Ensure generative Al solutions are compliant

) . with relevant laws and regulations
Implement appropriate user and developer policies

During testing and in live environment, continuously
Implement technical implementations monitor the performance of Generative Al solutions,
of generative Al controls where alerting developers of any accuracy issues. Integrate
possible, e.g. bias testing, detecting personal a conversation log and audit log
information in intended inputs, and access
Technology control Design architecture in a way that embeds controls
and ensures safe usage throughout its lifecycle

Guardrail design should be consistent with the end-to-end governance across people, process, and technology to
ensure that generative Al is trustworthy by design.

BTES] ERAI O FY—IT Y FOHFRE, AM, 7OEX,
T/ A —ORENABETT
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Technology
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X snowflake

THERE IS NO STRATEGY

WITHOUT A STRATEGY

3.5.2-8 Closing Remarks
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[Cotria>nRFROH E]Session#147: Dr. GPT Will See You Now Navigating the Frontiers of Responsible Al in Healthcare &#
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3.5.3 Work Smarter, Not Harder Using AI and Automation to

Improve Patient Privacy
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ZFi0) ODFE. BEAREE N REROEHBEOLHOT-ID/ER. BEAEBDSHD Advanced Virtual
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Identify What You’re Doing Now

* How do you identify issues in the first place?

» How do you manage so many accesses to PHI, systems, and
applications? > - o=

* How do you get your arms around everything going on?

» What are people doing?

ptricSystems

3.5.3-2 RMREOHFEICONT
RERTFICADD
Nicole Garenstrom (. NELIRT7IER%Z 3 DDA TCHFELEU. NFE (PHI ZRHESEEBEICET
REDABIIZR), B (RIRDFCEKICTITLRTZREDRN)S—ER)., IFZL (FEPL VIP BEDOIRCTITE
ATBREDI/EEIFEDHDIER) T ZFHTFIVICENHNT ZceDEE M #RFALELR.

Curiosity

« PHI sent to wrong patient « Cowarkerso. =

- -

« Proxy linking « Looking up a child - VIPs

= Patient portal « Looking up a spouse * Friends / neighbors
* Paper * Looking up an appointment * Ex-spouse
= Registration issues * Pre-date screening

= Chart corrections

latricSystems © 2023 atric Syrtems & rights resseved
3.5.3-3 F@EJIB7IEX 320 C
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Al ¢EENMEDESY

Demi Borden Kl BEDOTFANI—EERVII-23U(HIFD Al EBEMEICEOT, T3NS~ F-LDHRR
ZREL . T2 ETINTUZ LZ@BU THHERPREED UM TEN ZEAS NI B EN TEDERBBLELIZ, Advanced
Virtual Assistant (AVA) REDY—)UE, I-HF—PEBENSIBHRZINEL GARZBEMETE38. TN
>— F-LOBFEZEIFITEERT,

r The Role of Al and Automation

* Al analyzes audit logs for truly suspicious activity

* Machine learning hones the re%:lts a*’ne goes on

-

* AVA automates the information gathering for investlgétio‘ﬁs .

« All this technology streamlines repetitive tasks so privacy teams can focus
on more important tasks that can’t be automated

lauricSystems
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[coty2a>nREROH B Session#CS18: Work Smarter, Not Harder: Using Al and Automation to Improve Patient Privacy :&&E&D
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Philip Held, PhD Sarah Pridgen, MA, LCPC

Associate Professor, Research Director Research Manager
Rush University Medical Center Rush University Medical Center
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YI552 2.0
TRUSH Socrates 2.0: Al-powered Socratic Dialogue
~| (@ Select Previous Dialogue

Socrates is a generative

Hello, | am Socrates 2.0, an Al language model here o engage in a Socratic dialogue with you. Please Al tool and is not
remember not to share personal or sensitive information with me. What belief would you like to explore capable of handling
and potentially change today? crisis situations.

Socrates may also not

If | had dressed differently, | would not have been assaulted. provide accurate clisis

I'm sorry to hear that you experienced something so distressing. It sounds like you've been & line information or other
carrying a heavy thought. Could you tell me more about what leads you to believe that the way L resources when
you were dressed could have influenced what happened? on requested.

If you or someone you

The dress | was wearing was pretty suggestive. It probably caught the perp's attention. know is struggling, in a

It's understandable to try to make sense of such a difficult situation. Do you think that everyone 1y mental health crisis, or
who sees someone in suggestive clothing has the same reaction? o having thoughts of
suicide, call or text the
No! Defintiely not! At least | would hope not... 988 Suicide & Crisis
5 o Lifeline at 988 or chat at
It's good that you recognize not everyone would react the same way. Considering that, what do [T 988lifeline.org. This
you think really determines someone's decision to harm another person? on service is confidential,

free, and available 24
hours a day, 7 days a

It seems like you're suggesting that the intention to harm comes from the person themselves & week. In life-threatening
rather than what the potential target is wearing. Does that sound accurate to you? o situations, call 911.

Respond to Socrates. Please DO NOT enter any personal or sensitive information. H

Report Problem [l End Dialogue

| don't know. You probably have to be pretty sick in your heard and then find a suitable target.

3.5.4-2 Socrates 2.0 OEIHE (v aA%z2E8RN50518)

VI35 2.0 (& Al ZERUEV)ST AR EEZRIRI Y- TY . YISTRAEBR I DiaBEF —Ald LUFICL
DTBAENET .

AL ESERD : A-Y=EVI57 AN EEZITO AL IO T15 4,

‘Al 2=)\=)\15— : FIREL Al CSEXROMFEZEART D Al I2T17 4. Al CSERANCYI ST AR IS8 =R

EIBHDI—RN\Y)%RMH TS,

-Al SMEBEHEEE : FIRBEOEZOEEZHTE TS Al I>T171. Al AEBEHIBIEGINSOFHTz Al ESEZ R
HBETZILET ERN DU EEZHIRTS 2 DITIRIL
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FIBED SO

“I really like how it's always there-
even in the middle of the night. ~

9 “I Feel like I can tell Socrates things | wouldn’t

say to my actual therapist.”

“r’d like to have options to customize my
experience, like change font size, colors, and

e have it talk out loud to me.”

“I wish it would ask me more about my
feelings.”

“I like that | feel anonymous and it's non-
judgmental. ”

“This is way more engaging than the
worksheets | had to do in therapy.”

“vd like the option to share what | talked about with
my therapist, so | don’t have to go over certain
things again.”

“l want it to pick up on my mood and ask me if |
want to talk aboutit.”

3.5.4-4 FIBENSOHE

FBEHNS(FEEZREOT AN TEIEPEZENSURENRVE, EROTIEANMIEE L IBNEEEN
PIVEBENTHEISN TOWET . — AT, ESEAMNDOEFEPHEITIRHOATI ISP, E2EBEDOT D PRUIEIC

DVWTERTARUWREDZEENHDFEU.

ERHNS DAl

“I am surprised how well it performs. Should |
be worried about job?”

@ “l used Socrates pretending | was a client of

mine and it provided me with excellent ideas
for the types of questions I could ask.”

“l am not exactly sure how | would fit this into
a session. Would I just watch my client

e interact with Socrates?”

“Some of the responses sound too much like
Al I am sure many people won’t care, but |
think it would bother some of my clients.”

“I like that it’s always available. Day and
night. It never sleeps. This could help my
clients get meaningful support in between
sessions.”

“It’s exciting to consider the clinical, training,
and accessibility of such a Fantastic tool!.”

“l wonder how it would perform in some unique
cases where traditional Socratic dialogue can be
more harmful than helpful, such as with racial
trauma...?”

“Reviewing homework worksheets is easy, but how
would I review homework done via Socrates? | can’t
possibly read all those transcripts.”

3.5.4-5 [ERINSOHI

RO S(EFAERERICKEZICE I FIRNTES R, ROV TEVEHENMSSNZ—73T.
ABHENRBVEZEZRICTZBENNDRY, VISTANRENMESUBVEEADOMIG, Al LO7INTybeES

ZBSERINELLNONSR BEOB RN HDELE.
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S@OHE

BIEHEBED T~ LU (RITAEHIEL . EEEEHET 3525 MELLEER (RCT) 2RHETBELBI,
EREREENV) 57 AN 582 RIL T DD M —Z> I Y=L V)57 AT—-F |OBFES. FFRNICEREFCANTL
$435TY,

[Cotr2a>nRFOH L ]Session#264: Socrates 2.0 A Generative Al Tool to Improve Mental Health F&&E&LD

3.5.5 AI EHEFYA/N—tF1VUF1ETSAIN—DHAIR

BRI EMEDRR I T -2 33, 2023 FETlE. Federal Health IT Pavilion GEFMRE/(EUAD)
TITONTLELIEN, SENS(E Government Connection Plaza J-1—-7)ILlanFfLlz,.

CDIU7T. NCCoE(National Cybersecurity Center of Excellence)®IF+XZ/{—k, Bronwyn Patrick K&
Kevin Littlefield K(c&?. NIST OA1F>ZDBIHMTHONELZ,

A Conversation on Al Medical Imaging Cybersecurity and Privacy Risk Mitigation Guidance : Al
EREFS AN\ —tF 17T AN — URVBRRA(F AT 25E

LSty 3> TY,

A Conversation on Al Modical Imaging
Cybersecurity and Privacy Risk Mitigation
Gudance

W M Dt e Lo B e

ot (uratrchAemd 315, 214

" Srvndeie - Ve e |

U g W B | 0 ¢  theid i A
3 R ok :

XU, B B

rowr | 0 -

AN
)

3.5.5-1 Kevin Littlefield KK Bronwyn Patric X
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ZANOESHBIMTHWT,
[RIENVAT T (CEEEZBRILEON 3 DHVFET . M. AX—bF /N1 X, HITEC 3. 2LUT AI/ML TY] &
Bronwyn Patric KOFES(CHWT. EEZENFIE IS NCCoE DHEDRANHOELE.

Who We Are

As part of the NIST family, the
NCCoE has access to a
foundation of expertise,
resources, relationships, and
experience

b L Al A TR
NIST | St

Infarmation Technology Laboratory

Applied Cybarmmounty Division
= MATIOAAL

I\ILSI",J?: CYDEPEETLNTY -
3.5.5-2 NCCoE OfiIE DV

NCCoE (&, KEEIZRERAMATTFT (NIST) MMEET AN -t+1UT1DRTRRFEL>Y-TI.

[AL 77./02 =3 U T, 32 BREUEADNIVZT 73T 20145 > A0RFEZRIBLTOET . |
ELT GAO (U.S Government Accountability Office : KESEHRER) OiIREE
Artificial Intelligence in Healthcare: Benefits and Challenges of Machine Learning Technologies

for Medical Diagnostics tM@7TenTWELz. CE 1)

3.5.5-3 NLRTTHEFD AL HA45>R
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ZOLIR—NIBBRRICE T AR F BOF RERBZEEDILEDTIN, BHOR(S, ZOLIR—-OHFT, Al ZIER
RESZIRY—-ICHIID Al OBSOEEWVELANILDITUIEDTT .

ZUT, TTNEFTOBAN-EFIVTAET AN~ BR T ERREIC T I DR OB RN RHSN TVET, |
ELTRIRRS AV B, AT URIRRZZAD I AN+ 254, TFANS— (BT ZIL—LT—-91E NIST Of
15> ZANBTENE LR,

NIST Guidance

Cybersecurity
Al Risk
Risk Management v Framework Privacy

Management
m..mag T AT
o
Wl
|
X

Framework

N NATYONAL

NIST  (C ooy PR
3.5.5-4 NIST HMRMEL TV HAHF> X

NIST OAAF>R(ETF5E URL ZSHRCIZa0, (2024 & 4 A 2 HIRTL)
YRIIRIASNIL—=LT-H
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf

AL YRIIRIAYNIL—LD—D
https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-1.pdf

Y14 N—-tF*1V71IL—-LD—-S
https://nvipubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf

TSANS=IL—LD—5
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.01162020.pdf

(£ 1) GAO DIREE(FTEC URL ZBERIZEL,
https://www.gao.gov/products/gao-22-104629
[COtI23a>DRFD L ]Session#GP38: A Conversation on Al Medical Imaging Cybersecurity and Privacy Risk Mitigation

Guidance FBEENLD
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https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-1.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.01162020.pdf
https://www.gao.gov/products/gao-22-104629

3.5.6 BYIRMSEFRCTO 7 (CDIAND i=fEERDARL)

=B EBEOKINCEET 2Dty 3> Tld. Henry Ford Health System O77t 2575405 -EF9DY%—>
¥—T&»% Marie Lee KN /(T 2)%BU CRREROEANDIR(ILARULERNS. IRTDEIRERNER
IREOBMRFEREL TERMEN ., TN TVRIRECEZFTORLZRARFEU, 2. IRBEENBEEI 355
R, TOUSLEENSENIEGEN . BLUSEROBEMECOVWTEREITVEL,

Meet Our Speaker

Marie Lee, MEd . PMP

Director - Virtual Care

Henry Ford Health

HIMSS' &

3.5.6-1 Henry Ford Health System @ Marie Lee K
[£#8] Connecting to Care in All the Right Places Telehealth Success BEZRILD

EIEERORALEMHY

Henry Ford Health System (& 2010 ENSERBEFEA> I DEZBSFATEEURN, 2020 FD/N\>73v)
(LD, EIREBEAOFANMBRREN (SEIMUELL. EREEE. V7L LADA-T1A/ETAZERALT, B&EL
RAENIERZBVTOI VZIRMUTEIBMRAETY . — A, [LARRIMRKICENZZDZEFICH -EX %R
#2701 T-DENRENTVD, EFZZI2AEEEEZZ I DHEBPEREAROBNTER.,
FZOEBNBRVEEFNNDT D, REDFBZITZI TVET, £fo. JZ125 -3V [CBV\TH2ED e 5" %
NOHA"ICEL T, YUZYIRBINIZ1ZT -2 320, IREZE(C I 28E, BEADR—/\-T-I0iEM. JA0-7y
TOFH/HRBEOHEE ., MBI R— MREDRBNITEZREINEUZ, INSOFREZBE(ORBEEEN IR BRE
FERTE COTVIRMBCEDISITHERTEIMIOWVT, FKR. 5. BAMRRE. LD7ITAUP T VG TOT 7
RMOFIEZTEU,
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J0YS5hDREERID

FRR-ZADIV=YY): ZFENMEERCERT 7E2ZIZENTERTOISLTT ., COTOTSALTE. 14 OF
RICTULAT IV RBNREEIN. 3 BOEFEREENETOFEREN U TVET , FENMRRUTROERICE.
HRIBCVDRAYIMERF TV %1TV\ =R OEFIRMHELEELF T, KD, NERPOREERONHER
FENFERATERT 7E2ZENTIEECRDEUR. £z, FEMREEBZHENT (BRI TEZIBNELS
(CFBIET. FIHBERN T THIRERFEDTICRZILARUEU, FEREL T ZEORRIRRBORELFERNAD
HEZROE ENRSNELR,

ER&EIVZYY: BIEAIGRIESNIIZy)T. REEMEBZRNSLIKERY —EXERT 3N TE
3J0U5LTY . BERVIAIY MIBEARNBRRF VIO FIHEE, BERIREREZTVET. RESUT, B
FRHOEFIRETUATAS oY ZRMETEET . INUICLD, MEB MBS RN M BERERT L
AERFBENTE, EEREIEOHORFEY - BN EBNERIN. ER7IVEADILANEIRSINFUE,

BEMERTONN AT T Michigan Department of Corrections ED/)V—hF—2vT#@8U. SRIEHHEES
THFMONATTEZISNZTOISLATY , CNICED. BEFOBIXRCHNBIANYRINERENZEEBIC. ZH
BDONEZBEUEER7ICAMEFEREINFEUR.

FAEBENES DI R
CNBOEDFEHCLD, 2023 FTIE 1,973 HOEfm2EOSL TEZRRMBEAIT 19 B, ZB&AIT 49 HoO
B Z BRI CEeeL B, BENTHIMBIIAMIBVWTEEIFIZRIRL AL,

Connoching I Sano b A0 T Bgel Figsos Tebamodkcinn Joooos

2023 Telemedicine. Provider Saved Miles and Days

$5.8K

Fuved In Gas Milage

Compiatad Visds Frowvigar Tome Saved Frovidar Travaling Cost Ssved
Wizl weers Tocasd using Fecaimn o o Binves i el o Tecerc] miloos
MIE &apmsinlrien! regxn Friowe lukes sncwicdes Lo srpienl ot e he
trawsd to patient: oo clars wiould hows hod ma
v 1o s potlants

3.5.6-2 =REFRTAICLEEBRORR

[HH#2] Connecting to Care in All the Right Places Telehealth Success EEZRILD
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Crnrsctie In Cloeedn AR G Dioeee leiemed s se e e

2023 Telemedicine: Patient Saved Mifes and Days

' 541 8K

Saved in Gas Milage

Appoiniriedns Afened Faten: Time Savad

witils weern loackne: pang Mezsrzd oo lbver linve: 01 wenned teaszand oo lescdizeal mikazye:

FAR Apparmend r-'~;:r:r-| hrwe dnken oo reznl eand rmiles

L (]

Jrrcwicdeor i odinic

HIMSS D @

3.5.6-3 =EEERERICLIEBEADRR
[£#2] Connecting to Care in All the Right Places Telehealth Success BEZRILD

EFEREZRINSEILHICE. BELEFRRMEORANSOZFFZEEUHIITSENRERTY . I, &=
PREARDRE(CHLL . FIMOEL(SBIGUST B BAHDFET . INICF. BFREEE ORI RSN, 2R
B9RIZ1Z7—2a> BIUEHTEIERT0Y S LAREMBINROENET ., Flz. 77./05—(FT0J S LORBKINICAR
B]RTHD. HEzDBERPBFERSE (EMR) LOMENEE T BEDRMBENSDI— FN\wIZEERL.
T0935 et ES BIIERL TOMENERDEE A,

3.5.7 The Global Malnutrition Composite Score (GMCS)

REBEXAICLIZE
GMCS (The Global Malnutrition Composite Score) ([HFERERAZZITVU>IS270-/LOEIETY,

50% 56% 24% 9%
a

20-50% of hospitalized 56% higher likelihood of 30-  24% relative risk reciuction Only 9% of hospitalized
. . day readmissions, with for readmission for those patients receive a diagnosis
cafients are at risk for or have . ) ) - e o
. " septicemia as the leading  with a nutrition care plan vs. of malnuirition
malnuttition . . . .
diagnosis upon readmission those without

3.5.7-1 REKFICLERNOFE
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REGABORRICRECFEELTED. AREBED 20-50%(FRERADIZINGD. RETTOBREICIDEBA
BRERIC 24%EDENHDIENBASMIIZOTVET,

Sriram K, Sulo S, VanDerBosch G,
et al. A comprehensive nutrition-
focused quality improvement
program reduces 30-day
readmissions and length of stay in
hospitalized patfients. JPEN

J Parenter Enteral Nuir.
2017;41(3):384-391.

Sulo §, Feldstein J, Parfridge J, et
al. Budgetimpact of a
comprehensive nutrition-focused
quality improvement program for
malnourished hospitalized
patients. Am Heaith Drug Benefifs.
2017;10(5):262- 270.

Reduction in 30-day readmission In cost savings generated by a 4-
rates for a multihospital ACO that  hospital system that implemented
opfimized its malnutrition care a nutrifion-focused quality
improvement program

3.5.7-2 REKFET7IBL(CLBiE

FICENBRBERANDTTCLD. 30 BEABRRZ 27%ERMUD. REOEWETOT 5 LEZRMBUILIETLD.
4 BT T 4.8M$OIR MHIRIC OB D CENEIEENTUVET .
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eCQM(Electronic clinical quality measure)

Acute Care Quality Measurement fom * eCQM (& CMS(Center of medicare & Medicaid
Malneitition Services)(CBUT. BFNLTFIAFLLER IT SAFLNS
cMs BFHICRHINT —9Z2B0 T, I#tENEEBEOEZAE

Centers for Medicare and Medicaid S

FRDDIRENREF IA—YNCRESNIAEIRTY .

IPPS

Inpatient Prospective Payment System

GMCS (§. REFRT 725 Ml I IdICERSNIIEIRTH
D, eCQM [CEVWTEENENTLFT .

Inpatient Quality Reporting

eCQMm

Electronic Clinical Quality Measure

GMCs
Global Malnutrition Composite Score

3.5.7-3 REXRZHNI 3155

MQii(Malnutrition Quality Improvement Initiative)

Hospital Participation

MQii

@ Malnutrition Quality Improvement Initiative
Designed to help organizations
improve malnutrition care and
achieve better outcomes
@ Data Collection e
A B
>

As of 2022 over 320 hospitals, that
cover 38 states including Puerto
Rico are participating.

https://malnutritionquality.org/mqii-
leaming-collaborative/

3.5.7-4 7XURICHIFD MQii AOShNftEEs

MQii(Malnutrition Quality Improvement Initiative)UT. 2022 FEOIFST 38 1 320 DEEHENT —
AYRECSHILTVET,
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GMCS Data Encounter Type+ Y N v \-‘
Inpatient Admission Time+ ! \ Nl
Elel J 79nt5 and Inpatient Discharge Time+ Rl N v R
A ttl'lb utes Date of Birth+ 3 3 3
Completed Malnutrition Risk Screening Rl N
Completed Malnutrition Risk Screening Time A ~
Stamp
+ +Dafa Completed Malnutrition Risk Screening Result v v
elements
used in other Hospital Dietitian Referral +
eCQMs Completed Nutrition Assessment v v i
i Completed Nutrition Assessment Time Stamp ~ ~
+ € Linked data o
Completed Nutrition Assessment Result v v i
elements
Documented Malnutrition Diagnosis
@ Completed Malnutrition Diagnosis Time Stamp v
Completed Nutrition Care Plan ~
@ Completed Nutrition Care Plan Time Stamp N

3.5.7-5 GMCS 07 —%1EH

T A EEBINEILTBILCELBAVY ML TR,

T —HURE DU EZBELET D

-REEAEEL. JDEERIBIRZINETES

-eCQM O ZBR IcT —YMEDER A LEAEEER M DBEZRIREC TS
THIERRENFUL,

RIANRTYT
B FIRTEORBICH I ZROATYTEL T, U2,

eCQM B ADESENBAL : EHR A>H—X0 IT F—LAEHIU. GMCS eCQM DEA LT MeURIATL, SHFSF
RA T4 - T0I 5 0%ERT 3.

F—HABEZRET-II0-0E | eCQM BHRLOBESHZIRIR I ZIHIC. XBILOERKRET —IVVES I ZRE
ER

ZEACSNIEAEADIEST : T—AOHEEERMZMEEL. HL7 J121=7%° ONC N EEIZLSBERII(Z>
TFIZZIB S BIHIC. LN IR EFPIABZIRAT 3,

FREREGRBORRREDREMEEZAAIIEBRLAF THACENMMNDST ZOFHIE>T —FUNEE(CDL
TFERCBVTEVFIEREFADIEIE THHEEZSNET . IOULEDHANEARCEVWTESRER &b
NBJTEERFLET .

[COtr2a>nRFDOH B ]Session#191: Pushing eCQMs and Tech Further The Global Malnutrition Composite Score (GMCS) #
ELD
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3.5.8 GDHP (The Global Digital Health Partnership) & IPS (The

International Patient Summary)

ZOEYaY (FMBRARE TOR-F L AREZEIEIROT — IR Me KR I BIH(CEHSN TS, GDHP (The
Global Digital Health Partnership) J&#h&. ZDHRTEEYYIOERNRMELETA— Yy MU TEfEENTL
% IPS (The International Patient Summary) (CDWT. ERRICCOEmEETELTVST—/I-VY> 2 &lL
3T FT—3avE, QA (LEBT1 ANy MThnELR.

Meet Our Speakers

L:,.j

Aisha Hasan, MBA, PMP, (SM Herko Coomans

3.5.8-1 GDHP £ IPS @D 2 ADF—/{-VY2LBtzyi3>

[HiE2] Session#202: The Global Digital Health Partnership and the International Patient Summary EHEERIELD

59, ONC US Department of HHS. Head of Global Health IT. Office of Policy @ Aisha Hasan K
&D. GDHP (OWTOERMTONELZ,

GDHP DOE3YdTJHIEREY —EXDEETPRHZECHVT, JO0-/LARETOR HEREHBOERZEE
HU IRTO NI T DK RMEREERZEVRE TR IDETT TZOEMELT, TIHIERICEOT
BREIIONIAR B IRARE EBEABEE, TUCGEEEI Z{EE T 1. TNZATRE(CT ZRUS — 5T EIRI R 5 J 4]
DA, LAIEDF. 36 OE (HAZEE) & WHO WhEBIUIERAEEIZERL THDET . GDHP O I
WHEHTEEMELELTHD. RIE (2024 F) FZEEEATAH. BIEREZNIVNMIILAFEHTHDES . GDHP O
EAXIBEHR(T Web b+ NMIEE&EH N HDFS (https://gdhp.health/) .
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GDHP Overwew

* Established in 25 —':‘:"- ""‘ I;_l"" ' ’:I' m:‘::'-
RIS B TR B D

* Australia (2018 & 2019) =

* India (2020 & 2021) R~ Co]- ol

* USA {2022 & 2023 e S e s,

* The Netherdands {2024 & 2025| : e,
* Vice-Chairs

roox S

ke
==L «---

« USA (2020 & 2021) E v [ [0 e e =
« The Netheriands [2022 3 2023] TR oo o e T o B2 50,
« Portugal {2024 & 2025 g :.:. oot

HIMSS @ o

3.5.8-2 GDHP OE&hNEE R E
[Hi82] Session#202: The Global Digital Health Partnership and the International Patient Summary EEBE&RED
FYI(E 2018 FETEREA-INUTHINT, 1R KE, BUTREOAS Y, BIEEER( 2020 F£L0HIE

HFIAL. KE. ASAERT, IRTEORILNIIUTIRDET . GDHP (3RS TIROLWVWIOSIINT, NIETEEI(C

BORSEREFRZRETLTVET . TO/EEMEIRIE 5 DTHEMREINTHED, OEBREAANDOEND, @Y/ /N\-tF1

U7¢. QHEEERM. @R, @RS —IRIBEICRDET . D 5 DOREIETEICEFEDIRTA MX—)U=1H,

Web B4 NMcARENTLET,

BYEEMBRTOFEBNSIOVWTRNTUET .

OEEEANDBENDD(CR I 2/EEMES Tl BEICWITZITIIINERE)TIS—P2ICEITTEDSNIEIRICD
WTO. ESHSEFNERL, BELERKICDOVT, GDHP FEORRAZABLTCVWET . REDIKRZEVNCFEUE
SCETEDELVHERICDIRNNET U ENENNELEN DL TIDRWERICAIS AR ZEH D ENTEET,

@IRHLE SHIICBI I 2YEREREI TE. BIFHSXELTIGDHP @ 10 AEICHI 2T SHIIVEREICDOVWTORELIEAZ
HBII37TI0-F 12 Eld. NHAUFEU, T, TIHINEBMOFMBERECET 2RI/ M-N-TE. &
EIR—=F)A® EHR. BRE7IUNS Al [LEDT AR FAVZRIBEEZRU TVWE T . SHICEEZFCTLAIL
ACBHITBEH(OVWTERRFTILTHEDET

ORISR RS I B/ERMEE TS, Policy Reference Desktop Guide #Z{ELTCW\ET . EEIIZZATLAD
FIFERE. SBBEEANT IR, RRAEEADSE. HBH4D 4 DO TRIEBLTHNET,

QYAN—tF1UF1(CRATRIEESETTIE, JO0-/ULT DI EBEDBRICETZREIATLARROTN -+
VT AIERUAICEE T ZE-MIE AU T (COVWT DRSS, TINA AEZETOY AN —tF1UTAADINRAI THELR
FRMERICOVTHIOTEL TEED, SRFTLRRB (T2 EF1UT(IEEHOZOEHCOVTOHA., [LOVTO
SEENIZITOTVET,

BEICOMBEERMCRIIZIFEMBIETE. Y0-/ULTOH eHealth (LB AR EFEREDIERIBIROIZEMRIG

OEDFES. 0/ TOEEER M T 22DV —ILPUY - ADRF. €U T IPS OE@EEIZITOTVE

ED
BT, IPS OEBEENCOVTREEFFEZLLVERBVET,
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GDHP Work Streams

. gl‘lnloul & Human : 0 . Cyber Security & eropersbily
g ALl 2 Camcting strateging Lo secure Promeiing Goos ering atusen
Building cigioi hecith lterocy neaitheors dovices, dora systam DA pathis end porsghen
Geross giobal Padlthcars ond retworks

a Evidence & Evaluation o Policy Environments

‘Sharng motbeds best proctices,  Yomalngsmon poiymekng o
ond examgles of dighal health Iestae sttactiv, sectrs FiEnd tuth
realuation [EMEwoTks tochnology ues

3.5.8-3 GDHP O 5 DO/EZAL,
[Hi#8] Session#202: The Global Digital Health Partnership and the International Patient Summary &E&ERED

#H¥(E. A5>4 Ministry of Health, Welfare and Sport. International Digital Health Coordinator @
Harko Coomans Kd&D. IPS (COWTOREERA T THhNELZ,

IPS (3EME2ET —IDIRELY T, RRCREUVEZERICEIIROEERIBEREZSHET . COEHENT
BEOZET —INERE (U TRERICA I R XIEHRZIRMHLET . {FTR/BETHREZN TERVEZEOE
2T -5 T, BEORBEZEBREMTIBOTNZIERIERIOZITEHRT. MHEIRCZOT—FEENFZEL
ROEYNIRDFET , E5AAEZBZ THBEROEDTY , TOBEHREARE OEEQVLVIF -/ EROIEROF
HEEOZERMEROUEANS. [CRBIENFT,

IPS ($70—/VL TR FIEEICROTVET . JIC (Joint Initiative Council) EVSHBIMATIREIZL THI.
JIC (Z CEN TC251.,ISO TC215, SNOMED. HL7. IHE OB ENENH. FEEDIBL TREY. ERZIT
2TVWFEY,

IPSis a Group Effort ®Joint Initiative Council

3.5.8-4 JIC (L3 IPS DIREFHAT

[LH88] Session#202: The Global Digital Health Partnership and the International Patient Summary &E&RIELD
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GDHP &£ WHO. EU Tld. 20 IPS Z#(c Ui ERRIGIROEBRHE (CHFTEERDIAAHZ1ToTHED. 2012 F0D G7
({FUZP=yR) Tl International Organizations’ Momentum &UT GDHP & IPS 2\ Ve EREIEHR
BROEBICEEZLTHENET,

IPS TIIAE 2 DDI-RT—ANMEEINTVET . —D(IEEFBEEN IPS [BIRADT7IER)> % QR 1-RE
TANY=RIAUNA D> O—-RUTAIFL. EBMSICTEEBENMREEBOIBRCEREE (R TEREEN DU IIE
NS IPS 1BIRZ1S2T - (BENEE) . — AT, COEMETOZEOER. REULERERE, BEE
HHIVELTEED. IPS ELTRIFL. ZDUV1EERZ QR 1—RETEE(ICSHIURMTZI—X (EEENTER)
HNEZIBNET, 20 2 DT —RIISL THEHFENETZIET. IPS [BIROEFH AV ZERKRLET

Planned Pilot of Patient Mediated IPs Exchange (US)
— L Ce @
]

HIMSS ' o

[HiE8] Session#202: The Global Digital Health Partnership and the International Patient Summary BHEERILD

3.5.8-5 BENEEULERENEEOBEHFENECLS IPS OEFHFY(II

Washington 1 Cl&. BHAC IPS NELZ{EL. TDOHFINEH IPS OBMZHEZL TVWSIMEELZ I 214
ZEBEUVUEULR. TEYAMV =234 B ABENTVE T (https://smart-health-links-
ips.cirg.washington.edu/) . ZNINIE IPS (FI TICHRPTERNMEFOTHDET  HFFPEE. 21—
S—-32RTIE. ZNEN IPS ((L2ZEBEBROBBOTHEFNER. BHINTVET, FAOE., A>T TH.
Medmij JL—AD—=J(CTERNTORRIEB TEHHEITH. IPS ZRAVHIYVIEHROHBDOLHEMFNHEEEL TOE
T, ¥R R RN -6 IPS (CLBHFICSALTETVETD,

GDHP (& IPS OERZ{EBEL THD. Z20T—ILIE IPS =EDSSRZEELE. \AOY MEE, 2L TASEH
T9.GDHP OX>/)N—(F IPS DBIFEZEIBEEDFEIEL TOFUPLEE. ZREITOTVWET, IPS
Implementation Guide (& 2022 £ 11 A(C V1.1 AATTHD. IRTE HL7 FHIR ([CXFFSUTZ V2.0 % 2024 &(C
B TEER T, GDHP [FEFEEIHDTHEL ARIF-ICEAITHAL\, BRI TRLTEPZOYR— NEEDIC
MH>TESH>TVEY, IHE  HL7 & GDHP (& Mini-Connectathon (EHARIEAAIRN) %ZBIEL. REARDS
—DeEBEZEHDEEZITOCVET.
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IPS Around the Globe

Canada Hong ¥ona, Ching

"7 Parbof "Ny FortGus Secans

Now Zealond

gapticn & inltal

marnt'nauipe e

craesiaihos

- ho) STngL
} tcraation and vendor |
N0

[ a
3.5.8-6 4 0—/VUCEERRINED IPS

[HiE2] Session#202: The Global Digital Health Partnership and the International Patient Summary EHE&ERIELD

RO IPS ELTE, TFANT—PtFaUT 1. BEBRAOTICRCTTZER. il BERICEIT 2ELE.
IL—LT=901>TJ50EEMR L. SBOEBUVADOMIG., ECEOIFEREMNDE-. B ORE, EADMFE
RN ETT, ZDHIC GDHP Tl IPS MIRODATYIEL T, CNFTOHR L INEEN AL TLOBDTT ., /0
=)V IPS BA LM XN —EDEED . 533 E8E  EEENTERL TO IPS T34, GDHP OEZED1>
TSBMHTAIE IPS MR, IPS ZBUIAZERFUSEURDONAS T L DR, IPS EEEZIEDPINLDLIBAN
> MNeBUI R ROMSE, S0REENZSSISED TVELEBVET,

3.5.9 P& (%) OFRBICHRAS YN\ —KBEZFRICHS

ALTUINITIYRATA—ILX(CHD Sky Lakes Medical Center(SLMC)(INYREL 176 BR. /MR EE 40 A AN/E
DR T,

Sky Lakes Medical Center

« Stand alone noi-for-profit community hosgital
« Calchmenl area
« Klarmaith ond Loke coundies, Cregon
* Modoc and Sskiyou counties. California
o Amounts 10 ~ 10,000 square miles
« Number ol employees: ~ 1,550 FIE and 300 voluntlaers
« Quipatient visils: >400,000/year
« Emergency Dept visits: -28 000/year
« Inpatient discharges: >5, 100/year

+ (xoss patient revenue: >$550 millon/year

3.5.9-1 Sky Lakes Medical Center DH}E
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2020 £F 10 BICRyuk S>H ADI 7 REZH(CLHOTHEE N HOEERESATLADIED 1 DT
UTze

4 2,500 &80 PC £ 600 BOY—N-ZZUINTOASIA Y —EXMELLEL. EHR T3y RIA—
- LEATSUELER IT AOA-0+1U74F—L4 CTIR 5V eg N—RRE% Kivu %2 0
| %NS T 1 hASETEIEISZENTEEU,

~» San Juan Regional Medical Center @ CIO T#%. John Gaede K(IZDIXERNSDF U7z
HBELTUNZEU

3.5.9-2 John Gaede K&
(%1) CTIR
CISCO TALQS;the Cisco Talos Incident Threat (CTIR) team
CISCO t#HOt+1U7 1 BRI SRICEI I 2B PIRNHZ TRt I 281,
(3%2) Kivu
BAN-REBLUTAN - - U EBRDEFIEEE

EAEELL T 0BT,

10/27 IDRI-UW5SATLANMBVEVWSEHIBNGD., FHEZRMIE. (SLMC NFEEL CTIR MR- I 34kH)
AIA®D 10/26 [R=FANESZBIEVIA-IOUSIEREBNI IWIUZZETITIYLADITHMEA fEBILTZCE
hHIBA,

11/3- CTIR "EBOEFICEINER

11/23 PACS ¢ EHR %#1&|H

arREE LT,

c KIERY - NTSYNIA- LN TN 1—T1 I ZBS BT

223t OTF17S AT ANEARPTYI DIV BBRINAR T RIMIREE THolelE
ZEFTVELI,
CORRUSTIEI AL, ATt DOTF1UF1F— L CTIR & Kivu RESHF—LEDFEI DB T sED@HTUIM,
[ ERADIREFTA N —ARRESFLEDBHE THOIZ | ERRTVELIZ,
Talos

IRRIREOFFE

-CIEICRET 2B FIZRDIEE
Kivu

AT AT LDIEIH

-Talos DIFEFEREEDMDI AT LADIBEBLRZLEE

EIRTOERELTOEDTY,
stepl : RYRNI=IDEI A N3
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step2 : SLMC "5 A7 Lzt
step3 : EER T A-RIREIZTITT -2 FEROMEL
step4 : H—/)\—DBFNERI{FF
step5 : IRIBEFREDTOTADTE

The Recovery Prr:}cess
Steps 1-3

Step 1: Segment the Step 2: Disconnect systems Step 3: Communicafion is key

e hwiork from SLMIC
- Contact Asanfe Health . Establish a command center
System [AHS) leadership « 27 floor Conference
= Shut all systems off to disconnect systems Room and meeling room
sl lis= from SLMC - Establish communications
CIIHICG'.' financial, - Connections + Hospital wide daily huddles
operational b (Tunnels) ’ + Twice daily [08:15 and 17:00)
- Prolect against »  Citrix « Commination limited fo
further Infections = Access Cisco WebEx (Teams) which
+ Decrease lateral - Systems hod been established due to
LelEl s COVID-19 back in February
2020
FREPARING. FOR THE [UNWIEXFECTED. FREVEMTING CTBERAITACKS BERCRE THET HAPPEM 1. Dirty VLAN

2. Staging WLAN
3, Clean VLAN

The Recovery Process
Steps 4 & 5

Step 4: Prioritize servers Step 5: Define processes

+ Many versions of prioritization of |. Restore clean good known back-up in
SEVENS the clean environment (Staging VILAN)
= Example of upcoming 2. Full installation and system scan with
snowstorm and the ability to Cisco’s AMP and Kivu's SentinelOne
have Tacilily services run ’ [Staging VLAN]
thelr heafing systems for 3. Full Microsoft patching [Staging YLAN)
external surfaces 4. Move server to clean VAN —
production environment (Clean YLAN)
3. System owner validafion (48 hours)

&. Release for production use

3.5.9-3 1EIA7O0EXR
step4 DEFIBAIFFDECATI(E,

MESRNEAAT I (FABRETEVE T . BRRS AT ANRBREB O TVELN BMAD VWO T ORIEEFZIT
3 Johnson Controls #tD3AF A%IIE _EIFRIEDFINMBIIODTY , JERBESNDIEMNETZEFE ML Z
(XQAEI)

AZSAUABIBEOVTIE,

OFT A ABHEBE- IO N 7-SQERER. SZWikes. BN TREDAH-DHR— /N RT— REERET
> RI-YDII5 EIT@RRRS AT LAOEIHOEFHILTOEFEO Y — R\ —F1—DI AT ALBFHILTOEST (C
DVWCERBAL TWELIE.
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Getting Back Online

Device Triage

+  Rebullfreplaced
2500 PC's

+ Replace 480
Windores 7 PC's or
legacy PC"s with
Windows 10

+ Deployed 24 iPod's

* Sefup User Access

+ Sef up scanners,
prinlers, COmera’s

+ el upremole access
for EMRE back-enfry

Getting Back Online
o Recover Clinfcal Systems
» Clinical systems
communication

and vendor
- Recover cancer
tfreatment center

2

Vendor Support

« Medicatfion
dispensing

+ Diognoshic Imaging
(CT, MR, Xray, US,
efc.)

- Read at the
modality during
outage

- Bum disc's due o
modality storage

= Smart Pumps

EMR Connection

« Build out
reconneciion

- Bulld documentation

- Agree on
Memorandum of
Understanding (MOU)

3.5.9-4 A>S5A>4EIRTOER

TRAOFELL T, BERE - ER -0 3 RzHRBALELE

Stand Up End Users
- 100% strong
password change
with a minimum of
13 charocters
+  Active Direclory
« All
servers/vendors
+ Al VPN's
= EMR's
« 150+ other
systems

Third-party Systems w/ EMR

* Restore 34 party
sysiems fo suppori

-+ Restore EMR fo full
clinlcal use
enterptise wide

Organizational Impact

Fatient Safely Operational Financial

The medical record Faper . pre-a AR =

«  Patient history not available »  Prescription pads 31[31,-"25,"20 I fack: AR = 56.3

*  How to comeclly place an availability . 4-‘“21';’21 (post-attack): AR = 107.8
arder = Toner for all the copying dI{:le ’ '

+ Mo tube system for fransporting
labs from the ED 1o the
laboratory

Communication

+  Between shifts — relied on “white
boards'

*  Belween deparimenils - Lab,
B, Imaging, Mursing

+  Staffing - relied on texting and
cell phonss

Comect documentation
[signiatures, diagniosis,
dates, orders)

«  Enterprise-wide impact
Massive backlog of
paper

«  Coding/biling delays

*  Clinics - MD signatures

«  Owistanding claims drop from
30.2 days to 4.4 days in 1 month

3.5.9-5 HEEAOFE
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BETZR(CELTUT. MEREDAINTMEZ BNl D212 -2 FERELTRTA MR—RPFFI Myt —

SEENE2Z/RIOCE. ERICRAUTEAREDHZRELL ., IE—HO N —bBME O, TUTRENDEK

SLIBOELENEZ O TUF ol Z EIFTVELIZ, BT EDOFZELUTIE AR "Accounts Receivable" (Fo#l&E)
(OWT. IRERIOY —E IRENSEIEDOZIAVE TOFIBEN 56.3 Biooih', ERDFTHREN 107.8 H

(TABIOUIECEDFED, BAN=TAVIDFER. RN SZIAWVEZIFERDE TORFEAK) 2 EEEIL. HWEDOFry>

1T0-([CRERFEZRIFL. BBENRIA-SEZF e ZRUTVELUR,

Fe  JL—AIDVTE. 1 s BTERINEIL L0 30.2 BHS 4.6 BISHEAURIELT, YANX=TA9ICEB—

R RZERSIERELOR. RN ERISRINEZEIRL . TeDZEFBAS RO TE e ZRUTVELIZ,

John Gaede (3. COERNMSOZEVEL T, VAIEEOIHOEAN R FHIEEZIRRUEU.
- RO ERREIREEDHE.
ZAYT-BE - D1 TAEORIDE AN RED SR,
SO ADITAOMSERIE (IY5V>0L) .
<Ry NI DBHEZE(IBIRLDE (LN EES LD,
X125 -2 E—,
)\ PV LBESIEDBSLE. 24/7 D MDR XDR (L& 2E5:&M51E.
- BEADE T\ RIvIZRELTHCE,
ABSCIERAT I FABERE(KED LV TERFNDTH L.
HRD/\wI 7y T TOLRSRAOEE (IHEET 2N, REMELLCRZ TEENMREICR S,
T —ADBANZTEIRIIRGTIE,
BEDT—ADE AN FEEU EICRFRIPC AFIDIDS.
A>T NI EDISOERE-IAL > DvINEFIR-MHE,
RIH—EDEBEHY)— "=y TZBU T AT LAERIRICEA T 3552 FAR.
cEBFA=IDITIVIV T (S L DEAE IR S — DBEANKE.
BI2TAITD 2 BRIBIIDEA,
B, . W (MDR) (£2WT 24 B 365 BRYNI—I%ZERU. 137> MIIGOEPIZRICENREFIC
TOCATERLICLTHLZE,
CFIVTAIBIREAND NEIE TRNDE. OJEANRY NEIEBNTERLS(CRy NI —I0a]iR Mt z@E LT3,

BRIBAIELL T 0EOTY,

BIIafI #REIR
Loty fesommencefion B ERERRIME 0TS
Implement Multi-factor Authentication
- Continucus Monitoring _I%_ %ﬁ%ﬁﬂqr\%*ﬁ
Medium Centralized Log Repository EF] Dggaﬁio)qjge,ﬂ:
Medium Incident Response Team or Retainer
Low Incident Response Plans and Playbooks EF] *()*}5-) l\(D—EéE'EE}_A/EFH%
LS secuty Awareness rogram B 1255 MEtEL > KTy

& EFa1U7&57075 4
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RE G HREOHEME. SEYAN-IRB(CEIHBEDMAN TETLSLBVEIN?]
EVSBVMNI TYS a3 T UEUIZ.

COEE(F. 2020 FOHEHIT. BHLKONDLR— MAFHENTOET  ZNICEMMNST, SEtidTIntys
ANFEENTEVS L RNEFZADZFUNGHBHEVSTELERNDNET .

TR OARPERNEARE(LESDOTEIARLLRETEERAN, 3 BREITOI AT ABHEZBADRKFTELEAT
HEHRDIZEARI TI U AU — L DB IARFIREFEINELFZVWEEEFRUFELR,

[CotIa>nORFOH B Session#203: Preparing for the (Un)Expected: Preventing Cyberattacks Before They Happen :&&E&
Bld&b
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3.5.10 NILART 7 D (CBd Y S DR

550> — (BRI 25BN HIMSS Market Insights (C&D 2024 £ 1 BIATHNFEUZOTIRELE T,
CORABFKEDRES/ EESATLANDY—F-100 ANEIZELEU PRERELTIE. TSRS RTA=X=23>0
ERDFEAHDERE /1 IR—23V (AL T, BN TERREDSEIFEEERFENZF ORERIHLY IT/7
)05 -DKENCHZEDHFSHIL. 60%N IT/74./05—EBFACFRIEL. 40% MR EREIPOY—-F -y T TN,

2024 FFDRAICONT

EMot ot all prepared B Minimally prepared 8 Somewhat prepared B Very prepared B Exremely prepared 5% T2B

Cybersacunty

Workforce sharfages and/for

= E 6% :
increased labor costs 16% 5T% L g :

3.5.10-1 2024 £0fwx
[{E8E] The Latest Insights on Emerging Technologies in Healthcare &EZRILD

RSB AERY (37%) . Stnbits (40%) | IT/EAMiERH (49%) (HUTHIBNIMGEERUT
WET HAN-F1UT/(CRALTEEEMRICRIT 2R MBEEATVDEDN., EENTETVDERELU TSR
66%I(CEEFOTVET . FHEHRBPLFHE IR SDBANCH U TEEMNTETOSHEIE 25%DHT. Siinfb(C
I HEAGIEEEER 2500 AKFEDOMRIETE 29% M ERTESTORMRRTT .
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79/05-0ER

lssues with managing technology systems,
plafforms, and devices

Mot leveraging available technologies fo therr fullest extent to
impact clinical, operational, and/or business goals

3

Resistance to change and adoption of new technologies

§

Lack of interoperability between different systems

&
A

]
B

Data privacy and secunty concerns

Inadequate data analytics and insights

8

®
B

Regulatory and ethical issues related to Al and digital health

Difficulty in selecting the nght combination of protocols and
technologies

?

Low user safisfaction and engagement

5y
R

Difficulfy in managing and securing loT devices and mobile
health apps

Accessibilty and/or availability of remote and flexible health
solutions

oy

3.5.10-2 F7/0>—-0ERIRNNR
[LE#8] The Latest Insights on Emerging Technologies in Healthcare BEZERILD
67 % OFRFENF) A ] BBl R ABR(SEARL TORVEIREL THD. 1S sz iF DTG E<
BOTVWET (75%) »

BEI7OELHRRICNNTH7H./05-DiEREE (2024 £F)

% Utilizing

mLess than 7,200 emp oyees u / S0H employees

Arfificialiniglicence / Machine lsaming m ogm, f
L a———

165%

30 printing for devices, elc,
D iopntng | — 1, 1
S o |
ey — P
Vel ey /el | —— ;T

HNonomedcine 1435

s34

LT ® |

0%

Indicates value is significantly higher
t versus other cohort () af 5%
confidence inferval

3.5.10-3 2024 F(FHI370./05—
[tHE2] The Latest Insights on Emerging Technologies in Healthcare EE&ERILD

110



7,500 ALIEOEEE A1 Z 2 MR TE, Z<0FT0./0>—-%2FH9 ZulaEENKIB(CERDFET . AT
(C3RZD(E. Al/Machine Learning (98%). EYI T —4BLUDHTIYNIA—L (98%). AX—K D175T)
(92%). VR/AR (76%) T9,

% Leverage for the first time A7H amongst orgonizations with less

Artificial infeligence / Maching l2aming _ 25% than 7,500 employees vs.
4% amongst organizafions with 7,500+

Virtual reality / Augmented reality 15% employees
34% amongst orgonizafions with less
Smarf wearables, trackers, and sensors 10% than 1,000 hospital beds vs,
14% armongst organizofions with 1,000+
Automation technologies 8% hospital beds
Nanomedicing 8% 21% amongst .C::ecmon Makes Vs,
3% amongst Influencers
loMT devices, hardware, or software 7%
3D prnting for devices, efc. 5%
Big data and analytics platforms A%

Robofics | 3%
Cloud computing 2%
30 bioprinting 2%
3.5.10-4 ®HTERLZWTY./05—
[H82] The Latest Insights on Emerging Technologies in Healthcare EE&ERILD
INFEAE RS 2024 €EIC AT ML 28I TERULZVWEEELD, BRIREE BB L ERLIZLEL
SEIETUR,.

% T2B
(Very + Extremely lmpactful]

Big data and analytics platforms

2%

Arfificial inteligence / Machine learning

o
|
=

Automatfion technologies

[ 8
L4
]

Cloud computing

£
[}
#

Robotics

&
3

Smart wearables, frackers, and sensors

IoMT devices, hardwars, or software

K

K

3D biocprinting

[T
=
a1

Manomedicine 32%
3D printing for devices, etc. 29%
Virtual realty / Augmented reality 22%

3.5.10-5 FBEITT7DOBLARCIIUTST)./0>—DERETEIRR

[H82] The Latest Insights on Emerging Technologies in Healthcare &E&ERILD
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FEEYD IT U-49—F. EVIT—IEDHT (72%). AI/ML (67%). BENIMELTY./0S— (65%) HBEIT7EE

DEVKRICERADFE

Z5ABLEUTVET, — 7 REFENSEILRITOREICHIMEED 5 AIC3 A

A BEURFHEEHD 3 DD 1 M 2024 FOBRETTOEERROM LCHNT 3D NAATV>F1>THIE

BICREMGENZRILILRUTVBIRIRTY . F/EBRNIARER

B %8B
o=

Z5Z23EMEUVOEINTRARE R TU

feo RFMERBHKD 5 D(C 2 DL EFORY MERI2TEZSTEL TVET .

ER LDRE

Investments required for IT systems and process redesign

Inefficiencies related to quality reporing requirsments
(e.g.. manual efforts, duplicative requirements)

Marnaging nsk across multiple third-party vendors

Frequency of regulatory changes

Cost of administrative activities related to regulatory
compliance

Having to pul clinical staff away from patient care
responsibilifies

Ongoing interoperability issues

Mew models of care not supported by existing regulations

Top 3 challenges selected

56%

427

38%

3%

24%

20%

17%

3.5.10-6 #EE LORADRE

[HE2] The Latest Insights on Emerging Technologies in Healthcare :&E&ERILD

O =
NEsTs) =1

IT SZAFLETOCADBEHEHCHERIRE (56%)
—RI=F4—(EDBYRIDEIR(38%) (3. ARHE<T(CES

112

LiR—MIBHET BIEMEL (42%). BLTEHOY
LTRRESEY® IT Y-I-NEEIIRADRETT,



Investments required for IT systems and process

Top 3 challenges selected

redesign 56%
Inefficiencies related fo gualily reporting requirements 097
(e.g.. manual efforts, duplicative requirements) 4%
Managing risk across muliiple third-party vendors 38%
Freguency of regulatory changes 37%
40% amongst
Caost of administrative activities related to regulatory a1 organizafions using Epic
compliance ° s their primary EHR vs.
19% amongst
Having to pul clinical staff away from patient care - organizafions not using
responsibilities 24% Epic as their primary
platform
Ongoing interoperability issues 20% 30% amongst
organizafions not using
MNew models of care not supported by e]xi?_ﬁng 17 E‘P‘;t;‘fg's_r‘:ﬂf:\irlr primary
reguianions 12% amongst
organizafions Epic as
their primary EHR
3.5.10-7 EHR JF3yhIA—AMERARIORRE

[LH#8] The Latest Insights on Emerging Technologies in Healthcare

Epic #754XY EHR J3yhIA—LAEUTEERULTWLS1EE(40%) Tld. BIEEEIOIZAMNIBELT
=<R0ET ., —7A. Epic #F54YY EHR T3y IA—AEUTEERUTORWEE (30%) (&, #GEARIEEER

HCREIEN®HBEEZELTVET,
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3.6 Thursday Keynote
The Future of Healthcare How Robots, Automation, and Al

are Transforming Care Delivery

Zipline O&[FAIF%EFR CEO TH3 Keller Rinaudo KHTolc B AEEDECER T, Zipline (. EEAMm®
ZOMMORBOBER RO- VARSI AT AZEE T 2% TI . Rinaudo K. LI24 CIIR T ERR MAZRET
PEEMR(ICAELX T 2mRIIDBENSIEED Zipline DFEHEHBULELZ. AKE. FEGIETRLDIFOME
BZRSITRE, B0 —EANRFUIE ER@ALEUI, Zipline (FZ0&. HHETIEAL. KEOIAILT—
NREDFEBRERES AT L/NTEELIRELTOWET, Rinaudo K&, KDAUERNM DRI (CEHFE(CEIZRHXT
&% Zipline OFiLLY Platform 2 77./05—(CDWCERBBLEUTZ, BK(E. COF7./02 W EEOSAT1I %
ZEL, BEOWRIFZNEL. BEADOVITAZIELI O Z585LEL, Rinaudo K(EF, &P TE@Y
BERAPK M ZTEARYT 5 LT, E31. B LORVFEADE DI OEE G @ALEL,

HIMSS & HIMSS @ HIMSS 36 HIMSS 3

!

L g

/S 24 H'Msr 24 H'MS‘ *
5 :,.‘

HIMSS &+ P 455 24
' >

S Hlté‘ , HIMSS

X 3.6-1 RO-—>EHPERETT
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3.6-2 RO-EES

Zipline DFHEE

Rinaudo K. Zipline WILI>405REEICERR RO— > & F> TR E R R EEEL TV HIDEZIRDIR
DFEUR, #(&. ERHINZZERUCEROMERORE, BEOEIRCTIADFEZRFUISEZHBUEUZ, RV
SIWARZFRZEDFABCLDE. Zipline OY—ER(E. NITIHTH-ERZIRBUIRRES A THERE X%
51% HIIFI2D(C1&II5F U, £z, Gates Foundation (3. Zipline O —FTOZBECLD, DIF 2 OBEZEN
60%. DIFABTEDRERN 3%. KIBBOFEEN 21 %L EEFRRUEUR,
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3.6-3 BECREULTIAZE
KENDIEK EFT%i

Zipline (& Walmart &3RHUT. 2021 &F(CKET RO-CEGEY -E2A%FIAL. ERNSEEBEE(CALIERRHM
AUELUZ. BENSORISFERNICFENT. 2yh JOE-45—- AA7HEL SBECHBAINTOELE.
Rinaudo K. Zipline OFLL Platform 2 F4./03—%BNMUEUIZ. COFT0./05—(F. LDFRNDZHER
MICEBCEEAGETE. Rk, EEARE. VTS 24 BRLUAICHETEEY, Platform 2 (&£ 50 M
TOBEBERIICBILT FAA NSTERIRHIFAREZIITVEY,

3.6-4 FREIRO-ARTT
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EROSATAIADEE

Rinaudo Kl(&. Zipline O77./0S—-MHEEOSAT1IR, FHI2H. BPIECX. TEERREODEF 2L ETS
BJREMECDVTERBALEUTZ. BRI, Z¥TBOU7ILIA L O AT4IA0IRM, BFIEGROMISHS 170K, 7E
EEBEEEMMBIBCECTITATEEZLICTRE2B1FEET 3. Cleveland Clinic. Intermountain
Healthcare. MultiCare REDERE/IN—M—DET3a>ZHBLELUR. Rinaudo K&, BEOFIEMEOE L. O
ARDHIE, EBEAD7IZADE _EZEDBRNS. ESRABRZHEET 2t zmAL U,

MR

Easy integration for all shapes and sizes

e
3.6-5 FEIRO->ANRE—IILEBNT

Trgating every lab Never missing a Closing the physical
like a STAT lab prescription delivery  gap to care at home

3.6-6 FERO->DO%IR
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Rinaudo (&, SREPEEZTART S L TOMIN-23VEBMOEERZRALFELIT. R(E. SvTS51>OYEA
OEE, DEOEHZAETHICE TIBLAAEZEPRIFICOVWTEEDEUZ, UHU. #hD5EEE RBRL TE ST
(C&T SYTFAVIBERTEIRT ©ESTER Mz MFELELZ. Rinaudo K(&. BRE TS597/\>H—1&. 20
it EE 7 IVADHEENSA Y AEL —2 3> #2185 T RRADFHL(THEE D328 LER(ARLELIZ. ]
(& AIR=23DDRKZFAFD LT BB RRCERNEE THBILZMmMALELR.

3.6-7 RO-> DAV -JL—-LK

3.6-8 Y133 KICHIDRO->DfIERF
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/ﬂﬂ "

3.6-9 ZIPLINE ODR45vJ

[COtI23a>0ORZOE B ]Session#176: Thursday AM Keynote Z&/ELD
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3.7 Friday Keynote
HIMSS24 &#&H 723 3/15 (CE. FR1-F4& T5t 2 DD Keynote 2y a>h'&DEU,
3.7.1 Friday AM Keynote

FRIFD Keynote 2y=3(d 2 D0 part [CONNTEENTTHI. BIHOD Partl T(& Taylor English Duma
ERREIBPRO Mitzi hill & & Michael Ruggio K& [Artificial Intelligence and Healthcare: Addressing
Legal and Operational Risks with Current Best Practices] &L\5%1 MLOFEEMTONEL.

HiMsS' @ HIMSS @ HIMSS'@® HIMSS @ HIMSS @

u : ' ~ Artiflcial Intelligence and
) \ .! . Healtheare: Addressing Legal
ts

and Opaerational Risks with

Curvant Bost Practicos

T My
} ;

ALTH

3.7.1-1 wy33o0A-T=>%
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Security 1254 NUC, I/REHFRCHIIDY v IS 7U ) KREOF OPERNMETENEUR.
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[HHE8]Session#257: Friday AM Keynote &iELD

3.7.2 Friday PM Keynote: Championing the Capacity to Lead

F1&D PM Keynote w3 (3. BE8 HIMSS Oh—RA>/\-T#3 Dr. Amy Compton-Phillips Kh'&E5
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twa>nO&E&ICE. Informa #XFRLT Ramsey Hashem EK&D. Nick KHEET 3 [NICK'S KIDS
FOUNDATIONIA $10,000 OFIHEEEEN. BARLRIBFDEBL. Keynote v a>0OBENEHUELU,

[COtI2a>ORIZFROE B ]Session#268:  Friday PM Keynote: Championing the Capacity to Lead
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Epic #t

EMR ZERI 93 Epic £ Tld. Generative Al ZERAULEFHILTHEE (BYWERK. BEAN. EEIZ1=5
—230%F) NMERESNTVEUE, FetoY—PE25-F0aez BB UL Virtual Nursing JO#EEICDVTE
BIh&HOEUE,

Virtual
Nursing

Helping make nurses’ lives better...

.
At the Bedside

Gives patients direct access to remote
nurses or an on-site pool of nurses in a
command center.

Remotely as Needed
Experienced nurses mentor junior
nurses or NPs either from home or
acommand center.

At Discharge
Lets specialized remote nurses help
. patients to prepare for home, while
& bedside nurses focus on care.
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QO Initia) stroke/EMr

Tempus ALS Pro
FAST Stroke assessment
O Emergency room
IntelliVue X3
B Diagnosticimaging
% Spectral CT 7500

Radiology Operations Command Center
-

Advanced Visualization

: ; -
f\ ! y : 2 Al Manager
53 - VuePACS
/ o ) Surgery ICU for recovery

patient Monitor - Intellivue MX750

patient Information Center iX (PICIX)

/ -
Medical Device Information platform
monitoring
kemeuy

o1 Jemetry Monim(»InleU:Vuc!wa
Telem e
‘ istevent management s>
CareAssist &V
’5 Home ecovey
o Cardiac Telemetry

mcoT Mobil
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patient monitor
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Medical Device
Information Platform

patient Information
Center iX - PICIX

IntelliVue MX750
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4 Fetv>3a>—E&
4.1 FEYVODHRELYS I HE

HIMSS24 Oty asi&Z=Y 4 b https://himss24.mapyourshow.com/8_0/sessions/#/

5. NEYD . BT NEYIBITHRZREITV\ TOFSZRANIIEREZ T siRICEEHFEUR T NEWITRIRIEREL
TERRSNRHOL, Life Sciences. Patient Voice:Patient Stories. Ethics (CDUWTIE. Keyword #3%17>
[HEROEYS 3 Bz EH L TVET

RB. Ly a>#m Total K1 802 LRHITVEI N, DDy aUTHBED NS - HT REWID X h T 5N T
WBDT. Ty 3> 0fsR(d 802 HRimERDET

TOPIC SUB TOPIC yS3 8]

Clinically Integrated Supply Chain, Operations, and Logistics

Financial Management

1 2
Business - Guiding health leaders toward financial 2 7
1 . N X 3 |mnnovation, Entrepreneurship, and Start-ups 14

sustainability and operational excellence. 7 3

Product, Program, and Portfolio Management

29
5 |Alternative Care Delivery Models 6
6 |Behavioral Health 7
7 |Home-based Care 2
8 |Life Sciences 9
o . . . 9 |Long Term Post Acute Care (LTPAC) 4
2 Care - Equipping caregivers with tools to keep patients and [70 [patient Experience i3
populations healthy. 11 |Patient Safety and Quality Management 10
12 [Patient Voice/Stories 10
13 |Personalized Medicine and Genomics 1
14 |Public Health and Population Health 9
15 |Virtual Care: Telehealth, Remote Monitoring 12
83
16 |Artificial Intelligence/Machine Learning 56
17 |Clinical Informatics 40
18 |Clinical Research 5
3 Data and Information - Securing and streamlining health 19 |Cybersecurity, Privacy, and Security 73
information to improve care delivery. 20 |pata Science 11
21 |Health Information Exchange 24
22 |Interoperability and Standards 116
325 |
23 [Access to Care 6
Barriers to Care Delivery, e.g., Low- and Middle-Income Country
Health Equity - Technology that ensures everyone has a fair | 24 (Mo 2
4 and equitable opportunity to attain their highest level of 25 |[Digital Literacy 3
health. 26 |Health Disparities and Inequities 15
27 |Social Determinants of Health 13
39 |
28 |climate Impact, Risk, and Sustainability 1
29 [Data Governance 3
o . 30 |Digital Maturity 9
5 Organizational Governance - Empowering health leaders to [37 [Eics 24
inspire change and lead strategically. 32 |Leadership 10
33 |organizational Management 4
34 |Strategic Planning 4
55 |
35 [Change Management and Process Improvement 13
Process Analysis and Redesign - Addressing a set of 36 [Project Management 1
6 | interrelated or interacting activities which transform inputs | 37 |Robotic/Business Process Automation (RPA/BPA) 2
into outputs. 38 |User Experience, Usability, and User-Centered Design 3
19 |
39 |Global Health Policy 9
5 Public Policy - Addressing the core issues of digital health  [4p [Heaithcare Reform 4
with advocacy and public policy. 41 |Legislation and Regulation 14
27 |
42 |Core/Foundational Systems 17
43 |Digital Health Technologies 57
8 Technology - Examining digital solutions that improve care [Z4 |Digital Health Transformation 48
delivery and health management. 45 |Digital Therapeutics 2
46 |Emerging Technologies 35
159 |
47 |Professional Development 35
9 Workforce - Preparing people and organizations to tackle 48 |Staffing, Retention, and Employee Wellness 9
what’s next in health and wellness. 49 |Workforce of the Future 22
66 |
Total 802 |

F4.11 HECYIID—

NEwI3$EELTIE, 3.Data and Information - Securing and streamlining health information to
improve care delivery ' 325 #FE#izeT%<, 8.Technology - Examining digital solutions that
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improve care delivery and health management.® 159 4., 2.Care - Equipping caregivers with
tools to keep patients and populations healthy.® 83 {F&#EEFd,
BINEWIELTIE. FEENMT 5 ERDET,

22.Interoperability and Standards 116
19.Cybersecurity, Privacy, and Security 731
43.Digital Health Technologies 57
16.Artificial Intelligence/Machine Learning 56 4
44 Digital Health Transformation 48 1%

IRHTOENREV TETALINIER(CE NI RRUIZD T, HIMSS24 Ozy2aA&ZmY A hT Keyword 1#83%%ZLT
HEUI,

Keyword #&Z& T (4.
Al : 243 F
interoperability : 214 %
digital health : 156 1F
security : 1254
EVOFERTUR

4.2 HIMSS23 &L DL

HIMSS23 & HIMSS24 0BT ey DHEEFRZ L T ICEBLET . BT MEY(E HIMSS23 0 33 IEB(CXILT 49
IHEHEARIRIIBRTHED. LMD EEEIN TVBIENDONMDFET .
Yy oM. HIMSS23 (1 y2a> 1 A7JUOREEN GO Iy a>hF0J) #E(CLIZED THADICXFL T,
HIMSS24 (CFRROERINGC. 1 v arMEENTIVICX FENTVBIHLEESTRICIFRDFE A DI,
A ke Y>3 TR LE R 2 2y A LEREL TR EBLE UL, 2Oy as LERTHE I 5L, b
nrey2azeu T,

HIMSS24 No.5.Alternative Care Delivery Models RER D,
FRX LT,

HIMSS24 No 28.Climate Impact, Risk, and Sustainability

HIMSS24 No 31.Ethics

HIMSS24 No 37.Robotic/Business Process Automation (RPA/BPA)
RENBICOEFT,
HIMSS24 No 14.Public Health and Population Health (& HIMSS23 h'5 1/3 fZ2E(cfa/\enEzUiht,
NEEIOFHEIOEESEUICENRRNBLNE B Ao
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HIMSS24 HIMSS23

Ty a3z Ty 3z ®E
(%) tysa> (%) tysa>
No. SUB TOPIC o] R SUB TOPIC sy | o
wey3a>8 wBy>3> 8
Clinically Integrated Supply Chain, Operations, and

1 Logisticz ° PRy P 0.2% 2 1 Optimizing Clinical Workflows & Performance 6.3% 13
2 Financial Management 0.9% 7

3 Innovation, Entrepreneurship, and Start-ups 1.6% 13 2 Innovative Business Models 1.9% 4
4 Product, Program, and Portfolio Management 0.7% 6

5 Alternative Care Delivery Models 0.7% 6 3 Alternative Care Delivery Models 2.4% 5
6 Behavioral Health 0.9% 7
7 Home-based Care 0.4% 3
8 Life Sciences 1.1% °
9 Long Term Post Acute Care (LTPAC) 0.5% 4

10 Patient Experience 1.6% 13 4 Patient Experience 1.4% 3

11 Patient Safety and Quality Management 1.2% 10 5 Healthcare Reform 0.5% 1
12 Patient Voice/Stories 1.2% 10

6 Personalized Medicine Using Genomics 0.5% 1

13 Personalized Medicine and Genomics 0.0% 1 7 Precision Health and Medicine 1.0% 2

8 Patient Generated Health Data 1.0% 2

14 Public Health and Population Health 1.1% 9 9 Population Health 3.4% 7
15 Virtual Care: Telehealth, Remote Monitoring 1.5% 12

16 Artificial Intelligence/Machine Learning 7.0% 56 10 Artificial Intelligence and Machine Learning 8.7% 18

17 Clinical Informatics 5.0% 40 11 Clinial Informatics 5.8% 12

18 Clinical Research 0.6% 5 12 Clinical Trials 0.5% 1

19 Cybersecurity, Privacy, and Security 9.1% 73 13 Data & Information Security; Cybersecurity 7.7% 16
20 Data Science 1.4% 11

21 Health Information Exchange 3.0% 24 14 Price Transparency 0.5% 1

15 Interoperability 10.1% 21

22 Interoperability and Standards 14.5% 116 16 Integration concepts, components, and myths 1.0% 2

17 Volume to Value 1.4% 3
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Ty az =R Ty 3=
(%) ysa> (%) tysa>
No. SUB TOPIC —wsaiy 5 No. SUB TOPIC —tySasEy =
woyza>y #wyza>y
23 Access to Care 0.7% 6 18 Career Development or Workforce Development 1.9% 4
Barriers to Care Delivery, e.g., Low- and Middle-
24 v €9 0.2% >
Income Country (LMIC)

25 Digital Literacy 0.4% 3
26 Health Disparities and Inequities 1.9% 15
27 Social Determinants of Health 1.6% 13 19 Social Determinants of Health / Health Equity 6.8% 14
28 Climate Impact, Risk, and Sustainability 0.1% 1
29 Data Governance 0.4% 3 20 Data Governance 1.4% 3
30 Digital Maturity 1.1% 9
31 Ethics 3.0% 24

21 Leadership and Management 2.9% 6
32 Leadership 1.2% 10

22 Center of Excellence 0.5% 1
33 Organizational Management 0.5% 4
34 Strategic Planning 0.5% 4 23 Strategic Planning 2.4% 5
35 | Change Management and Process Improvement 1.6% 13 24| Operations, Process Improvements, & Revenue Cycle 1.9% 4

Management

36 Project Management 0.1% 1 25 Change & Project Management 1.4% 3
37 Robotic/Business Process Automation (RPA/BPA) 0.2% 2

26 User Experience 3.4% 7

User Experience, Usability, and User-Centered
38 P i 0.4% ;
Design

27 User Experience, Usability, User— Centered Design 1.0% 2
39 Global Health Policy 1.1% 9
40 Healthcare Reform 0.5% 4
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HIMSS24 HIMSS23

tys 3otk Ty>aitx
(%) tysa> (%) ysa>y
No. SUB TOPIC v sy = No. SUB TOPIC —tysaEy =
woya>y By
41 Legislation and Regulation 1.7% 14 28 Regulation 1.4% 3
42 Core/Foundational Systems 2.1% 17
43 Digital Health Technologies 7.1% 57 29 Digital Health Technologies 9.7% 20
44 Digital Health Transformation 6.0% 48 30 | Digital Transformation Strategies; Digital Leadership; Ethics 2.4% 5
45 Digital Therapeutics 0.2% 2
46 Emerging Technologies 4.4% 35 31 Emerging Technologies 4.8% 10
47 Professional Development 4.4% 35
48 Staffing, Retention, and Employee Wellness 1.1% 9 32| Employee Retention, Burnout and Wellbeing (Clinician, 2.4% 5
Nurses, PT, etc.)
49 Workforce of the Future 2.7% 2 33 Health and Wellness 1.4% 3
802 207
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