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1. E %R

ARHTA RTA L TlE, BEIEABIOEFHEREZHE L HPKL CFEH SIS IC 11— K, KWNIC 7
— FOFHBREICKT 2 ZREFHA ED D,

— IC J1— NHERE - (kR

— IC H—RD&F 2 YT ¢ gt

— IC #— RZEFIHT DImAKOHEEE
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— FHESERNEZ MRS D700 IC 1 — REFIHT DDA ¥ 7 = —ZADHHE

728, IC 1— ROFIT b ONTRVESE (FVEHE) . FEIAED IC B — RADBERZ DWW TUIART A KT A4
DAaA—THET 5,

2. 5| - 5IRANER =

TS - PMEEREALE PRIGRRER  BAREHEARY & 14kt CER 2742 H)
http://www.mhlw.go.jp/stf/seisakunitsuite/bunya/kenkou_iryou/iryou/johoka/pki-policy/2603_01.html

AETHEE - PRI AL S PRI GRS (N) GEEARY & 13K CERk 2742 H)
http://www.mhlw.go.jp/stf/seisakunitsuite/bunya/kenkou_iryou/iryou/johoka/pki-policy/2603_02.html

EE%@% ° T%@@{%*E*ﬂﬁj\%{ PKI nunl)%nunﬁﬁﬁ (“f‘EfFﬁk) DE%%ﬂ‘\O U v 1.1 Hﬁ (EIZEE 22 E'E 3 H )
http://www.mhlw.go.jp/stf/seisakunitsuite/bunya/kenkou_iryou/iryou/johoka/pki-policy/2203_03.html

JIS X 19790:2015 = U T ¢ Hifli — BT 2— DX =V 7 ¢ BoREFIH

JIS X 6320-4:2017 IC 71— F=55 4 i ZHAD -0 DML, £F =2V T 4 =< K
JIS X 6320-8:2006 IC 71— R4 8 1 EF¥ = V7 s~ K

JIS X 6320-15:2006 IC 71— R=55 153 WiiH@®T 7'V r—ra v

PKCS#11 V2.20 2

Crypto API
https://msdn.microsoft.com/en-us/library/windows/desktop/aa380252(v=vs.85).aspx

Cryptography API: Next Generation (CNG)
https:/msdn.microsoft.com/en-us/library/windows/desktop/aa376208(v=vs.85).aspx
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3. HEEDESR
DF (dedicated file)
7 7 A ARENER AR & U CEIRHT R rTEEZe A Y & 25 ATV DI,

EF (elementary file)
Fl—7 7 ANVBIA 2 T 57— ATV = 7 b, La— R, LT —FEOEA

HPKI (Healthcare Public Key Infrastructure)
IRBEZEIREAE B O T2 OITHEEE ST ABREERRRIR . RIFIEFE OBREDBIEAFENT 2
BrEx A2,

ICH—F
12U EDIC T v 7 &8 L= — K, IRIZISO/MEC 7810 ([ L » THIE S5,

IEF (internal elementary file)
71— RIMEIR LIATT 57 — & 248092 EF,

PIN (Personal Identification Number)
IR E ORSRE 2 H T A BRI CRRE A 5D 12O T 4 T 4 BHER T D=0 A1 S5
BEEOLFHNEFETIN, KA RTA L TIIRAT— R EE UL EFLSN O SUF A & 8 AT S0
A FET,

PKI (Public Key Infrastructure)
T 4T 4 OEFEMICE LT, B TE 25 =FN AT U TE B4 215 LT AR
AEFEIZ o TERGET 2 IR S He i 2 b L 7o AR,

WEF (working elementary file)
71— RIS Z IR L 72\ NI T — 2 248403 5 EF,

FT7Fv k
T —H BN E TS EF CF — & BEALOFERILE 27~ 9 i,

B
TUT AT A OISR D 5 B, AT SIVTER S D8,
LA
T AT A DI D DB, DT 4 T AIZEFIC K s THER SN 85,

AIFAAE:
NEDT T 4T 4 & ZORET 5ABR8k % BhEfHT 57 O X VB L - TR S T,
SRR
ANBIRERERSE C, =07 4 7 4 ITR U CARBREIRE A I T T A Z LIC > T2 T 4 74 D
TFEZARRET DARRRAS,

Ny Y afE
HDHT—H NG HNIGAT, Ny v 2B (BRI Z MO Sz — TR 12
Y oTEONIZZFDOT—Z 39 D5k,

7 7 A VB 7 (file identifier)
T 7 ANERRETHOIERESND 23 hOT—XEHE,

© JAHIS 20XX



4. HPKI A IC 71— FDHEEE
4.1. IC h— FDESR

411. 24 T4 THRIC H—F

FAT 47 0S8 ZHHT 5 IC h—FEaRAT 4 T7HIC H—REMES, *14 747 0S8 &%, IC h—
RNOFTRTOY 7 =T N IC Fy ANUEGFT 5707 T ha— RTHERSND 0S 209, F72, *
AT 47 08 1%, B — K5 IC — RIZkbd T _Cha~wr Ra, 0OS LUV CRRE 795 =
LR LT D, £, FOTDFATAEFRE RN ENZ LN Ch S, @, FEAETY OXRAT 4 7
IC H— RIIA— FRFATENT %L, 77V r—3 a3 VHSREDBNN, 2283 L OHIBRAIREETH L8, A
EY &2t ZEET L LDOITATRER b OPMAET D, LinL, ZOXA FTRITIRARD T T 87—
BIC — ROFRFZEEND D ET B,

412. 75y b IA—LBIC H— K

TT7 N7 A—LEmHEHTAHIC h—RE, 77y v T74—2MIC H—REMES, 7Ty 7 r—40k
WX, W—=RT7 7V r—rar N — Kb IC — RiZEbnb a~y REfRIR - S4T7357 7Y r—
a7 ) B a—RTHIENARERIC H— RIEHEIND 08 2580/ 7 Nu=T %
WH, £, 7Ty F7x—A4% IC h— KA F v a— K&z h— K7 7Y r— 3 % SELECT
FILE zi~> RIZX-oCEIR, EHE L, LIEINE — Ko IC — RizkEohvbd a~y R, ol — R
TV r—ya U EERTAGAERE UGS — RT 7 r—ya U CHURT S Z L RS ST 5,

RFEWT T 7 3+—2E LT, JavaCard, MULTOS 23% %, JavaCard., MULTOS ® X 91—
R7 7V =223 IC A—FAD IC Fy AUKFELRNWT v 7T La— RZ X > TS558 6
HbH, ZOLIREE. Ty 7 a—aI% IC FyAEKFELRNWT 0 ST La—RE IC Fv ATk
7357077 ha— RERT A8~ (VM) 2875, EBIZAFEITIE IC 71— FRHOTRTO
V7 =T NIC FyAUKGT D70 T ha— RTHEND A THH>TH, I— K77 r—v
g EX Y a— RAaRETCHY . SELECTFILE =~y RCH— R7 7Y r— 3 U2 3IR, J#j L, DI
W — Kb a<y Reh— K77 ) r— g UHIMBRT A 2 L 2R & T AR FEHT A Y 7 by
T DEE, 7Ty N7 A — LS,

7T 87 A —2IC 1— Rl — RFITSNT%TH, 77V r—va gen a7 Aox Y
va— RZXo>TEN, BENAEETHY . ALEZRAUTHIBRISATEETH 5,

42. ICH—F7FT) 45— 3 VDR

421. 09 WTFT)r— a2 h—FK

—2ODIC H— KD CPU ET1FEDY—E A ULITORWA—RE o ITAT ) r—rar—RE
W9, FIAOAZERD IC B — REN ZIUTFES T 5, BIEOERRO IC 71— Rt IC v v v o b— R,
FEy Rh— R, BGER EEBOT 7 r— 3 USRS TWAD T, ZOFIEIZITE S 720,
422.RNWFF7 T )r— 3 h—F

~NTFT TV =g — RE 1O — R ETEEO—E A &4M9 5 Z LR aEe/ e h— R Z &
EEWL, BTRICT 7Y r—a OB, BIBRSATRERET VU IFET D, £D78, OV —E R
I K> TOMBOT 7 r— g U aBN, BIERT 2R —7 o A TRROE S h b,
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4.3. HPKI A IC h— FICER Sh SRR

4.3.1. ShRBRTHAE

FLEGE (Private Key) |ZABSEE XHI /288 TH D, FAAHNT %@ﬂu)\% Ko TREERFF T~ &1
WTHY ., AT, AR L S IZBOFTEETS mw’sﬁﬁéo PRI, WRDEATH I
OOHE~DT 7B AFEETRE L7220, (HPKI GEHERY V)

BB L OE FRRREDTZ DI H SN O RVESH L, ERHUC K > TE L SNDGEEIRE . HERESNR
WHO L35 HPKIGEFERY V), Fio, B4 BHORAROBE HITH (HPKI B4 A ER Y
e

INAE DR RIRD CAERSNAEAIL., B2 U T 4 DR SNT-BEET IC 71— R~DEX AL
Z179. b LIZIETF RFC 4210 [GFFAEEFL Y 1 ka1 ;1;9017,1—/74 Y hIoH I aT X
SRR Z 272 IR X > T, MAFICSIEESND LD LT 5, FRERIEA Y DT AORaiEZ5 | XL
TBIIFAERD 2 B —% A L CWVRNWZ EOFEANRTE 5 H 0D 2:?“60 (HPKIGEHERY ) ZOHA.
RSN T, WEEEE Y 7 A4 v (IEF) (&S,

IMAE OFA SN IC I — RN TERR S HH4G1E, GENERATE ASYMMETRIC KEY PAIR =~ > K
\ZX 0 — FNTAERL, WEE#ET 71 v (IEF) (25, (JIS X 6320-8)

FAESI N v aflie N & LT B4R SN D,

4.3.2. NSRS RFHAE

DA ORAFENTERER TR SN D58 MOV IC 1 — RN TAER SN D GEIITME L 72 HHHETH 5,
INBAEEREE S WEF (TR S AL, ABHSEORGERIZIL IC 1 — R bair s o,

433 FhNEBERRUVUARBEITY R7/R— MEEE (XT3 )

GENERATE ASYMMETRIC KEY PAIR =~ Ri2k VW, IC H— RNTEAT 4R L, AVAHIIN
HEEET 7 4 v (IEF) IS b, £/, AFSEREIEL CA B~ZkT 57912 GENERATE
ASYMMETRIC KEY PAIR =~ > RiZ XV, BECIC h— FNTAR S ZABREEC T 7 v 245, (JISX
6320-8), FAFROIERI L 0 IMAZ ORAEHEDS IC I — RN TOER AR D N AEEIEL. MEDKSEE & 72
%o

434 FhERA iR— MERE (AT a V)

IC 71— RN TEEDOAERDEE LW TIIR, INBTHEAT 2485k L2553 088 % IEF ~, &
BHSHEEINE 2 WEF ~A1 AR — 9%, FREROBERT L INAE O REDFEER CAR SN A AT
WRDISRE L 72 5,
4&5ﬁ%ﬁﬂ%i17xﬁ—h%%

IC 71— RPUCHRAF S T AR EH S ABRBEDRRED 7o DI B AR ST D 5B FICWEF Z2H8E L
T tht'ﬁfo

4.3.6. B4 HHE

PERFORM SECURITY OPERATION =~ K> COMPUTE DIGITAL SIGNATURE ZWFIZ LV, 7
DA NVEXLOREET I,
BAFEOTCHERT ORAREIREEL, ¥ 2l IC I— RIZATI &N,

437 nnh\n].—t*%
PERFORM SECURITY OPERATION =~ > K& COMPUTE DIGITAL SIGNATURE ##iz kv, 7
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DHIVEZDFFEELT D,
BLAHNEOTCHENTHREREIEEL, Fr Lo N IC H— RIZAEN5S,

4.3.8. ThEBEE L iEE

FEREEL 72 EOERNEHT 2 Z LN TE DREBICT 5 2 L Z2TEM(L (Activate) &V 9, FLEHED
ST — 2 PEGER CTER SN DS, BT — 2 DIMAB B2 DL, FERERICRB W TIESE
BITHEEL, REL2WLO LT D, 7o, B ONEIEHE LT —213, FGERTED BIHEITHE,
IMAEIZ L D LRRMET DD LT 5, AEDIEHE LT —Z ZMAEDVERT H551%, 7GR TED

DIVEREIZIE, IAFIZ LV ZRIET 50D 35, HPKIGEHERY ~L0)
FAESEOIEHALDOTE & UCiE, MMAFIZ L DFIHEFERE, AAMSERE. SWAMMEM T 5 IC 71— R23 K 2
A U TRO BN DG IC J1— ROGERET DUAGERE R EVRDH D, KA RZ7 A4 Tk, PIN FE&EIZ
X DRIHEFERED A ERIE L T D,
INAEMETRDARNMERRD 2 DFBRIEE & BA A [F U b D& WA BARO /Ny ¥ 2 fHZFRRERHC T
¥LoPa—RELTIC A—RIZEVRTE VAR Za— & LTEL SN ER EERISEM ST
LED, TO, FRaH L BAEI T TUTRBR, BLITAER, BLTINRICKH L THERLE
L TEBLETDHHDOT, ZOT-OITELITH LTSS, IAEOEEHRDOI-OOMER L LR
TEYEL AT » 7% An7e < TUIR B 7wy,

44. ICh—FDEFa') T 1 18

441 BEE

IC 71— REONIC J1— NI ST 7Y r— a v OReME 442 THBIL, IC — REOT 7'
= a rELRIFNT 27201 F ot % =2 U 7 4 Hiiea 4.4.3 TR %,

442. 7TV r—2 3 DREM

1) fAik - R REE
Mt % o 7SR K > TH— RIZBg SN IC Fv 7 LoiEma#E LT 5, BRI, Tk o7
FEILZAT O T O OREHIBUS DS REE 2R EATHO 705 RIC L > TIHRFE L T %,
CHBEEHAL TO— RS F v 72D LT 505281 <35
< IC F v FHRLIET 5 Z LT ko THEMEE CoBlIE A NI T 5
BRI SN Z L BT e o —E A, BE AT D LT — X A ET A7 BRI
fifT A N =92
ERE TSR T AAEY AT U X NIRRT A LT HERA RS
VHBEEIOEEOEA DT — 2T 215 < Tosd, HEEIFHERRSEZ %) —H D WNET V7 AT
%
2) RIS AR
BERIER 3 + /AT — Kb BV NIHE SHOMERAIC Lo C, IESMEE IC 71— RASHER LT T 7 & AT 43¢
A SNHHMAEEFS>TWD, T BARENL, 77V r—a VAL, 7 7 A NVENICERET D Z LR
RET., B L « FiAA « FHRX R EOEMEZ LICRAR DT 7 B AL R TET D Z L RFREL 720 TN D,
%ﬂ%%-ﬂxﬁ~$ﬁi@%%%m\méﬁﬁf%éﬁmﬁm# EDOTERVEFRELTIC A—F
Wf%ﬁéné@f\ﬁ~P%ﬁ%%%ﬂ%f&of%TE@ﬂ IZE o TEDEERIGT 5 Z LI TE A
VY, BREEG « SAT— RH DLW SHOMERIL. H 50 DORRE SNz B OBACEGEIC R 5 &
ﬁ@ﬂ%%ﬁ@%ﬂ@i(%%)?é:kﬁT%@@f\TE@%%%%@E&D@#_&%%Lwﬁﬁﬁ
EEo T A,
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3) TV Ilr— g OMrE

BEDOT 7V r—2a U 1D IC I1— R RIAHET 256, A2 DOT 7V r—a UINDT 7 A LR
&, X U7 BRI TH D, %@71&5 BT TV r—a YINDT —Z ~OBEDBIDT 7 -
—a VDT =R 5252 L1300, o, HDHT TV r—va VNOFREEERICE X2 T
SARREM, BIDOT 7V Ir—3 a B EERND Z LT, ZDT=, HDHT TV r— 3 L ~OEREN
BIOT TV r— a2 NGB E 525 2 L3l FENENOT TV r—ya VRGBT 1IC I —
RTHD LR RS T EFEMESE D Z ENATETH D,

A4A43. W— K7 T 5= a VIZERShBEX2) T 1 #EE
1) AGSRE (ONERGERE

*Uﬂﬂ SNDEARDIE L2 SNEERREDOREREIC K © THEGE T 2888, AR MEA N> T\ D Z LT K Dl
KOEYHEZRBT D, #1213, GET CHALLENGE =~y K&, Zhic#i < EXTERNAL
AUTHENTICATE =t~ RZ&MEHT 5, 40 T4 L HEOMATRIHISH LT8d, Bty — s
WHRIHTE S, ()

2) FIHHETS
A) PIN OHAIZEY PIN 251> T5 Z LI K HFIHEOMER, #121X VERIFY =i~ Rafif
éo

B) #ZH->TWD (FfoTWb) Z &I X AFIHEOMER, 41X, GET CHALLENGE =i~> R& |
ZFiUuzHi< EXTERNAL AUTHENTICATE =~> R&EHT 5, (%)

3) EXaTAvE—ULT

A FEROZDIGE ﬂ L TEDOEBUIEREMEZAZ L > TRET D720 DTk, 2~ FI-TOL
XWEENDT —H ARG AL o TIRET D, 7 — X DEHHERE L 52etET = » VB Z R0 Z L3k D,
UK & IC 71— R COBE DL EMEBRFE S VRV ATV B D I8B(E O 2R OSIE T 5, (1)

4) IS
A—FK (T7Vr—ray) OELHERITERET DI2ODIETH D, BhmAILEHIEON DT

v L2 U% INTERNALAUTHENTICATE =2~ RIZX Y IC 1 — RPITKEAN S AU TN D NERRRaESE & 51
B LZORERM 12 mADNHE U, IC 71— ROIESMEZ MRS 5, 42 T A L OMmMARRRE SIS Lz
/\ P—NIC I — F@Eél\i%nuniﬁ—é% L*'Jﬁﬁf%é (‘/J\I‘)

1 AE@%‘%&U\%EH EDFHAERMWERELR O TIE, FIH > —7 o AZTE E 220, R L2581
FHAE O/ W REMD 0 % Z L ITHEET D MENH D,

5. HEERMRERO=H DLk
5.1. HHEERERER

51.1. HHEERM Z#ER T D&

ARAA BT A s BEE L+ DARASERMEOMER T, 72 5 HPKLZGERA ¥ T LI IC h— FE VT h,
TIAT v NOEFBLT V) r—a b NEFBLDDVITEVGREE SFATAREE T 2 L iI2h b, K1
(2O A E T,
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ERERT 7V r—va v

HPKI 77V r—va v

7 7

FEHFB
PKI 7 — R

X1 FHAEEH O

DX D I EERMN ARG 250, RI2IRT@Y 7 947 MO Y 7 b =7 ZLLFORBIZo T
TR %8085 D,
1) HPKIT7 7V —a @
2) PKIMEEZIRUET 2LHI My =78
3) ICH—ROAHNEREETHHAIC h— RV —F A L H—T = —R|F
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\
BT 7 r—a

HPKI 77 7 — a VI Z

(FB1E: ErEHTY 2—/L5) ;

PKI X K7 =7 > T

(4 2@ : PKCS#11, Crypto API %) §

7

H—RU—H A BT x— B ;

(4 3@ : PCISC %) =

e

J

B Ky —4

mak (Befidy/IEpzfm)
7816-3, 7816-12, 14443 %

T N

PRI H— K7 r—3a
(7816-15 OF—H TT /L)
(7816-4 XX 7816-8 =~ > K)

\\ ICh—FK //

X2 PKIZ— K77V r— g OHASE

%51 J8IEL HPKI 2 F|H 3 584 72 £ OBSRE AT 28 T, AT A K74 v Oxtgsh & 705, HPKI $—
ERERMS D Z LT D,

% 2 JEix, HPKI (28 L2V LARY7: PRI ORRE & #2328 T, PKCS #11 &2\ 3 Crypto API

(CAPD) 7¢ &, WESARREZ IR 2B Y 2 — W MEY T 5, B4RMIZIE, IC 71— RN PKI 71— K7 7Y
=3 DT —ZET IR, BRI PRKIBEREZ BT 50— Ra~y NIZERT A5 Z L2k - T
IC 71— FAD PKL 71— K77V r— a v O E R 5 72 OfRe 21t 3- 5, PRI 1 — R7 7V
— g Ly DF— BT T AN JIS X 6320-15 (ISO/AEC 7816-15) TH Y., H— Ra<w RiZ
B9 D AEHE)S JIS X 6320-4 (ISO/IEC 7816-4) K ONJIS X 6320-8 (ISO/MEC 7816-8) &725, 2 EI
YT HED 22— VOWEEL A V¥ 72— AEHIETHZ LITE - T, Birs HPKI Eimsm T L7z IC
J— RThHo>THEFBANOEFRREOEREZ FITTH 2 ENAEEL 720 MHAERMEZHER L2 &1
2%, ¥R HPKI 3RaFmhMEftd 2 PKI — 77U 7 —3 g O ESERM 25 57291213, PKI
H—RT TV r—2arOF—2ET ), TNEFAT L7000 — Ra~y NOMEAERMZ @D 5 03
Wb, ZNETDEL O PRI TIE, FITH. HERORRS IC 17— RIT Lo T UHSREZ et 5 52
NI o127, T ORGSO EERMENEE SN TB LT, BEEZELDLZ b o7,
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53X, WAL IC 1 — R —X L D AN ZEBLT 58T, &2 @ o320 72 IC 11— NIZkd Sam
4 (a=rR) &2, ICH— RV —ZZE U TIC — R HHReA T 5, 7o halonr RY v
7, IC — KLU — R —Z Oifilili7e E3E £ %5, Windows Tid, PC/SC EMHINDE Y 2 — /L3
DIBIAN TS, FEI DT 2—/VOEHEL A VX 7 = —ADHTIZL > T, #5E2DIC h—FKEh
— RV —Z OYE) a8 0 20X, BaiftE LI O X B0, A2 IC 71— KA &2 52814
BZLENTED, ZHUTEST, BB A0 27 2—AD IC H— RRELR L 1— RV =X 2R LT-5E
THICH—KEICH—FADOPKI — K77 r— 3 AR L CRICAR I ZERT 2 Z L TE 5,
AHA RITA L TlE FE2BDOA v F 7 2—A% 5.2 150k 5, £/, F 2B THHT% IC — FROD
PKI 1— K77V r—ya v OF—HET )V 5312, —Ra~v K& 54 THiAdT 5,

512. HEERMEZHERT SO DFKHE

KITA RTA Tl 725 HPKIL ZBRERA(T L2 IC 11— RO PKIL 1— K77V r—3 3 U COMA.
EFMERER O T O OMFRE L F O TRT LD L35,

1) AHEERO#RH

IC 1 — i, F&47. AT OEUL, R, B8, BEREDTA THA 2 AONTHNORIEIT BT 5,
AITA RTA v OMEERME, FIAOESY, FACE B4R L OE TR8REEAT O 5oy O A OF AIEM 24
HET 5,

IC 7— R, BFELHAMOEFRGEAO PKI h— K77 U r—y g UM Sns b0 95,

2) FEEAEOM A%

HPKI R0 T U7=R B EC, SEEO B A& GEREROEHER Y & (CP) It~ T2 b D &5,
WA CTOFRIH B : A~—FI—RKar4y) IR L TE, BEEZRIEL 20,

3)  EEOIERAERE

B EAHPKL 1— K7 7)) r—2 a U OB REREH PKL 10— K7 7Y r—3 3 AR, En2ho
TV RZUT 4T 4 OFFAEZT CIdZe< . HPKI FGEROIEE EHROGE1RH D). 58D HPKI
Jb— NERERO H B4 EEZ SO IEHENN T X 5,

4)  BEOEHE~DOXIS

BE O BRE A FF ORI 13, ERIC otofiﬁﬁﬁifzf@ VT BRER S D, RAA RTA Tl 1
KedFFBAEIZIZ 1 oD heRole ((REERRIEALYEF TORE], BHE) PEMESNTNDL LD LT 5, BROE
K AR BRI, #3500 PRI 1 — K77 /7~/a /z XoT T L0 LT D, YElE, 14
? IC H— FITIX 1 BRIk L2 PKL — K77 U r—3 g UaMER SN D SRET 5, BRI
hcRole Z50uh U7-FFRAEN I T I N D ATREME, HAWITEHROBK 2 >— R T 4T 412 LTFER
ZhD heRole Z itk U7- 85 DZEAES 1 /0 IC 71— RITKMT 2 ATREMIXH 275, AT A RTA DO
HIERAMOFEHIZITE E eV b D T 5,

5) I FAw=7 O HPKI %in

HPKI O:iFiHEZiX heRole 23550 STV A28, 2 KV w7 = 7 & Tld heRole & V- HPKI A B OALER
I Th7en MEEARESIZIZ HPKL 7 7 U r— g Vb A WNIERT 7Y r—a U TI bD ET 5,

6) ICh— FOF|HsE

71— ROFIHRERIX, [ERIERS AT LOREERIET LA KT A4 ) 72 8llih> TEBRENZE
SRRV E BT DI AR A AHET 5, %%%%ot/7 N7 =T IR ENFERT, Be ﬁ“‘@ﬁéi )R
NTWBEHEDET D, DIz, IC 1— R EFIHT DIMROBI ORI, BEDRENE R 58X 2T A
= TR BIIARTA RTA L OFiFIN L35,

7)  ®BEFTBICH—F

FIHEND 71— R, 4.1 TRTIC 71— FOFEANRH 553, FHIFRE L7V, FITRFORERZZ 2 72V IC
H— R, FATRICT 7 r—> 3 U EBNahere IC 1 — R, #5544 & IC — B, FEEM IC 71— R, W
TNOLREENDL LD ET D,
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8)  IEYEVEHL

FEWNCIED A EERMEZ MRS 572, BEFED JIS HDUWNT ISO ([CHERL L -4k & 35,

9) FERLIEHAEZEOT 7 EAME

BEAFFRREOBRITIE, PIEID PIN AJNC LY I1— MRAERREZITO b D & 95, B BADORRIZIE,
PIN AN XD H— FREEEREZIT Y D & 55, PIN OZH X, FHAERM 2RI DEIE I E D78
WD ET 5, FEEOAH LIZ, 77 B AG#EE TR D E TS,

10) ,*2U—F (PIN) 0)7\7’7

TV = a rOMWEIZK Y, BTEAT Y r— 3 AT PIN ZEREE L, i L 7= B4 DRI
Z—WHjo> PIN A %:%‘lﬂ%a“é Z IR T 5,

A3 BFERH—FKT7T)r— 3V EBFREHL—KT7T)r—230m

H*F

1 DOFREFEA D E A4 R OEFRRREH O OFEEZ#ITT 256, 1D IC 11— RIZ 250
TIV =2 a el D ZEIRAREL TR D, B DR E DI IEE 2K 31T

ERERT 7V r—a v

HPKI T 7V r—va v

BFEBLARAETAN | BRI BT A

N\ m—ru—5 /N

B EAH TealH
PRI = FRT =7 PKI-Zp=FK7.
= T e ans

M3 EFELRT TV r—var LEFRGIHT 7 r— g L OAf

BIELHOPKL 77 ) r—raid, EFEAHO RTA 2@ C TRl S, ER8aEHo PKL 7
TV or—vaid BRREHO RIA 2@ CTRIHEhL bD LT 5,
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52. 77)—S 370895 LEDA R TT—R
52.1. H&

KITA RZ A4 Tlid, PKCS#11 A > % 7 =—A, CryptoAPI A > % 7 =—A_ KO Cryptography API:
Next Generation @O 3FEfHDA X 7 = —AZET D, ZNOHDA X T = —AEFET DI, i
FAVNGTZ STT T & 72 e NROERE S 5.2.2, 5.2.3, K (5.2.4 THilT 2,

HEOFKME, LT O#Y &5,

vw%XVyFﬁ%1&@ﬁ~P«@ﬁﬁ77txwﬁibﬁwo@ﬁ@XVyFﬁQT&ﬁxﬁéﬁ
FRH DAL, STRCEET 20 ERH 5,

B OB, 4’/5'7:1;—% LTI ER PIN 258 ET 5 Z &2 #5E3 5, (AL, 77V r—v 3
AT PIN 2568 U CRIHT 5 Z & 1307200, 77U r—a OB L > THRET D8N
H D,

PIN |ZRE SNDH /XA T — ROLFE ~ MM, ASCIL &% (CryptoAPI OfllfRIZ L D).,

522.PKCS#1M1 A4 32 T71x—X
PKCS#11 7 A 7 Z Vil 0— & %2R 1 1R,

#1 PRCS#11 D54 77 Vin4

No TR F74 77 Vih4
1 gﬁ%%% H HpkiSigP11 ({§]: HpkiSigP11_abc.dll)
2 | EBTEEEEA HpkiAuthP11 (f§: HpkiAuthP11_aab.dll)

MHEEMZEHRT A7 DICNEL 725 PRCS#11 O AR— MR HED— B 4% 2 1T~ T,

#2 PKCS#11 O

No API 4 W

1 | C_GetFunctionList BN A &2 ) R MRS T 5,

2 | C_Initialize PKCS#11 74 77 V) Z#4EHt3 %,

3 C_Finalize PKCS#11 74 7T UV E#& T35,

4 | C_Getlnfo T4 77 VIGgME BT %,

5 | C_GetSlotList Ay b A NERSET 5,

6 | C_GetSlotInfo Zm -y MEHE BT 5,

7 | C_GetTokenInfo =27 R ERIST 5,

8 | C_GetMechanismList PR— M AB=XL (T XL) #EFST 5,
9 | C_GetMechanismInfo ABH=AN (T XL)EREZIET,
10 | C_OpenSession tvva BT D,

11 | C_CloseSession oy g UEYWTT A,

12 | C_CloseAllSessions TRTCOEy v arz2hd s,

13 | C_GetSessionInfo v a RREARET 5,

14 | C_Login M=o a7 A REEIZT B,

15 | C_Logout M= %a 7T MREEIZT 5,

16 | C_FindObjectsInit FTV T N OREREBRIGT 5,

17 | C_FindObjects F TV =7 NOWMFRELTD

18 | C_FindObjectsFinal FT T2V NORBEKET T 5,
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19

C_GetAttributeValue

A7V =7 FORMHEEZ IG5,

20

C_SignInit

FANHEWIMET 2,

21

C_Sign

T—HIEBAET O,

PR— b _&E API OHARIZLL T Oy L7025, 728, RV KOWHERIZEI L Tld, PKCS#11 2%
&,

i=1p)

(1 C_GetFunctionList

API %4 C_GetFunctionList
G BIORA 2 U A M EEET 5,
1 > # | CK_DEFINE_FUNCTION(CK_RV, C_GetFunctionList) (
7 z—RA CK_FUNCTION_LIST PTR_PTR ppFunctionList
)
ROl | CK_RV(CKR_OK: i) Zofh: )
i) /O WA
Gl CK_FUNCTION_LIST PTR PTR | OUT | B87 KL AU A hiRA ¥
(2) C_Initialize
API %4, C_Initialize
i PKCS#11 71 77V 24k T 5,
B ( > % | CK_DEFINE_FUNCTION(CK_RYV, C_Initialize) (
7 xz—RA CK_VOID_PTR plnitArgs
)
ROfE | CK_RV (CKR_OK: FZh Zofh: 2%
7l /O N
Gl CK_VOID_PTR IN | NULL RA & &467E
(3 C_Finalize
API 4 C_Finalize
s PKCS#11 74 77V #1795,
B > % | CK_DEFINE_FUNCTION(CK RV, C_Finalize) (
T =2 CK_VOID_PTR pReserved
)
BROfE | CK_RV(CKR_OK: FEh Zfh: 2%
il /O N
513K CK_VOID_PTR IN | NULL RA &% %457E
(4) C_GetInfo
API 4 C_GetInfo
M TA T 7 VIFRETST 5,
B8 ( > % | CK_ DEFINE_FUNCTION(CK_RV, C_GetInfo) (
7 r—A CK_INFO_PTR plnfo
)
RYfE | CK_RV(CKR OK: fZh Zofth: 40
ol | 10 | il
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515K

CK_INFO_PTR | INIOUT | 54 7' U fiioRiA v ¥

S

BAFAIEE72 T4 77 UV IFHRIZLA T 0@ Y,

CK_INFO::cryptokiVersion:

PKCS#11 #li#g/x— 3 012.20
CK_INFO::manufacturerID:

T4 77 ) BEFRA:
CK_INFO:flags:

By h75 70
CK_INFO:libraryDescription:

74 77 Vidakse: THPKI 3.0)
CK_INFO::libraryVersion:

TAT TV NN—=T g

(5) C_GetSlotList

API £ C_GetSlotList
st Zuay hU A NERST 5,
Bk 1 > % | CK_DEFINE_FUNCTION(CK_RYV, C_GetSlotList) (
7Tz —A CK BBOOL tokenPresent,
CK_SLOT_ID_PTR pSlotList,
CK ULONG_PTR pulCount
)
B AE CK_RV (CKR_OK: j&xh Zofth: JH0
Al /O N
G1Ex CK_BBOOL IN TRUE: #—RFHEYDAr Y Y A
i
FALSE: 85 STV AH 3T XTo
Aay hU A NI
CK_SLOT_ID_PTR IN/OUT | 2z R ID U A hiRA ¥
CK_ULONG_PTR IN/OUT | Au v ~ID U A MK

6) C_GetSlotInfo

API 4 | C_GetSlotInfo
WL vy MERE BT 5,
Bi%1( > % | CK_DEFINE_FUNCTION(CK_RV, C_GetSlotInfo) (
7 r—3A CK_SLOT_ID slotID,
CK_SLOT_INFO_PTR plnfo
)
RUME | CK_RV(CKR_OK: &% Zofh: 40
i /O A
518 CK_SLOT_ID IN 2wy 1D
CK_SLOT_INFO_PTR IN/OUT | 21w NMEHARA &
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e

B ATREZ2 A 1 MEFHRIFLL T O®@Y

CK_SLOT_INFO::slotDescription:

Ay Mtk s PCISC U —# 447k
CK _SLOT INFO::manufacturerID:

2y MGEEA 72 L0682 /A FOZEESIFS)
CK_SLOT_INFO:flags:

vy h7Z 7 — RAEE

(I— K23HuE CKF_TOKEN_PRESENT)

CK_SLOT_INFO:hardwareVersion:

Ay hoN— R =7 /3— 5 210.0
CK_SLOT_INFO:firmwareVersion:

20y N 77— 73— 32:0.0

(7) C_GetTokenInfo

API % C_GetTokenInfo
e =2 AfFHRETIGFT 5,
B 1 > % | CK_DEFINE_FUNCTION(CK_RV, C_GetTokenInfo) (
7T xz—A CK_SLOT _ID slotID,
CK_TOKEN_INFO_PTR pInfo
)
RO | CK_RV (CKR_OK: kHh Zdfth: 540
g} /O N
512K CK_SLOT_ID IN Zuay D
CK_TOKEN_INFO_PTR ouT N—2 AGEARA
= HASAIE R h—7 AEBRIZLL O,

CK_TOKEN_INFO:label : 14, :
THPKI Application | : 71— RIZ7 L0 DGE
7232 3 RDZERLTFH) 1 S1— RIZ T~V L OYE
CK_TOKEN_INFO::model : /31 ZEF /14, :
[1SO 7816-15:2016] F7-i [JIS X 6320-15:2006
CK_TOKEN_INFO:flags: &'y h 75/ :
SR E A (CKF_RNG) |
o—Hn 74 L E(CKF_LOGIN_REQUIRED) |
=—4 PIN O1H#{kA(CKF_USER_PIN_INITIALIZED)
CK_TOKEN_INFO::ulMaxPinLen : PIN OfkE :
16
CK_TOKEN_INFO::ulMinPinLen : PIN O/ & :
4
flElE, MHEEB OISR Z W 5E 06 CH 5,

(8) C_GetMechanismlList

API 4,

C_GetMechanismlist

S

PHR— RN AB =X AT NI Y XL RT3,
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BEf 1

CK_DEFINE_FUNCTION(CK_ RV, C_GetMechanismList) (

2T x— CK_SLOT _ID slotID,
A CK_MECHANISM_TYPE_PTR  pMechanismList,
CK ULONG_PTR pulCount
)
ROfE | CK_RV(CKR_OK: i3 Znfth: I
i) /O P

513 CK_SLOT_ID IN Zw -y 1D
CK_MECHANISM_TYPE PTR | OUT ARNZALEATHRA B
CK_ULONG_PTR IN/OUT | A=A LH A T

{iz= BUSATREZ RV R— b A D =X NFLL RO Y,

Sign l: CKM_RSA PKCS

(9) C_GetMechanismInfo

API 4 | C_GetMechanismInfo
WL AH=AL(T NI X DWERE LT,
BE1( > | CK_DEFINE_FUNCTION(CK_RYV, C_GetMechanismInfo) (
X7 x— CK_SLOT _ID slotID,
A CK_MECHANISM_TYPE type,
CK_MECHANISM_INFO_PTR plnfo
)
ROfE | CK_RV (CKR_OK: fi%Zh Zofth: i)
Al /0 AR
Glk CK_SLOT _ID IN Zwy ID
CK_MECHANISM_TYPE IN ARNZALEAT
CK_MECHANISM_INFO_PTR | IN/OUT | A B =X LIEHHAA 4
e HET HIFRIFLATOHEY

type = CKM_RSA_PKCS D4
CK_MECHANISM_INFO:ulMinKeySize : &\ 2048
CK_MECHANISM_INFO:ulMaxKeySize : i AK##E: 2048
CK_MECHANISM_INFO:flags: v k777 :
C_SignInit Fi|H FTHE(CKF_SIGN)
i, MEEBOMERZ W56 Ths, @R : 4096 © 7))

(10) C_OpenSession

API4 | C_OpenSession

e Yy EHNIT 5,
B 1( > | CK_DEFINE_FUNCTION(CK_RV, C_OpenSession) (
5T g CK_SLOT_ID slotID,

A CK FLAGS flags,
CK_VOID_PTR pApplication,
CK_NOTIFY Notify,
CK_SESSION_HANDLE_PTR  phSession

)
RUfE | CK_RV(CKR_OK: ji&*h Zofth: JH0

iy | vo | PI%s

© JAHIS 20XX

15




515

CK_SLOT_ID IN Auy k1D

CK_FLAGS IN CKF_SERIAL_SESSION %5
iE

CK_VOID_PTR IN NULL A & Z457E

CK_NOTIFY IN NULL A & Z457E

CK_SESSION_HANDLE PTR | IN/JOUT | v g/ RILiRA 4

(11) C_CloseSession

API £ C_CloseSession
M v a L EUWTT S,
BEE A1 > % | CK_DEFINE_FUNCTION(CK_RV, C_CloseSession) (
Tz —RA CK_SESSION_HANDLE hSession
)
RYfE | CK_RV(CKR_OK: fth Zfth: 40
bil] /O N
512K CK_SESSION_HANDLE IN |EBEyvar R
(12) C_CloseAllSessions
API 4 C_CloseAllSessions
W TRCOY v a EYWrT 5,
B% 1 >4 | CK_DEFINE_FUNCTION(CK_RYV, C_CloseAllSessions) (
7z —RA CK_SLOT_ID slotID
)
RO | CK_RV(CKR_OK: §th Zdfth: 40
bil] /O N
GlES CK_SLOT_ID IN | Aey FID

(13) C_GetSessionInfo

API 4 C_GetSessionInfo
R g IREBETIGT D,
B%i1( >4 | CK_DEFINE_FUNCTION(CK_RYV, C_GetSessionInfo) (
T CK_SESSION_HANDLE hSession,
CK_SESSION_INFO_PTR pInfo
)s
ROfE | CK_RV(CKR_OK: %) Zofh: 40
Al /O A
715k CK_SESSION_HANDLE IN DDA Y
CK_SESSION_INFO_PTR | OUT T g IRRERA &
iz LU ORI KT,

127 A LTV AR E £ CKS_RO_PUBLIC_SESSION
(CKS_RW_PUBLIC_SESSION T#% 7))

m 74 LTW5E x:CKS_ RO_USER_FUNCTIONS
(CKS_RW_USER_FUNCTIONS T 7))
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(14) C_Login

API14 | C_Login

2D =2 v Ena 74 RREICT D,

Bi%( >4 | CK_DEFINE_FUNCTION(CK_RV, C_Login) (

Tz —R CK_SESSION_HANDLE hSession,
CK_USER_TYPE userType,
CK_UTF8CHAR_PTR pPin,

CK _ULONG ulPinLen

)

R E CK_RV (CKR_OK: &Zh Zdfh: 450

Zi| j1e} Fpa
GIE>'s CK_SESSION_HANDLE IN |kByiarnr L
CK_USER _TYPE IN | CKU_USER ##5%&
CK_UTFS8CHAR_PTR IN | 7NAU— RFBIRA X, SCFHIE,
ASCII &4 %,
CK_ULONG IN | 72U — FCFHIE

(15) C_Logout

API £ C_Logout

i h—=27 a7 T MREEICT 5,

Bi1( > % | CK_DEFINE_FUNCTION(CK_RV, C_Logout) (
7Tz —A CK_SESSION HANDLE hSession
)

R CK_RV (CKR_OK: ) Z Dt Ji0)

A /O N

515 CK_SESSION _HANDLE IN |y g R

(16) C_FindObjectsInit

API % C_FindObjectsInit

B F7V =l FOBRERGT D,

B 1 % | CK_DEFINE_FUNCTION(CK_RYV, C_FindObjectsInit) (

7Tz —A CK_SESSION HANDLE hSession,
CK_ATTRIBUTE_PTR pTemplate,
CK _ULONG ulCount

)

RV CK_RV (CKR_OK: ) Z Dt S0

Gi /O N
Gk CK_SESSION_HANDLE IN |Eyiavnrin
CK_ATTRIBUTE_PTR IN | BT —TRA &
CK_ULONG IN | BEr—7 %%
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14

LR ORI X AMBE1T 9,
CKA_CLASS CKO_CERTIFICATE %7-i% CKO_PRIVATE_KEY
CKA_TOKEN True
CKA_LABEL AEAEOART 7203 RAAEROAR]
CKA_ID AEAEOHR S 2% EROES
CKA_CERTIFICATE_TYPE CKC_X_509
CKA_VALUE AR EOAE
CKA_KEY_TYPE CKK_RSA
CKA_MODULUS IABHSED N
CKA_PUBLIC_EXPONENT IABREED E

(17) C_FindObjects

API 4 C_FindObjects
A ATV NOREREIT ),
B > % | CK_DEFINE_FUNCTION(CK_RV, C_FindObjects) (
Tz —A CK_SESSION_HANDLE hSession,
CK_OBJECT_HANDLE_PTR phObject,
CK_ULONG ulMaxObjectCount,
CK_ULONG_PTR pulObjectCount
)
ROfE | CK_RV(CKR_OK: jikxh Zofth: J4H0
i} I/0 A
51 CK_SESSION_HANDLE IN Tyaranr R
CK_OBJECT _HANDLE PTR | IN/OUT | A7 ¥ 7 2 RIVRA U H
CK_ULONG IN BRAT V=T M
CK_ULONG_PTR INJOUT | A7 V=7 MIRA v

(18) C_FindObjectsFinal

API 4 C_FindObjectsFinal

WL FTV 2T NORERERE T 5,
B > % | CK_DEFINE_FUNCTION(CK_RYV, C_FindObjectsFinal) (
Tz —RA CK_SESSION_HANDLE hSession
)
RUME | CK RV (CKR OK: fth ZDfh: 50
i} 1/0 Fpa

51 CK_SESSION_HANDLE IN Tyvarnr L

(19) C_GetAttributeValue

API 4 C_GetAttributeValue
WL FT7V 7 SORMHEE BT 5,
BE1( >4 | CK_DEFINE_FUNCTION(CK_RV, C_GetAttributeValue) (
7 =R CK_SESSION_HANDLE hSession,
CK_OBJECT_HANDLE hObject,
CK_ATTRIBUTE_PTR pTemplate,
ulCount

CK _ULONG
)
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RV AE CK_RV (CKR_OK: Ji%Zh ZDf: K0
Al /O R
515 CK_SESSION_HANDLE IN R IV %
CK_OBJECT _HANDLE IN FT 2T "N RV
CK_ATTRIBUTE_PTR ouT BT —T VAR A A
CK_ULONG IN BT —7 NV
= PUT DMK 2D UG e T 2.
CKA_CLASS CKO_CERTIFICATE #7-i% CKO_PRIVATE_KEY
CKA_TOKEN True
CKA_PRIVATE #3 AT7Vxs MNEth—ESM,
CKA_LABEL #£3 ATV NEME BRI,
CKA_ID #3 AT7V=r MNElh—EESR,
CKA_CERTIFICATE_TYPE CKC_X_509
CKA_VALUE £33 ATV MNEt—ESMH,
CKA_ISSUER #3 AT7V=r NEh—ESRE,
CKA_SERIAL_NUMBER £33 ATV MEt—ESE,
CKA_SUBJECT #£3 AT7Vxs MNEMEESR,
CKA_KEY TYPE CKK_RSA
CKA_SIGN True
CKA_EXTRACTABLE False
CKA_ALWAYS_AUTHENTICATE
®3 ATV MNEH—ESM,
CKA_MODULUS #3 AT7V=r MNElh—EESR,
CKA_PUBLIC_EXPONENT #3 ATV MBS,
EE, MEEB OfERIZ W56 06 Th 5,
F3 A7V NE—E
#| AT b B4 JEMEAE
1| R CKA_PRIVATE True
CKA LABEL Private key of HPKI
CKA_ID 17H
CKA_ALWAYS_AUTHENTICATE | EF.PrKD N®

=L

CommonObjectAttributes.userConsent DfE) YT
STV S True, userConsent g False

CKA_MODULUS

T RET 4T 4 OFFAEN GBS LA

CKA_PUBLIC_EXPONENT

T R T 4T 4 OFFAENS S LA

s N a2
47 4 DFEH
=

=

CKA_PRIVATE False

CKA_LABEL HPKI END ENTITY CERTIFICATE

CKA_ID 17H

CKA_VALUE TV R T 4T 4 ORFHEDAE

CKA_ISSUER EFCD N R v T 4T 4 DFFHED

X509CertificateAttributes.issuer OfE., issuer A&
il NULL &~ A > %

CKA_SERIAL._ NUMBER

EFCD N R v T 4T 4 DFFHED
X509CertificateAttributes. serialNumber D,
serialNumber A HEHEH T NULL A > 4
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CKA_SUBJECT EFCD WO x> R=v T 47 4 DFEHED
X509CertificateAttributes.subject D, subject &
IEHF X NULL A > 4

3| JE5%4E D CA | CKA_PRIVATE False
RIERAE CKA_LABEL MHLW CA CERTIFICATE

CKA_ID 19H

CKA_VALUE JE 5748 D CA FEEDfE

CKA_ISSUER EF.CD NDJE5748 D CA FEED
X509CertificateAttributes.issuer MOff, issuer &
IRflX NULL ARA %

CKA_SERIAL_NUMBER EF.CD NDJEJ5%4 0 CA FEED
X509CertificateAttributes. serialNumber DfE,
serialNumber AW L NULL "1 v %

CKA_SUBJECT EF.CD NDJE5748 D CA ZEED
X509CertificateAttributes.subject DfE, subject &
#EHFH T NULL AR A > &

4| % F ¥ F @ | CKA_PRIVATE False
CA FE=E CKA_LABEL HPKI ROOT CA CERTIFICATE

CKA_ID 1AH

CKA_VALUE FHEHE D CA FEHEDE

CKA_ISSUER EF.CD NDOEHHED CA FEIED
X509CertificateAttributes.issuer MfH, issuer HM&
X NULL &RA &

CKA_SERIAL_NUMBER EF.CD WDOA&H3EE D CA REHED
X509CertificateAttributes. serialNumber DfE,
serialNumber AW L NULL ™A > %

CKA_SUBJECT EF.CD NOEHHED CA FEIED
X509CertificateAttributes.subject MDA, subject %4
iEHF L NULL 7R A > 4

5| £ HF¥EDOH | CKA_PRIVATE False
fil CAGEE | CKA_LABEL HPKI CA CERTIFICATE

CKA_ID 1BH

CKA_VALUE FHEEEE O CA FEAE O

CKA_ISSUER EF.CD NO&F3EEOHE CA FEHED
X509CertificateAttributes.issuer MO, issuer M
RFIL NULL Ao %

CKA_SERIAL_NUMBER EF.CD NO&F3EEOHE CA FEHED
X509CertificateAttributes. serialNumber DfE,
serialNumber AWEHEE NULL RA v %

CKA_SUBJECT EF.CD NOAFFEE O CA FEHED
X509CertificateAttributes.subject Off, subject 4
IEHF X NULL A > 4

o EE RS B OGS 2 OG5 OB TH 5,
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(20) C_SignInit

API 4 C_Signlnit
Wi BN T S,
BE¥ 1 > % | CK_DEFINE_FUNCTION(CK_RV, C_SignInit) (

Tz —RA CK _SESSION_HANDLE hSession,
CK_MECHANISM_PTR pMechanism,
CK_OBJECT_HANDLE hKey

)
R i CK_RV (CKR_OK: f{Zh Zofhi: J3%0)
il j1(e} A
Gk CK_SESSION_HANDLE IN | Eyvarnrin
CK_MECHANISM_PTR IN | A=A LERARA 4
mechanism:
CKM_RSA_PKCS DAFEE ]
CK_OBJECT_HANDLE IN | A7V N Rv
(21) C_Sign
API 4 C_Sign
WL T—HIIBLELT D,
BE1( > % | CK_DEFINE_FUNCTION(CK_RYV, C_Sign) (
T e CK_SESSION_HANDLEhSession,
CK_BYTE_PTR pData,
CK ULONG ulDatalen,
CK_BYTE_PTR pSignature,
CK ULONG PTR pulSignatureLen
)
ROfE | CK_RV(CKR_OK: &5 ZDfh: 5450
il j1(e} A
513 CK_SESSION_HANDLE IN Tyarnr R
CK_BYTE_PTR IN T—HRA K
CK_ULONG IN T—HE
CK_BYTE_PTR IN/OUT | B4T —H KA 4
CK_ULONG_PTR IN/OUT | B4T —H EARA ¥
#4 PKCS#11 0Rl—%
NO A4 WL
1 CK_INFO PKCS#11 741 77 U I1&#
CK_INFO_PTR
2 CK_SLOT_ID AZuvy D
CK_SLOT_ID_PTR
3 CK_SLOT_INFO Aw sy MEHR
CK_SLOT_INFO_PTR
4 CK_TOKEN_INFO h—2 AEH
CK_TOKEN_INFO_PTR
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5 CK_SESSION_HANDLE
CK_SESSION_HANDLE PTR

Tyarnr Kb

6 CK_USER_TYPE

a—YIAT

7 CK_SESSION_INFO
CK_SESSION_INFO_PTR

o g UER

8 CK_OBJECT_HANDLE
CK_OBJECT_HANDLE_PTR

FTV T bRV

9 CK_ATTRIBUTE
CK_ATTRIBUTE_PTR

BYEZA 7 RS2 ateiEik

10 CK_MECHANISM_TYPE
CK_MECHANISM_TYPE_PTR

AH=ZANEAS

11 CK_MECHANISM
CK_MECHANISM_PTR

ARNZADG A TlGgle, AN=ALERTHE
Bz

12 CK_MECHANISM_INFO
CK_MECHANISM_INFO_PTR

A =R NES

13 CK_RV

7477V DRYE

14 CK_NOTIFY

a—y 7 EH

15 CK_FUNCTION_LIST
CK_FUNCTION_LIST _PTR
CK_FUNCTION_LIST_PTR_PTR

PKCS #11 74 77V D/ —V = v BORA
VB UER

52.3.Crypto APl £ 27 x—X

AKAA T4 TiE. Crypto API DY R— b _ESHReD R AHK 5 1TRTS

#*5 CryptoAPI

No API %4 st

1 | CryptAcquireContext JEoa T FONS BVEART D

2 | CryptReleaseContext Yo T DN RIVERRICT 5,

3 | CryptGetProvParam CSP D/ T A—H DEEFIET 5,

4 | CryptSetProvParam CSP O/37 A—2 DIEZEET b,

5 | CryptDestroyKey BEORFEZTT S,

6 | CryptGetKeyParam DT A —F DIEZETIGT 5,

7 | CryptGetUserKey = T FTRAOHEN Y RV RIST %,

8 | CryptCreateHash Ny ad TV NOEREITO,

9 | CryptDestroyHash Nt TV FOWEETT Y,
10 | CryptSetHashParam NV AR TV NOINT A—B ERET D,
11 | CryptSignHash Ny Y aBIZEAEIT D,

YAR— b ~& APT OHARIZLANT O Y £72 5, 723, RV E, FEARIE, CryptoAPI Oftkz SO

&
N— o
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(1) CryptAcquireContext
API4 | CryptAcquireContext
B | BT Oy RAVERART D
BEEA > | CryptAcquireContext(
# 7 x=— | HCRYPTPROV* phProv,

A LPCTSTR pszContainer,
LPCTSTR pszProvider,
DWORD dwProvType,

DWORD dwFlags
);
UK BOOL (TRUE:f%%h FALSE:Z<)

GetLastError (2 T 7 —{E#H IS T 5,

7l 7o} A
Gk HCRYPTPROV* OUT | ¥ RIUVEHEGET DR A 4
LPCTSTR IN NULL XF TR TTHar 74K
NULL #3%ET 5 Z &,
LPCTSTR IN NULL CF T T35 CSP 4 Th-o

T, ErEHAM CSP 72 5 X"HPKI
Crypto Service Provider for Non
Repudiation", EFFaEH CSP 72 513X
"HPKI Crypto Service Provider for
Authentication" ThrE 5 LTHIEFXE
42, !

DWORD IN 7 547 PROV_RSA_AES,
PROV_RSA_FULL 5 &
PROV_RSA _SIG #XETHZ &,
DWORD IN BWEIZRET 537 A—4 0 FIHERE]
. FIHBERASHE RS ET 2,
iES dwFlags |2 0 Z45E L7238, 7SAU— RANERENF RSN D,
CRYPT_SILENT %% L7chraa—WA ¥ 7 = — A TFRRSHRVD T,
CryptSetProvParam T PP_SIGNATURE_PIN %457 L C PIN OfE#Z T
VERDH D,

(2) CryptReleaseContext
API4 | CryptReleaseContext
BE | BT TNy PRI S
B 1 > | CryptReleaseContext(
#7x— | HCRYPTPROV phProy,
A DWORD dwFlags

);

R UfE | BOOL (TRUE:%%) FALSE:J:0)

GetLastError |2 T 7 —{FHBEUETE 5,
o | 10 | s

1 CSP o4 #8%, "HPKI Crypto Service Provider for Non Repudiation ABC"% 7 11 /3o ' —3fid% ¢
DTHD, BARKTHE—DAIRTT DHIBELZRNDOT, BENAKETH D,
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513K HCRYPTPROV IN CryptAcquireContext THUfSG L7z K
V%
DWORD IN BWEICRT D/ T A—% 0&RETDHZ
B
(3) CryptGetProvParam
API4 | CryptGetProvParam
WL CSP O 37 A—Z Dz ST 5,
B 1 > | CryptGetProvParam(
%7 x— | HCRYPTPROV hProy,
A DWORD dwParam,
BYTE* phData,
DWORD* pdwDatalen,
DWORD dwFlags
);
ROfE | BOOL (TRUE:T) FALSE:Z:HY)
GetLastError |2 C= 7 —{FHNEUF TE 5,
o /O Fpa
513K HCRYPTPROV IN CryptAcquireContext THUfF L7z~
Kv
DWORD IN BEEBHGFT DTe0OD/NT A—H, PR—
M AOEE R 6 1T
BYTE * ouT BEEEMT DNy 77 DR X
NULL Zf57& L7258 1 HMEDHEAA T
131739, pdwDataLen (ZfEOKSHN
(B R SSERTE S D,
DWORD* IN/OUT | fEDORSEZRFFT H/Ny 7 7 ~DRA
A BEEFONH LIREICIE, pbData 23 v
TIZE B THENTIZAEY A X%
BRIET Do PEGE THRRZIZ, EORSHIC
W7o R SPERE S LD,
DWORD IN BIEICBET D /3T A—% 0 3 ET D
Zé&,

#6 CryptGetProvParam ¢ dwParam CTH7HR— h 3 AfH

# |18 N
1 | PP_IMPTYPE CSP m32E4 DWORD A ik,
2 | PP.NAME CSP 4#% CHAR % NULL # — 3 — F 35Tk,

HE4 M CSP 72 5 IEX"HPKI Crypto Service Provider for Non
Repudiation", FEF#8alEH CSP 72 & X"HPKI Crypto Service Provider
for Authentication" 21X 9,

PP_VERSION

CSP D/3— 5 % DWORD #Cilkd,

CSP 7' ra/A ¥ % A 7% DWORD I Cil 9,

3
4 | PP_PROVTYPE
5 | PP_CERTCHAIN

CSPIZaEnd CA DRtHE (F=A ) ZHUTFT 5,

¥ CA OFHFFAEDF = A L OIEFITHHIHLE L
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CAD7x—~ M, ASN.1 T a— RKEIhiz
SET OF Certificate ; -- X.509 certificates
WZHEHY D ET D,

(@) CryptSetProvParam
API 4 | CryptSetProvParam

W | CSP O/\T A—X DIEEHRET 5,
B 1 | CryptGetProvParam(

> #7 | HCRYPTPROV hProv,

=—A | DWORD dwParam,
const BYTE* pbData,

DWORD dwFlags
);
R Y{E | BOOL (TRUE:f%Z) FALSE: %)

GetLastError (2 C— 7 —{FH UGS TE 5,

A j1(e} A
5% | HCRYPTPROV IN CryptAcquireContext THUS L

TNy Bov

DWORD IN HEBSET DD /NT A—H
PAR— M DHEER TITRT

const BYTE * IN EENT DNy 77 DRA
4, FESHNIEAET D,

DWORD IN BEICRET 537 A—% 0 &%
ETHZ &,

# 7 CryptSetProvParam ® dwParam C¥7R— M9 AfH

1 A

1 | PP_SIGNATUER_PIN | CSP %#E&4 CHIMT 5728 d PIN ZiXE$ %, pbData (Zi3,
NULL T#i0% ASCII SCFFI 2,

CryptAquireContext ¢ CRYPT_SILENT % L7-3%7A. PP_SIGNATURE_PIN %57 LT PIN OfF
AT VENDH D, FHELRWEEEITIE. CSP NOa—% A % 7 =— 2L - T PIN ODASIMES
%N

(5) CryptDestroyKey
API4 | CryptDestroyKey
WL BEDOIHEEAT D,
B 1 > | CryptDestroyKey(
BT x— HCRYPTKEY hKey
A );

K N BOOL (TRUE::%%) FALSE:J3H%)

GetLastError 12 T T —{FHRNEUS T 5,

0 10 P
515 HCRYPTKEY IN FES DD N Rv
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(6) CryptGetKeyParam

API 4 | CryptGetKeyParam
Wi PED/RT A= OEETIGFT 5, (C 71— RIS 7RI A ZDER
N ZIET, )
Bt > | CryptGetKeyParam(
X T xz— HCRYPTKEY hKey,
A DWORD dwParam,
BYTE* pbData,
DWORD* pdwDatalen,
DWORD dwFlags
);
RU{E | BOOL (TRUE:%%) FALSE:J:%0)
GetLastError (2T 7 —{FHB UG TE 5,
it} /0 Ipa
5% | HCRYPTKEY IN BT B 8D~ P
DWORD IN e s E+ 237 A =%
KP_CERTIFICATE: IC 77— RIZk&#H
SR AN EL KT,
BYTE* OuT BEEHNT DNy 77 DRA X
NULL %¥57E L7=5 &1 HE DRt A R
134717, pdwDataLen (ZEDFHA
(B R SDSERIE SH LD,
DWORD* INOUT | fEDOR S ZRFFT2/3y 7 7 ~DRA
& BAEINFOH LIRFZ I, pbData 23 >
T7IZED S TONTAEY A X%
RIET D, BB THRATIL, ORI
MR KISERIE SND,
DWORD IN BRI 57 A—% 0 #RET D
Zé&,
(7) CryptGetUserKey
API4 | CryptGetUserKey
WM | #ar TR FLVERGT S
B > | CryptGetUserKey(
BT x— HCRYPTPROV hProv,
A DWORD dwKeySpec,
HCRYPTKEY* phUserKey
);
RUfE | BOOL (TRUE:%2) FALSE: S0
GetLastError |2 C= 7 —{FHNBUF TE 5,
it} /0 Fpa
5% HCRYPTPROV IN CryptAcquireContext THUYS L7z~ K
V%
DWORD IN SO AT SIGNATURE: B4 fg
ERIETDHI L,
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HCRYPTKEY* ouT fEN FVEat—F 5y 7 7DT R
LA
(8) CryptCreateHash
API4 | CryptCreateHash
WL Ny VATV NOEREIT D,
BEEA( > | CryptCreateHash(
T z— HCRYPTPROV hProv,
A ALG_ID Algid,
HCRYPTKEY hKey,
DWORD dwFlags,
HCRYPTHASH* phHash
);
RVME | BOOL (TRUE:Th FALSE: %%
GetLastError |2 C= 7 —{FH3BfF TE 5,
i} /O I
515 HCRYPTPROV IN CryptAcquireContext THUG L7z K
V%
ALG_ID IN CALG_SHA1: SHA-1 7/ X2
CALG_SHA 256: SHA-256 7 /L3 X
N
CALG_SHA _384: SHA-384 712 X
I
CALG_SHA 512: SHA-512 7 /L3 U X
N
HCRYPTKEY IN F— PNy a2 DEEOHE N RV 0%
BETHZ L, OR CSP Tlds— Ky
TalIYAR— kLN
DWORD IN BWEICRT D/ T A—% 0&RETDHZ
ks
HCRYPTHASH* ouT R LTy ad T o= bR
N aA—F ANy T DORA K
(9) CryptDestroyHash
API4 | CryptDestroyHash
WL Ny YA TV NOWIEEITH,
B 1 > | CryptDestroyHash(
BT x— HCRYPTHASH hHash
A );
VKN BOOL (TRUE::%%) FALSE:J3H%)
GetLastError |2 C= 7 —{FH3BfF TE 5,
il /0 I
518 HCRYPTHASH IN WEES BNy Y2t T2 bONV R
V%
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(10) CryptSetHashParam
API4 | CryptSetHashParam
Wi N YAt TV ) NDOIRT A= ERET D,
BEE A1 > | CryptSetHashParam(
#7x— | HCRYPTHASH hHash,
A DWORD dwParam,
const BYTE* pbData,
DWORD dwFlags
);
RU{E | BOOL (TRUE:%2) FALSE:JH0)
GetLastError |2 Cx 7 —{FHRPEUT TX 5,
i} 1/0 Fpa
5% HCRYPTHASH IN INTA=BERET DNy adTVx
ANPYAVAVIZ
DWORD IN RET H/NT A—% HP_HASHVAL:
pbData /3> 7 7 I S VT Z /N
Vafl LTy vat TV MO
ET D,
const BYTE* IN NG A=BINIRET DT —F DRA ¥
DWORD IN RIS 23T A =% 0&RETDHZ
B
(11)CryptSignHash
API 4 | CryptSignHash
A Ny Y afBIZELEAT O,
B 1 > | CryptSignHash(
# 7 x— | HCRYPTHASH hHash,
A DWORD dwKeySpec,
LPCTSTR sDescription,
DWORD dwFlags,
BYTE* pbSignature,
DWORD* pdwSigLen
);
RU{E | BOOL (TRUE:%2) FALSE:JH0)
GetLastError |2 C= 7 —{FH3BfF TE 5,
il /o A
513 HCRYPTHASH IN BLEATI Ny a2t T hDON
%
DWORD IN st E4 e AT_SIGNATURE
ERETHI L,
LPCTSTR IN Ny Y 2 OEEIZ DWW T NULL #—
I Fx— FFS) NULL 23 E3 52 &
DWORD IN BAREDT T T 0 ZRET HZ &,
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BYTE* OouT BT — R ERANT D T 7 DRA
% NULL #f5E LIz aiHEOEXIA
I T T, pdwSiglen (ZAEDOKHNIZ
BN R SDSERIE S ND,

DWORD* IN/OUT %‘%T“‘ﬁ DRI TR 53y 7 7 ~
DRA 5 FEEPEOH LRI
pbSignature /3 7 7 (2 4T EZ(L?’_
AFEY YA ZHET D, BIEHE THAC
(T, BAT —F DINTLE LR S5
EIND,

5.2.4. Cryptography API: Next Generation 4 % 7 T —X

ARIA RZ A4 Tl Cryptography API: Next Generation (LA F CNG) DOV 7R— M & EREDO—E %
# 8 1TR~T,

#8 CNG
No API 4 A
1 | NCryptOpenStorageProvider KSP % v — R LeHHET %,
2 | NCryptOpenKey KSP [ ZAFET DD/ N RIVERUST D,
3 | NCryptGetProperty KSP O 71 "7 1 OfEZ TS %,
4 | NCryptSetProperty KSP O7' v /37 ¢ DA a2 ET 5,
5 | NCryptFreeObject KSP A7 V=7 Nafihtd 5,
6 | NCryptFreeBuffer NCryptEnumAlgorithms 75 Hifs L7= A€ U % fiFf
I %,
NCryptIsAlgSupported TNTY ZLAOYHR— MR EBTGT 5,
8 | NCryptEnumAlgorithms PR— b7 13 XLAO—EEFET 5,
9 | NCryptExportKey ATy AR— T D,
10 | NCryptSignHash Ny A BICEBALEIT ),

PR— h & API OARIZILL T OMEY L7225, 728, RUfE, #ERIT. CNG OffkESBoZ &,

(1) NCryptOpenStorageProvider

API4 | NCryptOpenStorageProvider
M KSP #vu— R LyHkd %,

BE%A1 > | NCryptOpenStorageProvider(

X7 x— | NCRYPT PROV_HANDLE *phProvider,
A LPCWSTR pszProviderName,
DWORD dwFlags

);
RO {E | SECURITY_STATUS (ERROR_SUCCESS: i) Z Dfh: 2%
i 1 7{0) Iapa
518 NCRYPT PROV_HAN OUT TS FN RIAKSHBGFTORA X
DLE *
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LPCWSTR IN NULL 3CFTH 79% Unicode 355
DT A Z4LHCTh-> T, EEHH
7oA Ze5IX“HPKI Key Storage
Provider for Non Repudiation”, & &8
AEF 7 v N A Z 70 5 X “HPKIL Key
Storage Provider for Authentication” T
bE D LTFHNEETET D, B3

DWORD IN BRI 237 XA—=% 0 &RTET D,

(2) NCryptOpenKey
API4 | NCryptOpenKey

ML KSP |[ZTFET DD RVEREST 5,
B 1 > | NCryptOpenKey(

# 7 x— | NCRYPT _PROV_HANDLE hProvider,
A NCRYPT_KEY_HANDLE *phKey,
LPCWSTR pszKeyName,
DWORD dwLegacyKeySpec,
DWORD dwFlags

);
BOfE | SECURITY_STATUS (ERROR_SUCCESS:%Y) & Dfh:4:f5)

ginl| /O I
515 NCRYPT _PROV_HAN IN NCryptOpenStorageProvider THfS L

DLE 7o~ Rv

NCRYPT_KEY_HAND ouT fo N RARHIGIT DORA &

LE*

LPCWSTR IN NULL 35T 179 % Unicode 355
DEEDAFR
“Private key of HPKI" %% /E 9 5,

DWORD IN CSP & OHFM:D 7= DI AF H T D g Fd
¥H
AT SIGNATURE %7213 0 3% E9 5,

DWORD IN WEIZRET 5/ 3T A—4
0: MBS L Ca—HF A v H T x2—2R
e AN
NCRYPT SILENT FLAG: z—1A1
BT 2 — AL FoR SR

(3) NCryptGetProperty
API# | NCryptGetProperty
2L | KSP 7 a7 4 OIEEEST 5,

3 Fa s X OL4FNE. “HPKI Key Storage Provider for Non Repudiation ABC” 257 1 /31 &5\l
LD THD, BURTHE—DBPRTT DHIEEITRVOT, BUEDNNETH D,
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BEEL1 > | NCryptGetProperty(
# 7 x— | NCRYPT _HANDLE hObject,
A LPCWSTR pszProperty,
PBYTE pbOutput,
DWORD cbOutput,
DWORD *pcbResult,
DWORD dwFlags
);
BRYO{E | SECURITY_STATUS (ERROR_SUCCESS: k%X & D 550
Al /O A
5% | NCRYPT_HANDLE IN T FETREON RV
LPCWSTR IN NULL 3CF T 79% Unicode 355
DT TIST 4 DA, YAR— M DEE
#9ITRT,
PBYTE ouT T ST 1 DIEDREIGITORA &
KA B2 A R R T A 85A120F
NULL #8&E7 5,
DWORD IN pbOutput YA X
DWORD * ouT 7aRT o DEOYA X
DWORD IN EECBES 53T A =X
0 MEIJS L TCa—HY A F T ==
T FIR
NCRYPT _SILENT FLAG: =—¥A1
BT 2 — AT SR

7% 9 NCryptGetProperty ® pszProperty CTH7iR— k3" Al

# {2 A

1 | NCRYPT NAME_PROPERTY TR ZE IO,

2 | NCRYPT_VERSION_PROPERTY A=AV AVAC Ve I 5

3 | NCRYPT ALGORITHM_GROUP_PROPERTY | NCRYPT RSA_ALGORITHM._GROUP %,

4 | NCRYPT _ALGORITHM_PROPERTY NCRYPT _RSA_ALGORITHM %%,

5 | NCRYPT _CERTIFICATE_PROPERTY Pl B < FERREZ BT 5,

6 | NCRYPT LENGTH_PROPERTY HED bit A BAFT 5,

7 | NCRYPT_PROVIDER_HANDLE_PROPERTY | fi/& &7z > D7 a/ A XNy RVzR
575,

8 | NCRYPT WINDOW_HANDLE_PROPERTY | NCryptSetProperty Ci&/& &417- Window 7~ K

RIS D,

(4 NCryptSetProperty

API#4 | NCryptSetProperty

W2 | KSP O 037 4 OffE#RET 2,
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BEEL1 > | NCryptSetProperty(
BT x— NCRYPT_HANDLE hObject,

A LPCWSTR pszProperty,
PBYTE pbInput,
DWORD cblnput,

DWORD dwFlags
);
RYOME | SECURITY_STATUS (ERROR_SUCCESS: k) & Dfh: 450

i /O N
5% | NCRYPT HANDLE IN T BEITHON RV

LPCWSTR IN NULL 357 TH T3 % Unicode 3C55]
DT INT f DAFR, AR— T DEE
# 10 1777,

PBYTE IN RETHTaT ¢ DIE

DWORD IN pbInput OH%A X (31 1)

DWORD IN RIS 53T A —2 (R E )

NCRYPT _PERSIST ONLY_FLAG: =
—WPIRFFSIND T 03T DI ERTE
T 5,

NCRYPT SILENT FLAG: z—A
BT 2 —AhFoRSHE 20

# 10 NCryptGetProperty ® pszProperty TH 74— b3 21E

i N
1 | NCRYPT WINDOW_HANDLE_PROPERTY A AT 0 s DO Window D/~
v RIVEBRTET D,
2 | NCRYPT _PIN _PROPERTY AT T 57250 PIN 23%ET 5,

dwFlags (Z NCRYPT_SILENT FLAGS #?
RIE SNV T PIN 24845
B AR ST 4 DERES LT e
T2, RVfEE LT

NTE_SILENT CONTEXT 78K %,

(5) NCryptFreeObject
API#4 | NCryptFreeObject
e KSP A7 Y =7 NS %,
BEE1 > | NCryptFreeObject(
# 7 x=— | NCRYPT_HANDLE hObject

A );
BOfE | SECURITY_STATUS (ERROR_SUCCESS: %X #Dfh:2:h5)
il /O A
5% NCRYPT HANDLE IN TS X ET TR N L

(6) NCryptFreeBuffer
API# | NCryptFreeBuffer

GG NCryptEnumAlgorithms 7>5Hif5 L7z A€ U Zi#9 5,
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BEEA > | NCryptFreeBuffer(
#7x=— | PVOID pvinput
A );
BRYfE | SECURITY_STATUS (ERROR_SUCCESS: %) & D 550
Al /O A
515 PVOID IN T 5 ATV DT RLA
(7) NCryptIsAlgSupported
API 4 | NCryptIsAlgSupported
WL 7T Y XDV R— MRETET 5,
BEELA > | NCryptIsAlgSupported(
BT x— NCRYPT_PROV_HANDLE hProvider,
A LPCWSTR pszAlgld,
DWORD dwFlags
);
BRYOfE | SECURITY_STATUS (ERROR_SUCCESS: %) & D 550
Al /O A
Gk NCRYPT _PROV_HAN IN NCryptOpenStorageProvider THfS L
DLE 72N> RV
LPCWSTR IN NULL 37 TH T35 Unicode 3C7-4)
DT NI Y X LGRIADL4FR
NCRYPT_RSA_ALGORITHM 73 A %)
v vlles
DWORD IN EECEET 53T A—4
0: MBS L Ca—HF A v H T x2—2R
T FR
NCRYPT _SILENT FLAG: =—%1
BT 2= R FoR SR
(8 NCryptEnumAlgorithms
API4 | NCryptEnumAlgorithms
A PR—= b T2T7 VTV X LO—EETEFT 5,
B 1 > | NCryptEnumAlgorithms(
# 7 x— | NCRYPT _PROV_HANDLE hProvider,
A DWORD dwAlgOperations,
DWORD *pdwAlgCount,
NCryptAlgorithmName **ppAlgList,
DWORD dwFlags
);
RV | SECURITY_STATUS (ERROR_SUCCESS:Z) 2 Dft: I
Al 1/0 N
GlE='e NCRYPT_PROV_HAN IN NCryptOpenStorageProvider THf5 L
DLE AV VI
DWORD IN —EEBHFT BT VT Y X LOFES]
DWORD * OUT | 7T YU X LD ORA &
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NCryptAlgorithmNam

e‘k*

OuT

T Y XLO—EDPRERN S DGR
DA L BDT KA

TNTY ZLO—FEHREIES NI AEY
IZ NCryptFreeBuffer Zf#H L C#h3
va)

DWORD

IN

BEICRET 53T A—X

0 MG L TCa2—HP A v H T = —R
HFoR

NCRYPT SILENT FLAG: @—¥#A
BT 2 — A TR SHRN

(9) NCryptExportKey

API4 | NCryptExportKey
s WAaE T AR— 15
B 1 > | NCryptExportKey(
#7x— | NCRYPT_KEY_HANDLEhKey,
A NCRYPT_KEY_HANDLE hExportKey,
LPCWSTR pszBlobType,
NCryptBufferDesc *pParameterList,
PBYTE pbOutput,
DWORD cbOutput,
DWORD *pcbResult,
DWORD dwFlags
);
ROME | SECURITY_STATUS (ERROR_SUCCESS: k) & Dfh: 450
il 1/0 HNE
515 NCRYPT_KEY_HAND IN T AR— T D8N R
LE
NCRYPT_KEY_HAND IN T AR— MO8 AT 572D
LE N KL
NULL Z8&E7 5,
LPCWSTR IN NULL 3CF T 179% Unicode S5
DTy AR— 4% BLOB %A 7
BCRYPT_PUBLIC_KEY_BLOB:
BCRYPT_RSAKEY_BLOB ##i&EfAE L
TRAREE =7 ZAR— 5,
BCRYPT_RSAPUBLIC_BLOB:
BCRYPT_RSAKEY_BLOB ##i&EfAE L
T RSA ORXBEE 7 AR— K~ 5,
LEGACY_RSAPUBLIC_BLOB:
CryptoAPI TA > 7R— FA[ER XD
RSA ABgtA =7 AR— 95,
NCryptBufferDesc * IN BED/RT A— 25
NULL %Z8&Ed %,
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PBYTE ouT T AR— N DBORIGEITDORA
7
T AR— T OV A XEFHRT D
a2l NULL 2% E3 5,

DWORD IN pbOutput ®H-1 X

DWORD * OUT | =/ AF— FF 28 DI A 2

DWORD IN RIS 53T A—4

0: HEZS L Ca—HP A o X T —R
ot AN

NCRYPT _SILENT FLAG: =—#o
BT 2 — ArFoRSER

(10) NCryptSignHash

API4 | NCryptSignHash
ML Ny Y a I B AT O
BEEL1 > | NCryptSignHash(
# 7 x— | NCRYPT_KEY _HANDLE hKey,
A VOID *pPaddingInfo,
PBYTE pbHashValue,
DWORD cbHashValue,
PBYTE pbSignature,
DWORD cbSignature,
DWORD *pcbResult,
DWORD dwFlags
);
Y {E | SECURITY_STATUS (ERROR_SUCCESS:Z ZDft: )
7 10 P
515 NCRYPT_KEY_HAND IN NCryptOpenKey THS L7z~ KL
LE
VOID * IN INT o v TTEROBEEIRORA &
dwFlags |ZHRE L7237 ¢ v 7RIS
U7 MsE A Ed b,
PBYTE IN BAKGD N v 2l
DWORD IN BRSFRDN Y Y 2fEDYA X0 |)
PBYTE OUT | BAMERANGFTORA 4
BLHEOY A X EFET 25 6120F
NULL %Z8&Ed %,
DWORD IN pbSignature @A X
DWORD * ouT BAMEDOYA X
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DWORD IN RIS 53T A—4
BCRYPT PAD PKCS1: PKCS #1 /35
4 7% 5, pPaddinglnfo 213
BCRYPT PKCS1 PADDING_INFO %
RIET Do

BCRYPT _PAD_PSS: PSS /35 ¢ v 7 %
5 H 9 % ., pPaddinglnfo (2 X
BCRYPT_PSS_PADDING_INFO % &%
ET D,

NCRYPT SILENT FLAG: z—FA1
BT = — A TR SEIRD

(i3 pPaddinglnfo (ZFXET 53T 1 & 7 THEROMEERD A L7\ pszAlgld (ZITLLT
DWTINNDOT T Y X LERET D,

BCRYPT _SHA256_ALGORITHM: SHA-256

BCRYPT _SHA384 ALGORITHM: SHA-384

BCRYPT _SHA512_ALGORITHM: SHA-512

53. PKI 77— 3 oDig&E

5.3.1. EKig&

PKI 71— K77V r— 3 o OF — k&L, JIS X 6320-15 ISO/MIEC 7816-15) THEIN TV 5, A
A RTA T, ZOHFEEBRATZ L L, 2OMEEHIT 5, BT 7V r— 3 ol
DF %, EE BITRT,

JIS X 6320-15 1%, IC 71— ROHFUIKFBIEE AT 5 72O DO GIHHEZ T DBEOMEEZ ED TN D,
RSA &= U T ¢ {505 SHEREORENE L U TR L7z PKCS #15 2 X— 2 &L LTEBY ., ED X ) laE
WATY =7 "X, D—FRRDOEZIZHY, EDLX DT 7B AFHT > TN D DAL T& HHAR L
7o TG, ARG Z X 41T,

77 r—3azor DF

E54 TSI EOTAL M
EF.CIAlInfo | —
EEODCIT) 3 IEROTLYIER
115) N D e
EF.PrKD i
—, ABROTF LY
""" EF.PuKD
wor - oD || 1 aBIREmEOT oS
[ BRAOD [l | mammoF U ohEe

4 JIS X 6320-15 D FEAAERY:
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FEHROT L7 N UIEREFIR L=~ 7 1 /v EFOD [, &
WA~DY 7 (BIRIER) ERFEEL TS, TOERNOIUSG LA SERA 7 V=7 boT 4 L7 MY
THEHRE G L, BRI S HmA 7 Y =7 SOPHE, FIRGM: (BX= U7 1@t REZEIGL, K5
A7 V=7 NERHTHZ &2 5,

FERA T2 FOTF 4 L7 R UIE

532. BFBRAPKI h—F7 TV r—2a V0 EEFRAA PKI A— K7 TV

F— a3 nHE

EWABLAT ) r—ya v EEFHEERAT ) r—v g d, B % AID Ik - Gl b DF (B
—b77j#—/a/)_%méné ZNENr D EF.CIAInfo Z#5>, fNr/aiik L U CFEET D,
HPKI THWoHD A — RidiE, EFEB4H PKL 77 ) r—ya v AWNIEFREH PKI 77U r—3
2 DOUVTHNNT D, %éb\iﬁEOD PKI 77V r— a UBMEHI S WA FREMEN H 5, W PKI 77V &7
—3 g VN — RIS SN A OSSR 2 X 510177,

\

-

ERRAN—FF7T)r—3azor DF RELAA—FT7 T /r—>avor DF

EF.CIAInfo EF.CIAInfo
EF.OD(’11%) EF.OD(’11”)
IEF €~ - - -4 IEF PE—
EF.PrKD EF.PrKD
1EF - - - - EF.PuKD R TPTPPIr 1EF [€- - - - EF.PukKD et
WEF [<¢----1 EF.CD et WEF  |----1 EE.CD Qrennnned
IEF P EF.AOD D P , IEF P EE.AOD P PTT TP RPR Y

NS

M5BT 7Y r— g LREERAT ) r—3 g AN LT A OSSR

HETIHEENDEEEH

533. 7)) 45— 3 Uhd
FEEEIND IC H—RIZL Y., ¥REOENE L A REMENH D, KT v VOBV PN, 41— F

W Ko THAGHELT v L L AR— R L CWRWEGEEDFET 5, D72, I— REFIH7T 2% HPKIL 7

7J’7“‘/a/i BLERAI— KT 7V r—a o EFEGERH— KTV r— 3 URFE C A — R EicHAE
THGAITIE, BIBAEENTE T 5 £ THMHE AT 2 7 &, FIHY—7 U RIZRELAE Tl L O il
Fﬁ?‘éd‘é\%z’)i%éo

54. PKI7Z7)5r—armavy Fittk

541. &

5.3.1 Tt L7z JIS X 6320-15 (ISO/IEC 7816-15) (28D T — X ET NVNOKRE SEFHRA TV =7
(B, FEAES) ZRHT 572000 — RKa<y Rid, JIS X 6320-4 ISO/MEC 7816-4) . JIS X 6320-8
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(ISO/MMEC 7816-8) IZ L > THEXND, AEiTIX, TOa<y ROBMEIZHOWCRIAT 5,

542. xR LT HAT Uk

B B4 B L e ATEEOFATICERET S IC 71— Nioxd 52~ R, JIS X 6320-4 KO JIS X
6320-8 IC Lo THIESNTWA, K 1L I L 72D a~y RO—E RT3~ ROFENIOWTIE,
MftEE Clzitdkd 5,

F 11 FAAEERMMRIOVNEL A a<w o R

a<w R HE S DA
SELECT JIS X 6320-4 ISO/IEC 7816-4)
VERIFY JIS X 6320-4 (ISO/IEC 7816-4)
READ BINARY JIS X 6320-4 (ISO/IEC 7816-4)
MANAGE SECURITY ENVIRONMENT JIS X 6320-4 (ISO/IEC 7816-4)
PERFORM SECURITY OPERATION JIS X 6320-8 (ISO/IEC 7816-8)

54.3. a7 FIZxtd 5EIR

ZDOHA 7 A > O HEIPHN O HEMM 2R T D7D L 7 p % a~ > FIEDHIR & LT
LUF &5
X T A= A IHEH LA
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WEEA (3%) PKIA—F7 TV 75— 3 UFIRADL—7 20X

A1l BIE

BLDL—Ir o AT, JIS X 6320-8 (ISO/MEC 7816-8)DIftiEEE A DL —r L AHED b D ET 5, KK
T, A2 THHY 7 R BRHESR M Z R L, A3 IZH— R~V TORIHY—47 v A%, A4
IZPRCS#11 A > &% 7 =—ADHH > —4 » A% A5 1T CryptoAPT OFIIH L —2 > A 5% A6 12 CNG
ORI~ v A a7 d, ABECTRT—7 AL, HLETHITH Y, EEOEIEFEENRIT
T5 75— ROFHAOBROBEWELRGET 5 O TRV, FEEO A — FE O — Ricisni=7 7 r—
3 VORIFIZYS 7> TE, FFEEON— REOT 7V r—y g Ak f]#iiisns Yy 7 v =78V 2—
VORI E > TEWEZ GRS D D B 5,

A2 FRAI—F U RIZET DEHREERUEE

A21 HHREH

J— R~ TOFIH L —4 2, PKCS#11, CAPI 3510 CNG OFHIZHE—TII/e< . #EIET 5
ZLENTED, A3, A4, A5, HUVA6 TIE., IROFKMEERHEE LTS,

1)  SEROHERR

SRk 1 B IC — R U —# 1 aogEk s, IC 1— R 1 BRA SIS,

2) HI—FEoOHPKI A— KTV br—av

1D — R EiZiE, 1 >OBFEBLHAHPKL 1— K7 70— a o £7203 1 >OEF3R5EH HPKI
—RT7 7TV r—rar, HHNE 1O — R EZ@E— K77V r—ya VRN 1 o7 %S T s b
D LT 5, EOEFELHHPKL 71— K7 7V r—y g o RO OE B HPKL 77 ) r—y 3 v
DB ST DIGEIIIEE Ly,

3) &7

12O PKL 77V r—y 3 /A2i%, 1 DOFEHEE | ZHUTKHE LTz 1 OFRIHEREED R S 0T
HHDETDH, REREZIEH LTS PIN X1 OFHETHHDETDH, 120 PKI 77— 3 AAHEK
DOFEHE, BELOFIRAFEFE, #5D PIN 3% 2855 51348E L7220,

4)  _EAEERAEORER

EAFEERHEIZ SN, PRI 7 U 77— 5 2 1 Dl2b— k CA KOS CA 25T 1O A EEIAEN
BENTWAE LD ET D, 120 PKL 77U 7r—3 g AAEERO FEFAEDSKRM STV D EEITR
E LR,

5) _HAFEAEOXH]

FIAT2 PRI h— R7 7 U —3a NI EMEEERKH SN TWAEA,. EHED
BasicConstraints.cA 72 EZ L - TRIHEREHE & OXFBIRAHEIZ /8> TWDH LD ET 5,

6) T4 LVZ7 MUBHREROARESEHZEDT 7 & AH#H

JIS X 6320-15 (245727 4 L7 b VIEHAE OABBSEIE O UL, FBRELRS EHHRETH D b
DETD, T4 L7 b UIEHRK OABISEREIAE OIS _mﬁﬁz%@%AiﬁEL&w

A2.2 BXONA23 I28F/72 2 5D H— FRIHD > —4 o ZAO& A9, A3, Ad, A5 KNTRA6 T
1L, A2.2 DI —rr L Ak b ST RO —r v A IRT,

A22 JISX6320-15 [ZH - 1=-FIRS—4 o ADIE

KA RTA AfE~T-PKL h— K77V r— 3 0%, JISX6320-15 (2HiE-> TN b, D=8, FIH
IZHT=>T, H—FHND JIS X 6320-15 1 ZHE~T2h— KT 7V Ir— g U ERERT D o —7 0 ATHE- T-F]
FHZATETHZ LM TED, TOHE. UTOREO T TH—FRPKI 77U r—ya b AR5 L7
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Do
O PKI A— K77V r— 3 0%, JISX 6320 (2t~ 72 AID M-S Tnb, 77005, JISX 6320-15
THEESH2 RID “E828 BD 08 0F” ThhE A 16 /31 FD AID L725,
@ H— Rt %o JIS X 6320-15 (ISO/MEC 7816-15) (CHEMLL 7= — RT7 7Y r— a2 (BF
GRAH— KT 7V r—a v EEFRRREH A — K77 r—a V) PRSI TTWV A AT %75%60
® HPKLIZHHSE L= PKI A — R7 7Y r—3 9 T DD T NI TG E 2 BUS L TR %,
PLEDOSZHED & KA IZHES TR —2 o A TRIET 5 2 <‘: L b,

“E8 28 BD 08 OF ” & /3—3
¥ /LIETE L7- DF &R

!

7 7 A%
FHETD?

o 7 L

Y

N

KRS
AEAAE N 2

RERE

% A1 JISX6320-15 12/t~ PKI — K77V r—3 3 o ofai L FIH

A23 ®EETHIH—LET7TUHS— 320 AD ZHWNFIRS—7 o XOME

H—RET TV r—a o2 RHRT 5 50 bEREAID 28E L ORR LZIE D 2VERB BV, ST T

DEY L7725,

O PKI #— K77V r—3 g%, JISX6320-15 (29t~ 7- AID 2Mt5-&hTnb, £7-. HPKI E+2
AR OE TR — KT 7V r— 3 U3, B8 EE LIZ AID 245,

@ H— R, #%o JISX 6320-15 ISO/IEC 7816-15) D — K7 F U r— g v (BFELAT 7V 7
—a V CEBTEREIRT ) r— 3 V) BRSO A RREENR B B,

@ HPKILIZ&HS L= PRI 7 7Y r—3 9 U Ch DM ENE BEINZIZ HPKL 7 7Y 71— 3 Vb D\
ERRIEI T 7 ) r—3 3 UONEEHEA B L TR d 5,

LLEDSIIED & A2 TR TR — 7 P R TR 2 2 & &7 %,
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“E828 BDO8OF ” ThahE 5 PKI 77V
r—3 a3 ® AID #$57FE L= DF OER

A
I BREEERE IR O BUS

!

FANES
RERAEN 2

—

T 7 —jLE I 5T AL

A2 AID ZEHRE L PRI 77— 9 U OER EFH]

A3 ICH—FDFAEADI—r 2R
IC 1— RiZkT 2 a~y RL-ULTOFIEL, LLFEDO—47 2 AITHES,

A31 TF)Hr— 3 U8R

1) 77V r—3 a2 /DF OER
SELECT FILE

- “E8 28 BD 08 OF” 754 % 2 AID # DF 4 & L THeE L CEIRI 5,
- (1) =~z F

CLA “00“

INS “A4“=SELECT

P1 “04“=DF 43381

P2 “00“= IMETITME—D 7 7 A ViR

Lc KX“= F—HT 4—)L RKDEX

F—% | “E8 28 BD 08 OFXX XX XX XX XX XX XX XX XX XX XX XX“ (%)
Le “00“=FCI Z%(THt%

E: PKITFUr— g ko THEESNTAEERET A,
(2) VAR A

RS LS
7—% | 5~20 | FCI(TAG="84%)
“6F” L1
“84“L2 XX XX XX XX XX XX XX (xx |Tfc K 16 /N1 1)
SW1
SW2
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A3.2 FIBAZEDZAHL
1 IC 1— RN ED HPKL 7 7' ) 7r—3 a » OFFREAZ ST 5,
1) 77V 47— 3 /DF OER

SELECT FILE

CHANZT TV —va VERERLTEY . BT 5 DF ITHERICDh o T D ET 5,

(1) =aw>F
CLA “00“
INS “A4“=SELECT
P1 “04“=DF 4R
P2 “00“=DF &R
Le “XX“= F—H T 4 — )L RORS(RE 16 /31 1)
7 —%4 | “E8 28 BD 08 OF XX XX XX XX*
Le “00“=FCI Z%\THL 5

(2) VAR A
E& LS

F—4 | 5~20 | FCI(TAG="84)7 > 7L —k
SW1 1
SW2 1

2) EF.CIAInfo O L
READ BINARY (EF #j!-+=12%)

(1) <K

CLA “00“

INS “B0“=READ BINARY

P1 “92¢ = 4aiffis EF 5B FH8¢

P2 “00“= F7&v K

Le “00“= FeAH L3 1256 /XA RLIND 7 7 A )L DFE D £7C)
(2) LRARSA

kX JUS

T—HK | 1~256 | T—X

SW1 1

SW2 1

3) EFOD OFAH L
READ BINARY (EF ###+=“11%)

(1) ==K

CLA “00“

INS “B0“=READ BINARY

P1 “91“ = 4 EF s8¢

P2 “00“= A7t vk

Le “00“= @At LA M (256 /31 REAND 7 7 A JLDFEY) £0)
(2) LARUA

EX =US
F—H | 1~256 | T—H
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SW1

SW2

4) EFCD &AL
READ BINARY (EF #5/+=“15%)

(1) a2~ K
CLA “00*
INS “B0“=READ BINARY
P1 “O5* =ftifE EF 0 FHa7E
P2 “V0“= A7t v b
Le “00“= FiArt XA RE(256 /3o FUIND 7 7 A L DF&E D £ C)
(2) LARUZ
B IS
F—H | 1~256 | T—H
SW1 1
SW2 1
5) RERAEREA L
READ BINARY (EF ##J5!-=18
(1) =2~ K
CLA “00*
INS “B0“=READ BINARY
P1 “98“ = Jiffi EF faiE
P2 “V0“= A7ty k
Le “00“= T LA M (256 /31 REAND 7 7 A LOF&D) £0)
(2) VAR A
Kk FS
F—H | 1~256 | T—H
SW1 1
SW2 1
77 ANDKEDOVITEL TORWEAIZIE, READ BINARY O o~y RaHHTTHEITL, 77 A LD#&
DU F TR,
(3) 2w K
CLA “00¢
INS “B0“=READ BINARY
P1 “01“= L P EF{RE. A7k v b (15 By hdD L)
P2 “Vo“=4A7kvh IBEY hOFL8E Y |)
Le “00“= FiH Lo3A R(256 /XA RLIND 7 7 A )LDFE D £C)
(4) VAR A
Ex B
T | A T—H
SW1 1
SW2 1

L7 7 A NDOFEDVIZETHE T, A7y 2272036 READ BINARY =2~ Rafil)
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THAITT D)

READ BINARY (EF #5/+=“19)

(1) <K
CLA “00“
INS “B0“=READ BINARY
P1 “99“= JHfiE EF 585 1-H5E
P2 “V0“= A7k v k
Le “00“= FiArt LNA RE(256 A REIND 7 7 A L OF& D FC)
(2) LAFRLR
EX IS
T | A T—H
SW1 1
SW2 1
L7 7 A NDOFKPDVIZET HE T, A7y MEE 27205 READ BINARY =2~ R&EfilT
THITT D)
READ BINARY (EF #5!7=“1A%)
(1) <K
CLA “00“
INS “B0“=READ BINARY
P1 “OA“ =4ifis EF #5467
P2 “00“= A7kEv b
Le “00“= e LA M (256 /31 REAND 7 7 A JLDFEY) £70)
(2) LRARSA
& IS
F—4 |k | F—¥
SW1 1
SW2 1
L7 7 A NDOKDYVIZET HET, 78y MEZE 272035 READ BINARY =1~ > R&EfET
THITT D)
(READ BINARY (EF #5/+=“1B%)
(1) 2w R
CLA “00“
INS “B0“=READ BINARY
P1 “OB“= 4ffi EF #8045E
P2 “00“= A7tv b
Le “00“= @A LA M (256 /31 REAND 7 7 A LOFED £0)
(2) VAR A
E& LS
T | A T—H
SW1 1
SW2 1
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CUE7 7 A VOREDVITIET HET, A7 v F&2ZLZ72035 READ BINARY =t~ RS
THITT %)

A33 EAHE

1 IC — FNOFED HPKIL 77U r—3 a o OFEEC L > TBLAEET 5, FRNSGEAE GRS
T, DF BN TH D Z L DB

1) 77V 4 —3 3 /DF OER

SELECT FILE

< JEBRT D DF I3FANZ D> T b0 T 5, GENFZMEL L Tigit 725 DF 38N TH D),

(1) 2~ K
CLA “00“
INS “A4“=SELECT
P1 “04“=DF 43R
P2 “00“=DF 2R
Lec XX = F—&7 4 —)L FOESURE 16 731 1)
F—4 | “E8 28 BD 08 OF XX XX XX XX XX XX
Le “00“=FCI Z%(THt%
(2) LARUA
FE& B
F—% | 5~20 | FCI(TAG=84)7 > 7L —k
SW1 1
SW2 1

2) EF.CIAInfo OFisH L
READ BINARY(EF #5/l-1-=“12)

(1) a~wrF

CLA “00“

INS “B0“=READ BINARY

P1 “92¢“ = 4k EF sknfae

P2 “D0“= A7t vk

Le “00“= FiArt XA RE(256 /SA FUUIND 7 7 A L DF&E D £ C)
(2) LARUZ

ES SUS

F—H | 1~256 | T—H

SW1 1

SW2 1

3) EFOD @i L
READ BINARY (EF ##51+=11%)

(1) <K
CLA “00*
INS “B0“=READ BINARY
P1 “91“ = Jiifg EF @l F-He7E
P2 “00“ - j—7,{2 > ]\
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| Le “00“= FAH LA FE©256 /XA FLIND 7 7 A LOfE ) £0)
2) LAKRUSA
RE | E®
T—4 | 1~256 | T—X
SW1 1
sw2 |1

4) EFAOD D@t L
READ BINARY (EF #5!+=13%)

(1) o~ R
CLA “00“
INS “B0“=READ BINARY
P1 “93“= i EF ikp a7
P2 “00“= A7t vk
Le “00“= FiArt LoXA RE(256 3o FUIND 7 7 A L DF&E D £C)
2) LARVA
E LS
F—H | 1~256 | T—H
SW1 1
SW2 1

5) EFPrKD @i/ L
READ BINARY (EF #5!+=14%)

(1) zaw>F

CLA “00“
INS “B0“=READ BINARY
P1 “94“= 15 EF R Ha€
P2 “0“= A7t v k
Le “00“= FAH L3 RK(256 /31 RLAND 7 7 A LD £70)

2) LVARVA

Ex IS

T —X4 | 1~255 | T—X
SW1 1
SW2 1

6) B4

VERIFY (EF #57=16)  (f#R))

(1) ==K
CLA “00“
INS “20“=VERIFY
P1 “00“
P2 “096*“ = #ffi EF sknfaE
Lc T—HE
7 —% (PIN)

2) LVARVA
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pags)

o
b

SW1

SW2

MANAGE SECURITY ENVIRONMENT

SET DST (P1P2=“41 B6“) +5—% (#Ht~n1 77 L > Z: EF i3I +=0017%)

(1) o~ R
CLA “00“
INS “99“ = MANAGE SECURITY ENVIRONMENT
P1 “41“= FHE
P2 “B6“= FE4 AR
Le “V4“= T—H 7 4—)L RDOEEX
F—4 | “81 0200 17“= EL4ERHED IEF f87E
2) LVARVA
Ex LS
SW1
SW2

PERFORM SECURITY OPERATION
P1P2="9E 9A“+F—% (3F 4 7 LIz~ v afi)

(1) 2~ K

CLA “00*
INS “2A“=PERFORM SECURITY OPERATION
P1 “OE“= BAEIAE
P2 “OA“= T—H T 4 —)L RDOT—HX B4
Lc XX=7—4 74— /L FORE
T8 | BLTDH NNy aT—H

2) LARVA

Kk FS

T—4 | XX BAHER
SW1 1
SW2 1

A4 PKCS#11 FIRAD—7 A

(A) WL

| 5475 Vpu—F

l

C_GetFunctionlist

BASURA > 5 U X SO
ppFunctionList : API 7 KL AR A ¥

l

C_Initialize

| PKCS#11 51 75 U o9k
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pInitArgs : NULL_PTR

(B) f& T

C_Finalize

PKCS#11 7 A 77 U OF& T HLEL
pReserved : NULL_PTR

l

[ 5475 V07 n—F

| BT B4 FIETRAFPKCS #11 71 77 V&7 v n— RT3,

© FFAELRE

B

| (WYL

l

C_GetSlotList

2y U A MROES
tokenPresent : CK_TRUE
pSlotList : NULL_PTR

pulCount : A1 MIEHHT KA

IC — RNOHPKL 77’V r—yar b Ay MD 2SS 0ERH D, DD,

B4 HGE TREGEID

“E8 28 BD 08 OF XX XX ... XX XX” # DF 44 & L THaE L TR,

l

C_GetSlotList

Zwy MY A NORG

tokenPresent : CK_ TRUE

pSlotList : 2w F U A M&HHT KA
pulCount : A7 MIHEHHT KL

l

C_OpenSession

TV —varé b= Oy v a O/

slotID : C_GetSlotList THfGL72Am >y N X+ 1 FH
(pSlotList[0])

flags : CKF_SERIAL_SESSION

pApplication : NULL_PTR

Notify : NULL_PTR

phSession : v g LNy RAUREHIT R LA

A22 D —lr L RIPEN, IC H— RRNOT 7Y r— g b2 TORFAELZ FAH T,

!

C_FindObjectsInit

RAEERR R E ORI E

hSession : C_OpenSession THfS L7z~ Rv

pTemplate : LN FOEMEAFEE

(1) type=CKA_CLASS
value=CKO_CERTIFICATE

(2) type=CKA_TOKEN
value=CK_TRUE

ulCount : FXE7 5 JEMHEK(2)

!

C_FindObjects

SEAEORER
hSession : C_OpenSession THUS L7-/ > KL
phObject : &7 =7 by RAKHRT R LA
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ulMaxObjectCount : 47> =7 kN2 RIUVSHNGEIRE(4)
pulObjectCount : R L7=A47 V=7 MIHHT KL-A

l

N—=7 @ (pulObjectCount-1)F T/L—7
o s%j, PEE 0 L3%)
l
C_GetAttributeValue AEBHEY A XDOEHS:

hSession : C_OpenSession THUS L7-/ > KL
hObject : C_FindObjects THUYSG L7=A4~7 =7 b o KLY A K
® j 7% H (phObjectlj])
pTemplate : LN FOJEMEZ+EE
(1) type=CKA_LABEL(%1)
value=NULL PTR
ulValueLen="1 1 Z#&HHEIR T L A
(2) type=CKA_VALUE(%2)
value=NULL PTR
ulValueLen=" 1 AHHHEILT K1 A
ulCount : FXET 2 JEMHE(2)

!

C_GetAttributeValue

AEE OIS

hSession : C_OpenSession THfS L7z~ Rv

hObject : C_FindObjects THfF L7247 =2 ko 2 KLY A |k

® j 7 H (phObjectlj])

pTemplate : LU FOEMEAFEE

(1) type=CKA_LABEL(3%1)
value=7 ~UEHHT R LA
ulValueLen=F{fnEt A X

(2) type=CKA_VALUE(>2)
value=REERNT 1A
ulValueLen=F&ANEEI 1 X

ulCount : FXET 2 JEMHEE(2)

l

AFEOTF = v 7

T ULCRD) EITREAECC) 2 VT, RO D EEex. =2 F
TUT 4T 4 OREE) TH L0 EHET 5,

RO DREE & —BghuX, Ikttt
RODFEAEE —BE LU, Aoy )& 1 IE L TOIZRE
Do

!

C_FindObjectsFinal

AIEBAER SRR E RS T AL
hSession : C_OpenSession TH(fS L7=/ > Kb

l

C_CloseSession
HL<IE,
C_CloseAllSessions

v a rodEy

C_CloseSession D35

hSession : C_OpenSession CTHUS L7-/ > KL
C_CloseAllSessions D55

slotID : C_OpenSession (Z5E L7= A1 v K ID
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l
T hER | (B TSR

(D) BAARUE
BNV FAH T, nimodulus) & e(publicExponent))sSE4 %, F D=8, FHRITTTDFEHA
TERBL, TVVEILGEET — 2L > TROTWBEEEN SN ZHE L TR LERH 5,

B | (DyBmEsR |
!
C_GetSlotList 2y hU A MROETS

tokenPresent : CK_ TRUE
pSlotList : NULL_PTR
pulCount : A1 NMEHEANT N LA
IC — RNOHPKL 77’V r—yar b Ay MD 2SS 0ERH D, DI,
BT E4HGETSEAID “E8 28 BD 08 OF XX XX ... XX XX” % DF 4 & U THEE L GEIR,
!
C_GetSlotList 2wy MY A RO
tokenPresent : CK_TRUE
pSlotList : Am > F U X M&HHT KA
pulCount : A1 MIKHHT KA
!
C_OpenSession TV =gk b= UEDE v v g L OREST
slotID : C_GetSlotList CHf&GL7=Am v U A D 1%EHB
(pSlotList[0])
flags : CKF_SERIAL_SESSION
pApplication : NULL_PTR
Notify : NULL_PTR
phSession : v g LNy RAUHIT R LA
!
C_FindObjectsInit AEAE RSB E O W IIRR E
hSession : C_OpenSession THfS L7z~ Rov
pTemplate : LA FOBEMEAFRE
(1) type=CKA_CLASS
value=CKO_CERTIFICATE
(2) type=CKA_TOKEN
value=CK_TRUE
ulCount : FXE7 2 JEMHE(2)
A22 DU—r LV RIZHEN, IC — FNDOT 7V r—y 3 Uipb & TOEAES AT,
!

C_FindObjects RN ORER

hSession : C_OpenSession CTHUS L7-/ > KL

phObject : A7 =7 b~y RAFHRT R LA

ulMaxObjectCount : 47 =7 kN2 RUVSHNREIRE(4)

pulObjectCount : R L7=A47 V=7 MIHHT KL-A
!
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== @ (pulObjectCount-1)F T/L—7
o2 %j, L 0 &35)
l
C_GetAttributeValue AEBHEY A XDOEHS:

hSession : C_OpenSession THUS L7-/ > KL
hObject : C_FindObjects THUYSG L7=A4~7 =7 ko o KLY A K
® j 7% H (phObjectlj])
pTemplate : LU FDJEMEz+E
(1) type=CKA_LABEL(%1)
value=NULL PTR
ulValueLen="1 1 Z#&HHEIR T N L A
(2) type=CKA_VALUE(%2)
value=NULL PTR
ulValueLen=" 1 ARHHEILT K1 A
ulCount : FXET 2 JEMHE(2)

!

C_GetAttributeValue

AEE OIS

hSession : C_OpenSession THfS L7z~ Rv

hObject : C_FindObjects THf3 L7247 =2 ko 2 KLY A |k

® j 7 H (phObjectlj])

pTemplate : LU FOEMEAFEE

(1) type=CKA_LABEL(%1)
value=7 ~UEHHT R LA
ulValueLen=F#frElt 1 X

(2) type=CKA_VALUE(>2)
value=REERNT 1A
ulValueLen=F&ANEEIE 1 X

ulCount : FXET 2 JEMHEE(2)

l

SFHEOF = v 7

FULCRD F TR ECR) ZHWT, = R T 47 1 DFiE
HETH D05 HET D,

Kb HFEAEE —FF UL, kit
RODFEEE —E LU, hveF )& 1 IE L TOIZRE
Do

!

C_FindObjectsFinal

AIEBAER SRR E RS T AL
hSession : C_OpenSession CTH(fS L7=/ > Kb

!
[ E & N o | =2 R T 4 7 4 OFERED HAREO E & N 25
!
C_Login = ~pua A

hSession : C_OpenSession THS L7z~ Fov
userType : CKU_USER

pPin : /XA T — RICFH

ulPinLen : /SA U — RIFHIE

© JAHIS 20XX

51




A.3.3 D PIN BA&%Z1T9, PIN AL, BARREERNICKNEL RDGENH 5,

!

C_FindObjectsInit

T SRR EORTHIER E

hSession : C_OpenSession THfS L7z~ Rv

pTemplate : LN OEMEATEE

(1) type=CKA_CLASS
value=CKO_PRIVATE_KEY

(2) type=CKA_TOKEN
value=CK TRUE

®3) type=CKA_MODULUS
value=/ABH#ED N

(4) type=CKA_PUBLIC_EXPONENT
value=ABf#D E

ulCount : FXE7 2% EMEE(4)

l

C_FindObjects

TG HEOIRR

hSession : C_OpenSession THS L7z~ Kb
phObject : 47 =2 by RIUEEINT R LA
ulMaxObjectCount : 47 =7 k2 RUSHRERER(1)
pulObjectCount : FEH. L7247 =7 NI&HNT R LA

!

C_FindObjectsFinal

FLATHERSR AR EORE T AL

hSession : C_OpenSession TH(S L7=/ > Kb

!

| 54 V=% MED R

| BAKGT — 5 DFA V= A Mk B

l

‘ DigestInfo DfERL,

‘ A= A MiiZfERH LT DigestInfo 2 1ERk

!

C_Signnit

BA B DO W E

hSession : C_OpenSession THfS L7z~ Rv
pMechanism : CKM_RSA_PKCS

hKey : C_FindObjects CTHfSG L7=4~7 =2 b > Rb

l

C_Sign

ELAERES

hSession : C_OpenSession THS L7z~ Rov
pData : DigestInfo

ulDatalen : DigestInfo D5 — % £
pSignature : NULL_PTR

pulSignatureLen : FEAEEAHAT LA

!

C_Sign

B

hSession : C_OpenSession THUS L7-/ > KL
pData : DigestInfo

ulDatalen : DigestInfo O7 — 4 &
pSignature : BAEFANT N LA
pulSignatureLen : BAMEERNT K12
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ZIZT, A33 Dy v aDRE, BAFEOEEEIATT H2MENRH D, PIN OFAITZ 2 TfT

STHEVY,
l
C_Logout /AN >12)= /Ay
hSession : C_OpenSession THS L7z~ Fov
l
GHfee L CBAZITHHR) (1 [AlDEA 432 C_Login~C_Logout Z#§1 #<J,

alEZEE L CIT O %rAtE 1 BloFEA#EIZ C_Login~C_Logout
D0 IR UITVZETIEZRV, )

l

C_CloseSession
HLLIE
C_CloseAllSessions

Yo oUW

C_CloseSession D&

hSession : C_OpenSession TH(S L7=/ > KL
C_CloseAllSessions D5

slotID : C_OpenSession (Zf§E L7- A= > k ID

!

TR

| (B TR

A5 CAPIFIRDY—r A
R AGITHGE LT D AL, RO Y

(1) TETFELHCSP), EH8EEH CSP1 5 R4, %ﬂ%ﬂ@ PKI 1 — K77V Ar—3 3 ATkt
LT, ICH—FHNIZT 7V hars) (BFELHBLWITE
BE) 231 SFEET 5,

A  FIREESAETEE

CryptAcquireContext

W7 m A X aTFHEEEL T, T r g Xy FAVEfG
T 5,
phProv : 7'/ 3A 2N RIVER Y i,
szContainer : =174 NULL 3% ET 25 (F 74/ har7F),
szProvider : 7', XU EFRTET D,
544 H CSP 72 5 1X"HPKI Crypto Service Provider for Non
Repudiation", & TF&aEAH CSP 72 51X"HPKI Crypto Service
Provider for Authentication" % 5 Ed 5,
dwProvType : 7' 12/3A % 5% A 7'PROV_RSA AES Z#ZET D,
dwFlags : 0 ZF%ET 5,

!

CryptGetUserKey

AT OREFT 5 RSA 8837 DN RVEREET 5,
hProv : CryptAcquireContext CHUfS L7= 7 1 /31 X/ KL
dwKeySpec : #ff5] & L C AT SIGNATURE % $57E,
phUserKey : ##~2 RV D i,

l

CryptGetKeyParam

e BV 2FHEENET — 2 07 =2 ka7 2,
hKey : CryptGetUserKey CHuUfS: L7z~ R,
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dwParam : B5§9 %5 —#f@% & LT, KP_CERTIFICATE %Zf57E,
pbData : BifF7—# B0 fifi/3 v 7 7 & LT NULL %457€
pdwDataLen : 7 — 4 & U L,

dwFlags : 0 Z+57E,

!

CryptGetKeyParam

N RVTAET 2RI RENE T — % OF7 — 2 24 5,
hKey : CryptGetUserKey TH(S L7882 FIL,

dwParam : B(f$9 27— &5 & LC, KP_CERTIFICATE %#f57E,
pbData : BfF7 — X RVE N> 7 7, FIERTHRIET =2 KDy
77 ufEk L, DT R AZFERE,

pdwDataLen : 7 —# &, HIBCRIT —# EEHHE,

dwFlags : 0 Z457E,

X FEAET = A COREEIZ OV T, MBS U THERERT 5,

l

CryptDestroyKey

BN RVEEET D,
hKey : CryptGetUserKey THF7-8E > /L,

!

CryptReleaseContext

TR FoN RIVERRICT 5,
hProv : 7'm/3A N RL,
dwFlags : 0 Z457E,

B  Bauns

CryptAcquireContext

Wrg 7 a g a7 ERE LT, 7 ang Xy RLERts
T %,
phProv : 7'/ A 2N RVELD fiE,
szContainer : =27 74 NULL Z#iXET 5 (T 74/ harT7)),
szProvider, : 7 E/NA X4 EHTET D,
44 H CSP 72 5 X"HPKI Crypto Service Provider for Non
Repudiation", & 7-ealtA] CSP 72 513"HPKI Crypto Service
Provider for Authentication" % &% &9,
dwProvType, : 7’12731 % 5% A 7' PROV_RSA AES Z##ET 5,
dwFlags : 0 ZEXET 5,

l

CryptGetUserKey

2T T DOREFS D RSA T OV R Z IR 5,
hProv : CryptAcquireContext CHUS L7270 /31 Z N RL
dwKeySpec : #fif3] & L C AT SIGNATURE % $57E,
phUserKey : #8#/~ /LR Y,

l

CryptGetKeyParam

BN BUKET DRI RN E T — % OF7 — 2 RE2 ST 2,
hKey : CryptGetUserKey THUS L 7=~ /L,

dwParam : Eif59" %7 —#fijl|& LT, KP_CERTIFICATE %#$51E,
pbData : Bf§7 —# RV /Ny 7 7 & LCNULL Z457E
pdwDatalen : 7 —4 K& U i,

dwFlags : 0 Z+457E,
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l

CryptGetKeyParam

Ny RCHRES DRI TR ET — 2 OF — X Z 515,
hKey : CryptGetUserKey TH(fS L7882 RIL,

dwParam : Btf§9" %7 —#Fli5| & LT, KP_CERTIFICATE Z+57E,
pbData : FfS7 —X RV EN > 7 7, BRI THIT — X ROy
77 ERER L, DT RLAZIEE,

pdwDataLen : 7—# &, HiBTHRI-T—# RAHE

dwFlags : 0 ZH57E,

¥ FEAEF = A L OREEI OV TR, SEIE U THRERY 5,

l

CryptCreateHash

N2t Ty FOER

hProv : 7' 0/ 3A ZNy RIVEFRTE,

Algid : /Ny 27 V=Y X CALG _SHA 256 ZFR7E,
hKey : NULL %457E,

dwFlags : 0 ZH57E,

phHash : /N> 2N RV DA,

l

Ny a iBEOER

BAORIGT — 2 DNy v affiA R

l

CryptSetHashParam

N aF TV NDOINT A— B B TE

hHash : 7~ > 2 > RJL,

dwParam : /v ¥ 2 B EDT- 8% HP._ HASHVAL % 57E,
pbData : GXiET 5/ ¥ il

dwFlags : 0 ZH57E,

l

CryptSignHash

Ny Y 2 BICEBLEAT O TR DT — 2 REBIGT 5,
hHash : /N =2 Kb

dwKeySpec : BT D8O & L

T AT SIGNATURE Z#87E,

szDescription : NULL % f57E,

dwFlags : 0 Z457E,

pbSignature : NULL Zf57E,

pdwSigLen : E4ER Vi,

!

CryptSetProvParam

B4 FIHED PIN 3% ET 5.

hProv : 72/ 3A HoNy R,

dwParam : E44#EH PIN fif & L C PP_SIGNATURE PIN Zf57E,
pbData : ==— PIN f&,

dwFlags : 0 Z457E,

¥ ZTPIN ZFRE LRVEGEE, RD CryptSignHash T CSP IZX
ST PIN ANFA T rIBERIND,

!

CryptSignHash

Ny Y afBIZ B EAT S TSR ST 5,
hHash : /N =2 Kb

dwKeySpec : BT D8O & L
T AT SIGNATURE Z#67E,
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szDescription : NULL #f57E,

dwFlags : 0 Z457E,

pbSignature : B TR/ 7 —# ROy 7 7 Zfgk L, £D7 R
R EARTE,

pdwSigLen : BB C37- 7 — 2 RAFRIE,

l

CryptDestroyHash

Nt T T MEE
hHash : N> o247V OV RV

l

CryptDestroyKey

BN FVEREET 5,
hKey : CryptGetUserKey TH37=8/ > KL,

l

CryptReleaseContext

TR FoN RIVERRICT 5,
hProv : 70/ 3A XN KL,
dwFlags : 0 Z+57E,

A6 CNGHRADIU—7r2RA

A  FIREESAEDEE

NCryptOpenStorageProvider

TN, B EFRE LT, Tas, Es FAVETRIRT 5,

phProvider: 7’71/ A ZNy RAASGNIARA o &
pszProviderName: 7' 11/31 X4,
dwFlags: 0

!

NCryptOpenKey

HN PIVEIIRFT D,

hProvider: NCryptOpenStorageProvider CHUfS L7z~ /b
phKey: ##~> RAEHIHARA > 4

pszKeyName: “Private key of HPKI”

dwLegacyKeySpec: 0

dwFlags: 0

!

NCryptGetProperty

AEHEY A X2 BT 5,

hObject: NCryptOpenKey CTHUS L72/ > KL
pszProperty: NCRYPT CERTIFICATE, PROPERTY
pbOutput: NULL

cbOutput: 0

pcbResult: Y ZAEHFARA &

dwFlags: 0

!

NCryptGetProperty

AEAEZ T %,
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hObject: NCryptOpenKey CHtfF L7=/ > R/b
pszProperty: NCRYPT CERTIFICATE_PROPERTY
pbOutput: FEFEAANHAR A &

cbOutput: KRR A X

pcbResult: A ZEEHHHARA > &

dwFlags: 0

!

NCryptFreeObject

N VBRI 5,

hObject: NCryptOpenKey THUfS L7/~ Rb

l

NCryptFreeObject

TR BNy RIVERR A,

hObject: NCryptOpenStorageProvider CTHf5: L7z~ KL

B)  EhoE

NCryptOpenStorageProvider

TN, B EFRE LT, TR, EN RAVETEST 5,

phProvider: 71,34 2N RIVRHAIFIARA &
pszProviderName: ~7'11/3A X4,
dwFlags: 0

l

NCryptOpenKey

N FVEEST 5,

hProvider: NCryptOpenStorageProvider CHfS L7z~ Kb
phKey: # RV A 4~

pszKeyName: “Private key of HPKI”

dwLegacyKeySpec: 0

dwFlags: 0

l

NCryptSetProperty

AT a7 FRHAO Window > RAVERET 5,

hObject: NCryptOpenKey THUfS L7/~ Kb
pszProperty: NCRYPT WINDOW_ HANDLE PROPERTY
pblnput: Window /> RV

cbInput: Window /~> R/LDHA X (731 |)

dwFlags: 0

l

|~y v iRk

BUNGT —Z DNy v 2 fERERRT D, (SHA-256)

!

NCryptSignHash

BAMEDOY A X TGS 2,

hKey: NCryptOpenKey TH(fSL7-/~> Kb
pPaddinglnfo: DL T OOfEANGRIE S 47
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BCRYPT PKCS1 PADDING INFO #i& (A Z a7
pszAlgld=BCRYPT SHA256 ALGORITHM

pbHashValue: 7~ > = ff

cbHashValue: /> ¥ 2 fHOH A X

pbSignature: NULL

cbSignature: 0

pcbResult: A RFEANHRA 4

dwFlags: BCRYPT PAD PKCSI

l

NCryptSignHash

ELwFE D,

hKey: NCryptOpenKey CTH(fF L7z~ Rb

pPaddingInfo: LA T DEASERE ST

BCRYPT PKCS! PADDING INFO #i& k& +657E
pszAlgld=BCRYPT SHA256 ALGORITHM

pbHashValue: /> 3 =

cbHashValue: /> 3 2 fHOH A X

pbSignature: EAEMFHHARA ¥

cbSignature: FEAEOY A X

pcbResult: A ZEEHHHRA > &

dwFlags: BCRYPT PAD PKCS1

l

NCryptFreeObject

N RVERICT 2.,

hObject: NCryptOpenKey THUfS L7/~ Rv

l

NCryptFreeObject

TR BNy RIVERR A,

hObject: NCryptOpenStorageProvider CTHfS L7z~ Kb
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MEEB (%) PKI7T) 45— a3 o nEER

B.1 =

B oFHE ) HPKI RGER O 217 5 Z & R
AZBAL T, BT ORMFDO T T, MAERMHROMRZ T 5,

* % HPKI nuuﬁb%ﬂg DI— R if%\éﬁﬁ‘j—é

I, I— R ESnD PKI A— RT7 7 ) r—v

RFRHE T, PEREEESE ®i/%i/7474ﬂﬁwikmﬁ%@£%ikﬁé

- HPKI TE4 HEAEAFIH L-BAEE L. B4 2(TH -0

-774w%L\37/%\/%#/Xi\ﬁﬁpﬁo

B2 U TRTDIT—HITh-> T, FEEOFEEDIITT 50— RO — N Sne=7 7 ) r—
a9 L OREE L IZRA D, FREOH— RROH — RIT
FEEDOH— RROT 7 r—va AR RSN D Y 7 b U =7 EY 2 — LV OHRRIIIE > TEWEZ R

DMEND D,

B2 7J7AI)LiEE
DF/7 7)) r— g v oofEEH 2 X B.1 IR,

DF/7 ) r—2a v

CIAInfo(12)

EF.0OD(11)
4

EF.PrK(14) [~

EF.CD(15)

EFAOD®(183) [Fr—

IEF(16) U

IEF(17) <

WEF(18) “———
WEF(19)  [«——-
WEF(14) [¢———

WEF(1B) [¢——!

PIN
FLAT g

AERAE(D)
AEFE(2)
AERE(3)

AL E(4)

w77V r— 9 of I

J

ZPIN OREDLE LT 5,

B8 on— k
MmHT Rz

5 D

BT

X B.1 JIS X 6320-15 |ZHEHL L 7= 7 7 A /LA A5

HE 1D BINOEHESOIFAEIZEI L Tid, BEL TN,
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2 By aNOHFEXX) L, & EF #0271,
E3) — RIS DT ) r— a UMFET 5855 CH, EEDIRIIFELRVWEDET 5

B3 PKI7FY/7r— 3> 0k (AD)

JIS X 6320-15(ISO/IEC 7816-15)I%E 5., RID 1%, ISO/NIEC 7816-15 Tikb HNAH DT, Ep 7T 71 47—
o a3 VRIFPIX)E S A4 HPKI ZREERNEH A ID &5,

E8 28 BD 08 OF XX XX XX XX XX XX XX XX XX XX XX

" _/
Y

7816-15 ® RID WiFmn b5z bnHE K 16 234 1)

1) XX O, BAFBENEET D, BRTRR16 /3 D,

B4 % EF DAE

B4.1 =
JIS X 6320-15 (ISO/IEC 7816-15)IZ1t~> THET D, TXC, M EF #3372 H\ 5, £ B.1I2—#l%
R, BRI O—F% B.4.2. B4.3, B.4.4, B4.5 KUBA4.6 TR,

#B1 MELRLZTFANE

7 7 AV | &k EF in - EF #5511 T ANEALT N
ClAInfo | ‘12 (JISX ‘5032 JIS X | % B4.2: 71— R
6320-15 6320-15
(ISO/MEC (ISO/IEC
7816-15)THg | 7816-15)FE1E)
7E)
oD 117 JIS X 5031 JIS X | iZifa B4.3: A7V =/ MER
6320-15 6320-15
(ISO/IEC (ISO/IEC
7816-15)Cfg | 7816-15) CHE/®)
7E)
AOD 13 () HEHENEDD | Bl B4.4 : FGEA 7Y =7 MER
PrKD ‘14 () HEENEDD | Bl B.4.5 : FLA R
CD 15 () FEENEDD | HiE B.4.6 : FIEAHEEHR
IEF 16 (@) HEHENED D PIN #%## (VERIFY )
IEF 97 @) HIEHNED D FLASHEIN (B4 )
WEF 18 (i) FHIEENEDD | Bl AFAERAN (T 4T 1)
WEF 19 (@) HEENEDD | B 15 #H A5 O FiE B E % i (HPKI
ROOT #REER D E O B4 E)
WEF 1A B HIEENEDD | Bl MERRERI~DREREFS A
WEF 9B () HEENEDD | B TERRERI~OFEE « B0

B.4.2 EF.CIAInfo
CIAInfo == {

version v2,
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label “HPKI Application” ,-- F 73 v

cardflags { authRequired, prnGeneration } - B BIREICFIAETRLLE, ELEERD D

}

B.4.3 EF.OD
authObjects : -- EFAOD ~0D/3 &
path : {
efidOrPath '98'H -- EF.AOD D% EF #8537 18
%
privateKeys : -- EFE.PrKD ~0D/3A
path : {
efidOrPath 'A0'H - EF.PrKD D% EF #%5F *14’
%
certificates : -- EF.CD ~MD/3&
path : {
efidOrPath 'A8'H - EF.CD D%E#E EF %31+ ’15
}

B.4.4 EF.AOD
pwd:{ - RRU—F
commonObjectAttributes {
label "PIN ", - A7 a3 v
flags { modifiable }, - F 7 3 EEAHE
%
classAttributes {
authld '16'H — #5145 729D ID
%
typeAttributes {
pwdFlags {
case-sensitive, -
local, - ZD7 7Y sr— 3 VIDF WCTOHER)
initialized - #EULIN TS
%
pwdType utf8, -- UTF8 3(Ft > b CryptAPI &z X W, ASCII L7425
minLength 4, - R/ DX
storedLength 16, - #&HHDE X
maxLength 16, - BKDE X
pwdReference ‘96 H-- Verify =2~ KD P2 /%5 X—% (7 7V EAH D PIN)
IEF O%E#E EF #5117 '16'

}

B.4.5 EF.PrKD
privateRSAKey : {
commonObjectAttributes {
label "Private key of HPKI",
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flags { private }, - FIFICFRIEISLEE
authld'16H— #2L7%25 A0D =~V

W

userConsent 1 — AR L > TEL RN AT, BERREETTY (BFEL PKIV—F

TV =3 a VOBEIINE, BT OGEICITMERYY)
accessControlRules {
{

accessMode { execute }, - FT
securityCondition: {

authld : '16'H, -- pointer to the AOD-entry
}

}
}
classAttributes {
iD'17TH, -- #AID7=HD ID (EF #3F5F AL, sEAE L L@ITT D)
usage { nonRepudiation }, (BEFFEEADEEIZIT sign)
%
typeAttributes {
value {
efidOrPath 'B8'H -- IEF O%E#E EF #%53+ '17

13
modulusLength 2048

}

B4.6 EF.CD
x509Certificate : {
commonObjectAttributes {
label "HPKI END ENTITY CERTIFICATE",
}
classAttributes {
iD'17H #3000 ID FiES L HEITT5)
%
typeAttributes {
value indirect :
path : {
efidOrPath 'CO'H - ## 347 WEF D% EF #51F '18'
}
}
13
x509Certificate : {
commonObjectAttributes {
label "MHLW CA CERTIFICATE ", --E%7%® CA fFE
}
classAttributes {
iD '19H -85 07=d D ID (EF i#83IF LR U &3 %)
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authority TRUE -- CA DFEAE
%
typeAttributes {
value indirect :
path : {
efidOrPath 'C8H -- ¥ X 7= WEF D%E#E EF #5517 '19'
}
}
}
x509Certificate : {
commonObjectAttributes {
label "HPKI ROOT CA CERTIFICATE", --&F¥H® CA

}
classAttributes {
iD "1A'H -5453072 D ID (EF #5317 L RIL &35)
authority TRUE — /&5 OFEHE
%
typeAttributes {
value indirect :
path : {
efidOrPath 'DO'H — ¥4 X172 WEF D%E#E EF #5517 1A'
}

}

HIfE CA DMHET 25512130 9 12 X509 A7 V=7 M BT %
x509Certificate : {
commonObjectAttributes {
label " HPKI CA CERTIFICATE ", --&HE3##FDHE CA
}
classAttributes {
iD "IBH #5307z d ID (EF #5117 LRT &9 5)
authority TRUE — H[#] CA OFEAE
%
typeAttributes {
value indirect :
path : {
efidOrPath 'D8'H — ¥ X7z WEF D% EF #k5+ '1B'
}
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MEEC (8%) PKI7TYr—a flADa<T U R

C1 AV F—%&
KHA RTA Tl LTFD a3~y RIoW Tl & RO 127~ 5,
SELECT FILE (JIS X 6320-4)
VERIFY (JIS X 6320-4)
READ BINARY JIS X 6320 -4)
MANAGE SECURITY ENVIRONMENT (JIS X 6320-4)
PERFOM SECURITY OPERATION (JIS X 6320-8)
C2 THK vy RO & ftkz s, AT —FAU— L, RENRHITHST, I— D
FEEITS U T JIS X 6320-4 THIE ENAMD AT —H AT — REEYNTH I L TH LU,

C.2 SELECT

C21 At
77— 3 U DF O~8— L L7 RSATRE
FCLIZCEIRSNT=T 7Y r— 2 UDF O AID 2355 AT RE

C22 avw s RAvt—v

DF %R
CLA INS P1 P2 Le F—H Le
“00” “A4” “XX” “XX”
) ) ) ) (1) (1~16) (Oor1)
EF Z4R
CLA INS P1 P2 Le F—H
“00” “A4” “XX” “XX” (EF #517)
(1 0 (1 oy (1 @
T A=K E& Ek i
P1 1 FEPUHIET-
P2 1 BIRA T v a v
Lc 1 7 7 A IV or T 7 A NELDOES
F—H 1~16 | 77 A ViR or 77 A V4
Le 1 FCI 57—# D31 "
Pla—747
b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl | Elk

77 ANID I X AR
# 1> ~ DF HE FD EF
DF 43#R

0 0 0 0 0 0 X X

—
e}

0 0 0 0 0 1 0 0

P2a—7 47
[ b8 | b7 [ b6 | b5 | ba | b3 [ b2 | b1 | &0k
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FCI A7 a T L— N

1| 1- - - | FCI o7 L(EF #5112 X A 384R0E)

0 | BHIEIIME—D 7 7 A1

oo |0 |O
oo |o|O
oo |0 |O
oo |O|O

1 0 | kK774 (= %)L DF L4IEET)

C23 VARV AAYE—Y

L AR A APDU
| F—X | swi | sw2 |
1) (1 1)
IRT A=K EX LS %
F—H 5~30 | FCI(TAG="84")7> 7L — k TAG="84" :DF 4
SW1 1
SW2 1

) VAR AD SW1 KUSW2 7390 00"LISNDESE DT — 2 FlE, 0 L7025

F L
|6 | 5 | 80 | BEx | DF%4 |
1) 1) 1) 1) (1~16)

C24 AT—HAU—F

SW1 SW2 AT —R AT — ROEM:
“90” “00” | IEFRT
“62” “83” | BIREN 7= DF 23 LT\
B S7- EF OBLDF 2302 LT 5
“67” “00” | LeBXOLe 7 14—V R HES TUVNV5,
APDU O F E)3\EhE-> TV D,
“68” “817 | FEESNIRREET ¥ RNVE L D7 7 B ARRE ARt L 72w
“g2” | CLA XA FTHRESNI=EX 2T A v — 0 ZTHSREA R L2
“6A” “817 | BEREDMEHE S0
“8Y | TV BARGEE T 7 A VISR
“86” | P1 P2 OfE IEL < 720
“87 | Le DIENRPLIP2 EFEL TS

C.3 VERIFY
C31 Ak
i EF - C 94T

C32 awr s RKAvtk—v

CLA INS P1 P2 Le F—k
“00” “20” “XX” “}m”
(1) (1) (1) (1) (Qor 72L) | (AIZ or 72L)
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C.3.

IRT A—H ES ISR i
P1 72 L (CO0”[EE)
P2 SIRT — X OIRE
Lc lor 72L
T—H "% or 2L | BAET—X
P2a—T5 27
BS | b7 | b6 | b5 | b4 | b3 | b2 | bl | Elk
1 FEOZRT —4
0| 0 J1Lv> ~ EF
11010 foffE EF #8511 ("111117°240)
0383 LARLAAyE—Y
L 2R A APDU
| swi | sw2 |
) 1)
RT A=K EX LS i
SW1 1
SW2 1
4 AF—HAT—]
SW1 SW2 AT —H AT — ROEM
“9(” “VO” | EFET
“63” “00° | BAER—EET D
“CX | BEAR—EHIX 2L - T, RV ORI TATRER(0-15) 27~ 7]
“67” “W0” | LeBEVLe 74—/ R fEL&ES TV 5,
APDU DO IM[EiE-> TV 5,
“68” “817 | FRESNEREET ¥ XN EFIT L D7 7 B A RE AR L 72
“82” | CLA A FTHRE SN X 27 A v —U 0 FHREZARAE L7220
“69” “81” | Ty A/ UEE L PG Liza v R
“837 | FREAEEZ AT
“84” | ZBENIZIEF 2Z#L LTW5
“6A” “817 | HEREMRE SR
“82” | 4 EF i3 CHE L7z IEF 23720
“86” | P1 P2 OfEAIELL 72\
“87" | Le DIEAP1IP2 EFEL TS
“88” | BRI NIZHENIE L < FRE STV

C.4 READ BINARY

C4

1 St

JHif EF @l - COFT

© JAHIS 20XX

66




C42 o< RKAvb—

CLA INS P1 P2 Lec
“00” “B0” “XX” “XX”
) ) ) ) )
IRT A—H ES ISR i
P1-P2 %1 we T Lt 8EifE BF a1
WSEEAD A F Y T =X DA 7
Ty b
Le 1

P1-P2 a—7 17

P1 P2 R
B8 | b7 | b6 | b5 | ba | b3 | b2 | bl
0 - - - - - - - - | AL N EF$EE
0 X X X X X X X | xx | 7y M5 EY 1)
o|lo|lo|oOoO|O| O] O]| - |#HLrrEFEE
01| 0 ot EF #8017 (C111117° 284
0] 0 xx | A7%y M8 EY H)

C43 VARV ARA =Y

L AR A APDU
| F—4 | swi | sw2 |
(AT (0 (1
INT A—H RS =S ik
F—H WA | maRt s T4
SW1 1
SW2 1

C44 AT—HAU—F

SW1 SW2 AT —H AT — ROEM
“90” “00” | IEWHKT
“62” “83” | DF fZE< LTWn%
“67” “00” | LeBXWLe 7 4 —/V FNEE-> TV 5,
APDU O F E)3\EE-> T\ 5D,
“68” “817 | FEESNIRREET ¥ RNE L D7 7 v A RE AR L 72w
“82” | CLA XA FTHRESNIEX 2T A vb—U 0 THREA R L 720
“69” “81” | Ty AUEEE FIE LTcav R
“837 | FREAEEZ AT a0
“6A” “817 | HEREDMREES L
“82” | JEHE EF B - CHE L= 7 7 A AH3 a0
“86” | P1 P2 OEAIELL Z2uy
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| 87 | Le DR P1P2 L FJEL TS

C.5 MANAGE SECURITY ENVIRONMENT

Ch1
BABEOFEE

Ch2 v KAytbw—v

CLA INS P1 P2 Le F—H
“00” “99” “XX” “XX”
) ) ) ) (1) (RTZ)
IRT A—H Ex EUS i
P1 “41”: SET
P2 P13 SET %Wt GETCRT @ | “B6” (FETE4 M CRT)
BAalE, 77— RS
Lc 1 T—H 5
F—4 Tag="81", Len="02" , EF i3Il 1
Ch3 LARAAE—Y
L AR A APDU
| sw1 | sw2 |
) 1)
IRT A—H Ex EUS i3
SW1 1
SW2
Ch4 ART—HAU—FR
SW1 SW2 AT —H AT — ROEL
“90” “VO0” | EFET
“62” “83” | DF 3pHZ< LCT»5 (WL b SEFIHTE 720y
“67” “00” | LeBLVLe 7 4 —/L RAHES TV D,
APDU O£ S)3\EiE-> TV D,
“68” “81” | FEESNIRREET ¥ RNE L D7 7 B A RE AR L 72w
“82” | CLA XA FTHRESN-E X 27 A v —U 0 FHREZARAE L7220
“69” “Q” | BX 2T 4 AT —HX ANMIE SR
“85” | v ROMEHZMEEDNE S 720
“6A” “BOP | T—H T 4V RO THRIELL R
“85” | Le OfEAs, TLV HEEICFFELTWVD
“86” | P1 P2 OfEAELL 72\
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C.6 PERFORM SECURITY OPERATION

C6.1 Mt

A TOBEFELARE SR OFET
INT 4 NI — RAVTAT D

C62 avr s RAvb—v

CLA INS P1 P2 Lec F—4 Le
“00” “9A” “XX” “XX”
(1 1) (1 1) (1 (RIZ) (1or3)
IRNT A=K ES LS S
P1 1 OE” (T VX INVEL) Encipher #LE{
P2 1 “OA” (7 —H 7 4 —/L RINE4)
Lc 1 T—H 5
F—4 AE | BAINDT—H
Le 1
C63 LARS AR yE—
L AR A APDU
| F—4 | sw1 | sw2 |
(FT45) ) )
INT A—H Ex LS e
F—H W | BTBATS
SW1 1
SW2 1
C64 AT—HAT—F
SW1 SW2 AT —H AT — ROEM
“90” “00” | IEFRT
“62” “83” | DF 23pZ< LT»d (L b SE FIHTE 720
“67” “00” | LeBELWLe 74—/ RARESTUA,
APDU Of I H3fhE-> TV D,
“68” “817 | FRESNIEREET ¥ XNEFIT L D7 7 B A RE AR L 72
“82” | CLA A FTHRESN X 2T A vb—U 0 ZTHEEETIE L 720
“69” “Qo” | BX o T 4 AT —H ADER SFUR
“85” | vy ROFERASMINHE S
“6A” “QOP | F—F 74—V FDZ ZBRIELL R
“85” | Le OfES, TLV HSEIZ G LTV 5
“86” | P1 P2 OfEMNIE L L 720
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fiEED (&) ICHh—F)—FS543LEDA 02 T7—R
ICH—R)—=FFGA4BLDA L EZT2—RL LTT Ty b7+ =L L O LLTFD ZOWHET D,

1) PC/SC MS-Windows (2B AHA X7 2—RA)
2) PCSC-Lite( LINUX <° Mac OS 72 & UNIX %D OS IZBIT A A v Z 7 = —2A)

IC 1— RV —HZ A 23, PC 72 EITHE SNDWEIRA > & 7 = —AZ1E, RS-232C, PCMCIA, USB
ENd D, PCISCR°PCSC-Lite 1%, Z 9 LI=WBEIA VX 7 = —ADENC, B D2 —DIC — R
V—2 T4 2O A B 7 2 —ADHAROENEWIN U IC H— RV =X T A4 ZDOT 7V r—a
WXL CIC 1 — R U —& F A 2 ~OPHII72 APL 2435, HPKIFH IC 71— KA R7 A AZBN T,
KRED IC H— RV —H T A Z~DIRIFMZ e/ NRIZT 5729123 5728, PC/SC X2 PCSC-Lite &\ »7=7
L—AU—7 ETEWET S Z & AHERL T D, Z 2 Tlk, PC/SC, PCSC-Lite, #iZ, USB /%7 =
—2EFFOIC H— RV —F T4 ZIZBITD RT7 A OERETH 5 USB CCID(Chip/Smart Card Interface
Devices) | Z DWW TR 5,

COPC/ISC  (Personal Computer/Smart Card)

PC/SC 1%, N Z—%AtndiliEd2 IC 71— K, IC I— RV —%TF A %%, Windows Eg5% b CFHEFIH
TEXLENTTBHTODA X T 2= AR E LT, KvA 7y 7 MizhLE LTEEROR 2 =D
725 PCISC U—27 ZN—TIZ X > TED AL, 1997 H-12 A= 2 10 3 U—AZFL, 2005 4F 6
AL, 2017 FEHEDEFIR CH H /35— 3 201 N J—RAEHTWD,

PC/SC 1B\ Tk, IC =RV —HF A XD H =3, PCISCIZHERLL 7=, {H% D IC h— R —X
TABZD RTA NNt HME DR D5,

ICH—RV—=F 452077V r—2a HPKIHIC 71— RHA 7 A AZBWTIEL, PKCS#11 72 &
@ PKI #EEZ 42T 2000 3 Fow=7) 1%, PC/SC @ API ZFH+ 52 21c kv, 3o IC h— RV
—HTABDRIANEEHENS RY o THET . RTA DB LT BEED TRBIZ /2 - TN D,

Windows B25ECld, <A 7 1Y 7 Mto WHQL(Windows Hardware Quality Labs)73, IC 77— R VU —
HIGAEDE I~ R =T & RIANROREEITHOTCND, ICH—RI—=FF7A4 %L T DHRKIA
2B LT PC/SC IZHERL L 7=JEC D WHQL OFREDM T TR Y | LHlZ2E LT-EEELT 5 50
<HRFES LTV D,

OPCSC-Lite

PCSC-Lite iZ, LINUX <> Mac OS 72 & UNIX 3&® OS (28T, PC/SC & FRED BHEID 7= I HAEN
Bk S, A—7 V=AY 7 vy =7 L LTRfES TV 5, PCSC-Lite (%, fH419IZIE, PC/ISC O
Ty hTHDHA, LINUX 72 & UNIX 520 OS TOFIER[RE/ AR L /e > TW5, PCISC [ElkE, 85X
Z—IC 1— RV =X T4 2 EFIHTH7=HIZIE, £D IC h— RV —XF7A4 XD D KT A \%
PCSC-Lite |ZHHAAIND Z L1270 5D, 7272 L. PCSC-Lite IZBW T, A 7 1 Y 7 MED L 9 7238 EHIE
(WHQL (2 X DBENIFEET, £, ZLOEA. IC h— RV —& « T4 ZXZ—T, RTA %4
LT ey, Rbo T, A~ V=23l a=7 ¢, PCSC-Lite #ELL7=, IC #— RV —XFA X
D RTANERPLL T D, 2078, BIRERTlX, PCSC-Lite TEESHAZ LD TEHIC H— KU —
24 H2%, PCISCIEEL L 1372\, MY T=->TiL, BMEOHEIFAIIER T 20 ERNH 5,
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OUSB CCID  (Chip/Smart Card Interface Devices)

IC 1— RV —=FF 4 ZDOYERIA 52 7 = —AZ1E, USB 33ERIZE FIHSo2d 5, USB OEE
HIA BT 2—ADIC 1— RV —=FF4 ZDA B 7 x—ADHEEE LT, USB CCID (Chip/Smart Card
Interface Devices)»3 %, USB CCID MftA£i%. USB working group (25 ¥ 2001 45 3 HIZ Revl.0. 2005
4 AIZRevl1 BY U —ZA I TWD,

PC/SC iZ#EflL L7z Windows 77 v b 74 —2AD USB CCID @ R A/N%, w147 1Y 7 MIL )it
SN TW5D, F7=. PCSC-Lite #E#LL 7= USB CCID @ KT A NL, A=V —RAaIa=F5T 4128 VE
s T b, 207z, USB CCID (IZHERLL 72 IC 1 — R U —Z T A4 XD, IC 1— KU —F T A 2]
BHD RTASOERMEELT O MENR 72, 29 L2 b, HTILWUSB DO IC 71— RV —#Z 1 %1%, USB
CCID [ZHEL L 7= 853220,
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18— 1. S5

ISO 17090-3:2008 Health informatics — Public key infrastructure — Part 3: Policy management of
certification authority

PC/SC Specifications https://www.pcseworkgroup.com/specifications/download/

PUTIE JIS X 6320 3V — XK 5 ISO [EFMEAERS Th 5, ITHFUE S 417 ISO/MEC 7816-8 &N
ISONEC 7816-15 1%, FAEARN JIS L13—E LT puy, JIS{EDED HiLE RIALTH 5, LE SN
NI IAREZOF P 2 a 5.2 7o =6, JIS MR LT BT,

ISOMEC 7816-4:2013 Identification cards — Integrated circuit cards — Part 4: Organization, security and
commands for interchange

ISO/TEC 7816-8:2016 Identification cards — Integrated circuit cards — Part 8@ Commands for security
operations

ISOMEC 7816-15:2016 Identification cards — Integrated circuit cards — Part 15: Cryptographic
information application
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ftiF—2. FRERE

TRk (FE4 T IE)

HH MK S [EIF IR

TP e W7 R~y

(AN S =LK

FH OEaR K HAEIRIER

I ATE ABTEN e

=R T AT EN e

eIl A () B LR T

L] 548 [EERGN

B FHE = 2RI

KM PG SHEBRA LT A A= a VAT AR
g SEERA T A AT a VAT AR
7/ NP CHEEHRA VT A A= a VAT AR
BRAH 5% Y =2—

=% (—H) PREEER AN R 2 P G M
FH R (—th) AABGER S AT LTS
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